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Abstract

With the rapid development of information and communication technologies
and the increasing dependence of modern civilization on them, the num-
ber and significance of threats to the functioning of the whole of society
(not only smart society) are constantly increasing. Prevention, security, and
protection against cyber threats pose a challenge that will have to be faced
in the future. This article presents systems thinking and system dynamics
approaches to solving complex problems and shows their potential use in
cybersecurity, with a particular focus on the current state of cybersecurity
in the Czech Republic.

Keywords: Cybersecurity, System dynamics, system thinking, Czech
Republic.

1 Introduction

Cybercrime is a complex and ever-changing phenomenon but the major
problem is the absence of a consistent current definition, even among those law
enforcement agencies charged with tackling it [47]. For example, Wall [46]
states that “cybercrimes are crimes that are mediated (governed) by networked
technology and not just a computer”.
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The Police of the Czech Republic [36] define cybercrime as a crime
that is “committed in an environment of information and communication
technologies where the subject of the attack is either the area of information and
communication technologies itself or the crime is carried out with a significant
use of information and communication technologies”.

The National Cyber and Information Security Authority (NUKIB) [31],
which is the central administrative authority for cybersecurity, including
the protection of classified information in information and communication
systems, and also cryptographic protection in the Czech Republic, defines
cybercrime as: “Criminal activity in which a computer appears in some way
as an aggregate of hardware and software (including data), or only some
of its components may appear, or sometimes a larger number of computers
either standalone or interconnected into a computer network appear, and this
either as the object of interest of this criminal activity (with the exception of
such criminal activity whose objects are the described devices considered as
immovable property) or as the environment (object) or as the instrument of
criminal activity”.

According to the National Cyber Security Strategy (NSKB) [33], the
possibilities of trading sensitive information is growing. The character of the
Internet gives offenders the opportunity to perform both targeted and massive
attacks, and promises quick action and profit, while at the same time low risk
of punishment. The report of the Ministry of the Interior [28] identifies an
increase in information criminality. All forms of crime have been growing
fastest for many years in the Czech Republic and the rest of the world, and a
change in the role of the Information and Communication Technologies (ICT)
cannot be expected.

Unfortunately, there is an extremely high latency rate in this area, as
evidenced by the [1, 21], and most cases remain undetected or unreported. The
total number of incidents, automated and targeted attacks, both successful and
unsuccessful, estimated the Ministry of the Interior in 2014 to approximately
200,000 incidents per day. The European Union Agency for Network and
Information Security (ENISA) [12] points out that the trend in 2016 has been
monetising cybercrime, attacks are becoming more sophisticated and opti-
mized for profit. The European Union (EU) in the investigated materials [9, 44]
comprehensively addressed cybersecurity, in addition to such concrete steps.
In the legislation, but rather generally, they addressed cooperation between
security forces and organisations, industry, science and academia, business
opportunities and roofing, and support for co-operation of all components at
national and interstate level.
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The development of cybercrime techniques is growing rapidly, the pro-
fessionalisation of criminals of information criminality, which is increasingly
sophisticated with a clearer division of individual roles, the perpetrators are
increasingly trying to mask their behavior using cryptographic mechanisms,
often also using botnets that contribute to anonymity, massiveness and
technological coordination of the attack. At present, not all EU countries
have the necessary means and capabilities to fight cybercrime effectively [9].
Europol [14] states that cybercrime annually costs EU countries 256 billion
euros, and worldwide 900 billion euros.

1.1 System Dynamics and Modeling

The system approach is based on the fact that the system cannot be understood
by reducing to smaller units but by accepting the complexity of connecting all
parts and their arrangement which is non-reducible [6].According to Capra [5],
“understanding things by systemically means literally putting them in context,
determining the nature of their relationships” and systemic thinking means
“understanding phenomena in the context of a larger entity”, which is also
related to the original meaning of the term system.

System dynamics is a science that investigates the behavior of systems over
time. System dynamics, according to Forrester [16], is an essential foundation
for effective system thinking. According to Richmond [37], systemic thinking
is the basis for system dynamics. System Dynamics offers a set of tools to
understand the structure and behavior of complex systems. It is a practically
oriented discipline that helps to better understand the surrounding systems,
especially those in which there is a high degree of detailed and dynamic
complexity [4, 41]. According to Forrester [18], models should be compiled
from all available information, including mental models and both written and
numerical information, with only a tiny part of the available information. The
result of the analysis (simulation) of the finished model should be to improve
mental models.

For the purpose of this article, Stella 10.0 software is used to model
systems. This program is a work of iSee systems (originally High Performance
Systems), founded in 1985 by Barry Richmond [7].

2 Cyber Threats

The Oxford Dictionary [11] defines cyber threat as “The possibility of a
malicious attempt to damage or disrupt a computer network or system”.
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2.1 Types of Cyber Threats

For now, perhaps the most comprehensive overview of cyber threats can be
found in ENISA’s annual publication—the ENISA Threat Landscape Report
2017 [13]. ENISA also publishes threat overviews for specific areas such as
smart grid, IoT, smart hospitals, and so on. In this publication, the threats are
divided into 15 top cyber threats, as listed below:

• Malware,
• Web-based attacks,
• Web application attacks,
• Phishing,
• Spam 45,
• Denial of service,
• Ransomware,
• Botnets,
• Insider threat,
• Physical manipulation/damage/theft/loss,
• Data Breaches,
• Identity theft,
• Information leakage,
• Exploit kits,
• Cyber-espionage.

2.2 Cybernetic Threats for the Czech Republic

In the Czech Republic, several organisations dealing with Cyber Security, for
example:

• The National Office for Cybernetics and Information Security [32]
(NUKIB),

• The National Center for Cyber Security [30] (NBU),
• The Committee on Cyber Security [45] (VKB),
• The Department of Cyber Security and Coordination of Information and

Communication Technologies of the Ministry of Interior [27].

Legislation within the Czech Republic (Act No. 240/2000 Coll., on
Crisis Management and on Amendments to Certain Acts (Crisis Act) and
Government Decree No. 432/2010 Coll., Criteria for Determining Critical
Infrastructure Element as amended by Amendment No. 315/2014 Coll.)
defines Critical Information Infrastructure (KII) and Significant Information
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Figure 1 Number of KII and VIS systems in 2016 in CR [20].

Systems (VIS) and becomes an obligation for their operators and administra-
tors. The system is categorised by the NBU in co-operation with stakeholders.
Figure 1 shows the latest available data.

The National Cyber Security Strategy for the Year 2015–2020 [33]
(NSKB) poses many more general and specific threats. More common threats
include: mobile malware, large data and cloud (for its non-transparency),
social networking, switching from IPv4 to IPv6, embedding and exploit-
ing backdoor hardware. More specific threats to the Czech Republic were
identified in the NSKB:

• CR as a possible test facility: = The Czech Republic uses similar
technologies, mechanisms and processes as other states to protect itself,
and threatens to serve attackers to test attacks on more prominent states.
Against the threat of attacks and fighting in cyberspace, Balaban, Pernica
and coll. [1] also warn and warn against disinformation campaigns to
influence public opinion, which are the current conflicts.

• Insufficient public trust in the state: = Security will not work without the
co-operation of all citizens, the private sector (most cyberspace [33]) and
cyber-security organisations.

• Threats associated with digitisation of public administration
(eGovernment).

• Protection of industrial control systems and information systems in
healthcare.
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• Increasing dependence of defense components on ICT Systems, networks
and technology itself (vehicles, aircraft, ...) are endangered, which threat-
ens the defense of the state and the conduct of military actions. Defensive
components must be able to respond to cyberthreats and disable them.

• Low Digital Literacy of End Users Basic awareness of potential threats
is missing from public and government users.

• Threats related to the Internet of Things (IoT) and Intelligent Power
Networks (Smart Grid) = The digitisation of formerly passive systems
brings new opportunities for abuse, the number of devices connected to
the Internet is constantly increasing and their security is often miserable,
as the Ministry of the Interior points out. This is compounded by the
illiteracy of users.

• Lack of cybersecurity experts and the need to revise existing curricula in
education.

• Insufficient security for small and medium-sized businesses.
• Increasing numbers of Internet users and ICTs and the resulting criticism

of their failure.
• Increasing cybercrime and cyber attacks.

3 System Approach to Cybersecurity

Savage and Schneider [39] explain that security cannot be scaled by adding
hardware or software but that it is the property of the whole system arising
from the relationships between its elements. This explains why cybersecurity
requires a strategy that is based on a system approach. This strategy then
requires organisations to adopt security technologies and understand the risks.

Given that the need for a comprehensive and sophisticated approach to
cybersecurity is relatively new, there is not much to mention about the benefits
that come from the system access application.

At Massachusetts Institute of Technology (MIT), the cradles of system
approach, among other things, deal with incident evaluation [38] and a
Systems-Theoretic Accident Model and Processes (STAMP) based on a
system approach was developed to evaluate security incidents and risks,
as well as to design methodologies for their prevention and methodologies
for their evaluation. STAMP works with system constraints and boundaries,
control loops, process models, and control levels. It also looks at the fact
that systems are socio-technical, meaning that a human factor that influ-
ences the process directly and physically, but indirectly through different
rules and regulations, plays a significant role. STAMP has been applied to
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examples of security and aeronautical security events, and the possibility
of its use in cybersecurity has been introduced using the CAST (Causal
Analysis Based on STAMP) method, which was used to analyze incidents and
their causes.

In 2015, a Cyber Attack Impact Assessment (CAIA) methodology was
introduced to assess the impact of a cybercrime attack on critical infrastructure.
CAIA similar to STAMP, respectively CAST, including a human factor. The
methodology CAIA compares behavior without incidents and incident inci-
dents, examines control variables, observed variables, and events occurring
in processes. The possibilities of using the methodology ranging from risk
assessment to network design control were highlighted and the possibility that
the methodology could also use attackers to prepare for a more devastating
attack was also highlighted.

4 Model of the Cyber Security System of the Czech
Republic

A causal-loop diagram was selected to represent the system. Only core
elements, loops, and relationships are shown. The system interacts with the
environment and is therefore open. We can label this system as dynamic
because it evolves over time. Furthermore, the system can be classi-
fied as hierarchical because it can be divided into smaller soft and hard
subsystems.

Outside the system, but with a strong influence on it, there are elements,
such as: the geopolitical situation of the state, natural and other influences and
the lobby.

The following elements of the system are used in the causal Figure 2:

• Lobby – The impact on media, legislation and finance is considered.
• Finance – The amount of funds needed to ensure the functioning of

security organisations and educational and scientific activities. Avail-
ability of finance can be positively influenced by the awareness of
cybersecurity populations and threats.

• Legislation and other rules – Includes laws, decrees, but also rules and
internal rules and policy of organisations (not only security but all private
and public entities, profit and non-profit).

• Security Organisation – Includes organisations and other cybersecurity
units. Their interdependence and co-operation can be modeled as a stand-
alone subsystem and all available data suggests it is of good quality.
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Figure 2 CR cybernetic security system.

Source: own processing by [35].

• Incident Management – Includes the collection of data on incidents
(including cybercrime) and their analysis, which ideally provides infor-
mation on the origin of threats and includes a proactive, real-time and
reactive approach

• Science, Research, Technology Development – Includes activities in the
field of science and research. They contribute to security development
and also to threats.

• Security of Infrastructure, Devices, Software, Data, Users – This element
consists of two levels of subsystems where security should be the property
of each.

• Literacy, prevention and hygiene of the population – This is the result of
educational and awareness-raising activities. An enlightened population
contributes to infrastructure, equipment and data security.

• Incidents – Includes all security incidents and cybercrime crimes.
• Media – Includes print, radio, cinema, television, the internet and other

media through which education and awareness can be disseminated.
Currently, the Czech Republic is primarily used for the dissemination
of professional information for security specialists but there are good
examples of television and radio.
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• Development of education – Represents all educational and educational
activities, including education in schools. It is therefore a summary of
training, courses, exercises and trainings, teaching materials and human
capacities. At present, most activities are primarily targeted at network
administrators and other IT specialists.

• Threat Developers – Includes threat makers and available information
about them. Developing technology and education will also have a
positive impact on their skills and professionalisation and role-sharing.

• Threats – Includes all kinds of threats. Threat developers have an impact
on them, and specific threats are becoming incidents.

• Natural and other influences – Heavy-handed elements that should not
be omitted.

• Geopolitical Situation of the State – Affects threats and threats

4.1 System Dynamics Model of the Cyber Security System of the
Czech Republic

Both the Eurostat and the Czech Statistical Office (CZSO) provide a broad
spectrum of very basic statistics on the Internet connection of individuals
and households, connected devices, the use of eGovernment, e-commerce,
the share of IT staff in total employment, and so on. Unfortunately, more
comprehensive statistics on cyber threats are missing or are very general
and often contain only data for the years 2010 and 2015. The CZSO inves-
tigated threats and security only in the mentioned years on the initiative
of Eurostat.

The Czech police publish cybercrime statistics as of 2011, in Figure 3,
including the distribution of the most frequent groups of crimes. However, all
detected values are subject to high latency.

Individual threat statistics are generally published by companies operating
in the field of computer security but they often only concern the networks they
manage or the threats their anti-virus software reveals.

For the dynamic model shown in the Figure 6, the development of the
number of cybercrime crimes has been chosen. The total number of incidents
depends on several variables, of which the main ones can be calculated quite
accurately, others cannot yet be quantified.Although threat analysis has shown
that many types of threats are independent on the Internet, much more is
associated with the Internet and increasing risk will increase. Both individuals
and businesses using the Internet are the richest ones unsecured. Therefore, the
development of the number of affiliated enterprises and individuals, including
their security, was included in the model.
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Figure 3 Dynamic model of cybercrime.

Source: own processing.

After multiplying by the proportion of unsecured users, the enterprises
get the number of the most vulnerable devices, suitable for attack, their total
numbers can be expressed by relations:

Pu = (Ut.Uc).Ud,

Pc = (Ct.Cc).Cd,

where Ut represents the level of vulnerable users, Uc represents the rate of
connected users, Ud represents user devices and Ct represents the level of
vulnerable companies, Cc represents the rate of connected companies, Cd

represents company devices.
The annual influx of crimes can be described by the equation:

y = (a.Pu) + (b.Pc) + (c.Px),

where the regression was determined by the members k and q, representing
the weights of the individual variables and the member(c.Px) which can
be interpreted as other causes of cybercrime is at present mathematically
indescribable.

The statistics of cybercrime have been published by the Czech Police
since 2011, this year was therefore chosen as the beginning of the simulation.
The simulation is conducted from 2017 for another 5 years. Due to the rapid
development of ICT, longer-term forecasts cannot be made.

The sub-parts of the model from the Figure 6 are:

• The proportion of users – which expresses the development of the number
of individuals using the Internet, according to CZSO data processed in
Figure 4.
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• The proportion of business – which expresses the share of businesses
connected to the Internet. Although the large enterprise connection rate
is approaching 100%, small businesses are lagging behind, and they are
newly connected and unsecured (or their devices) may be the target of
attack. The average share of all enterprises was determined on the basis
of CZSO data as weighted average of individual enterprises by their
size, where the weights are the frequencies of the enterprises in the given
group, data processed in Figure 5,

Figure 4 Increase in internet users in the Czech Republic, own processing.

Figure 5 Increase of businesses with the Internet in the Czech Republic, own processing.
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Figure 6 Dynamic model of cybercrime, own processing.

• The rate risk to the businesses – coefficient is based on the only available
data, according to the CZSO survey of 2016 [34], according to which
20.5% of enterprises do not address data security and are therefore among
the most vulnerable.

• The rate risk to the user – the coefficient is established according to the
only available data of the CZSO from 2010, when it was found that 23%
of users did not know how their computers were secured, which can be
interpreted as lacking in the overview of cyber threats and the basic level
of digital literacy and their devices are most at risk.
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• The cybercrime – the total number of crimes of cyber crime since the
beginning of the simulation.

• Growth of cybercrime – the annual number of cybercrime crimes.
• The equipment of individual and business facilities – which represents

the number of devices connected to the Internet used by individuals/
businesses in millions of pieces. The features used describe the number
for the whole world multiplied by the share of equipment in the Czech
Republic, while the ratio of enterprise facilities and individuals remains
the same. The evolution of the quantity is based on data from Gartner [26],
which implies an exponential growth in the total number of installations
from 3.9 billion in 2014 to over 6.4 billion in 2016 to 20.8 billion in 2020.

• The proportion of facilities in the Czech Republic – which is a coefficient
expressing part of the total number of devices in the world that belong to
the Czech Republic. This is based on the number of establishments per 1
inhabitant of the Czech Republic. Symantec, using Gartner’s predictions,
said that in the US, 0.25 devices were available per inhabitant in 2016,
according to statistics from statista.com [40], which was 2.9 devices per
person in 2014. The same source states for Germany a value of 2.4.
By default, the number of devices per inhabitant of the Czech Republic
(with a greater emphasis on Symantec’s compatibility with Gartner data)
was approximated to 0.5 per person in 2011, according to the CZSO
population data.

• The growth factor – which allows you to control increment of device
count during simulation. At default value 1, it has no effect.

5 Simulations

The results of the simulation in the default setting correspond to the statistics
of the Police of the Czech Republic for the past years. Because of latency
mentioned in the discussion and due to the temporary incalculability of other
sub-causes of cybercrime, it is not possible to reduce data abstraction and
simulate more accurate outputs. The model is ready for future refinement of
some elements based on newly available or discovered facts.

Simulated data are reported in the Tables 1 and 2 where

• A = The increase in business facilities,
• B = The business facilities,
• C = The increment of individual devices,
• D = The equipment of individuals,
• E = The cybercrimes.
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Table 1 Simulation results in the default setting
Years A B C D E
2011 0.28 0.94 0.45 1.31 2009.49
2012 0.37 1.22 0.61 1.76 2390.19
2013 0.48 1.59 0.82 2.37 2893.48
2014 0.63 2.08 1.11 3.19 3560.76
2015 0.82 2.71 1.49 4.30 4446.44
2016 1.07 3.52 2.01 5.79 5622.61
2017 1.39 4.59 2.71 7.80 7185.07
2018 1.81 5.98 3.64 10.51 9261.16
2019 2.36 7.79 4.91 14.15 12020.20
2020 3.07 10.15 6.61 19.06 15687.4
2021 4.00 13.22 8.9 25.67 20562.3
2022 5.21 17.22 11.99 34.57 27043.42

Table 2 Simulation results with slower device development and decreasing threat level
Years A B C D E
2011 0.28 0.94 0.45 1.31 2010.07
2012 0.37 1.22 0.61 1.76 2391.01
2013 0.48 1.59 0.82 2.37 2906.16
2014 0.63 2.08 1.11 3.19 3578.51
2015 0.82 2.71 1.49 4.30 4471.13
2016 1.03 3.52 1.94 5.79 5563.52
2017 0.80 4.55 1.55 7.73 6361.95
2018 0.86 5.35 1.73 9.28 6920.59
2019 0.94 6.21 1.96 11.01 7171.21
2020 1.08 7.15 2.33 12.97 7618.57
2021 1.25 8.23 2.79 15.3 7944.68
2022 1.52 9.49 3.49 18.09 8301.7

The main cybercrime trends are shown in Figure 7 for both strategies.
The outputs of the first simulation are shown in Table 1 and Figure 7,

which assumes that all elements are in the basic setting; i.e., from 2016 a
sharp increase in the number of devices.

The outputs of the second simulation are shown in Table 2 and Figure 7,
which is a slower evolution of equipment in future years and also takes into
account the evolution of the threat rate of individuals and businesses over
time, and the gradual development of educational activities and population
development. An overall improvement of 10% was achieved in the final year
of the simulation.
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Figure 7 Development of cybercrime, for two strategies, own processing.

6 Discussion

The research of cybercrime models is predominantly focused on the economic
aspect of the problem. A systematic investigation in Belgium that queried the
costs and impact of cybercrime was presented in [19], network economic
model of cybercrime with a focus on financial services was presented in [29].
The author in [3] adapted the cost model of cybercrime by examining data
regarding costs and losses inflicted by cybercrime.Another area of cybercrime
research is mainly devoted to the detection of cybercrime [23, 24] or network
models using game theory [2].

System dynamics is mostly used to look at things globally and not very
simplistically, for example [4, 8, 10, 15, 16, 17, 18, 22, 37, 41, 42, 43].

Understanding systems through structure and behavior transferability
offers the ability to compare cybersecurity with other similar systems. Cyber-
security has to be seen as an evolutionary system, so it is a comparison with
public health. The well-described property that emerges at system level is,
for example, group immunity. If the population is predominant in health and
vaccinated individuals, then illnesses will spread worse, which also provides
protection to weaker, healthier or unvaccinated persons [25].

There is currently not enough relevant and complete data for a detailed
quantitative description of cyber threats and security. In the case of incident
analysis, the role of continuous methodology is assessment, and the financial
and other impacts of incidents are so far only estimates. Individual threat
statistics are generally published by companies operating in the area of
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computer security and they often only concern the networks that they manage
or the threats that their anti-virus software reveals.

This model is limited by the short period from which the input data
originates. The model would be considerably more profitable if there were
enough data to examine each group of companies by size because SMEs are
the most vulnerable. If the development of computer security awareness and
literacy within the CR population is broken down by age group, then the most
vulnerable groups could be studied—that is, children and seniors.

7 Conclusion

An analysis of cybercrime from the point of view of systemic dynamics has
shown that the current approach is able to exploit the exemplary cooperation
of all interested organisations at the level of the Czech Republic and the EU.

Adynamic simulation of the cybercrime model has helped to outline future
developments and has shown that, if the predicted growth forecasts of the
number of devices are met, then there will be a large increase in the number
of offences. On the contrary, assuming the development of awareness and
moderate growth, the simulation showed that the development of the number
of crimes would be milder and more manageable.
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