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Abstract

Peer-to-peer (P2P) networking enables users with similar interests to
exchange, contribute, or obtain files. This network model has been proven
popular to exchange music, pictures, or software applications. These files are
saved, and most likely executed, at the downloading host. At the expense
of this mechanism, worms, viruses, and malware find an open front door to
the downloading host and gives them a convenient environment for successful
proliferation throughout the network. Although virus detection software is cur-
rently available, this countermeasure works in a reactive fashion, and in most
times, in an isolated manner. In this paper, we consider a trust management
scheme to contain the proliferation of viruses in P2P networks. Specifically,
we propose a cooperative and distributed trust management scheme based on
a two-layer approach to bound the proliferation of viruses. The new scheme
is called double-layer dynamic trust (DDT) management scheme. Our results
show that the proposed scheme bounds the proliferation of malware. With
the proposed scheme, the number of infected hosts and the proliferation rate
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are limited to small values. In addition, we show that network activity is not
discouraged by using the proposed scheme.

Keywords: malware, peer-to-peer networks, P2P, trust management, virus
proliferation.

1 Introduction

Perhaps the simplest service model of a connection between two Internet hosts
is the one used in peer-to-peer (P2P) networking, where a host can perform
the role of a client and a server.

Hosts in P2P networks have the potential of functioning as a data server
and to be used as a part of a large distributed system for disseminating of
information without the limitations of using a single host (interface). The
distribution potential of these networks is currently under consideration for
massive audience applications, such as IPtv [1, 2], where video sources rely
on intermediate peers for further distribution of content. Furthermore, P2P
networks allow a user with Internet access and an acceptable bandwidth to
participate in complex and effective distribution environments, as proven by
Napster [3] and Gnutella [4] for sharing music files.

A peer user, usually interested in the content available through P2P net-
works, pre-approves storing downloaded files, and most likely, executes them.
This pre-disposition process leaves a front door for viruses to the local host and
make peers vulnerable to malicious files that can affect the peers, the network,
or both [8]. Furthermore, other users can be encouraged to download popular
Internet files, therefore creating an incubating environment for viruses.

Several studies about virus proliferation have been presented [5, 6]. They
consider a network topology and features that describe proliferation patterns
of viruses. Among other properties, viruses tend to have a spreading rate
in function to the network density. Analysis of virus proliferation models is
beyond the scope of this paper.

Viruses or malware! have usually a specific destructive objective, whether
they are aimed to damage the host computer, to retrieve user information that

I'We refer to virus or malware interchangeably in this paper as they may show similar proliferation char-
acteristics.
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can be illegally profitable, or to affect communication resources (e.g. denial
of service). Depending on the characteristics, viruses in a host may or may
not affect other stored files.

The general countermeasure in a host against viruses is the use of an anti-
virus program, which tasks can be coarsely divided into detecting a computing
threat and removing the threat from the host. The successful detection by this
protection software is based on the knowledge of existing viruses and their
properties or signature for identification. Therefore, a new virus can be unno-
ticeably hosted in a peer until the virus becomes known to the detection pro-
gram. During this detection delay, the virus could be downloaded by another
peer and spread throughout the network. Furthermore, after a virus is detected
in a peer, the detection software may remove it. However, the information
about this detection might be kept from other peers as the virus detection and
removal may be information considered of only local significance.

Trust management schemes aim to distribute reputation information about
peers in different networks scenarios to categorize the behavior and contri-
bution of hosts to the P2P community [7]-[9]. A dynamic trust management
scheme was proposed [10]. This scheme is based on localized trust evaluations
and in dissemination of alert messages to prevent others peers from download-
ing a file from a suspicious peer. The scheme aims to limit the proliferation
of malware under the assumption that there is no local file infection. In other
words, when a virus-free peer downloads a file containing viruses, other exist-
ing files in the peer are not infected. However, viruses not only attempt to
spread themselves but also to infect the other files in the P2P network, or to
pursue further hardware and software damage at the host or network level.
Although the authors didn’t assign a name to the scheme in the paper, we call
this scheme dynamic threshold management (DTM) in the remainder of this
paper, for brevity.

In this paper, we discuss the performance of DTM under file infection and
show that file infection has the potential to underscore proliferation counter-
measures. To bound virus proliferation, we propose the double-layer dynamic
trust (DDT) management scheme, which uses a two-layer trusting strategy
aimed to contain the impact of the internal infection. The results show that
the proposed trust management scheme is efficient for bounding the dissem-
ination of viruses in P2P networks under viruses with infectious properties.
The proposed scheme uses a rating messaging scheme, used to advertise the
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undergone experience of a peer after a download. We analyze the effect of
the propagation delay on the system performance, and observe how delayed
alerts benefit network infection as informed peers cannot prevent clean peers
from downloading files from infected peers in a timely fashion. Furthermore,
we show that the adoption of the proposed scheme has a negligible impact on
the downloaded activity by peers.

The remainder of this paper is organized as follows. Section 2 describes
the proposed scheme based on dynamic trust management, the terms and the
parameters for evaluation of peer trust, and the operation of the proposed
management scheme in a P2P network. Section 3 presents the theoretical
analysis of the number of infection peers under different trust management
schemes. Section 4 presents a performance study of the proposed scheme,
obtained through computer simulation. Section 5 presents our conclusions.

2 Double-Layer Dynamic Trust Management Scheme

In the two-layer approach of the DDT scheme, each peer has a trust table
that keeps two main parameters. The first parameter, similarly to that used in
DTM, is a trust value about the other peers. A trust value at peer A about peer
B indicates the probability that a virus is downloaded from B by peer A. The
higher the trust A has on B, the smaller the probability of downloading an
infectious file.

Any peer in the system that is trusted by any other peer is called trustee
and any peer that trusts a trustee is called truster. The second trust value in
this table is designed to prevent internal infection, which is defined as the
action of an infected file or malware of infecting other files in a host, This
trust value is called the infectious value. The infectious value at peer A about
peer B indicates the probability of internal infection from a file downloaded.
The larger the infectious value is, the higher the probability of an infection
from virus downloaded from B. This means that peer A would less likely to
download a file from B.

The following is an example of how the proposed algorithm works. Let us
consider that peer A wants a file and there are three possible trusters B, C, and
D who have the desired file. Figure 1 shows this example. The black square
in the figure represents the requested file, the red square in peer B represents
a virus, which has infected the other files in peer B with probability P;. In the
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Figure 1 Example of the proposed scheme using a double-layer trust management.

DTM scheme, peer A chooses the peer that has the highest trust value at A. Peer
A then chooses peer B as the downloading source. In our proposed scheme,
the higher the infectious value is, the larger the probability that an infection
has occurred in the corresponding peer. Peer A then chooses a peer with the
smallest infectious value from its eligible trustees. In this example, peer A
selects peer D as the downloading source because D’s infectious value is 0,
which is the smallest among B, C, and D. In this way, the system guarantees
that a peer performs a download from the most reliable source. Different from
another schemes, we consider that a file can be infected by a file stored in the
same peer. For example, as this figure shows, peer B has an infected file, which
is different from the one requested by A. Therefore, if peer A had selected the
sought file from peer B, this file may have been infected and all the files at
peer A may become infected in turn.

As another example, let us consider that peer A wants a file and none
of its three trusters, B, C, or D has that file, as Figure 2 shows. Peer B, C,
and D forward the search request message to their trusters, consequently.
Figure 2 shows that peer A finds the searched file in peers E and F, the grey
colored ones. Peer A calculates the trust values on these two peers, which
are Tv(A,B) x Tv(B,E) =048 and Tv(A,C) x Tv(C, F) =0.3. In the
DTM scheme, peer A chooses the peer that has the largest trust value. Peer
A then chooses peer E as the downloading source. In the proposed scheme,
the larger the infectious value is, the larger the probability that an infection
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Figure 2 File search mechanism, from a peer to its trusters. Trusters forward the search request to their
own trusters.
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Figure 3 File download mechanism, from the downloading source to the file requesting peer.

has occurred in the corresponding peer. Peer A then chooses the peer with
the smallest infectious value from its possible trustees. The infectious value
of peer E and F separately are [v(A, B) + [v(B,E) =3 and Iv(A,C) +
Iv(C, F)=1. In this example, peer A selects peer F as the downloading
source since its /v is lower than that of peer E.

As Figure 3 shows, peer A downloads the file from peer F. When the
downloading is finished, peer A checks whether or not the downloaded file
has a virus. If peer A is not satisfied with the download, it sends a warning
message to its trustees as shown in Figure 4. When the trustees receive the
message, they update their trust value and infectious value about peer E, and
they forward the message to their trustees until the time stamp expires.
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Figure 4 Feedback messages.

2.1 Trust Model

In the proposed trust management scheme, there are N peers, where each peer
has a trust table with 2 x (N — 1) entries. The trust value and the infectious
value in the trust table are used to select the downloading source. The trust
model has the following major components:

* Trust table. The trust table in peer i is denoted as 7 (i). The trust
value of peer i on peer j, is denoted as 7, (i, j), where T,(i, j) €
[—1, —1]. For example, T, (i, j) = —1 means that peer i does not
trust peer j and any filed downloaded from j would be expected
to be a virus with probability 1.0. On the other hand 7,(i, j) =1
means that peer i trusts peer j and any file downloaded from j is
expected to be innocuous with probability 1.0. Therefore, in the
selection of the downloading source, peer j has the top priority
to become the downloading source. Peer i updates its trust table
after downloading a file from peer j by re-evaluating the trust
and infectious values about peer j according to the experienced
interactions with peer j, and these are represented as the ratio
of downloads of clean files and all downloads from peer j. We
define social distance as the number of peers that a message would
traverse to reach a given peer. For example, if a peer forwards a file
search request from a truster to its trustee, the social distance that
the request travels is two.
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* Infectious value. The second value in 7 (i) is the infectious value
I, that represents the possible internal infection degree of peer j.
The larger the value of [,, the larger the probability that the peer
contains a virus. If there are several trustees those trust value is
larger than the threshold for an acceptable trust value, the peer
with the smallest [, is selected as the downloading source. Peer i
updates 7 (i) if it receives an alert from its trustee, peer j.

* Antivirus software. In this paper, it is considered that a peer counts
with virus-detection software. A successful virus detection indi-
cates that a peer has downloaded an infected file, and the antivirus
software can identify the file. Therefore, peer i detects a virus with
probability P, (i).

* Internal infection. If a clean peer (whose files are virus free),
downloads a file containing viruses, other existing files in this peer
can possibly getinfected with probability P;. Aninfected download
is defined as a download of a file containing a virus.

* Propagation delay. The propagation delay is the time it takes to
download a file or the time that a ranking message takes to travel
from one peer to another. The units of the propagation time in this
paper a fixed period of time, called time slot. In this paper, we
assume that a download takes a time slot. Also, we assume that
the time that takes for a ranking message to be sent to a peer is
one time slot. The propagation delay between peer i and peer j is
denoted as d(i, j).

2.2 Management Scheme

The trust management scheme works as follows. When peer i searches for
file f, it checks the local file’s reputation in the file record. If the file’s rep-
utation value is found at the database and is above the acceptable reputation
threshold, T h g, then the peer proceeds to find the file source.

The values held by a peer are updated after different actions take place.
These are described as follows.

File Search. A peer i sends a request for file f to all trustees whose trust value
is above the admissible threshold value Ths (i.e., trustable trustees). Peer i
chooses the peer that has the largest 7, and the lowest infectious value among
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those who have a copy of the requested file. If the file is not available from peer
i’s trustable trustees, the peer sends a recursive query for f to all trustees. In
this query, the receiving trustee searches for the requested file among its own
trustees. This process is performed recursively until either a fruitful search is
achieved or there are no more trustees to query. After a recursive query, if peer
k is introduced to i, new values are calculated: T, (i, k) = T, (i, j) x T(j, k),
and I,(i,k) = I,(i, j) + I,(j, k), then the peer proceeds to the selection of a
downloading source.

Post-download update. If the download of f is determined to be clean,
1,3, j) = aT,(, j), where « is the rate of the trust value growth, @ > 1, while
I, (i, j) remains unchanged. If the download of f is determined infected:

TG, j) = 8T,(i, J)
L, j) = L3, j)+1
F@G, f) = FG fi) +1

where § is the rate of the trust value degradation and 1 > § > 0. During this
phase, if T, (i, j) < th,, where th,, is the threshold to trigger a warning pro-
cess, peer i issues warning messages to all its trusters. In this way, peers
exchange critical information about other interacting peers. A warning mes-
sage has the following format: {I D, vj, f,, A,d}, where ID is the warning
identification number, v; is the identification of the peer that served as the
source of a threatening file, f,, is the file’s name, A is the decrement of the
trust value at peer i, and d is the maximum number of truster hops the warning
message is allowed to propagate.

Post-warning updates. After receiving a warning message from peer k about
peer j, peer i updates the trust values. If 7,,(i, k) > Thr:

T,G, j) = T\, j) = AT, (i, )

o o d-
Iv(la.]) == Iv(la.]) + d
d—1
FG, fi) = FGi, fi) + _ )
A=A(d_1>.

d
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Because the forwarding of the warning message is bound by d, this value
is also updated asd = d — 1. If the updated d > 1 and AT, (k,i) > th,, peer
i sends a warning message to its trusters with the updated values.

3 Analysis

We use probability to analyze proliferation of malware over a P2P network
and develop a recursive formula to calculate the number of infected peers in
the P2P network.

Let’s consider a distributed trust management system with n legitimate
peers and m infected peers uniformly distributed in the network. Each legit-
imate peer has v trusters in average. Total number of peers in the network is
n + m. Let I (¢) represent the number of infected peers in the P2P network at
time ¢. Therefore, I (0) = m. Let H (¢) represent the number of legitimate peers
in the P2P network at time ¢. Therefore, H(t) + I1(t) =n + m and H (0) = n.
Let the probability of each peer to perform a download at time slot ¢ be p.
Then, the total number of downloads in a time slot are (n + m) x p. The
probability of downloading from peer carrying a virus at time slot ¢ is y (¢),
where y (0) = 1(0)/(n + m). Let r the probability of requesting a malicious
file of peer r at time slot ¢ is g (r, t). The total number of files in the network
is M, and among them, M files are infected. Therefore, we get g (r, 1) = %

The average number of infected peers of a P2P network, without using a
trust management scheme at time ¢ + 1 can be expressed as:

n—1(t)

I
It+1)=1@1) + E p X <(1 —q(i, 1) x ©) +q(i,t)>
P no+m (1)
) M
q@,t) = 573

where, 0 < I(t) < (n 4+ m).

The probability of downloading a file from a malicious peer by a P2P net-
work is reduced by using warning messages. Let N (i, ) denote the number of
malicious peers recorded by peeri attime slot¢. G (i, t) denotes number of legit-
imate peers in the view of peeri attime slotz,and G(i,t) =n +m — N(i,t).

Suppose that at time slot ¢, a truster peer of peer i, peer k, downloads an
infected file from peer j, peer k then sends a warning message to its trustees if
the malicious file is detected. Each warning message contains the downloading
information such as name of the file, and the ID of peer j. The average number
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of infected peers at time slot # 4 1 can be expressed as

n—I(t)
I+ D=1+ Y p
i=1
. I(t) — N(@,1) .
x((l —q(i, 1) x Wt m NGO —i—q(z,t))
NG.t+1)=NGO+Y p @
k=1
1(t) — N(k,1)
x<(1 = qk,0) % — NG + q(k,t))
. My
q(l’t)_ﬁ

where, 0 < N(i,t) < I(t) < (n + m).

Since N(i,t) > 0, n%)n > % We can see that the proposed trust
management scheme reduces the growth rate of the number of malicious peers
in the network.

When file reputation (FR) is used in DDT scheme, F(i,t) denotes the
number of malicious peers recorded by peer i at time slot . The average
number of infected peers can be expressed as:

n—1(1)
I+ =10+ Y px((1—qG0)
i=1
(I(t) = N(@i, 1)
n+m—N(@,t)+q(i,t))

NG.t+ 1) =NGn+ Y px (1 —qlk,1)

k=1
) " (I(t) — N(k,1)) 3)
n+m— Nk,t)+ qk,t))
gti,n = L= T0D

Fit+ ) =FG.0+ ) p

k=1
(I(t) — N(k,1))
x((l —q(k, 1)) x NGO +q(k,t))
where 0 < F(i,1) < My,and 0 < N(i,1) < I(t) < (n + m).
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Figure 5 Theoretical estimation of proliferation of viruses in DDT, DDT+FR, and without a trust man-
agement scheme, NTM.

Therefore, the average number of infected peers in the DDT scheme with
FR is smaller than that of using the DDT scheme alone.

3.1 Simulation Study of the DDT Scheme with
and without Warning Messaging

We modeled a network with 100 peers, and three malicious peers. The total
number of files is 150, and 10 of them are viruses. The downloading probability
p is 0.2. We randomly select 10 peers as the number of trustees for each peer
as initial condition. In Figure 5, NTM indicates the performance of DDT with
no propagated messages and no trust management scheme. From this figure,
we can see that the DDT scheme, combined with file reputation, limits the
number of infected peers in 30 peers within 30 time slots.

4 Performance

We simulated a P2P network using a mesh topology, with 100 peers randomly
placed as active peers in the mesh. An active peer is a host that forwards, stores,
or requests files to or from the other peers. The network has 150 existing files
with several copies for each file. Files (and copies) are distributed randomly
with a uniform distribution among peers. From these files, we set 60% of
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Figure 6 Proliferation of malware using T, and P; = {0.25, 0.5}, with no local infection and alert delay.

them as popular files (i.e., requested with high frequency). Among all files,
10 randomly selected files are designated as malware (i.e., virus). After a host
downloads a malicious file, there is a probability of detecting it, which is
denoted as P,;. Here, we consider that the minimum time for an event (e.g., a
download or a transmission of an alert from one peer to another in the network)
is a fixed amount of time or time slot. We evaluated the total number of infected
peers at each time slot.

Figure 6 shows the performance of the DTM scheme measured in the num-
ber of infected peers, where only a trust value per peer is used. In this scheme,
the trust value of a peer is evaluated by considering the recorded downloads of
a truster from its trustees. This figure also considers when downloading a file
and the broadcasting of peers’ trust values to trusters, and P; = 0. The figure
shows two curves, one with P; = 0.5, and P; = 0.25. Because the number of
infected peers changes significantly from time slot to time slot, the curve for
P; = 0.25 converges to 70 infected peers after 20 time slots, while the curve
for P; = 0.5 converges to 50 peers after the same time. This shows that the
management scheme cannot bound the malware proliferation efficiently.

This figure shows the performance of the DTM scheme with P; = 0.0
in a network. This figure shows that for peers with antivirus software with
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P, = 0.5, the number of infected peers is 45 after a long period of time (or
until the number of downloads reaches 800), and for P; = 0.25, the maximum
number of infected peers approaches 70 after 750 downloads. These results
show that the delay on disseminating the alert messages allows more high-risk
downloads, allows the proliferation of malware.

Figure 7 shows the proliferation of the DTM scheme, as in the two cases
above but, however, with infection probability (P; = 0,0.25,0.5). This case
considers no propagation delay for the messaging system, and P; = 0.5. This
figure shows that the infection property of viruses increase the effectiveness of
malware proliferation, and even with P; = 0.5, all peers in the network would
end up infected after 1200 downloads.

Figure 8 shows the degree of proliferation of malware using the DTM
scheme and our proposed DDT scheme, where I, is used, under P; = 0.5
with no propagation delay in the distribution of the alert messages. This figure
shows the spreading of the malware in the number of infected hosts per time
slots. In this figure, the performance of the DTM scheme decreases as the
PI increases. On the other hand, with the proposed DDT scheme, the impact
of the infection probability is also noticeable but this impact is significantly
lower, making the proposed scheme more effective.

These results are also shown in terms of the number of downloads. Figure 9
shows the proliferation of malware using the DTM scheme and the DDT

100

80

60

Number of infected peers

0 1 1 1 1 1 ]
0 200 400 600 800 1000 1200

Number of downloads

Figure 7 Proliferation of malware using DTM scheme, with P; = 0.5 and considering infection probability
P, 1> 0.
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Figure 8 Proliferation of malware using the proposed DDT scheme with Pd = 0.5 and different P; values
in time slots.

scheme under P; = 0.5 with propagation delays for the alert messages. The
curves for different P;, as in Figure 8, show a similar performance. The pro-
posed scheme bounds it. In the case of a high P; value, or P; = 0.5, the number
of infected peers drops from 100 peers as in the case of the DTM scheme to
close to 30 peers in the DDT scheme.

Figure 10 shows the performance of both the DTM and the proposed
schemes, measured as the number of infected peers per number of downloads
in the network under different P; values in an infectious environment. The
proposed trust management scheme uses file reputation, labeled FR in the
figure, with and without 7,. Curves a) to d) show that infectious viruses inhibit
the effectivity of the DTM scheme as all peers in the network eventually get
infected. This occurs because peers may be isolated after viruses have infected
some peers. Curves e) to h) show that when file reputation is used, without
recurring to I, the number of infected peers is bounded as the number of
infected files is smaller than the total number of peers in the network. The
proliferation is bounded because a peer can now identify a file coming from
a peer with a record of no infections, in a proactive way. Curves i) to 1) show
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Figure 9 Proliferation of malware using the proposed DDT with Pd = 0.5 and different P; values.
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Figure 10 Comparison of proliferation of viruses using 7 only and with the proposed scheme.

that the use of a file reputation value in combination with [,,, which is updated
based on warning messages among peers, has the highest performance as the
number of infected peers decreases to an average of 10. The warning messages
then are also used to identify peers with trustable values but that may contain
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Figure 11 Download activity of the network using the proposed DDT scheme.

infected files. This is shown under the highest P; values, P; = 0.9, as the
number of infected peers of 1) is smaller than those of h).

Increasing the number of trust parameters in the management systems cre-
ates the risk of discouraging the download activity. We evaluated the download
activity of the network using the same conditions as above. Figure 11 shows
the download activity of a network using the DDT scheme, in downloads per
time slot. The results show that the download activity with different P; values,
which impacts I, for each peer, has no significant changes. This means that
the proposed approach does not discourage network activity.

5 Conclusions

Trust management is a promising strategy to bound the proliferation of mal-
ware on peer-to-peer networks that can work jointly with virus detection sys-
tems. In this paper, we showed that the use of a single trust value per peer
has deficiencies in bounding the proliferation of malware. In most cases,
it is highly probable that the majority of peers become infected. By using
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extra information, based on the infectious value, where the consideration of
a peer having hosted an infected file, the proliferation of malware becomes
bounded more effectively. By using computer simulation of a mesh peer-to-

peer network, we have shown the improvement of this proposed approach.
Furthermore, considering that trust parameters to bound proliferation have
the potential of discouraging download activity in P2P networks, we studied
the impact of using our proposed DDT scheme. We showed that our approach

has little impact on the download activity of the network.
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