
Physical Encoding in Optical Layer Security

Zhenxing Wang, Mable P. Fok and Paul R. Prucnal

Princeton University, Princeton, NJ, 08544, USA;
e-mail: {zhenxing, mfok, prucnal}@princeton.edu

Abstract

Data security at the physical layer of optical networks, or optical layer security,
has received considerable research attention due to the rapid growth of optical
network capacity [1]. Among various optical layer approaches, optical code-
division multiple access (OCDMA) systems are considered to be promising
because of the physical encoding and decoding processes comprising these
systems. Generally, physical encoding is an important concept in the field
of optical layer security, which implements encoding to the transmitted opti-
cal signals, and protects the transmitted data from attack. In this paper, we
provide an overview of various OCDMA systems, and discuss the impact of
different physical encoding methods on OCDMA systems, in terms of secu-
rity assurance. Furthermore, we introduce the application of physical encoding
to optical steganography and optical transmission with wireless CDMA for
security improvement.
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1 Introduction

The exponential growth of the Internet usage has been accompanied by a
greater need to assure security of the sensitive information it carries. Data
security issues become important in various applications in the Internet,
from personal, commercial, to military communications. Numerous crypto-
graphic protocols have been proposed to protect the data and the network
systems [2, 3]. These protocols are usually implemented on higher layers of
the network protocol stack.

Optical networks, which employ optical fibers as transmission channels,
form the backbone of the Internet infrastructure. Due to the dramatic increase
in bandwidth requirement and accessibility of optical networks, techniques to
ensure data security in the optical transmission layer are receiving increased
research interest. In this paper, we refer data security in optical transmission
layer as optical layer security. Optical layer security aims to enhance network
security by ensuring security at the physical layer (the lowest layer of the
protocol stack), i.e., providing an additional layer to secure the network system.
Moreover, optical layer security allows real-time operation in line with the
transmission speed of today’s ultra-fast optical link (up to 100 Gb/s), which is
extremely challenging for the higher layer security protocols.

Optical code-division multiple-access (OCDMA) systems are widely con-
sidered as a good candidate to provide optical layer security [4, 5]. OCDMA
systems utilize unique optical code patterns to carry data and to achieve signal
multiplexing of different users. Data security in OCDMA systems comes from
the physical signal encoding and decoding processes [5], because a corre-
sponding process is required to decode the code pattern in order to successfully
receive the transmitted data. When the encoding and decoding information is
kept secret, the data security is ensured.

The idea of OCDMA encoding can be extended to any physical encod-
ing method. Physical encoding imposes complex encoding onto the physical
transmitted signals through optical devices. After the physical encoding, the
original optical signal carrying data is transformed to an unpredictable form.
When the transformed signals are transmitted through optical links, the adver-
sary cannot intercept the data directly from the transmitted signals without the
corresponding physical decoding process. Physical encoding is implemented
through fast optical processes, and therefore can achieve high encoding speeds
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in line with the data rates in optical links. Overall physical encoding is an
important way to provide optical layer security.

Physical encoding can be applied in many applications in optical networks
for security purposes. In this paper, we provide a survey of physical encoding
schemes that have been demonstrated, and discuss how each physical encod-
ing scheme helps to achieve different security objectives in various optical
transmission systems While data security includes several components, such
as confidentiality, availability, and integrity, as discussed in [1], we are keep-
ing the focus of this paper on providing confidentiality in a system, which
corresponds to the capability of a system to keep the transmitted data from
eavesdropping or interception.

In this paper, we first give a brief introduction to a typical OCDMA
system in Section 2 and provide a detailed analysis of confidentiality of
an OCDMA system in Section 3. In Section 4, we discuss several physical
encoding schemes based on the OCDMA systems to improve confidentiality.
In Section 5 we introduce two different applications other than the OCDMA
system, which utilize physical encoding for security enhancement. Finally,
Section 6 concludes the whole discussion on physical encoding.

2 A Brief Introduction to OCDMA Systems

In fiber-optic communication systems that utilize a return-to-zero (RZ) data
format, a binary bit is represented by an optical pulse. With on-off keying
(OOK) modulation, the presence of an optical pulse represents bit “1”, while
the absence of a pulse represents bit “0”, as shown in Figure 1. In OCDMA
systems, bits are transmitted using code patterns instead of a single optical

Figure 1 Schematics of OOK modulation on RZ optical pulses and OCDMA codes to transmit a binary
data stream.
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pulse. The use of code pattern is to allow multiple access where multiple users
are transmitting simultaneously in a single fiber.

OCDMA systems can be categorized into two major groups: incoher-
ent OCDMA systems and coherent OCDMA systems. Incoherent OCDMA
implements the encoding through intensity modulation in the temporal domain
and/or the wavelength domain [6, 7]. A typical incoherent OCDMA system is
a 2-dimentional OCDMA scheme called wavelength-hopping time-spreading
(WHTS) [8–10].

A WHTS code uses incoherent optical pulses (called chip pulses) at dif-
ferent wavelengths and assigns them to different time slots in one bit interval.
In the example displayed in Figure 2, a WHTS code consists of three short
optical pulses, each of them occupies one out of nine time slots (called time
chips). The WHTS code is essentially a combination of a wavelength-hopping
and time-spreading pattern. To receive the desired code, a decoder is used
to align all the WHTS code’s chip pulses into one chip interval, to gener-
ate an auto-correlation peak (ACP), as displayed in Figure 2. In a multiple-
access channel, each WHTS code is transmitted simultaneously with other
codes. The presence of codes that do not match with the decoder appears as
cross-correlation peaks and causes multiple-access interference (MAI) after
decoding. MAI can be minimized if all the WHTS codes in the multiple-
access channel are orthogonal. The mathematical definition of WHTS codes’
orthogonality is described in [8, 9].

On the other hand, coherent OCDMA employs specific phase pattern to
create codes in the spectral domain or the temporal domain. One typical coher-
ent OCDMA scheme is spectral-phase encoding (SPE) [5, 11]. As shown in
Figure 3, a mode-locked laser (MLL) is utilized as the optical source which

Figure 2 An illustration of WHTS codes and the decoding process.



Physical Encoding in Optical Layer Security 87

Figure 3 Illustration of an SPE system and a Hadamard-8 matrix. In the matrix, the element “1” means
0 phase shift and “−1” means π phase shift (The three photos of the SPE’s experimental results on the top
are taken from [5]).

generates very short repeating optical pulses (<3 ps). In the spectral domain,
the optical pulses are represented by a series of coherent spectral compo-
nents. After passing through a SPE encoder, different spectral components
experience different phase shifts, forming a SPE code pattern. At the receiver,
the SPE decoder performs conjugation of phase shift to each spectral com-
ponent, so that all the spectral components become in-phase again and an
ACP is generated. In the multiple-access channel as shown in Figure 3, other
SPE codes after the desired decoder will result in cross-correlation peaks, or
the MAI, which will not interfere with the ACP when the SPE codes in the
multiple-access channel are orthogonal. After decoding time gating can be
used to isolate the ACP from the MAI. A common orthogonal SPE code set is
Hadamard code, which is represented by a Hadamard matrix HN, as shown in
Figure 3. The details of SPE codes’ orthogonality are illustrated in [5]. Micro-
ring-resonators (MRR) can be used as the SPE encoder and decoder [11], with
which the phase shift for each specific spectral component is easily adjusted
to create any intended code patterns.

3 Confidentiality Analysis of OCDMA Systems

Data confidentiality of OCDMA systems inherently comes from the physical
encoding and decoding process. A matched decoder is needed to successfully
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decode and receive the desired code. When the OCDMA codes are not known
by the adversary, or the adversary cannot build the exact decoder, he would
not able to extract the data from the encoded signal. Therefore, optical layer
security can be enhanced through physical encoding. However, it requires a
detailed analysis on the confidentiality performance of an OCDMA system,
as well as the difficulty that an adversary will confront to obtain the desired
data information.

We would like to illustrate several concepts before the confidentiality
analysis. First of all, different types of OCDMA systems have different con-
fidentiality performance due to the difference in encoding/decoding schemes
and codes in use. Thus, different types of OCDMA systems should be ana-
lyzed separately. Secondly, beside the coding scheme, the data modulation
format also contributes to the confidentiality performance. OOK modulation
has been shown to be vulnerable to eavesdropping [12] because the signal’s
energy levels for bit “1” and “0” are different and can be easily distinguished
even without a correct decoder. To overcome the shortcomings of OOK,
2-code-keying modulation can be employed in both coherent and incoher-
ent OCDMA systems, where two different codes are used to represent bit “1”
and “0”, such that the energy levels for all the bits are the same. Our discussion
in the rest of this section is all based on 2-code-keying system, and we will
talk about other modulation formats in later sections.

In a multiple-access OCDMA network, part of the system consists of
signal from a single user (here we call them single-user channels), while part
of the system may consist of signals from multiple users (named as multi-
user channels). Data confidentiality is proved to be poor in a 2-code-keying
single-user channel, where only one OCDMA signal is present at any specific
time [12–14]. Since only two codes exist in one single-user channel represent-
ing bit “1” and “0”, respectively, it is not difficult to distinguish the optical
signal of these two codes from the signal’s amplitude, wavelength, or phase.
Therefore, data confidentiality in OCDMA systems mainly is based on the
presence multiple users.

In a multi-user WHTS system, different WHTS codes are mixed into one
transmission channel, and without the knowledge of which code is in use, it is
difficult to find all the pulses belonging to the desired WHTS code. However,
since WHTS codes employ incoherent chip pulses to constitute the codes, each
chip pulse of a WHTS code already carries all the data information (as shown
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Figure 4 Single-user and multi-user channels in an OCDMA system.

Figure 5 Detecting the data carried by WHTS codes in a multi-user channel without a decoder.

in Figure 4). Since the chip pulses of WHTS codes do not exactly overlap in
the temporal domain, it is possible for an adversary to isolate each chip pulse
of the desired WHTS code and intercept the data. Figure 5 illustrates a way
to separate a WHTS code chip pulses from a multi-user channel consists of
three users, through wavelength filtering and optical time gating. By isolating
a single chip pulse of the code, the adversary can obtain the data information
by detecting it with a photodetector. A detailed description on WHTS system’s
confidentiality can be found in [15].

The above approach to compromise WHTS systems do not apply to coher-
ent OCDMA systems because of their coherence properties [5]. In a coherent
system, the adversary has to find the entire code pattern of the user and build
a matched decoder to intercept the data. A possible way for the adversary to
find the desired codes is an exhaustive search of all the possible codes, called a
brute-force attack. The effectiveness of brute-force attacks greatly depends on
the number of possible codes in an available code set — the code cardinality.
However, since the coherent codes in the channel have to be orthogonal, the
number of available codes in an orthogonal code set is limited. For an N -chip
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SPE, the code cardinality is only N . Therefore, if the adversary knows the
code set in use, he only needs at most N trials to find one desired code [5].
Unfortunately, the information of SPE set is often public. For example, the
SPE system generally utilizes the Hadamard code set.

To summarize this section, we illustrated the principles of physical encod-
ing in OCDMA systems. We analyzed confidentiality of OCDMA systems by
discussing approaches to break the physical encoding in different OCDMA
systems. Our analysis shows that a normal single-user or multi-user OCDMA
system cannot guarantee the security of the transmitted data. Additional mea-
sures are required based on the above systems to improve the confidentiality
performance, which will be discussed in the next section.

4 Enhanced Physical Encoding on OCDMA Systems

In this section, we will introduce several enhanced physical encoding
approaches. These approaches take the OCDMA systems as platforms to
improve the whole system’s confidentiality.

4.1 M-ary Modulation

In Section 3 we introduced the 2-code keying modulation to represent bit “1’
and bit “0” with two different codes. This idea can be extended to M-ary
modulation, which sends one out of M available codes at each time interval
that a code takes. In this case since there are M possibilities, log2(M) bits
information are transmitted at each code interval. A 4-ary WHTS system
(shown in Figure 6) [16].

Figure 6 Schematic of a 4-ary WHTS system.
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The confidentiality improvement by M-ary modulation is described as
follows. First, the adversary needs to find all the M codes sent from the user,
instead of just two codes in a 2-code-keying system. Secondly, the adversary
needs to figure out what bit information each of the M codes represents. To
find out all the bit information from M codes, the adversary will need at
most M! trials with a brute-force search. Moreover, M-ary modulation will
also improve the WHTS system’s resistance against the attacks discussed in
Section 3 [15].

4.2 OCDMA Code Transformation

Although code cardinality is limited in an orthogonal coherent OCDMA code
set, there are many other ways to build the code set apart from the Hadamard
codes. If the whole code set is unknown, the adversary cannot find the desired
code using an exhaustive search inside the code set.

One method to build an unpredictable orthogonal SPE code set is pro-
posed in [17]. The new N -chip SPE code set WN is derived from the existing
Hadamard code set, and can be described via a matrix multiplication.

WN = DNHN (1)

where DN is a diagonal matrix, and its on-diagonal elements can be arbitrary
phase shift ejφn where φn ∈ [0,2π ] and n = 1,2, . . . ,N .

Each specific DN yields a different orthogonal SPE code set. Essentially,
this code transformation applies an additional encoding DN to the Hadamard
code set. As an example, if N = 16, φn is quantified to be any one of the
following eight values, φn = π/4∗ m, m = 0,1,2, . . . ,7. The number of pos-
sible SPE code sets now is enlarged to 816, which makes it impractical to find
the desired code set using brute force attacks without the knowledge of DN .
In practice, the implementation of DN can be achieved by adding another SPE
encoder after the Hadamard encoders [17].

4.3 Dynamic code scrambling

In Section 3, the OCDMA systems we discussed are all static, meaning that
the codes used by each user do not change over time. This configuration gives
the adversary enough time to compromise the OCDMA system. Dynamic
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Figure 7 Top: WHTS code conversion in the wavelength domain using PPLN waveguides; Bottom:
schematic of dynamic WHTS code scrambling.

code scrambling aims to switch the codes being used to other codes before
an adversary finds the correct code, thus protecting the codes from com-
promising. One way to achieve code scrambling is WHTS code conversion
through a nonlinear optical process [18]. As shown in Figure 7 (top part), a
WHTS code can be converted to other wavelengths through a periodically-
poled lithium-niobate (PPLN) waveguide when a strong optical pump signal
is injected at the same time. When the pump wavelength is switching dynam-
ically, the converted WHTS code will dynamically hop in the wavelength
domain as shown in Figure 7 (bottom part). The selection of the pump wave-
length forms a physical encoding pattern and should be keep secret from the
adversary.

Besides the three approaches described above, other approaches have also
been proposed to improve confidentiality of OCDMA systems. One approach
is all-optical exclusive-or (XOR) encryption [19–21]. By an all-optical XOR
gate, the original data can be encrypted with a secure key, which is called a
“one-time pad” [22]. All-optical XOR encryption is able to achieve ultra-fast
encryption speed compared to electrical encryption. A complete discussion
on all-optical XOR encryption can be found in [1].
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5 Physical Encoding in Other Optical
Layer Security Aspects

So far our discussion of physical encoding only focuses on coding in an
OCDMA system. The concept of physical encoding can also be applied to
other fields for confidentiality provision in optical networks. In this section,
we will discuss two applications with physical encoding, which are optical
steganography and optical transmission by wireless CDMA.

5.1 Temporal Phase Encoding in Optical Steganography

Steganography aims at hiding the transmitted messages in plain sight, so that
no one will realize the existence of the secret message, except the sender and
the recipient. Optical steganography applies this concept to optical commu-
nications and send secret data message through a “stealth channel”, which is
hidden under public data transmission in optical networks [23, 24].

In principle, optical steganography employs short optical pulses as the
signal source, which has a relatively broad spectrum and can be stretched
temporally through a highly dispersive device, as illustrated in Figure 8. Due
to the chromatic dispersion experienced, the original pulses get substantially
stretched and their peak amplitudes are reduced to a very low level, such
that the entire stretched pulses can be buried under the transmission of public
channels and the system noise. It is difficult to find the existence of the stealth
signal in the public channel from either the temporal domain or the spectral
domain. To receive the stealth data, the stretched stealth pulses are recov-
ered through a matched inverse dispersion. The secret message is retrieved
after the pubic signals are removed. Previous research have illustrated that

Figure 8 Principle of optical steganography.
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optical steganography has good compatibility with various types of public
channels [25–27].

Even though the stealth channel is buried under public channels in both
the temporal and the spectral domains, the privacy of the stealth signal still
cannot be guaranteed. Since pulse stretching is realized through linear chro-
matic dispersion, the adversary can apply a tunable chromatic dispersion to the
optical signal in the public channel to search for the existence of the stealth
channel. Once the stealth signal is identified, the dispersion can be further
tuned to fully recover the stealth pulses. Such an attack dramatically reduces
the stealth channel’s privacy.

To address this potential threat, temporal phase encoding is proposed to
apply onto the stretched stealth pulses before they are sent into the public
channels [27, 28]. The additional encoding process is displayed in Figure 9.
One temporal phase mask is imposed on the stretched stealth signal to
implement phase encoding. After phase encoding, different portions of the
stretched pulse experience different phase shifts. In order to fully recover the
stealth pulses, an inverse phase mask is required at the receiver in addition
to the matched dispersion compensation. If the adversary lacks the phase
encoding information, he cannot fully recover the stealth pulses even with the
right dispersion compensation, and will obtain a distorted signal as displayed
in Figure 9.

The phase shifts applied to each portion of the stretched pulse can be
arbitrary (not just restricted to 0 and π ). Therefore the number of possible
phase masks can be very large. For example, if the phase mask has N = 32
chips, and the phase shift � is one of the following eight values, � = π/4∗ m
(m = 0,1,2, . . . ,7), then the phase mask has 832 possibilities. With phase

Figure 9 A demonstration of temporal phase encoding in optical steganography to improve privacy.



Physical Encoding in Optical Layer Security 95

encoding, it is difficult for the adversary to find the existence of the stealth
channel. Without the phase mask information, even if the adversary is aware
of the presence of a stealth channel, the possibility for the adversary to recover
the stealth signal and obtain the secret message is still very low. A detailed
quantitative analysis is provided in [28] on the effectiveness of such physical
encoding.

5.2 Optical Transmission with Encoded wireless CDMA Codes

Similar to OCDMA systems, wireless CDMA also has the capability of pro-
viding confidentiality because of the similar encoding and decoding process.
One typical type of wireless CDMA code is the pseudo-random sequences
such as the m-sequences [29]. In a multiple-access channel, the multiplexed
wireless CDMA signal is an analog noise-like signal. The correct decoder is
required to generate an ACP for data reception.

Due to the analog property of the multiplexed wireless CDMA signal,
it is not practical to employ wireless CDMA in high-speed optical commu-
nication. However, this idea becomes possible because of the recent devel-
opment of digital signal processing (DSP) technologies. One advantage of
applying wireless CDMA codes in optical communications is the wider avail-
able spectrum in fiber-optic channels, compared with the limited spectrum in
wireless channels. Therefore, a high speed transmission can be supported in
the fiber-optic channels.

Although wireless CDMA encoding can provide data confidentiality, it is
still possible for an adversary to find the desired codes in a standard wireless
CDMA system (here the word “wireless” is just used to differentiate the codes
from OCDMA codes). The reason is similar to the case of coherent OCDMA
systems. In a standard wireless CDMA system, the wireless CDMA codes are
all orthogonal and the wireless code set is standardized. Based on the standard
of the wireless CDMA code set, the code can be easily derived by a few simple
detections [30].

In order to address the confidentiality problem, additional encoding is
proposed to apply to the standard wireless CDMA code set [31]. The pro-
posed encoding is the advance encryption standard (AES) [1], which can
be treated as a special type of physical encoding onto the wireless CDMA
code patterns. After AES encryption, the wireless CDMA codes become
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Figure 10 Schematic diagram of AES encryption on standard wireless CDMA system.

unpredictable and are not necessarily orthogonal to each other any more.
The adversary now cannot find the code information and intercept the data.
Therefore the system confidentiality is improved through the AES encryption.
Compared to direct AES encryption, this system allows a higher transmission
rate, because the AES encryption on wireless CDMA codes can be operated
offline. Moreover, experimental results show that transmission performance
of the non-orthogonal codes after encryption can still be maintained within an
acceptable level [31].

The improved wireless CDMA system can be modified to build a
single-user optical transmission link through inverse data multiplexing [31].
As displayed in Figure 10, the original data stream is divided into multiple
sub-streams, and each sub-stream is encoded by an encrypted CDMA code.
All of the encoded sub-streams combine together to form a multiplexed signal
and is used to modulate the optical carrier for optical transmission. Since
the inverse multiplexing process, the data encoding/decoding process, and
the code encryption process can be implemented onto one single chip, the
multiple encoding and encryption processes do not induce much additional
hardware cost. Therefore, a cost-effective solution is provided to build a secure
single-user optical link.

6 Conclusion

In this paper, we introduced the concept of physical encoding to provide
optical layer security and present a survey of various optical approaches to
implement physical encoding. We introduced OCMDA systems and ana-
lyzed possible ways to compromise the OCDMA systems and intercept
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the transmitted data. We also discussed several enhanced physical encoding
schemes and illustrated how these approaches help to improve the confiden-
tiality of OCDMA systems. Finally, we discussed physical encoding in optical
stegangraphy, and a wireless-CDMA optical transmission system for confi-
dentiality enhancement. Although a number of physical encoding approaches
have been proposed, this field is still at its early research stage. More research
efforts on this field, both theoretical and experimental, are expected in the near
future.
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