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Abstract

Long Term Evolution (LTE) is the latest 3GPP mobile network standard,
offering an all-IP network with higher efficiency and up to ten times the data
rates of its predecessors. Due to an increase in cyber crime and the proliferation
of mobile computing, attacks stemming from mobile devices are becoming
more frequent and complex. Mobile malware can create smart-phone botnets
in which a large number of mobile devices conspire to perform malicious
activities on the cellular network. It has been shown that such botnets can
cause a denial of service (DoS) by exhausting user traffic capacity over the air
interface. Through simulation and with studies in a real-world deployment,
this paper examines the impact of a botnet of devices seeking to attack the LTE
network using different types of strategies. We quantify the adverse effects on
legitimate users as the size of the botnet scales up in both sparsely and densely-
populated cells for varying traffic Quality of Service (QoS) requirements. Our
results show that a single attacker can drastically reduce the QoS of legitimate
devices in the same cell. Furthermore, we prove that the impact of the attack
can be optimized by tuning the attack strategy, leveraging the LTE uplink
MAC scheduler.
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1 Introduction

Smartphones are becoming increasingly popular as multipurpose portable
computing devices that run a complete software stack from the operating
system to the user-level applications. Based on reports by ComScore Inc. [30],
110 million Americans used smartphones in 2012, and smartphones constitute
47% of the total mobile communication devices. Smartphone applications
serve various sensitive and critical functionalities. At the same time, they
are often developed by possibly untrusted and inexperienced third-party
developers that may introduce new attack vectors and exploitable vulnerabil-
ities. The increasing popularity of smartphones along with emerging possible
attack vectors and vulnerabilities has turned them into appealing targets for
malicious adversarial parties. Real-world solutions need to be designed to
provide smartphone platforms with effective and practical security services.
However, existing smartphone platforms generally face computational and
storage limitations that hinder permanent deployment of comprehensive and
heavyweight intrusion prevention and detection solutions.

As shown by many past research projects, smartphones remain vulnerable
to various exploitation techniques. Intrusions on smartphones occur in one
or more forms of the following three categories [14]. First, adversaries may
violate user data confidentiality by exfiltrating device-resident, sensitive data
to malicious end points. Second, attackers may cause data integrity violation
via malicious unauthorized data modification within the user smartphones.
Finally, the adversaries may target the availability of the system services
provided by the smartphone platform. In this paper, we concentrate on infected
devices targeting availability in the cellular network.

Long Term Evolution (LTE) is the latest cellular network standard for
high-speed mobile devices. In 2013 there were 200 million devices connected
over LTE [3], and this number is expected to surge to 1 billion by 2016 [22].
Not only are people reliant on LTE for their voice and data services, but with
the rise of the Internet of Things (IoT), LTE has become an important resource
for Machine-to-Machine (M2M) communication. According to Gartner there
will be 26 billion devices on the IoT by 2020 [1]. Clearly, any impact on the
availability of LTE services could cause catastrophic repercussions for the
great number of devices that rely on them.

In this paper, we introduce a new set of denial of service (DoS) attack
strategies that handheld devices could potentially use against LTE tech-
nologies. Malware executing these strategies would be neither particularly
designed against a specific executable nor architectured against generic
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computing devices. Instead, it would make use of how the LTE access networks
manage a large-scale networked system consisting of thousands of end-user
devices. Consequently, all devices utilizing LTE solutions become potentially
vulnerable. Due to the frequency spectrums available to LTE networks, there
exists a limited capacity that the air interface can handle, making the whole
infrastructure vulnerable to physical layer DoS intrusions.

We investigate uplink data traffic and examine how the LTE Medium
Access Control (MAC) scheduler allocates resources for devices during both
normal benign and adversarial scenarios. Furthermore, we determine the
optimal size of a botnet in a single cell that is needed to significantly hinder
availability of service/degrade legitimate customer Quality of Service (QoS).

We have implemented and evaluated a real working prototype of our
proposed attack strategies on the most recent Android platforms. Our exper-
imental results empirically prove the feasibility of the attacks against LTE
networks. They also show that the usability of smartphone devices could
be significantly affected through installation of malicious legitimate-looking
applications on the device. Our simulation results from a large-scale network
show that deployment of these strategies could potentially impact the data
network efficiency for all legitimate end-user devices sharing the same cell.

In summary, the contributions of this paper are the following:

• We introduce novel LTE-specific denial of service attack strategies
against smartphone devices that make use of LTE networks. The attacks
are not detectable by traditional signature-based detection solutions.

• We demonstrate the attack effectiveness through simulation and deter-
mine the optimal botnet size and type of flooding traffic that would be
necessary to severely impact legitimate users in the same cell.

• We implement a working prototype for the most recent Android platform
and evaluate its efficiency and practical deployability in a real-world
setting.

This paper is organized as follows. Section 2 describes the related literature
and real-world intrusions against resource-limited smartphone devices, fol-
lowed by an explanation of how cellular botnets can be formed and a discussion
on instances of them in the wild. Section 3 gives a high-level background
on state-of-the-art LTE access networks and describes uplink scheduling in
the LTE Radio Access Network (RAN). Our simulation experimental setup
and results from a set of attack strategies are presented in Section 4, whereas
Section 5 talks about practical applications and implementation in a real-world
setting. Finally, Section 6 concludes the paper.
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2 Related Work

In this section we review the past work on adversarial remote hacking
techniques against smartphones as well as smartphone-originating attacks
against the cellular and data network infrastructures.

Mylonas et al. [27] perform a fairly thorough empirical proof of how
feasible and simple it is for average programmers to develop smartphone
specific malware. The authors continue with an in-depth investigation of
the deployed security mechanisms within various smartphone platforms and
conduct a comparison among those platforms. A similar study was conducted
by Jeon et al. [18], who performed a security analysis of smartphones and
proposed potential countermeasures. Marforio et al. [24] design a new covert
channel and application collusion attack that was previously unknown against
the Android platforms. Using their proposed attack vector, the attackers could
penetrate into the smartphone devices and steal sensitive user data through
development of several individually legitimate-looking applications that
co-operatively gain a sufficient set of permissions for user privacy violation.
Aviv et al. [8] design and develop a novel intrusion against handheld tools
that make use of touch screens using the oily residues on those screens. The
authors show that it is possible to infer the user passwords if he/she enters it
using the touch screen.

There have also been attacks proposed that could originate from smart-
phone devices against the cellular and data network infrastructures. Ricciato
et al. [31] review potential and previously proposed denial of service attack
models specifically designed against cellular and data networks. The authors
discuss the trade-offs between optimality and robustness of the designed cel-
lular networks. They determine that a single attacker can create traffic profiles
that are capable of straining the entire network infrastructure. Traynor et al.
[34] characterize the impact of the large-scale compromise and coordination
of mobile phones in attacks against the core of cellular networks. The authors
demonstrate that a botnet comprised of 11K phones could potentially degrade
service to area-code sized regions by 93%. In another similar effort, Enck et al.
[13] empirically show the feasibility of SMS-based attacks against the cellular
networks to induce a denial of voice service to cities the size of Washington
D.C. and Manhattan.

2.1 Botnet Threats in Cellular Networks

The vast expansion and increasing popularity of highly-capable but largely
insecure smartphone devices that are often interconnected with the Internet is
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a significant threat against large-scale cellular networks. In this section, we
describe the well-known botnet intrusions in such cellular infrastructures and
review the results from the past related literature.

Generally, botnets are defined as a collection of Internet-connected com-
promised computing devices, so-called zombies, communicating with other
compromised systems in order to perform (often malicious) tasks. Unlike
network worms, zombies are not autonomous and need to be ordered regarding
what to do at each time instant. Such control orders may come from various
communication channels such as an Internet Relay Chat (IRC) channel
where the master sends control commands to be executed by the distributed
zombies. Of the typical botnet tasks, one could mention large-scale spamming
where all the zombies are ordered to send spam emails to the same target
address, potentially causing a denial of service. Other similar intrusions may
target Internet core services such as DNS [11] and BGP [21]. Traditionally,
botnets have targeted desktop computer systems; however, with the increasing
popularity of vulnerable and capable smartphone devices, the number of
smartphone-specific botnets have recently risen by a significant factor.

In particular, smartphone botnets could potentially be more damaging to
the underlying network infrastructures because cellular networks have more
rigid hierarchical dependencies and hence are less likely to withstand similar
misbehaviors. The past academic efforts investigating the possibility of a
large-scale botnet attack against cellular networks have mainly consisted
of two major categories [34]. First, researchers have attempted to explore
whether the lack of authentication for signaling traffic in the wired network
would enable an attacker with a physical connection to cause significant
damage [20]. Second, there have been efforts to determine whether the
same amount of damage is feasible by gathering a large set of compromised
wireless devices and trying to either saturate the cellular network [35] or
make use of the compromised smartphones as a spam generator to attack
Internetbased resources [26]. The authors of [25] show that the threats
described in [34] are concrete, and they demonstrate the ease of creating a
mobile botnet on popular smartphones models.

There have been several instances of mobile botnets seen in the wild, most
recently targeting the Android platform. MisoSMS, uncovered in December
2013, is one of the largest mobile botnets yet seen, stealing SMS messages
and emailing them to a command-and-control infrastructure located in China
[15]. One of the first Android malware to exhibit botnet-like capabilities
was Geinimi, discovered in 2011, where a remote server had the ability to
control and send instructions to infected devices [17]. However, Android is
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not the only platform vulnerable to such malware. iKee.B, released throughout
several European countries in 2009, spread to jailbroken iPhones by using
the default SSH password. The malware stole sensitive information and
performed malicious activities on infected devices by controlling them through
a Lithuanian botnet server [28].

On a more comprehensive investigation of the smartphone botnets,
Traynor et al. [34] evaluated the impact of the large-scale infection and
co-ordination of mobile phones in attacks against the core of a cellular network,
namely denial of service attacks using selected service requests on the central
repository of user location and profile information in the network. According
to their results, such attacks could degrade the core services even in cellular
networks with capable databases to the extent of approximately 75% when
the size of the botnet reaches around 140K zombies.

Cambiaso et al. [10] present a comprehensive survey of DoS intrusions
targeting the data service network. The authors classify those intrusions into
two main categories. First, attacks that involve high-bandwidth, flood-based
approaches exploiting vulnerabilities of networking and transport protocol
layers. Second, slow-rate attacks that exploit vulnerabilities of application
layer protocols to accomplish DoS objectives. Specifically, there have been
several real-world and experimental malware samples performing denial of
service intrusions. Dondyk [12] presents a DoS attack against smartphones
that prevent non-technical smartphone users from utilizing data services by
exploiting the connectivity management protocol when encountered with a
WiFi access point. Gobbo et al. [16] describe a DoS attack against the data
provider network via an unauthenticated injection of malicious traffic in the
mobile operator’s infrastructure that causes significant service degradation.

[29] exploits opportunistic scheduling in 3G networks by showing that
devices can report false channel condition reports. The authors demonstrate
that only five malicious devices in a 50-user cell can consume up to 95%
of timeslots, in effect causing 2 second end-to-end packet delay on VoIP
applications that make them virtually useless. There has been some recent
research on DoS attacks against the LTE air interface. For example, the authors
of [19] use simulations to determine the number of attackers needed to degrade
service of legitimate VoIP users. Although peripherally similar to our work in
scope, this research does not examine the impact of a botnet due to various
QoS requirements nor does it provide results from a real-world environment.

Bassil et al. [9] simulate an attack against LTE where malicious devices
request high-bandwidth GBR bearers while having a low Modulation and
Coding Scheme (MCS) index. They demonstrate denial of service for



An Analysis of DoS Attack Strategies Against the LTE RAN 165

legitimate TCP-based applications with two malicious devices and show that
high priority voice bearers are not affected by attacks since they preempt video
bearers. Their results are insightful and support many of our claims in this
paper, yet their experiments do not show results for variable sized botnets
nor a variable number of legitimate users. Additionally, the authors only
consider scenarios where malicious devices request bandwidth for high QoS
applications, such as conversational video, and fail to demonstrate that botnets
demanding low QoS applications can severely impact resource availability as
well. In our paper, however, we quantify the impact of a botnet on legitimate
users as the number of malicious devices scales for both lightly-used and
densely-populated cells, and for both low QoS and high QoS traffic.

3 LTE Radio Access Network

The LTE radio interface, also known as the Uu interface, lies between the
eNodeB and the User Equipment (UE). Offering high peak transmission
rates, the physical layer implements Orthogonal Frequency-Division Multiple
Access (OFDMA) in the downlink and Single-Carrier FDMA (SC-FDMA)
in the uplink. Data and Signaling Radio Bearers (DRB and SRB) transmit
user-plane and control-plane traffic on the air interface. DRBs support many
different types of service requirements, for example voice call and mobile
broadband access, through their QoS configuration [32]. QoS describes
the combination of requirements for categories of data traffic, including
latency, guaranteed bit rate (GBR), jitter, and error rate. Classes of traffic
can be grouped by a QoS Class Identifier (QCI) which indicates the traffic’s
requirements for delay, priority, and error rate. Figure 1 shows a list of
standard QCI profiles as defined by 3GPP [7]. End-to-end QoS is important for
distinguishing certain real-time services, such as voice, from basic broadband
access and providing them with reliable delivery.

QoS scheduling over the air interface in LTE in both the uplink and
downlink direction is handled by the MAC scheduler in the eNodeB [23].
Non-GBR bearers, which do not guarantee minimum resources, are allo-
cated bandwidth depending on the QCI of the service and the current cell
utilization. They are typically provided with service according to fairness
criteria. Examples of applications using Non-GBR bearers are web browsing
and FTP. GBR bearers, on the other hand, are granted throughput up to an
agreed-on guaranteed bit rate depending on the current cell utilization and in
some cases may force a lower priority user to relinquish services. Real time
applications, voice, and streaming video typically use GBR bearers. The job
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Figure 1 3GPP standardized QCI Characteristics

of the MAC scheduler is to allocate the air interface resources so that bearer
QoS requirements are met and priorities among different QCIs are sustained
[6]. Although the exact algorithms used in scheduler implementation are
vendor specific, they must balance fairness and QoS when making allocation
decisions.

Studying uplink scheduling related to LTE network availability is partic-
ularly important with the rise of M2M communications using 4G networks,
as most M2M applications are uplink dominant and will therefore make high
demands on uplink bandwidth [33]. The manner in which the MAC scheduler
handles such voluminous requests for uplink resources will play an important
role in how customers are affected by high service demands, whether they
be of legitimate or malicious origin. In addition, QoS distinctions in LTE
will become increasingly important for M2M applications that have strict
requirements for delay and reliability of service, such as medical devices and
smart grid.



An Analysis of DoS Attack Strategies Against the LTE RAN 167

4 Simulation Experiments and Results

This section describes our set of simulation experiments for testing multiple
DoS attack strategies against the LTE RAN. As described in Section 3, the
LTE MAC scheduler is responsible for making bandwidth allocation decisions
and is influenced by the particular traffic QoS requested for a bearer. Our
experiments illustrate that these scheduling decisions can be exploited to
optimize certain DoS attack strategies. We show that the network fails to
recognize a botnet as malicious and consequently tries to furnish it with
resources by reducing legitimate device throughput.

4.1 Experimental Setup

All of our experiments were performed on the OPNET Modeler’s LTE
model [4], a comprehensive platform that is standards compliant at Release 8.
The model consists of several network elements, including the UEs, eNodeB
(LTE base station), Evolved Packet Core (EPC), and IP servers. Traffic sent
from UEs is customizable with regard to QoS, intensity, start time, and
duration. For our experiments, we selected a 3MHz LTE deployment with
a single cell and designated a subset of UEs as attackers that attempt to
saturate the RAN with large amounts of uplink traffic at a particular time
during the simulation. The remaining UEs depict legitimate devices, as their
traffic profiles are set within reasonable typical usage patterns. Figure 2 shows

Figure 2 Simulation screenshot of legitimate and malicious UEs in a single LTE cell
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a screenshot of an OPNET simulation scenario containing both legitimate and
malicious UEs in a single cell.

We simulated several attack scenarios to determine the impact of various
types of botnets on legitimate user QoS. In each experiment we modified
the size of the botnet, the number of legitimate users in the cell, and the QoS
requirements of the traffic sent by both malicious and legitimate devices. Video
conferencing is indicated by traffic with QCI 2, while QCI 9 traffic represents
web browsing or file transfer.

4.2 Simulation Experiments and Results

Our first experiment deployed a lightly-used cell of 20 legitimate users each
sending traffic to a remote IP server at 100,000 b/s for 20 minutes. During the
traffic period a botnet of malicious devices attempts to flood the network by
sending 2 Mbps per device of uplink traffic. Table 1 (a) and (b) summarize the
impact of the botnet on the cell’s legitimate devices for an increasing number
of malicious devices and for traffic with varying QCI. Clearly the impact of
the attack fluctuates based on the QCI of the traffic sent by both the legitimate
and malicious devices. In general, when legitimate devices send traffic with a
low QCI, a botnet can cause a complete denial of service for those devices. For
example, Table 1 (a) shows that a botnet of only one device precipitates zero
throughput for 80% of the legitimate users. We see a similar impact even when
the attacker’s traffic has a high QCI. The reason for the complete rejection of
allocated bandwidth is that the scheduler is unable to furnish the guaranteed
bit rate of the legitimate UEs and therefore denies them completely. It is also
interesting to see that when attackers send high QCI traffic, increasing the
botnet size by 20 times doesn’t exacerbate the impact any more than with a
single malicious device. However, when the attackers send low QCI traffic,
we see a further deterioration of legitimate throughput when the botnet reaches
15 devices.

When legitimate traffic has a high QCI, shown in Table 1 (b), the
botnet attack inflicts different consequences. We see a drastic reduction in
legitimate UE QoS when the attackers send low QCI traffic. Although all
legitimate devices are allocated some uplink bandwidth, their throughput
declines so significantly during the attack that their applications would
be virtually unusable. For example, the throughput of legitimate users is
reduced to less than half when there are only two malicious devices shar-
ing the same cell. The impact of the attack proves significantly worse as
the size of the botnet increases. Table 1 (b) shows that when the botnet
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Table 1 Uplink throughput for legitimate UEs in a lightly-used cell for different QoS traffic
and varying botnet size, (a) Legitimate traffic: QCI 2, (b) Legitimate traffic: QCI 9

Size of Botnet Attacker Traffic: QCI 9 Attacker Traffic: QCI 2
[number of devices] [percentage of legitimate devices:

uplink throughput]
1 20%: 100,000 b/s

80%: 0 b/s
20%: 100,000 b/s
80 %: 0 b/s

2 20%: 100,000 b/s
80%: 0 b/s

20%: 100,000 b/s
80 %: 0 b/s

5 20%: 100,000 b/s
80%: 0 b/s

20%: 100,000 b/s
80 %: 0 b/s

10 20%: 100,000 b/s
80%: 0 b/s

20%: 100,000 b/s
80 %: 0 b/s

15 20%: 100,000 b/s
80%: 0 b/s

10%: 100,000 b/s
10 %: 28,000 b/s
60%: 0 b/s

20 20%: 100,000 b/s
80%: 0 b/s

5%: 31,000 b/s
15 %: 13,000 b/s
80%: 0 b/s

(a)

Size of Botnet Attacker Traffic: QCI 9 Attacker Traffic: QCI 2
[number of devices] [legitimate uplink throughput]

1 71,500 b/s 62,500 b/s
2 65,700 b/s 43,000 b/s
5 58,000 b/s 15,000 b/s

10 46,000 b/s 4,100 b/s
15 40,000 b/s 190 b/s
20 35,300 b/s 190 b/s

(b)

scales from 1 to 5 devices, the bit rate of each legitimate user is reduced
by 76%. When it reaches 15 malicious devices, the legitimate throughput
becomes less than 0.2% the traffic rate actually sent by each legitimate
device.

Our second set of simulation experiments sought to disclose the effect of
a botnet on a single legitimate device that attempts to transmit data during
an ongoing attack, again for a lightly-used cell of 20 legitimate devices. The
device sends 200,000 b/s uplink traffic once all malicious devices initiate the
attack (the remaining legitimate devices still send 100,000 b/s uplink traffic
each). Table 2 summarizes the results of these experiments. In all cases where
the attackers send low QCI traffic, the single legitimate UE is completely
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Table 2 Uplink throughput for a legitimate UE in a lightly-used cell that attempts to connect
during an ongoing attack for different QoS traffic and varying botnet size, (a) Legitimate traffic:
QCI 2, (b) Legitimate traffic: QCI 9

Size of Botnet Attacker Traffic: QCI 9 Attacker Traffic: QCI 2
[number of devices] [legitimate uplink throughput]

1 0 b/s 0 b/s
2 0 b/s 0 b/s
5 0 b/s 0 b/s

10 0 b/s 0 b/s
15 0 b/s 0 b/s
20 0 b/s 0 b/s

(a)

Size of Botnet Attacker Traffic: QCI 9 Attacker Traffic: QCI 2
[number of devices] [legitimate uplink throughput]

1 120,000 b/s 96,000 b/s
2 120,000 b/s 71,000 b/s
5 66,000 b/s 20,000 b/s

10 46,000 b/s 4,000 b/s
15 48,000 b/s 190 b/s
20 40,890 b/s 190 b/s

(b)

denied bandwidth, even with only one attacker in the cell. When sending traffic
requiring high QCI, the UE is also more severely impacted by the botnet than
are the other legitimate devices that start transmitting before the attack. With
a single attacker sending low QCI traffic, the legitimate device’s throughput
is cut to 48% of its requested rate, whereas the other legitimate UEs are able
to achieve 62.5% of their desired throughput. A botnet of 15 attackers reduces
the UE’s throughput to 0.1%, at 190 b/s. Although the impact of the botnet is
worse when the attackers send low QCI traffic while legitimate devices send
high QCI traffic, everyone sending high QCI traffic generates significantly
adverse consequences for the single legitimate device as well. When in the
same cell as a botnet of 20 devices, the single legitimate user is granted only
34% of the bit rate it can send when there is a botnet of one device. This
single client is therefore penalized more than the bulk of legitimate devices
in the same cell that are allocated about 49% of their bit rate during an attack
with one malicious device. Additionally, when the size of the botnet reaches
10 attackers, the single legitimate device’s throughput reaches that of the other
legitimate clients, even though it is requesting twice the bit rate. These results
indicate that the network views the botnet as legitimate and therefore doesn’t
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reduce the resources allocated to the botnet when the legitimate user attempts
to transmit during the attack.

In our third set of simulation experiments, we examined the impact of a
botnet on a densely-populated cell made up of 200 legitimate devices sending
20,000 b/s of uplink traffic and a varying number of attackers transmitting
2Mbps each. Clearly the results in Table 3 (a) and (b) indicate that a much
smaller botnet can cause even more drastic ramifications than in a lightly
used cell. This phenomenon is due to the eNB trying to accommodate the
malicious UEs by reducing the throughput of devices already present in the
cell. For example, it takes only one attacker sending low QCI traffic to spark
a complete DoS for 98% of the legitimate population, with the remaining
2% of devices able to throughput only 0.5% of their requested bit rate.

Table 3 Uplink throughput for legitimate UEs in a densely-populated cell for different QoS
traffic and varying botnet size, (a) Legitimate traffic: QCI 2, (b) Legitimate traffic: QCI 9

Size of Botnet Attacker Traffic: QCI 9 Attacker Traffic: QCI 2
[number of devices] [percentage of legitimate devices: uplink throughput]

1 2%: 105 b/s
98%: 0 b/s

2%: 104 b/s
98%: 0 b/s

2 2%: 105 b/s
98%: 0 b/s

2%: 104 b/s
98%: 0 b/s

5 2%: 105 b/s
98%: 0 b/s

2%: 104 b/s
98%: 0 b/s

10 2%: 105 b/s
98%: 0 b/s

2%: 104 b/s
98%: 0 b/s

15 2%: 104 b/s
98%: 0 b/s

2%: 104 b/s
98%: 0 b/s

20 2%: 100 b/s
98%: 0 b/s

2%: 100 b/s
98%: 0 b/s

(a)

Size of Botnet Attacker Traffic: QCI 9 Attacker Traffic: QCI 2
[number of devices] [percentage of legitimate devices: uplink throughput]

1 100%: 3,800 b/s 100%: 3,100 b/s
2 100%: 3,800 b/s 100%: 2,400 b/s
5 100%: 3,750 b/s 100%: 821 b/s

10 100%: 3,660 b/s 100%: 268 b/s
15 100%: 3,567 b/s 66%: 103 b/s

34%: 0 b/s
20 100%: 3,500 b/s 57%: 103 b/s

43%: 0 b/s
(b)
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Similarly, when legitimate devices send high QCI traffic and attackers low QCI
traffic (Table 3 (b)), it takes only one attacker to reduce legitimate throughput
by 85%, yet in a lightly used cell, the same reduction requires 15 attackers.
It is interesting to observe that when legitimate clients send low QCI traffic,
the impact of the botnet is the same regardless of the QoS requirements of the
attack traffic, as shown in Table 3 (a). However, when legitimate users send
high QCI traffic, a botnet sending low QCI traffic causes a significantly worse
impact as its scale increases than one sending high QCI traffic. In both cases,
nevertheless, it takes only one attacker to reduce the legitimate throughput
by 81–84%.

Figure 3 gives some insight on how legitimate user QoS is impacted
by a botnet as it scales up, measured in terms of uplink packet latency
between the device and eNodeB. In this experiment, legitimate users in both
lightlyused (20 UEs) and densely-populated (200 UEs) cells attempt to send
QCI 9 uplink traffic while a botnet of varying size sends QCI 2 traffic. As the
results indicate, the larger the botnet, the greater the impact. It is interesting
to note that it takes a smaller botnet to adversely affect legitimate users in
a denselypopulated cell than it does in a lightly-used cell. Additionally, a
botnet with only one device can produce such a high packet latency for
legitimate clients sending QCI 9 traffic that it would result in their appli-
cations, such as web browsing or FTP, appearing unresponsive or even being
unusable.

Figure 3 Average uplink packet latency over the air interface during an attack of variable
sized botnets on densely-populated and lightly-used cells
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5 Mobile Application Implementation and Results

This section describes the implementation of an Android application and a
set of tools we have built to assess the effects of such attacks on existing
infrastructure, along with an analysis of our experimental results. We used
multiple smartphones connected to the same 4G LTE antenna and observed
the transmission rate of a given file sent from a legitimate device to a server as
we modified the traffic generated by the other surrounding devices. For every
scenario, we recorded the data transmitted by the legitimate phone and used
Speedtest.net App [5] to perform allocated bandwidth tests.

We implemented and deployed an application on a legitimate device that
uploads a file to a server through a TCP connection and used a network capture
tool (tcpdump) on the device to record the rate of traffic leaving the phone. Two
separate devices acted as network flooders that utilized a UDP network traffic
generator [2] and were configured to send traffic to a destination different
than that of the smartphone. We captured the upload bit rate originating
from the legitimate device and recorded the elapsed transmission time on
each attempt. We also ran bandwidth tests for different network load on the
antenna.

Table 4 shows the legitimate device file transfer rate we obtained during
an attack with one and two malicious flooding devices as compared to during
normal operations. We observe a degradation of the service between the
non-flooded antenna test and the flooded antenna tests both in terms of band-
width and response time. We observe an increase up to 19ms of response time
(e.g., Ping test) and a diminution of upload bandwidth up to 3.64Mbps.

Next, we ran our flooder during an ongoing legitimate file transfer
to observe the impact of a suddenly loaded antenna. Figure 4 shows the
upload throughput for a file transfer on the legitimate device under normal
circumstances (from 0s to 53s), while the antenna is flooded by one device

Table 4 Legitimate device file transfer rate results with one and two malicious flooding
devices compared to during normal usage

Average upload rate
for a file transfer

Speedtest.net App
Results

Normal Usage 5.12Mbps Upload: 6.43Mbps
Ping: 74ms

One Flooder 3.39Mbps Upload: 3.63Mbps
Ping: 93ms

Two Flooders 2.32Mbps Upload: 2.79Mbps
Ping: 84ms
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Figure 4 Legitimate throughput for a file upload through an antenna with different load
over time

(from 53s to 109s), two devices (from 109s to 161s), again with one device
(from 161s to 228s), and again under normal load (from 228s to 244s). We can
observe a drop in the upload throughput while the flooders are transmitting,
followed by a return to normal when they are stopped. In the worst case, we
see normal throughput reduced up to 12,000 times when there are 2 flooders
transmitting.

Although our results using existing infrastructure are small-scale, they
prove the feasibility of our proposed attack strategies and show that a single
malicious device has the potential to degrade legitimate user operations.

6 Conclusion

The rising popularity of smartphones has proliferated an abundance of mobile
malware that could potentially perform large-scale coordinated attacks on
communication infrastructure. Due to the limited frequency spectrum avail-
able to cellular networks, the physical layer is potentially vulnerable to denial
of service attacks that can impact the bandwidth availability to all users in a
cell. In this paper we examine several DoS attack strategies against the LTE
RAN and study how the MAC uplink scheduler enables certain flavors of
the attack, depending on the requested QoS of clients and the population
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of a cell, to be more effective than others. We study a variety of attack
strategies in which we vary the traffic QoS requirements of legitimate and
malicious devices in lightly-used and densely-populated cells for increasing
botnet sizes. Our simulation results indicate that a single attacker is capable
of significantly reducing the QoS experienced by legitimate devices in the
same cell and, using certain strategies, inducing a complete denial of service
for those clients. Since the network views the malicious UEs as benign,
it tries to accommodate them as much as possible by assigning resources
and reducing the throughput of legitimate devices present in the cell. We
follow our sim-ulation experiments with a real working prototype on the
Android platform that proves the feasibility of our proposed attack strategies
and demonstrates the impact legitimate users can experience during the
attacks.
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