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Abstract

This study aims to analyze the application of information security (IS)
technology and blockchain in the media economy, and the impact of cross-
border cooperation and value chain reconstruction combined with blockchain
technology (BCT) on promoting innovation and digital transformation in the
media economy. This study delves into the interplay between cross-border
collaboration, value chain reconstruction, and BCT. It constructs a media eco-
nomic digital platform by amalgamating blockchain and cross-border value
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chain principles, subsequently evaluating and analyzing its performance.
Findings indicate that the proposed model exhibits a reduced block propa-
gation time and enhanced security performance, boasting a 5% improvement.
The platform’s latency remains stable at approximately 245 ms. Survey
analysis reveals an agreement rate exceeding 57.94% across dimensions
such as data mining, customer relationship management, and classification
effectiveness, contributing to heightened user satisfaction. Consequently, this
study offers valuable insights into user relationship security management
within cross-border collaborations, shedding light on novel avenues for sus-
tainable development and digital transformation in the realm of the media
economy.

Keywords: Information security, blockchain, media economy, value chain
reconstruction, digital transformation.

1 Introduction

1.1 Research Background and Motivations

In today’s digital age, the media economy is undergoing tremendous change
and transformation, and how people access information and entertainment
has fundamentally changed (Huang, 2023; Cunningham and Craig, 2019).
Yin et al. (2023) exemplify these changes through users transitioning from
QQ to WeChat for social interactions, revealing evolving social media usage
patterns. The digital transformation of the media economy, such as person-
alized content customization and accurate advertising, has brought many
opportunities. However, it has also faced a series of challenges, especially the
increasingly prominent problem of information security (IS). (Dzogbenuku
et al., 2022). The infusion of IS technology into the digital media landscape
emerges as a theoretical anchor for safeguarding user privacy, detecting fake
news, upholding copyright integrity, and managing data (Liu et al., 2022;
Ahmad et al., 2022). Thus, protecting users’ data security and maintain-
ing content credibility have become vital topics for innovation and digital
transformation of the media economy.

Commercial banks, as a fundamental element of the financial economic
system within the realm of economy, extend beyond financing and capital
support to encompass critical functions like payment settlement and fund cus-
tody. Their partnership with media enterprises holds significance, particularly
in the arena of customer relationship management, profoundly influencing
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media companies’ operations and growth. By leveraging meticulous customer
analysis and tailored content distribution, media enterprises can adeptly
cater to audience preferences, amplify user satisfaction, and elevate user
involvement. This strategic alignment realizes collaborative objectives across
industries, fostering mutual benefits for enterprises and clientele. In addition,
cross-border cooperation and value chain reconstruction are also key fac-
tors driving innovation and digital transformation in the media economy.
Traditional media organizations usually face the problem of limited resources
and insufficient technical capabilities. Media organizations can obtain more
resources and technical support through cooperation with other industries to
achieve business expansion and innovation (Fioroni et al., 2022; Hill and
Lee, 2022). Meanwhile, with the progress of digital transformation, the value
chain of traditional media also needs to be restructured to adapt to new
business models and user needs (Chen et al., 2022). Blockchain technology
(BCT) can provide decentralized data storage and management solutions.
It can be used for copyright protection and digital content management,
which is of great significance for value chain reconstruction in the digital
transformation of the media economy (Verhun et al., 2022; Khan et al., 2023).

1.2 Research Objectives

The current landscape of media economics underscores the urgency of
innovation and digital transformation. Amid this evolution, heightened IS
concerns underscore the pivotal importance of upholding user data integrity
and content authenticity. Simultaneously, the strategic imperatives of cross-
industry collaboration and value chain restructuring emerge as instrumental
drivers of innovation and transformation within media economics. This study
aims to probe these dynamics, with a specific focus on the infusion of IS
technology. The study seeks to offer actionable insights and guidance to
media institutions and researchers by exploring the potential integration of
BCT and data mining techniques. The overarching goal is to catalyze sustain-
able development and digital transformation in media economics within the
context of dynamic cross-industry collaborations and fortified IS paradigms.

2 Literature Review

With the rapid development of digital media, the security and privacy pro-
tection of media data has become critical. Blockchain’s decentralization
and immutability make it an ideal solution for securing media data. Many



286 Y. Meng et al.

scholars conducted relevant research on the application of BCT in IS. Liu
et al. (2021) investigated blockchain’s different application scenarios and
challenges in the media sector and suggested some future directions. Finally,
researchers were provided with a comprehensive understanding and research
ideas on blockchain application in the media sector. Sharma et al. (2023) sug-
gested that using BCT enhanced the security of medical records. The results
revealed that the scheme could effectively protect medical records’ confiden-
tiality and integrity, providing higher security for health documents in the
IoT digital health ecosystem. Issa et al. (2023) reviewed the latest research
findings and applications of blockchain-based federated learning in securing
IoT and discussed future directions.

Some scholars also researched on the value chain construction in devel-
oping the digital media economy. Cai and Li (2022) proposed a path selection
and optimization method to help China’s manufacturing industry find the
best positioning and optimization strategy in the global value chain (GSC).
The results revealed the important factors and strategies for the path selec-
tion and optimization of the manufacturing industry’s participation in GSC
reconstruction. They provided a useful reference for the development and
transformation of China’s manufacturing industry. Cui et al. (2023) developed
a cross-border supply chain cooperation model to study cross-border supply
chain cooperation under the Belt and Road (B&R) Initiative. The research
results provided an in-depth understanding of this model and the B&R
Initiative, and give an important reference for promoting cross-border supply
chain cooperation and implementing the B&R Initiative.

In conclusion, the analysis of the research conducted by the aforemen-
tioned scholars reveals the widespread application of BCT in various fields,
including media economics and digital healthcare. Studies conducted by Liu
et al. (2021) and Sharma et al. (2023) provide evidence of its effectiveness in
safeguarding the security of privacy data. However, despite existing studies
related to value chain restructuring in the digital transformation of media
economics, limited attention has been given to the intersection of media
economics and cross-industry collaboration. This study addresses this gap by
introducing BCT and IS techniques to enhance data information mining dur-
ing the process of media economic transformation. This integrated approach
ensures the security of customer relationships and information within cross-
industry collaborations, providing valuable insights for promoting innovation
in media economics, optimizing resource allocation, and refining cooperative
management with customers.
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3 Research Model

3.1 IS Analysis of the Blockchain in the Media Economy

As a decentralized distributed ledger technology, blockchain’s core fea-
tures include distributed sharing, immutability, and anonymity (Qu et al.,
2022). Generally, BCT can be divided into public, private, and consortium
blockchains according to the degree of centralization difference, as displayed
in Figure 1 (Unal and Aysan, 2022; Agrawal and Narain, 2023; Moro Visconti
et al., 2022).

Figure 1 denotes that the chain structure of the blockchain includes three
kinds of public, consortium, and private blockchains. Among them, the public
blockchain’s data storage and transaction verification are done by a widely
distributed network of nodes, which reach consensus through consensus
mechanisms. Its merits are decentralization and high transparency, but certain
privacy and performance limitations exist. The private blockchain is primarily
used for internal business applications, such as supply chain management
(SCM) or data exchange within an enterprise. It has higher privacy and per-
formance, but lacks some decentralization and transparency. The consortium
blockchain comprises multiple entities or organizations that work together
to manage and maintain the blockchain network. The advantages are high
flexibility, controllable privacy, and higher performance.

In IS guarantee, BCT carries out a safe storage and transmission frame-
work for data in the media economy, as presented in Figure 2.

Figure 2 signifies that in the secure storage and transmission of media
economic data, the blockchain data is first stored in a distributed manner
on multiple nodes in the network. Each node maintains a complete copy
of the ledger, and this distributed storage makes the data not dependent
on a single central server, thus improving data reliability and resistance to
attack (Basile et al., 2023). Second, blockchain uses digital signatures to
verify the authenticity and integrity of transactions. The sender signs the
transaction using its private key, and the receiver verifies it by adopting the
sender’s public key. Moreover, blockchain employs hash functions to convert
transaction data into a unique fixed-length hash value and uses a consensus
mechanism to ensure data consistency and credibility (Jabbar et al., 2021).

In BCT, the consensus mechanism acts as an algorithm or protocol
by which nodes in the network agree on which blocks can be added to
the chain. Common consensus mechanisms include Proof-of-Work (PoW),
Proof-of-Stake (PoS), Byzantine Fault Tolerance (BFT), etc. (Kumar and
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Figure 1 Chain structure classification of blockchain.

Chopra, 2022; Panasenko et al., 2021). SThe PoW consensus algorithm can
determine the block owner by calculating the difficulty value. It ensures
the data information security of the media economy in the network and
prevents malicious behavior and data tampering. ince the PoW believes that
the maximum number of blocks is the link branch when information conflicts
occur, malicious attackers must ensure that the length of the attack chain
they send exceeds the main chain to obtain the data tampering right of the
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entire blockchain (Ramos et al., 2021). Its probability Pn can be expressed as
Equation (1):

Pn =

{
1, qF ≥ pT

(qF /pT )
n, qF < pT

(1)

PT and qF represent the probability that the next block belongs to a credit
and malicious node; Pn refers to the probability that a malicious attacker
tampers with n blocks. On this basis, assuming that a good credit node
can produce a block every other average expected time, then the potential
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progress of the malicious node should satisfy the Poisson distribution, and its
expected value λ is as in Equation (2):

λ = nqF /pT (2)

Thus, when the number of blocks published by malicious nodes exceeds
that of credit nodes, the malicious node completes the attack. The probability
P of this occurrence should be obtained by multiplying the probability density
of the Poisson distribution of the number of blocks k published by the
malicious node and the probability that the malicious node can still complete
the attack at this time, and the specific result is calculated as follows:

P =

∞∑
k=0

λke−λ

k

{
(qF /pT )

n−k k ≤ n

1 k > n
(3)

The probability P is further simplified, and the result is shown in
Equation (4):

P = 1−
n∑

k=0

λke−λ

k
[1− (qF /pT )

n−k] (4)

It is calculated that when the computing power of the malicious node
is less than 50%, the probability of a successful attack decreases with the
increase of n. In the application of data information security in the specific
media economy, n is often set to 6, that is, a new block of information will be
considered safe and effective after 6 block generation.

Consequently, the role of applying BCT to the data information security
of the media economy is mainly reflected in the safe storage and transmission
of data, the immutability and traceability of copyright information, and the
establishment of a decentralized digital rights management system (DRMS).
These features and functions provide an innovative solution for the media
industry, which ultimately achieves the purpose of improving the security of
media economic data and the protection of private information.

3.2 The Key Links and Implementation Methods of Value Chain
Reconstruction

GSC refers to a form of economic organization in which multinational
enterprises participate in the production and delivery process of products
or services globally and cooperate. Its characteristics mainly cover division
of labor, cross-border cooperation, supply chain integration, and technology



Innovation and Digital Transformation of Media Economy 291

and knowledge intensity (Charoenwong et al., 2023). Elements of interna-
tional trade indicate various factors and factor combinations such as goods
and services, labor, capital, technology, and knowledge that participate in
international trade activities (Fraccastoro et al., 2021). Globalization and
information technology (IT) progress make GSC more complex and close.
The cross-border flow of international trade elements promotes the optimal
allocation of resources and economic prosperity.

According to the characteristics of GVC and the elements of interna-
tional trade, this study derives the evolution of the gravity model to explain
the formation mechanism of cross-border “Internet +” gradient connec-
tion and complementary connection between two trading partners or two
economically related regions (Yang et al., 2022), as denoted in Equation (5):

Fij = Kij
GDP i ·GDP j

Dist2ij
(5)

Fij indicates the connection between countries i and j; GDP i and GDP j

refer to the size of the economies of countries i and j; Dist ij means the
geographical distance between countries i and j; Kij stands for connection
force constant.

To highlight the influence of the Internet in cross-border trade, the “Inter-
net +” factor of both sides of the trade is added to Kij , and the corresponding
weight is given according to the influence of each factor. From this, the
modified connection force model is obtained, as represented in Equation (6):

Fnij = Knij
Vni · Vnj

Cost2nij
(6)

Fnij represents the connection force of country i to country j in the
value module n; Vni and Vnj indicate the output value of countries i and
j in the module; Costnij refers to the total cost of countries i and j in the
module (including transportation costs, information costs, technology costs,
etc.); Knij stands for the connection force constant of country i in this
module, and its calculation reads:

Knij = α
Vni

Vni + Vnj
(7)

α refers to the “Internet+” related influencing factors, and the influence
of α on the connection force is a positive promotion effect, that is, α > 0.



292 Y. Meng et al.

Equation (6) can then be written as follows:

Fnij = α
Vni

Vni + Vnj
× Vni · Vnj

Cost2nij
= α

V 2
ni · Vnj

(Vni + Vnj ) · Cost2nij
(8)

3.3 Construction Analysis of Digital Platform of the Media
Economy Using Blockchain and Cross-Border Value Chain

The digital platform of media economy is a carrier of media service and
content interaction built on the basis of IT and digital means, aiming to
realize the digital transformation of content production, communication, and
business operation. In this study, a digital platform of media economy by
the blockchain and a cross-border value chain is designed, as suggested in
Figure 3.
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Figure 3 Digital platform architecture of media economy based on blockchain and cross-
border value chain.
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In Figure 3, the digital platform architecture mainly includes the founda-
tion, application, and service layers. In the foundational layer, the incorpo-
ration of BCT, with its distinctive attributes of decentralization, distributed
nature, and immutability, has forged a secure, transparent, and reliable
infrastructure for media economics. This foundation instills a sense of trust,
particularly in the context of inter-industry collaborations, where data sharing
and cooperative innovation are paramount.

The application layer capitalizes on data mining techniques to extract
invaluable insights from extensive datasets. These insights empower media
enterprises to gain deeper insights into user behaviors, interests, and needs.
As a result, content creation, advertising placement, user engagement, and
overall user experiences can be optimized to a higher degree.

Within the service layer, significant focus is directed toward customer
relationship management. By harnessing the capabilities of data mining
techniques, platforms are adept at conducting thorough analyses of customer
behaviors and preferences. This approach facilitates the provision of person-
alized interactions and services. Consequently, this approach nurtures robust
customer relationships, enhancing user loyalty and satisfaction. Simultane-
ously, it paves the way for new avenues of cross-industry collaboration.

Collectively, the developed digital platform establishes a secure, efficient,
and innovative ecosystem within media economics. This design catalyzes the
digital transformation and sustainable evolution of the industry, positioning it
at the forefront of contemporary advancements.

4 Experimental Design and Performance Evaluation

4.1 Datasets Collection

The data source of this study is public speech information on Weibo.
The crawler obtained media economy-related terms of Weibo public data
from March 2021 to July 2022 and finally got 52,718 Weibo data after data
cleaning and anonymization. In the data collection process, the relevant laws,
regulations, and ethical guidelines were strictly observed, and user privacy
and IS were not violated to ensure the legality and compliance of data.

4.2 Experimental Environment

In the constructed digital platform, the specific experimental environment
configuration is exhibited in Table 1.
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Table 1 Experimental environment configuration
Configuration Configuration

Computer Intel Core i7
processor, 16GB
memory, 1TB hard
drive

Blockchain
platform

Ethereum 2.0

Cloud server 8-core processor,
32GB memory,
500GB hard drive

Smart Contract
development
language

Solidity

Operating system Linux operating
system (Ubuntu
18.04)

Development
framework

Truffle

Blockchain testing
network

Ganache Database
management
system

MySQL 8.0

Data collection
tools

Python Visualization tools Matplotlib and Seaborn

system nodes 340 Block return G 50

4.3 Parameters Setting

In the performance analysis of the model, it is verified and adjusted through
the experiment and optimization process. 2 MB is selected as the block size,
the block confirmation time is 15 minutes, the consensus algorithm is PoW,
and the bandwidth limit value is 100 Mbps, to optimize the performance of
the digital platform of the media economy.

4.4 Performance Evaluation

The proposed model algorithm is analyzed with BFT, Redundant Byzantine
Fault Tolerance (RBFT), Delegated Byzantine fault tolerance (DBFT), and
Sharma et al. (2023) from the aspects of computational overhead, through-
put, security (average leakage rate), and latency, respectively, as revealed in
Figures 4–7.

The analysis of computational overhead is drawn in Figure 4, which
shows that with the increase of system node data, the overall block propaga-
tion time increases. The block propagation time of the proposed framework
model is significantly smaller than that of other model algorithms. In addition,
the time required for each model is the proposed algorithm < Sharma et al.
(2023) <RBFT<DBFT<BFT, which means that this framework proposed
in this study can form consensus more quickly, and the system operation
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efficiency is higher. Consequently, the exceptional efficacy of the proposed
framework model in achieving consensus is substantiated by conducting a
comprehensive analysis of computational expenses, with a specific focus
on the examination of block propagation time. This substantiation serves
as a compelling validation that bolsters the advancement of proficient and
expedient BCTs.

Figure 5 is the throughput analysis, and the system’s throughput using the
proposed framework mechanism is apparently higher than that of other model
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algorithms. Moreover, as the number of nodes increases, the throughput of the
proposed framework mechanism does not decrease evidently. Additionally,
the throughput of each model is the proposed algorithm > Sharma et al.
(2023) >RBFT>DBFT>BFT, and the throughput reaches 92.45 when the
number of nodes is 340. This indicates that the system with this model has
higher operating efficiency and can process more data simultaneously.
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By comparing the network data security transmission performance of
each mechanism algorithm with a different number of nodes, the results
are illustrated in Figure 6. With the increase in the number of transmission
nodes in the system, the average leakage rate of network data has basically
no marked variation, and this proposed algorithm is less than 25%. In com-
parison, the other model algorithms are more than 30%. Thereby, compared
with different model algorithms, the security performance of the proposed
algorithm is improved by 5%, which can make the digital platform of the
media economy have better security performance in the construction process.

The latency of each algorithm with different number of nodes is further
analysed, as portrayed in Figure 7. In Figures 5–8, the comparison results
reveal that the average latency shows an increasing trend as system nodes
increase. The average latency of each mechanism algorithm is the proposed
algorithm < Sharma et al. (2023) <RBFT<DBFT<BFT. Beyond that, the
average latency of the proposed model algorithm is basically stable at about
245 ms when the number of nodes is 340. Thus, from the perspective of a dif-
ferent number of nodes, the constructed digital platform prominently shows
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Figure 8 Survey results in various dimensions of the digital platform (A1: The data mining
function of the platform is beneficial in delivering personalized content recommendations
and analysis; A2: The outcomes of data mining on the platform align with your interests
and requirements; B1: The platform’s personalized interactions and tailored services more
effectively cater to your needs; B2: The platform demonstrates proactive and efficient respon-
siveness to user feedback; C1: The platform accurately classifies distinct types of content. C2:
The platform proficiently addresses your information requirements.)
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lower latency to have efficient and secure data transmission performance of
the media economy network.

Additionally, employing a questionnaire survey method, this study con-
ducts an in-depth analysis of the effectiveness of the developed digital
platform. The analysis primarily concentrates on three key dimensions:
data mining, customer relationship management, and categorization effects.
The study participants are drawn from the working population of City S
during the period spanning September 2022 to December 2022. The collected
survey questionnaires underwent careful screening, with ineligible responses
excluded, resulting in a total of 359 valid questionnaire responses. The reli-
ability and validity of the questionnaire results are rigorously assessed,
revealing Cronbach’s α values all exceeding 0.800, Kaiser-Meyer-Olkin
(KMO) values surpassing 0.700, and Sig values at 0.000, indicative of sta-
tistical significance below the 0.050 threshold. The specific survey findings
are visually presented in Figure 8.

Figure 8 demonstrates the survey findings, revealing positive assessments
of the blockchain-based media economic digital platform incorporating
cross-border value chains. Within the dimensions of data mining, customer
relationship management, and classification effectiveness, the platform gar-
ners favorable evaluations, evidenced by agreement rates surpassing 57.94%.
These results signify the platform’s effective strides in digital transforma-
tion, affirming its accomplishments and underscoring its pivotal role in
advancing innovation and ensuring the enduring development of the media
economy.

Furthermore, an in-depth exploration involved conducting multiple
regression analyses on the survey outcomes across various dimensions, as
depicted in Table 2.

Table 2 illustrates that the multiple regression analysis results highlight
significant statistical distinctions. Specifically, the data mining and cus-
tomer relationship management dimensions manifest noteworthy variations

Table 2 Multiple regression results for each dimension
Coefficient Std. Error t-value p-value

Intercept 2.243 0.427 5.255 0.000
Data mining dimension 0.352 0.113 3.034 0.003
Customer relationship management 0.498 0.128 3.895 0.000
dimension
Classification effectiveness dimension 0.276 0.142 2.945 0.033
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in customer satisfaction (p < 0.01), while the classification effectiveness
dimension’s influence also presents statistical significance (p < 0.05).
As such, the model formulated within this study contributes valuable insights
for enhanced optimization and informed decision-making.

4.5 Discussion

By analyzing the performance of the digital platform for media economy
based on blockchain and cross-border value chain, it can be found that
compared with other existing models such as Sharma et al. (2023), RBFT,
DBFT, and BFT, the proposed model algorithm shows obvious advantages
in terms of computing overhead, throughput, secure transmission of network
data, and latency. Among them, the block propagation time of the proposed
framework model is shorter. When the number of nodes is 340, the throughput
of this model reaches 92.45, which improves the security performance by 5%,
and the latency is basically stable at about 245 ms. These findings indicate
that the constructed digital platform can effectively enhance the innovation
of the media economy. It can be effectively applied to the field of media
economy, improve the operating efficiency and security of the platform, and
make positive contributions to the development of the digital media economy
(Awan et al., 2022; Oguntegbe et al., 2023).

In addition, the introduction of cross-border cooperation and value chain
construction in the digital platform can optimize computational overhead
and improve throughput, speed up the flow of information, and reduce the
latency of information transmission. This helps to accelerate cooperation and
exchange among participants in the value chain, improve synergies and facil-
itate collaborative operation in the production, distribution, and consumption
of media content (Fraccastoro et al., 2021). Furthermore, by reducing latency,
the platform is able to improve the real-time and interactivity of media
content, meeting users’ demands for instant information and personalized
services. This is important for constructing a competitive and innovative
digital media value chain to help the media industry achieve better business
growth and social impact.

Concurrently, a comprehensive analysis of the digital platform’s impact
is undertaken through questionnaire surveys. The findings reveal notable
enhancements across various dimensions. Personalized content recommen-
dations and analyses result in heightened user satisfaction within the data
mining dimension. In the customer relationship management dimension,
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personalized interactions, tailored services, and adept user feedback man-
agement lead to elevated user contentment. Furthermore, the classification
effectiveness dimension sees improvements in user satisfaction owing to
meticulous and effective content grouping. Consequently, these outcomes
collectively contribute to the augmentation of user experiences, amplifying
user loyalty, and facilitating innovation and transformation within the digital
landscape of the media economy.

5 Conclusion

5.1 Research Contribution

Aiming at the digital innovation and development of cross-border cooper-
ation and value chain reconstruction of the media economy, this research
introduces BCT and builds a digital platform of media economy by the cross-
border value chain and blockchain. The experimental analysis manifests that
the platform has significant advantages in block propagation time, through-
put, data security transmission performance, and latency, and has improved
security performance by 5%. Therefore, this study can improve the security
performance of the digital platform of the media economy and protect the
copyright and intellectual property rights of media content.

5.2 Future Works and Research Limitations

Although this study has achieved some practical conclusions in terms of the
constructed digital platform, there are still some limitations and improve-
ments, which provide directions for future exploration. Firstly, this study
employs specific parameter values in the experimental phase; however, vary-
ing parameter values can potentially influence the platform’s performance.
Future research will encompass sensitivity analyses of these parameters
to identify the optimal combination for optimizing platform performance.
Secondly, this study predominantly conducts assessments within theoret-
ical and experimental frameworks, whereas real-world applications may
introduce further challenges and constraints. While the constructed model’s
efficacy is appraised through questionnaire analysis, the chosen sample size
remains limited. Subsequent research will involve the implementation of
the platform in actual application scenarios, enabling the collection and
validation of larger volumes of real-world data. This validation process would
serve to substantiate the platform’s practical performance and effectiveness
comprehensively.
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