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Abstract

As cyberattacks become more frequent and sophisticated, network intrusion
detection systems (IDS) play a critical role in safeguarding networks. How-
ever, traditional IDS models face challenges in detecting new, unseen attacks
and typically require large volumes of labeled data for effective training. To
address these issues, we propose a novel intrusion detection model based
on meta-learning, integrating depthwise separable convolution (DSC). This
model leverages few-shot learning to detect rare and emerging attack types
with minimal labeled data. By using meta-learning, our model can rapidly
adapt to new tasks, offering greater flexibility and scalability in various
network scenarios. Experimental results on the CIC-DDoS2019 and CIC-
IDS2017 datasets demonstrate that our model achieves competitive accuracy
compared to state-of-the-art methods, even with fewer training samples. It
also shows superior performance in terms of both detection accuracy and
training efficiency, while being more resource-efficient, making it suitable for
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deployment in resource-constrained environments. In conclusion, our model
offers a promising solution for network intrusion detection, enhancing the
ability to detect new and emerging threats while ensuring computational
efficiency for real-world applications.

Keywords: Network intrusion detection, meta-learning, depthwise separa-
ble convolution, few-shot learning, attack detection.

1 Introduction

With the rapid development of information technology, network security
issues have become increasingly prominent, posing a significant global chal-
lenge. The methods of cyberattacks have become more complex and diverse,
and traditional network security defense mechanisms often struggle to cope
with the ever-changing threats [1, 2]. In particular, in the field of network
intrusion detection, how to quickly identify and effectively respond to novel
attacks in a complex and dynamic network environment has become one
of the key research issues. A network intrusion detection system (NIDS)
can effectively identify malicious behaviors by monitoring network traffic
and analyzing data packets [3, 4]. However, traditional intrusion detection
methods often fail when faced with unknown or complex attack patterns,
especially when attackers use encryption, obfuscation, or other techniques
to hide their actions, posing significant challenges to conventional detection
mechanisms [5, 6].

Meta-learning, an innovative approach in machine learning, has recently
attracted significant attention in network security for its ability to adapt
quickly to new tasks or environments using limited sample data [7]. The
core concept of meta-learning is to accumulate experience across multiple
tasks so that the system can quickly adjust and optimize its learning strategy
when faced with unknown problems, thereby improving its ability to respond
to new types of network attacks [8, 9]. Applying meta-learning to network
intrusion detection systems enables the system to not only quickly identify
new attacks but also adjust its detection strategy within limited data and time,
enhancing the flexibility and responsiveness of network security protection
[10, 11]. Especially when facing few-shot complex network threats, the sys-
tem can maintain high detection accuracy. Compared to traditional methods,
meta-learning helps improve the system’s dynamic adaptability, enabling it
to rapidly adjust when confronted with different types of attacks.
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Past research has primarily focused on static methods based on feature
extraction and model training [12, 13]. However, these methods typically
rely on large amounts of labeled data and perform poorly when dealing
with new attack samples. Nevertheless, these methods still face challenges
such as high computational overhead, poor model interpretability, and limited
adaptability to small datasets or novel attacks [14, 15]. While deep learning
models demonstrate powerful capabilities when processing large-scale data,
they still have shortcomings in rapidly responding to new types of attacks and
reducing false positives. Current research trends are gradually moving toward
enhancing the self-adaptation and real-time response capabilities of intrusion
detection systems [16]. Attempts based on transfer learning, incremental
learning, and similar methods have provided some new ideas for solving
these problems, but in practical applications these methods often rely on
large amounts of historical data and still lack adaptability to different attack
scenarios. In contrast, meta-learning, as a “learning to learn” approach, shows
significant advantages in quickly adapting to new tasks and addressing few-
shot problems, making it a promising solution to enhance the flexibility and
robustness of network intrusion detection systems, particularly in complex
and dynamic environments [17].

This paper presents a meta-learning-based model designed to improve the
adaptability and real-time response of network intrusion detection systems
against emerging attacks. By combining depthwise separable convolutions
and a meta-learning framework, the model can quickly adapt to different
types of attacks with few training samples and achieve efficient detection in
the face of evolving network threats.

The main contributions of this paper include:

• We propose a meta-learning-based dynamic response intrusion detection
framework that can quickly adapt to new attack patterns with limited
samples, enhancing the system’s ability to detect unknown attacks.

• We design an efficient meta-learning algorithm that optimizes the
model’s learning process based on network traffic features, thereby
improving the accuracy of complex attack recognition and the system’s
real-time response capabilities.

• We perform comprehensive experiments to evaluate the performance of
our proposed method under diverse attack scenarios. The results demon-
strate that our approach achieves superior detection accuracy, lower
false positive rates, and faster response times compared to conventional
detection techniques.
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2 Related Work

2.1 Research Progress of Network Intrusion Detection Systems
(NIDS)

Network intrusion detection systems (NIDS) are important tools for protect-
ing computer networks from malicious attacks. With the rapid development
of network technologies and the continuous evolution of attack methods, the
limitations of traditional NIDS approaches in handling novel attacks have
gradually become apparent. Therefore, improving the accuracy, efficiency,
and adaptability of intrusion detection systems has become a research hotspot
in the field of network security in recent years [18].

Traditional intrusion detection methods are generally categorized into
three types: rule-based detection, feature-based detection, and statistical-
based detection. Rule-based detection methods rely on predefined attack
signatures, matching data packets in network traffic with attack signature
databases to identify potential intrusions [19, 20]. Due to the constant
modification of attack strategies by attackers, and the variability of attack
techniques, rule-based detection methods are unable to detect new or mutated
attack patterns in a timely manner. With the rise of machine learning tech-
niques, feature-based intrusion detection methods have gradually become
mainstream [21]. These methods typically extract features from network
traffic and then use machine learning algorithms (such as decision trees,
support vector machines, k-nearest neighbors, etc.) for classification and
decision-making [22, 23]. Compared to traditional rule-based detection meth-
ods, feature-based detection methods can improve the ability to recognize
unknown attacks to some extent. In particular, through feature selection and
feature engineering, useful patterns can be extracted from large amounts of
network traffic, enabling detection systems to more accurately capture attack
behaviors [24, 25]. However, feature-based detection methods still face sev-
eral challenges, particularly in cases of data imbalance, feature redundancy,
and attack pattern diversity, where the performance of existing models may
significantly degrade [26].

Deep neural networks (DNN), convolutional neural networks (CNN), and
recurrent neural networks (RNN) have been widely applied to NIDS, partic-
ularly in handling high-dimensional data and complex attack patterns, where
deep learning methods have shown strong capabilities [27, 28]. Deep learning
can automatically extract features from raw data, avoiding the complexity and
manual intervention of traditional feature engineering. However, the training
process of deep learning methods usually requires a large amount of labeled
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data, and there are still significant challenges when facing data scarcity or
rapidly changing attack patterns. Additionally, the black-box nature of deep
learning models poses difficulties in interpretability and real-time response,
especially in the field of network security, where quick and clear decision
support is required [29]. To address the shortcomings of deep learning meth-
ods, some studies have started to explore network intrusion detection systems
based on transfer learning. Transfer learning transfers knowledge from exist-
ing tasks to new tasks, reducing the need for labeled data and improving
the model’s adaptability to new environments [30]. Transfer learning has
significant advantages in network security scenarios where data is scarce and
the environment is highly variable. Although transfer learning can enhance
the generalization ability of systems, existing transfer learning methods still
cannot fully solve the adaptability issues in fast-changing attack scenarios
due to the high dynamism of attack patterns and network environments.

In summary, existing NIDS methods perform well against known attacks
but still have significant limitations when dealing with novel, unknown
attacks and complex attack patterns. Therefore, how to improve the flexibility
of intrusion detection systems, enhancing the system’s real-time response
capabilities, has become a major direction for current research. Future
research needs to explore new learning strategies, particularly innovations
in few-shot learning, adaptive learning, and real-time detection, to cope with
the ever-evolving network security threats.

2.2 Application of Meta-learning in Network Security

With the continuous evolution of network attack methods, traditional network
intrusion detection systems (NIDS) face numerous challenges, particularly
in addressing novel attacks and few-shot learning tasks. Meta-learning, as
a “learning how to learn” approach, has received widespread attention in
the field of network security in recent years. Meta-learning allows models
to quickly adapt to new tasks by accumulating experience from multiple
tasks, particularly showing significant advantages in few-shot learning sce-
narios [31]. The complexity and variability of network attack patterns mean
that traditional NIDS methods typically rely on large amounts of labeled data
for training, making them often incapable of responding quickly to novel
or mutated attacks [32]. In contrast, meta-learning can effectively reduce
the reliance on large-scale labeled data by accumulating knowledge from
multiple tasks, allowing for rapid adaptation when encountering new types
of attacks [33].
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In network intrusion detection, the application of meta-learning mainly
focuses on enhancing the model’s adaptability to new attack patterns. The
diversity and constant change of network attack behaviors require NIDS to
be highly flexible and capable of detecting new attack methods in real-time
[34, 35]. Traditional intrusion detection systems typically perform pattern
recognition based on specific training data, but this approach may lead to
significant performance degradation when facing new attacks. Meta-learning,
through the learning of “meta-tasks,” allows models to accumulate expe-
rience from multiple attack tasks and quickly adjust learning strategies to
deal with new attack types [36]. This makes meta-learning methods capable
of quickly optimizing models and improving generalization in data-scarce
scenarios through transfer learning [37]. Furthermore, meta-learning can also
enhance the cross-domain adaptability of NIDS. Since attack patterns and
features may vary across different network environments, traditional NIDS
methods often struggle with poor cross-domain adaptability [37, 38]. Meta-
learning allows models to be trained across multiple network environments,
enabling them to learn shared features from different tasks, thus improv-
ing the model’s adaptability in diverse environments [39]. For example,
transfer learning can effectively transfer existing knowledge when address-
ing attacks in different network environments, reducing the dependence on
environment-specific data and improving model applicability [40]. In terms
of specific applications, many studies have attempted to combine meta-
learning with deep learning, reinforcement learning, and other techniques to
further improve NIDS performance. For instance, combining meta-learning
with generative adversarial networks (GANs) can train models by generating
synthetic attack samples, enhancing the model’s ability to recognize novel
attacks. By combining meta-learning with reinforcement learning, the model
can not only recognize known attacks but also adjust detection strategies
based on real-time feedback to cope with ever-changing attack patterns [41].
These methods, supported by the meta-learning framework, enable intrusion
detection systems to make more precise decisions when facing complex
attack scenarios. Moreover, meta-learning is closely related to continual
learning, which aims to enable models to continuously optimize and update
their capabilities as new data flows in. In the field of network security, attack
patterns are dynamically changing, so NIDS systems must have the ability
for continual learning to ensure timely responses to new attacks [42]. By
integrating the advantages of meta-learning and continual learning, it can
effectively avoid catastrophic forgetting, allowing models to retain the ability
to detect old attacks while learning new ones, thereby improving the system’s
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long-term adaptability. Although meta-learning holds significant potential for
application in network intrusion detection, several challenges remain in its
practical implementation. First, the computational overhead of meta-learning
algorithms can be high, especially when dealing with high-dimensional data,
making the training process more complex and increasing system resource
requirements. Second, maintaining high detection accuracy with a small num-
ber of samples, especially when facing previously unseen attacks, remains
a critical issue. Additionally, the interpretability of meta-learning models
is an important consideration, particularly in the field of network security,
where the decision-making process of the system must be transparent and
traceable. Therefore, improving the interpretability of meta-learning models
while optimizing computational efficiency will be key directions for future
research [43].

Overall, meta-learning provides a flexible and efficient solution for
network intrusion detection, particularly demonstrating great potential in
addressing novel attacks, cross-domain adaptability, and few-shot learning.
With the continuous development of related technologies, meta-learning-
based intrusion detection systems are expected to play a greater role in
improving detection accuracy, reducing false positive rates, and enhancing
real-time response capabilities in the future.

3 Method

3.1 Overview of the Model Structure

The structure of this model consists of two parts: the inner network uses
a depthwise separable convolution network structure, while the outer layer
introduces the meta-learning framework. The core of the inner structure
is depthwise separable convolution (DSC), which reduces computational
complexity and enhances feature extraction efficiency by decomposing the
standard convolution operation into depthwise convolution and pointwise
convolution. Figure 1 illustrates the structure of the proposed model. Specifi-
cally, depthwise convolution performs convolution operations independently
on each input channel, reducing computational complexity. Pointwise con-
volution then performs a linear combination of the channels to fuse feature
information across different channels, thereby more effectively extracting
important features from network traffic. This structure not only reduces
computational cost but also strengthens the model’s performance, espe-
cially in scenarios with insufficient data or novel attacks, exhibiting stronger
adaptability.
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Figure 1 Overall framework of the proposed model.

In the outer layer of the model, we introduce the meta-learning frame-
work, combined with adaptive optimization algorithms (such as Adam) to
optimize task-specific parameter update rules. The main advantage of meta-
learning is its ability to leverage prior experience, enabling the model to
quickly adapt to new tasks. In the context of network intrusion detec-
tion, new attack patterns, and the constantly changing network environment
require models to be flexible and adaptive. Meta-learning, through the “meta-
training” process, continuously optimizes learning strategies, helping the
model to react swiftly to different types of attacks and network environments.
By employing meta-learning, the model is able to continually optimize shared
knowledge across tasks, enhancing its generalization ability, and ensuring
that the detection system can maintain high accuracy when facing novel or
mutated attacks.

3.2 Depthwise Separable Convolution

DSC is the core component of the inner layer of our model, designed
to reduce computational cost and enhance feature extraction capabilities.
The standard convolution operation computes convolutions for every input–
output channel pair, leading to a quadratic increase in computational cost,
which becomes a bottleneck in deep neural networks. In contrast, depth-
wise separable convolution breaks this process into two stages: depthwise
convolution, where each input channel is convolved with its own filter, and
pointwise convolution, which uses a 1 × 1 filter to combine the outputs.
This separation reduces the computational complexity significantly. In the
depthwise convolution step, each input channel is processed independently
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Figure 2 Depthwise separable convolution architecture, consisting of depthwise and point-
wise convolutions to reduce computational complexity and model parameters.

with its corresponding filter. This reduces the computational cost by focusing
on a single input channel at a time. Figure 2 illustrates the structure of the
depthwise separable convolution.

Mathematically, depthwise separable convolution can be expressed as
follows:

Yd = X∗Wd (1)

where Yd is the output feature map after depthwise convolution, X is the
input feature map and Wd is the depthwise convolution filter applied to
each input channel independently. This step involves applying a 1× 1 con-
volution across all the output channels, allowing for a linear combination of
features. The pointwise convolution operation is represented by the following
equation:

Yp = Yd ∗Wp (2)

where Yp is the output feature map after pointwise convolution. Together,
these two operations – depthwise convolution and pointwise convolution –
combine to form depthwise separable convolution. The overall DSC opera-
tion can be expressed as:

Y = X∗Wd ∗Wp (3)

where Y represents the final output after both depthwise and pointwise con-
volutions. One of the primary advantages of DSC is the significant reduction
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in the number of parameters and computational complexity compared to
standard convolutions. The reduction in the number of parameters can be
expressed mathematically as:

ParametersDSC = (Cin ·Kd) + (Cout ·Kp) (4)

where Cin is the number of input channels, Cout is the number of output
channels, Kd is the kernel size for depthwise convolution, and Kp is the ker-
nel size for pointwise convolution This reduction in parameters significantly
reduces the computational burden, especially in deep networks with a large
number of channels. In contrast, traditional convolution requires Cin·Cout·K2

parameters (where K is the kernel size), which leads to a much larger number
of parameters and higher computational cost.

By using DSC, we can achieve the same level of feature extraction perfor-
mance while dramatically reducing the computational overhead, especially in
large-scale networks or those with limited data. This efficiency is particularly
valuable when dealing with limited labeled data or emerging attack patterns,
where rapid adaptation and accurate feature extraction are crucial. To mitigate
overfitting, we include a regularization term in the loss function:

LDSC = λ · (∥Wd∥22 + ∥Wp∥22) (5)

where LDSC is the regularization loss term, Wd and Wp are the depthwise
and pointwise convolution filters, and λ is a regularization hyperparameter.
This regularization helps maintain model simplicity and prevents overfitting,
especially when dealing with limited labeled data.

Additionally, to compute the output size after applying depthwise sep-
arable convolution, we need to account for padding, stride, and kernel size.
Given the input size H×W, kernel size K, stride S, and padding P, the output
size O for depthwise convolution (and the following pointwise convolution)
can be computed as:

O =

⌊
H−K+ 2P

S
+ 1

⌋
. (6)

This formula helps in determining the size of the output feature map after
convolution, which is important for understanding how depthwise separable
convolution impacts the network architecture.

By incorporating depthwise separable convolution into the inner layers
of our model, we can capture complex features from network traffic while
maintaining a low computational overhead. This efficiency is particularly



A Meta-learning Approach for Few-shot Network Intrusion Detection 453

valuable when dealing with limited labeled data or emerging attack patterns,
where rapid adaptation and accurate feature extraction are crucial.

3.3 Meta-learning Framework and Adaptive Optimization

By incorporating depthwise separable convolution into the inner layers of
our model, we can capture complex features from network traffic while
maintaining a low computational overhead. This efficiency is particularly
valuable when dealing with limited labeled data or emerging attack patterns,
as it allows the model to adapt quickly to new, unseen attacks. In this study,
we introduce a meta-learning framework to enhance the adaptability of the
network intrusion detection system, particularly when faced with new attack
patterns and limited labeled data. Meta-learning focuses on training models
to generalize across tasks, enabling rapid adaptation and optimization in new
environments. To achieve this, we employ the model-agnostic meta-learning
(MAML) algorithm, combined with adaptive optimization algorithms (such
as Adam), to improve the model’s learning efficiency and robustness in
few-shot scenarios. During meta-training, the model learns how to extract
common features across different network intrusion detection tasks by train-
ing on multiple tasks. Each task uses its samples to update the model
parameters, allowing the model to adjust to similar task variations. This
adaptation process enables the model to generalize better to unseen attacks
and quickly learn to detect emerging threats.

Mathematically, the core of meta-learning is achieved through gradient
updates for rapid adaptation. In each task Ti, the model parameters θ undergo
one or more gradient updates to adapt to the current task. The update rule for
each gradient step is:

θ′i = θ − α∇θLTi(fθ) (7)

where θ represents the updated model parameters, α is the learning rate, and
L(θ,Ti) is the loss function for task Ti, with ∇θ representing the gradient
of the loss function with respect to the model parameters. This step allows
the model to adjust its parameters based on the current task’s characteristics,
effectively “learning to learn.”

During meta-training, the objective is to minimize the loss across all tasks
and optimize the initial parameters θ so that the model can quickly adapt to
new tasks. The meta-objective function is:

min
θ

∑
Ti∼p(T)

LTi(fθ−α∇θLTi
(fθ)) (8)
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where p(T) denotes the distribution of tasks, LTi is the loss function for task
Ti, and θ is the model parameters with α representing the gradient update step
size. The goal is to optimize the initial parameters θ so that they generalize
well across tasks and allow the model to quickly adjust during meta-updating,
minimizing the task-specific loss.

To achieve more efficient optimization, we combine the Adam optimizer,
which dynamically adjusts the learning rate for each parameter, making the
training process more stable. The update rules for the Adam optimizer are as
follows:

mt = β1mt−1 + (1− β1)∇θLt (9)

vt = β2vt−1 + (1− β2)(∇θLt)2 (10)

m̂t =
mt

1− βt
1

, v̂t =
vt

1− βt
2

(11)

θt = θt−1 − η
m̂t√
v̂t + ϵ

(12)

where mt and vt are estimates of the first and second moments, β1 and
β2 are the decay rates of the momentum, and m̂t and v̂t are bias-corrected
estimates. These updates ensure that the model’s parameters are fine-tuned
quickly, which is crucial for rapid adaptation.

By combining the meta-learning framework with adaptive optimization,
the model rapidly adjusts and optimizes its parameters when confronted with
new tasks. Each gradient update is based on the features of the current task,
enabling the model to quickly respond to new attacks and adjust its detection
strategy. Through continuous training and fine-tuning, the model improves
its ability to recognize and adapt to emerging attacks. Meta-learning helps
the model develop a set of parameters that generalize well across various
scenarios, while adaptive optimization ensures these parameters are fine-
tuned effectively. This approach enhances the model’s accuracy and response
times, even with limited labeled data, allowing it to detect known attacks
efficiently and quickly identify unknown ones, providing real-time security
protection in dynamic and evolving network environments.

3.4 Loss Function

In our model, the loss function is designed to optimize the performance of
the intrusion detection system under the meta-learning framework, allowing
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it to quickly adapt to new attack types with minimal data. The overall loss
function is composed of two main components: the task-specific loss used
in the inner loop for model adaptation and the meta-training loss used in the
outer loop for model optimization.

The task-specific loss for each individual intrusion detection task Ti is
based on cross-entropy loss, which is commonly used for binary classification
tasks such as detecting normal or malicious network traffic. The loss for a
single task is defined as:

LTi(fθ) = −
N∑
j=1

(yjlog(fθ(xj)) + (1− yj)log(1− fθ(xj))) (13)

where fθ(xj) is the predicted probability that xj is an attack, yj is the true label
(1 for attack, 0 for normal), and N is the number of samples in task Ti.

During meta-training, the model learns a set of parameters θ that
generalizes across different intrusion detection tasks. To achieve this, we
optimize the model’s performance across multiple tasks using the following
meta-training objective:

Lmeta(θ) =
∑

Ti∼p(T)

LTi(fθ′i ) (14)

where LTi(fθ′i ) is the loss for task Ti after the model parameters θ are adapted
for the specific task via gradient updates.

To update the model parameters, we use a gradient descent-based opti-
mization method. The model parameters are updated by:

θ′i = θ − α∇θLTi(fθ) (15)

where α is the learning rate used for the inner loop update.
The meta-update is performed by optimizing the initial parameters θ to

ensure they are well-suited for rapid adaptation across tasks. The meta-update
step involves adjusting the parameters based on the gradients from multiple
tasks:

θ ← θ − β∇θ

∑
Ti∼p(T)

LTi(fθ′i ) (16)

where β is the meta-step size or learning rate. Additionally, to prevent overfit-
ting and improve the generalization ability of the model, a regularization term
is introduced. This term penalizes large model parameters and is represented
by the L2 norm of θ:

R(θ) = λ∥θ∥2 (17)
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where λ is the regularization hyperparameter that controls the strength of the
penalty Finally, the overall meta-objective, which combines the task-specific
loss, meta-update loss, and regularization, is:

Lmeta-reg(θ) =
∑

Ti∼p(T)

LTi(fθ′i ) + λ∥θ∥2. (18)

This objective ensures that the model is optimized for both fast adaptation
and robust generalization across a variety of network intrusion tasks.

4 Experiment

4.1 Experimental Environment

The experiments were conducted on a system with an Intel Core i7-10700K
processor (8 cores, 16 threads, 3.8 GHz), NVIDIA GeForce RTX 3080 GPU
(10GB GDDR6X), 32 GB of DDR4 RAM, and a 1 TB NVMe SSD. The
software environment included Ubuntu 20.04 LTS, Python 3.8, and deep
learning frameworks such as PyTorch 1.10.0 and TensorFlow 2.6.0. Libraries
like NumPy 1.21.2, SciPy 1.7.1, and scikit-learn 0.24.2 were used for data
processing and evaluation. The Adam optimizer and CUDA 11.2 were
employed to ensure efficient model training with GPU acceleration. This
configuration enabled fast processing and effective training of the network
intrusion detection model.

4.2 Dataset

For the evaluation of our proposed intrusion detection model, we selected two
widely-used and well-documented datasets: CIC-DDoS2019 [44] and CIC-
IDS2017 [45]. These datasets are specifically designed for network intrusion
detection and include both normal and attack traffic, making them ideal
for assessing the model’s ability to detect various types of intrusions under
realistic network conditions.

CIC-DDoS2019: This dataset includes traffic data from various types
of DDoS (distributed denial of service) attacks, as well as normal network
traffic. The CIC-DDoS2019 dataset includes a variety of attack types, such as
HTTP flooding, DNS flooding, and other volumetric attacks, allowing for
comprehensive testing of detection systems in the face of large-scale and
high-intensity DDoS attacks. The dataset contains both training and testing
sets, with network traffic captured at different times of the day to reflect
various real-world conditions.
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CIC-IDS2017: Another dataset from the Canadian Institute for Cyberse-
curity, the CIC-IDS2017 dataset includes a broader range of attacks, such
as DoS (denial of service), R2L (remote to local), U2R (user to root), and
probing attacks. This dataset provides labeled data for both training and
testing purposes, with traffic captured from a realistic network environment.
It is designed to help evaluate models on a diverse set of attack types, enabling
the study of the model’s generalization capabilities across different scenarios
and attack vectors.

Both datasets are highly valuable for testing and benchmarking intrusion
detection models, particularly in scenarios where there is a need to detect a
range of known and unknown attack patterns. By using these datasets, we
aim to evaluate the effectiveness, accuracy, and adaptability of our proposed
model under different network security scenarios.

4.3 Data Analysis and Preprocessing

In this study, we selected two datasets: CIC-DDoS2019 and NSL-KDD. To
meet the requirements of few-shot learning, we applied data pre-sampling,
sample balancing, and matrix conversion to ensure the datasets are suitable
for training in a meta-learning model.

Initially, we performed random and stratified sampling for each dataset,
limiting the number of samples for each attack category to 5000. The benign
samples were stratified and sampled proportionally. For CIC-DDoS2019,
we kept major attack types, such as WebDDoS and DNSDoS, while for
NSL-KDD, we sampled based on attack categories like DoS, Probe, and
U2R. Some datasets exhibited class imbalance, particularly in the NSL-KDD
dataset, where U2R attack samples were limited. To address this, we applied
the SMOTE algorithm for oversampling the minority classes and used GMM
undersampling for the majority classes. This balancing technique helped
ensure that all attack categories were equally represented, reducing bias in
model training.

To make the data suitable for deep learning models, we converted the
text-based, numerical flow data into 2D matrices. Initially, we performed
feature selection to remove irrelevant features (e.g., Flow ID, Source IP).
For CIC-DDoS2019, we retained 78 features, and for NSL-KDD, we kept
38 features. Subsequently, each data instance was transformed into a 28× 28
matrix, with feature values distributed evenly across the matrix using equal
interval filling. This approach allowed the processed data to be input into the
depthwise separable convolution model effectively. After preprocessing, the
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resulting datasets provided a balanced and representative set of training data
for model learning.

These preprocessing steps ensure high-quality, structured data for train-
ing, laying a strong foundation for the model’s learning process and accurate
predictions.

4.4 Experiment Design and Meta-training

In the meta-learning framework, the dataset is divided into meta-training,
meta-validation, and meta-testing sets. The dataset contains 70 categories.
We randomly selected 48 categories for meta-training, 14 for meta-validation,
and 16 for meta-testing. The number of tasks in each set is determined by
category combinations, resulting in approximately 1.7 million tasks for meta-
training, 1120 tasks for meta-validation, and 2560 tasks for meta-testing.
Each task involves a five-way classification with different shot settings: 1-
shot, 5-shot, and 10-shot. In the five-way 1-shot setting, one sample per
category is used for training, and five and ten samples per category are used,
respectively. The test set for each task contains 12 samples.

The experiments run on a server with key hyperparameters, including
the CNN gradient update step size (α), meta-learner update step size (β),
the number of tasks for meta-updating, and gradient update iterations for
the inner model. Training time is kept under 1 hour for most tasks, with
longer training for higher shot settings. During training, the loss function is
calculated every 100 iterations to monitor convergence. Each iteration uses
five tasks, with a total of 32,000 tasks for meta-training.

4.5 Evaluation Metrics

In this study, we evaluated the model using accuracy based on the confusion
matrix, as this is a standard metric for classification tasks. Cross-validation
was applied during training to ensure the reliability and robustness of the
results, particularly given the small sample sizes used in meta-learning.

5 Results

5.1 Performance Evaluation of Meta-learning and the Baseline
Model

In Table 1, we present the performance comparison between our (meta-
learning based depthwise separable convolution) and the baseline DSC model
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Table 1 Comparison results with baseline models in few-shot intrusion detection
Experiment Setup Model Acc1 (%) Acc5 (%) Best Accuracy (%)
Five-way 1-shot DSC 45.12 64.25 66.33

Ours 74.89 80.37 81.27
Five-way 5-shot DSC 47.28 72.19 79.11

Ours 83.64 88.19 89.03
Five-way 10-shot DSC 40.81 69.72 77.32

Ours 86.53 91.47 92.62

across the three experimental setups. The results include the accuracy after
one random gradient descent (Acc1), the accuracy after five gradient descents
(Acc5), and the best accuracy observed after 10 iterations (best accuracy). In
each experimental setup, five categories are randomly selected for training,
and a small number of samples are used for learning. During testing, we
calculate Acc1 (accuracy after one random gradient descent), Acc5 (accuracy
after five random gradient descents), and best accuracy (best accuracy after
10 iterations).

In the five-way 1-shot setting, the ours model outperforms the DSC
model with Acc1 improving from 45.12% to 74.89%, and shows a sig-
nificant advantage in subsequent updates, with Acc5 reaching 80.37% and
the best accuracy at 81.27%. In all three setups, ours continues to show
superior performance, particularly in Acc1 and best accuracy, which reached
86.53% and 92.62%, respectively. These results indicate that combining
the meta-learning framework with depthwise separable convolutions (ours)
significantly enhances the performance of the few-shot intrusion detection
model, especially in scenarios with limited data. The DSC model, while
still offering strong performance, particularly in terms of computational
efficiency and training time, falls short when it comes to handling new or
unseen attack types in the few-shot learning scenario. Ours demonstrates
a clear advantage in Acc1 and best accuracy, suggesting that the meta-
learning framework enhances the model’s ability to generalize and adapt to
new, unseen attacks, especially when limited data is available for training.
However, DSC does have an advantage in environments where training
speed and resource consumption are the main concerns. In terms of model
stability, while ours shows impressive performance improvements in terms
of Acc5 and best accuracy, the model does experience fluctuations in its
initial performance due to the nature of meta-learning. Specifically, the five-
way 1-shot setup shows a noticeable improvement in Acc1 but may also
experience higher false alarm rates compared to DSC. This is a common
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challenge in few-shot learning models, where overfitting to small datasets
can lead to initial instability. Nonetheless, with further iterations, ours shows
a robust and stable performance, particularly in Acc5 and best accuracy.
This demonstrates that while the meta-learning framework introduces more
complexity, it significantly contributes to improving the overall performance
of the model, especially in detecting new attack types. Compared to the
traditional DSC model, ours exhibits a stronger adaptability and robustness
when facing new attack patterns in few-shot learning scenarios. However,
the trade-off between accuracy and computational cost must be considered
when applying the model in real-time environments. Further improvements
could be made to optimize training time and resource consumption without
compromising performance.

5.2 Comparison with State-of-the-art Models

In this section, we compare our proposed Meta-DSC model with several state-
of-the-art intrusion detection models, using the CIC-DDoS2019 and CIC-
IDS2017 datasets for evaluation.

Table 2 shows that our model consistently achieves the highest detection
accuracy across both the CIC-DDoS2019 and CIC-IDS2017 datasets, out-
performing other state-of-the-art models. Our model achieved an accuracy
of 92.62% with a sample size of 1200 and 91.45% with 1500 samples
on the CIC-DDoS2019 dataset. These results significantly surpass those of
other models, such as IE-DBN (88.20%) and CNN-LSTM (85.50%). Fur-
thermore, on the CIC-IDS2017 dataset, our model also delivered impressive
results, with an accuracy of 91.20% and 90.80% for sample sizes of 1200
and 1500, respectively. In comparison, models such as MASiNet and Res-
TranBiLSTM achieved lower accuracy, 89.10% and 90.50%, respectively.
These results highlight the robustness of our model in handling different
types of intrusion detection tasks, particularly under low-resource conditions
with relatively small datasets. Despite the smaller sample sizes, ours excels
in classifying a larger number of categories (up to 12 on CIC-DDoS2019),
demonstrating its effectiveness for real-time intrusion detection. The high
performance, combined with the model’s ability to quickly adapt to new
tasks through meta-learning, makes our model a highly efficient solution
for modern intrusion detection systems, especially in resource-constrained
environments where computational efficiency is critical. While the Meta-
DSC model outperforms other models in terms of accuracy, it is important
to note the trade-offs regarding computational cost and training time. While
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Table 3 Comparison of model performance across CIC-DDoS2019 and CIC-IDS2017
datasets

CIC-DDoS2019 CIC-IDS2017
Parameters Flops Inference Training Parameters Flops Inference Training

Model (M) (G) Time (ms) Time (s) (M) (G) Time (ms) Time (s)

IE-DBN 10.5 30.2 28.4 500 10.5 30.2 27.8 520
CNN-LSTM 14.7 55.3 34.6 820 14.7 55.3 33.9 840
DBN-ELM 8.3 22.1 26.1 450 8.3 22.1 25.5 470
MASiNet 20.2 65 40.2 1000 20.2 65 38.8 1030
Res-TranBiLSTM 25.3 85.7 43.5 1250 25.3 85.7 42.1 1280
Ours 7.1 19.8 22.5 360 7.1 19.8 21.9 380

the meta-learning approach provides a significant performance boost, it also
introduces higher computational demands compared to simpler models like
IE-DBN or CNN-LSTM, which are less complex and faster to train. The
superior accuracy of ours comes with the cost of increased training time,
making it less suitable in scenarios where real-time detection is crucial and
resources are limited. However, for many practical applications, especially in
environments where accuracy is prioritized over speed, our model’s robust-
ness and ability to generalize across tasks are significant advantages. Despite
these challenges, ours remains a highly effective solution for intrusion detec-
tion, particularly in scenarios where datasets are small or involve new, unseen
attack types. The combination of depthwise separable convolutions with the
meta-learning framework enables the model to rapidly adapt to new attack
patterns with minimal data, providing a valuable tool for real-time intrusion
detection.

Table 3 compares the performance of various intrusion detection models
on the CIC-DDoS2019 and CIC-IDS2017 datasets. Our model demonstrates
a clear advantage in terms of computational efficiency. It has the fewest
parameters and lowest flops compared to other models like Res-TranBiLSTM
and MASiNet, making it highly efficient in terms of computational resources.
Additionally, our model achieves faster inference times, taking only 22.5
ms for CIC-DDoS2019 and 21.9 ms for CIC-IDS2017, which is signif-
icantly lower than the inference times of more complex models such as
MASiNet (40.2 ms) and Res-TranBiLSTM (43.5 ms). Furthermore, the train-
ing time for our model is also notably shorter, requiring just 360 seconds
for CIC-DDoS2019 and 380 seconds for CIC-IDS2017, much less than
models like Res-TranBiLSTM (1250 seconds) and MASiNet (1000 seconds).
These results show that our model offers a significant trade-off between
performance and computational efficiency. Our model achieves impressive
detection accuracy while using far fewer computational resources compared
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to more complex models. The lower parameters and flops contribute to the
overall faster inference times and shorter training times, making it more
suitable for deployment in real-time intrusion detection systems, especially
in environments with constrained computational resources. While our model
achieves superior results in terms of computational efficiency, it is important
to note that it also delivers comparable or better performance in terms of
detection accuracy, despite the smaller number of parameters. This highlights
the strength of the depthwise separable convolution approach used in our
model, which helps to balance both accuracy and computational efficiency.
In contrast, models like MASiNet and Res-TranBiLSTM, while achieving
higher accuracy, come with significantly larger models and require more
computational resources, both in terms of parameters and flops, resulting in
slower inference times and longer training periods. These models are more
complex and may be better suited for scenarios where higher computational
resources are available but may not be the best choice in resource-constrained
environments.

5.3 Loss Curves for Different Few-shot Learning Configurations

The loss curves for the three configurations are shown in Figure 3. Ini-
tially, all three configurations experience a rapid decline in loss, with the
five-way 1-shot setting showing the steepest drop, as expected with fewer
training samples. The curves for five-way 5-shot and five-way 10-shot show

Figure 3 Loss curves.
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a more gradual decrease in loss, reflecting the added stability provided by
the larger sample sizes. This demonstrates that with the increase in samples,
the model’s training process becomes more stable, and the model is able to
better generalize from the data. After approximately 4000 iterations, the loss
curves for all three settings stabilize, indicating that the model has reached
a point of convergence where the error no longer significantly decreases.
This stabilization reflects the model’s ability to learn effectively over time.
However, the five-way 1-shot configuration experiences some fluctuation
throughout the training process due to the challenges associated with few-
shot learning. This result aligns with the fact that, with fewer samples, the
model struggles to generalize and tends to overfit to the limited data, leading
to these fluctuations. On the other hand, the five-way 5-shot and five-way
10-shot configurations exhibit smoother and more stable curves, suggesting
that with more training samples, the model is able to achieve more consistent
performance. This suggests that increasing the number of samples improves
the model’s ability to converge and adapt to the task. The five-way 10-shot
configuration shows the least fluctuation, indicating the most stable learning
process and optimal performance, with the model’s loss stabilizing at a
lower value compared to the other configurations. These results highlight
the importance of sample size in improving model stability, particularly
in few-shot learning settings where data scarcity can introduce significant
instability in the learning process. Furthermore, while the five-way 1-shot
configuration demonstrates a faster decline in loss early on, it eventually faces
challenges in reaching a lower loss compared to the other configurations. This
may also be an indicator of higher false alarm rates or detection errors in
this configuration, which is common in few-shot settings. The five-way 10-
shot configuration, however, demonstrates superior stability and lower loss
values, which likely correlates with improved detection rates and lower false
alarm rates, as the model is able to generalize better and learn from more
data. Overall, the loss curves demonstrate the model’s ability to efficiently
learn and stabilize even with varying sample sizes. The training process is
effective in all three settings once sufficient iterations are completed, but
larger sample sizes contribute to more stable convergence and likely better
overall performance in terms of detection accuracy and model robustness.

6 Conclusions

In this study, we proposed a meta-learning based intrusion detection model,
Meta-DSC, which integrates depthwise separable convolution (DSC) with
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meta-learning techniques. We conducted experiments on two widely-used
datasets, CIC-DDoS2019 and CIC-IDS2017, to evaluate the model’s effec-
tiveness in few-shot learning scenarios. The results demonstrated that our
model achieved superior accuracy in detecting various types of network
intrusions, even when trained with a limited number of samples. Compared to
existing methods, Meta-DSC not only outperformed in terms of classification
accuracy but also showed significant improvements in training efficiency and
computational resource consumption, making it a promising approach for
real-world intrusion detection tasks.

Despite the promising results, there are some limitations in our model.
First, while the model performed well on the CIC-DDoS2019 and CIC-
IDS2017 datasets, its generalization ability to other types of network attack
datasets remains untested. To enhance the robustness of the model, future
work will explore its performance on more diverse datasets, including those
from other domains, to assess its generalization ability across a broader range
of attack types. Additionally, while the model’s training time is efficient, it
faces challenges with very large-scale datasets. Future research will focus on
optimizing the model’s architecture and leveraging hardware acceleration to
improve its scalability in large-scale environments.

This work introduces a novel intrusion detection approach by integrat-
ing meta-learning with few-shot learning techniques. Further research will
investigate expanding the model’s applicability by testing it across more
varied attack scenarios and network environments, with a focus on improving
interpretability for practical deployment in complex settings.
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