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Abstract

In recent years, intrusion detection systems (IDSs) have become a critical
component of network security, due to the growing number and complex-
ity of cyber-attacks. Traditional IDS methods, including signature-based
and anomaly-based detection, often struggle with the high-dimensional and
imbalanced nature of network traffic, leading to suboptimal performance.
Moreover, many existing models fail to efficiently handle the diverse and
complex attack types. In response to these challenges, we propose a novel
deep learning-based IDS framework that leverages a deep asymmetric con-
volutional autoencoder (DACA) architecture. Our model combines advanced
techniques for feature extraction, dimensionality reduction, and anomaly
detection into a single cohesive framework. The DACA model is designed to
effectively capture complex patterns and subtle anomalies in network traffic
while significantly reducing computational complexity. By employing this
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architecture, we achieve superior detection accuracy across various types of
attacks even in imbalanced datasets. Experimental results demonstrate that
our approach surpasses several state-of-the-art methods, including HCM-
SVM, D1-IDDS, and GNN -IDS, achieving high accuracy, precision, recall,
and F1-score on benchmark datasets such as NSL-KDD and UNSW-NB15.
The results emphasize how effectively our model identifies complex and
varied attack patterns. In conclusion, the proposed IDS model offers a promis-
ing solution to the limitations of current detection systems, with significant
improvements in performance and efficiency. This approach contributes to
advancing the development of robust and scalable network security solutions.

Keywords: Intrusion detection system, asymmetric convolutional autoen-
coder, network security, attack detection, feature extraction.

1 Introduction

With the growth of mobile internet, the widespread adoption of devices
such as smartphones and IoT devices has made wireless networks crucial
for daily activities and work. However, this also brings significant security
challenges. Network attacks are becoming increasingly complex, with attack-
ers using various techniques to steal data, disrupt systems, or cause service
outages [1]. Traditional security measures are limited in handling intelligent,
evolving attacks. Intrusion detection systems (IDSs) monitor traffic in real-
time to detect abnormal behavior, but traditional methods like rule-based
detection and signature matching struggle with new or zero-day attacks [2].
As attack techniques evolve, encryption and obfuscation bypass traditional
IDSs, reducing detection efficiency. Statistical methods can detect anomalies
but require large datasets and predefined models, making them unsuitable
for dynamic environments [3]. Thus, efficient and dynamic IDS design has
become a key issue.

With the rapid advancement of artificial intelligence, advanced algorithms
are increasingly integrated into intrusion detection systems, ushering in a new
era in cybersecurity. Deep reinforcement learning (DRL), which combines
deep learning’s feature extraction and reinforcement learning’s strategy opti-
mization, has shown great potential in detecting threats in complex, dynamic
network environments [4–6]. Unlike traditional methods, DRL-based sys-
tems can learn from data and interact with the environment to optimize
detection strategies without relying on predefined rules [7–9]. DRL systems
not only improve accuracy against known attacks but also handle novel
threats, offering adaptability and robustness. Additionally, DRL dynamically
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adjusts detection strategies based on real-time network changes, optimizing
decisions under various attack scenarios [10, 11]. These systems continue
to improve detection accuracy and efficiency through continuous interaction,
making them highly intelligent and self-improving. As a result, DRL-based
mobile network intrusion detection systems provide a more efficient and
flexible solution to complex security threats [12, 13]. Studies show that DRL-
based IDSs have achieved significant results, reducing false positives and
false negatives while handling novel attacks [14, 15]. Large-scale training
and testing further demonstrate their efficiency and scalability, solidifying
their practical application. Thus, DRL-based IDSs are becoming a promising
technological direction.

This paper presents an innovative approach that combines deep reinforce-
ment learning with adaptive feature extraction. The proposed solution first
utilizes a deep asymmetric convolutional autoencoder (DACA) to automat-
ically extract relevant features from network traffic, and then employs the
DDPG algorithm to optimize intrusion detection decisions. This approach
allows the system to dynamically adapt to changes in the network environ-
ment, accurately identify attack traffic, and exhibit high detection efficiency
and accuracy, especially in the case of unknown intrusions.

To achieve efficient and precise mobile network intrusion detection, the
key contributions of this paper are as follows:

• A novel intrusion detection approach is introduced, combining DACA
with deep reinforcement learning, enabling automatic extraction of key
features from network traffic. This significantly enhances the accuracy
and robustness of the detection system, making it more effective in
identifying both known and unknown attacks.

• An adaptive intrusion detection mechanism based on the DDPG algo-
rithm is designed, allowing the system to dynamically optimize detec-
tion strategies. This mechanism enables the system to respond flexibly
to changing network environments and evolving attack patterns, offering
superior detection performance in real-time scenarios.

2 Related Work

2.1 Conventional Approaches to Intrusion Detection

As network attack techniques evolve, signature-based detection methods
struggle to detect new attack types, such as zero-day and polymorphic attacks.
This has led to increased interest in machine learning for IDSs.
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Support vector machines (SVMs) are widely used in IDSs, particularly for
binary classification tasks, where they classify samples by finding an optimal
hyperplane to distinguish normal from malicious traffic [16, 17]. SVMs
are known for their strong generalization ability, but face challenges with
imbalanced data, high computational expense, and the need for fine-tuning to
achieve optimal performance [18–20].

Decision trees use a tree structure to classify data based on a series of
rules. In IDSs, they learn rules from network traffic features to categorize
traffic as normal or malicious [21]. The key advantage of decision trees lies
in their interpretability, as they provide clear insight into decision-making
processes. However, they tend to overfit, particularly with complex datasets
and small sample sizes. Random forests address this by using an ensemble
approach, where multiple trees are trained and their outputs are combined,
leading to better accuracy and increased robustness [22–24]. Random forests
handle high-dimensional features well and can manage nonlinear relation-
ships between features, providing strong noise resistance and high accuracy
in IDS applications.

The k-nearest neighbor (KNN) algorithm classifies samples based on
their proximity to other training samples [25]. The KNN algorithm is simple
to implement and does not require a training phase, making it suitable for
dynamic data. However, it has high computational costs, particularly with
large datasets, and is sensitive to class imbalance. Naive Bayes, based on
Bayes’ theorem, calculates conditional probabilities of features to predict
data categories [26–28]. Its advantage is high computational efficiency, mak-
ing it suitable for large datasets. However, naive Bayes assumes feature
independence, which may not be true for real-world network traffic, leading
to suboptimal performance in complex attack scenarios.

Despite their successes, traditional machine learning methods have lim-
itations. They often rely on manual feature selection and extraction, which
is time-consuming and complex, especially with large, high-dimensional
datasets. Methods like SVMs and decision trees also face the “curse of dimen-
sionality,” reducing training and prediction efficiency when dealing with
high-dimensional data [29–31]. Additionally, traditional methods require
large amounts of labeled data for training, posing a significant challenge when
dealing with new attack types.

Despite these challenges, traditional machine learning methods remain
crucial in IDSs, particularly when fast and effective detection is needed.
With the development of deep learning and reinforcement learning, many
researchers are now combining traditional methods with newer techniques
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to leverage the strengths of both approaches, opening new possibilities for
future IDS designs.

2.2 Deep Learning-based Intrusion Detection

In the domain of IDSs, DRL is emerging as a solution for addressing dynamic
and unknown attacks. Unlike traditional static models, DRL optimizes strate-
gies through interaction between an agent and its environment, allowing it to
adapt to continuously changing attack patterns. The application of DRL in
IDSs includes various approaches, such as a DQN, policy gradient methods,
the DDPG, and proximal policy optimization (PPO), among others. Below
are some specific methods and applications.

A DQN combines Q-learning with deep neural networks to manage high-
dimensional state spaces. In IDSs, a DQN uses deep networks to approximate
Q-values and learns attack patterns from network traffic [32, 33]. However,
DQNs face challenges in high-dimensional spaces, such as low learning
efficiency and local optima. To address this, recent research has introduced
DDQNs (double deep Q-networks), which reduces Q-value overestimation
by using two Q-networks, thus offering more stable results in fluctuating
network environments [34, 35].

The DDPG is designed for continuous action spaces, using deep networks
to approximate both policy and Q-value functions. It has shown strong
performance in high-frequency attack scenarios, such as traffic scheduling or
bandwidth control [36, 37], where it can adjust fine-grained detection strate-
gies. Recent studies have expanded on DDPG by incorporating multi-agent
systems for large-scale IDSs, where agents collaborate to optimize detec-
tion strategies in distributed network environments. PPO, a policy-gradient
method, stabilizes training through a stable update strategy, addressing the
high variance problem in reinforcement learning. It has been widely applied
in IDSs, showing high detection accuracy across complex network environ-
ments [38, 39]. Multi-agent reinforcement learning (MARL) involves mul-
tiple agents working together to optimize strategies and improve detection.
In IDSs, MARL simulates cooperation between detection nodes, enhanc-
ing detection performance, especially in large-scale distributed networks
[40–42]. Another promising direction in IDS research is the integration of
reinforcement learning (RL) with generative adversarial networks (GANs).
GANs are used to generate malicious attack samples that augment the training
datasets, which significantly improves the system’s ability to detect previ-
ously unseen attacks [43]. The generator creates synthetic attack samples,
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while the discriminator evaluates them, thereby enhancing the model’s
robustness against novel intrusion attempts. Adaptive reward mechanisms
are crucial in DRL-based IDSs, as different attack types exhibit distinct
network behaviors. Some studies propose dynamically adjusting the reward
function to improve detection accuracy and system adaptability to changing
threats [44, 45]. Similarly, policy integration methods, such as combining a
DQN with PPO, can optimize detection by integrating multiple strategies,
enhancing overall robustness [46].

Despite advancements, DRL in IDSs faces challenges like computational
efficiency in high-dimensional state spaces, reward mechanism design, and
policy stability. Balancing exploration and exploitation, avoiding overfitting,
and improving model training efficiency remain critical issues. Moreover,
the issue of handling imbalanced datasets in DRL-based IDS is becoming
increasingly important, with recent studies proposing the use of semi-
supervised learning techniques to improve model performance when labeled
data is scarce. As technology progresses, DRL is expected to be a key
research direction for future IDS development.

3 Method

3.1 Overview of Our Network

This study proposes a network intrusion detection system based on adap-
tive learning algorithms, which consists of three core modules: the feature
extraction module, the anomaly detection module, and the learning opti-
mization module. In the feature extraction module, we employ the DACA
to dynamically assess and extract critical features from network traffic data.
In the anomaly detection module, we use DDPG to classify normal and attack
traffic based on the extracted features. The learning optimization module
dynamically adjusts the detection strategy through reinforcement learning to
ensure the system efficiently detects both known and unknown intrusions at
the optimal pace. Through the collaborative operation of these three modules,
the system is able to provide an accurate and personalized intrusion detection
experience. Figure 1 illustrates the overall architecture.

3.2 Deep Asymmetric Convolutional Encoder

3.2.1 Autoencoder
An autoencoder is an unsupervised learning method used for dimensionality
reduction and feature learning. It maps input data to a lower-dimensional
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Figure 1 Overall workflow of the proposed model.

latent space for reconstruction. In intrusion detection, the autoencoder com-
presses high-dimensional network traffic features, extracts latent patterns, and
removes noise, improving the efficiency of subsequent detection models. The
architecture of the autoencoder is shown in Figure 2.

The autoencoder consists of an encoder and a decoder. The encoder
maps the input to a latent space, generating a low-dimensional representation
mmm. This is achieved using a nonlinear activation function:

h = f(x;We,be) (1)

where f is the activation function of the encoder (e.g., ReLU or Sigmoid), and
We and be are the weights and biases of the encoder, respectively.

The decoding process is also achieved through a nonlinear activation
function, represented as:

x̂ = g(h;Wd, bd) (2)

where g is the activation function of the decoder, and Wd and bd are the
weights and biases of the decoder.
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Figure 2 Architecture of the autoencoder.

To train the autoencoder, we minimize the difference between the input
data x and the reconstructed data x̂. A commonly used loss function is the
MSE, expressed as:

LAE =
1

N

N∑
i=1

∥xi − x̂i∥2 (3)

where N is the number of training samples, xi represents the input data, and
x̂i denotes the reconstructed data.

Additionally, regularization terms are often added during the training
process to prevent overfitting. An L2 regularization term can be expressed as:

Lreg = λ(∥We∥22 + ∥Wd∥22) (4)

where λ is the regularization coefficient, and We and Wd are the weights of
the encoder and decoder, respectively.

The final objective is to minimize the total loss function:

Ltotal = LAE + Lreg (5)

By optimizing this loss function, the autoencoder learns effective feature
representations that compress the dimensionality of network traffic data while
preserving important intrusion detection information.

The autoencoder reduces computational burden and removes noise from
the data, allowing detection models to focus on key intrusion-related features.
This unsupervised approach is particularly useful for network traffic data,
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which is difficult to label manually. By using the autoencoder, useful latent
patterns are extracted, supporting more effective intrusion detection.

3.2.2 Deep asymmetric convolutional autoencoder (DACA)
The DACA combines the strengths of CNNs and AEs, making it highly
effective for feature learning in network traffic data. The DACA excels at
extracting multi-scale features and capturing complex patterns through its
asymmetric structure, which enhances its adaptability to complex network
traffic. The DACA architecture consists of multiple convolutional layers
followed by the encoder part of an autoencoder. The convolutional layers
first extract local features from the raw input data, and the autoencoder
then compresses and learns the feature representations. Unlike traditional
autoencoders, the DACA employs an asymmetric structure, where each layer
uses different kernel sizes and depths. This asymmetric design enables the
model to capture features at various scales, making it more effective in
expressing complex data patterns.

In the input stage, convolution operations extract local features from the
raw data. The first convolutional layer output is expressed as:

h1 = Conv(x;K1) + b1 (6)

where Conv denotes the convolution operation, K1 is the first-layer convolu-
tion kernel, and b1 is the bias term. The output h1 is then passed to the next
convolution layer.

Next, the second convolutional layer further extracts features, with the
convolution kernel K2, as expressed by:

h2 = Conv(h1; K2) + b2 (7)

The DACA’s layers use different kernel sizes to capture data at multiple
scales. As layers deepen, the model extracts more abstract features.

For the n-th convolutional layer, this can be written as:

hn = Conv(hn−1; Kn) + bn (8)

where hn−1 denotes the output generated by the preceding layer.
After convolution, the output is passed to the autoencoder’s encoder,

which compresses the features into a lower-dimensional space:

h = f(hn;We, be) (9)

where We and be are the encoder’s weights and biases, and hn is the feature
representation obtained from the convolutional layers.
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To improve performance, batch normalization (BN) is used during
training, expressed as:

ĥn =
hn − µ

σ
· γ + β (10)

Optimizing this loss function allows the DACA to learn effective feature
representations from network traffic data, which are then used for intrusion
detection models. The DACA’s ability to capture features at various scales
and adapt to dynamic environments makes it a robust tool for intrusion
detection, improving accuracy and reliability.

3.3 DDPG Reinforcement Learning Model Design

This study introduces an adaptive intrusion detection model built on the
DDPG algorithm, aimed at enhancing decision-making in dynamic network
environments. As a reinforcement learning method for continuous action
spaces, the DDPG allows the model to autonomously learn optimal detec-
tion strategies and uncover unknown intrusions. The algorithm has two key
components: the actor network, which generates action decisions, and the
critic network, which evaluates their value. To improve learning stability
and efficiency, the DDPG incorporates techniques like experience replay
and target networks, allowing the model to learn from past experiences and
stabilize updates.

In our model, the state space is composed of feature representations of
network traffic, extracted by DACA. The state vector St can be represented as:

st = [h1, h2, . . . ,hn] (11)

where h1,h2, . . . ,hn are the high-dimensional features extracted by the
DACA.

The action space is discrete, consisting of the actions “Attack” and
“Normal,” i.e.:

at ∈ {Attack, Normal} (12)

The policy network µ in DDPG generates continuous actions at for a
given state st, and the value network Q evaluates the quality of the action.
The policy network can be represented as:

µ(st; θ
µ) = Actor(st) (13)

where θµ represents the parameters of the policy network.
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The value network Q aims to evaluate the expected cumulative future
rewards from taking action at at state st. The value function can be
calculated as:

Q(st, at; θ
Q) = rt + γE[Q(st+1, µ(st+1; θ

µ); θQ)] (14)

where γ is the discount factor, controlling the importance of future rewards.
To reduce estimation errors, the DDPG uses target networks µ′ and Q′ to
stabilize the learning process

Q′(st, at; θ
Q′
) = rt + γQ′(st+1, µ

′(st+1; θ
µ′
); θQ

′
) (15)

Through this update strategy, the DDPG continually adjusts both the
policy and value functions to find the optimal detection strategy.

The DDPG also incorporates experience replay to improve data utilization
and reduce correlations between consecutive samples.

By continuously optimizing the parameters in both networks, the DDPG
improves the precision and stability of intrusion detection. Most importantly,
the DDPG adapts to real-time changes in network traffic, progressively
improving its ability to identify unknown intrusions.

In summary, the DDPG model leverages deep reinforcement learning to
adjust detection strategies through interaction with the environment. With
techniques like experience replay and target networks, the DDPG enhances
learning efficiency and stability, as a result, it offers a flexible approach to
intrusion detection in ever-changing mobile network environments.

4 Experiment

4.1 Experimental Environment

The experiments were conducted on a system equipped with an Intel Core
i7-10700K CPU, 32 GB RAM, and an NVIDIA RTX 3080 GPU to ensure
efficient processing and fast model training. The proposed intrusion detection
model was implemented using Python, with deep learning libraries such as
TensorFlow and Keras for model development. The datasets were processed
and fed into the model using Pandas for data manipulation and Scikit-learn
for feature preprocessing. The model training was performed in a Python 3.8
environment, with an emphasis on optimizing training time and computa-
tional efficiency. The experiments were run on an Ubuntu 20.04 operating
system, ensuring a stable and reproducible environment for evaluating the
model’s performance.
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4.2 Dataset

The NSL-KDD dataset [47], designed as an improved successor to the KDD
Cup 1999 dataset, addresses challenges such as data redundancy and class
imbalance. It features 125,973 samples for training and 22,544 for testing,
encompassing 41 attributes like connection duration, protocol type, and failed
login attempts. Incorporating attack categories such as DoS, R2L, U2R, and
Probe, this dataset remains a prominent benchmark for IDS evaluations,
despite being introduced over 20 years ago.

The UNSW-NB15 dataset [48], developed by the University of New
South Wales, provides more modern and diverse network traffic data. Gen-
erated using the IXIA traffic generator, it includes 2,540,044 instances and
49 features, covering both continuous and discrete attributes. The dataset
contains a wider range of attack types, such as DoS, DDoS, Exploits, Fuzzers,
and Malware, with a training set of 175,341 samples and a testing set of
82,332 samples. It reflects contemporary network threats, offering a more
complex and challenging evaluation environment for IDS models.

4.3 Data Preprocessing

In the data preprocessing phase, several essential steps are taken to pre-
pare the datasets for model training and evaluation. First, IP addresses and
port numbers are removed to prevent bias, ensuring the model focuses on
network traffic patterns instead of host-specific data, which helps avoid over-
fitting. Unnecessary white spaces in categorical attributes are also eliminated
to maintain consistency and ensure correct label assignments. Categorical
labels, such as “normal” and various attack types (e.g., “DoS”, “Probe”),
are encoded into numeric values, allowing for efficient processing during
training. Additionally, Min–Max scaling is applied to normalize features
with different numerical ranges, ensuring equal contribution from all features
to the model’s learning process. These preprocessing steps result in clean,
consistent, and normalized data, which is well-suited for effective model
training.

4.4 Model Architecture and Hyperparameter Selection

4.4.1 Selection of network architecture and layer depth
In our model, the architecture of the DACA plays a critical role in fea-
ture extraction from network traffic data. We selected a relatively deep
network structure to capture both low-level and high-level patterns in the
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data, ensuring effective detection of a wide variety of attack types. The
model consists of three convolutional layers followed by two fully connected
layers. The first two convolutional layers use smaller kernels to capture local
patterns, while the third layer has larger kernels to capture more abstract
features. This layered approach allows the model to progressively extract
more complex features from raw network traffic data. The depth of the
network was selected based on the trade-off between model complexity and
computational efficiency. Too many layers can lead to overfitting, while too
few layers might not capture sufficient feature complexity.

4.4.2 Convolution kernels and network parameters
The convolutional layers utilize 3 × 3 and 5 × 5 kernels in the first two layers
to capture fine-grained patterns, while a 7 × 7 kernel is used in the third
layer to detect broader features. These kernel sizes were selected based on
prior research, where smaller kernels detect simple patterns and larger kernels
capture more complex data relationships. The model employs 32 filters in the
first layer, 64 in the second, and 128 in the third, balancing model complexity
and performance. For the fully connected layers, 128 and 64 units are used.
The ReLU activation function is applied throughout the network, promoting
faster convergence and reducing the likelihood of vanishing gradients.

4.5 Evaluation Metrics

The effectiveness of the proposed intrusion detection model is evaluated
using standard metrics: accuracy, precision, recall, F1-score, and AUC. Accu-
racy reflects the overall performance, while precision and recall evaluate the
model’s effectiveness in correctly identifying attacks and minimizing false
positives. The F1-score, which balances precision and recall, is especially
useful for imbalanced datasets. The AUC evaluates how well the model
distinguishes between attack and normal traffic. Together, these metrics offer
a comprehensive evaluation of the model’s effectiveness in detecting various
attacks.

5 Result

5.1 Comparison of Different Methods

In the experimental results presented in Table 1, our proposed method
demonstrates significant advantages. Leveraging the deep feature extraction
capability of the DACA module, our model automatically learns efficient
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Table 1 Comparison of different methods on datasets
Method Dataset Accuracy Precision Recall F1-score
Ours NSL-KDD Dataset 0.935 0.92 0.928 0.924
FCM-SVM [49] 0.905 0.89 0.895 0.892
FN-GNN [50] 0.91 0.895 0.905 0.9
1D-CNN-IDS [51] 0.895 0.88 0.885 0.882
NSGA2-LR [52] 0.87 0.855 0.86 0.858
GNN -IDS [53] 0.905 0.895 0.9 0.897
Ours UNSW-NB15 Dataset 0.93 0.915 0.92 0.918
FCM-SVM [49] 0.875 0.865 0.87 0.868
FN-GNN [50] 0.88 0.87 0.875 0.873
1D-CNN-IDS [51] 0.86 0.855 0.86 0.858
NSGA2-LR [52] 0.85 0.845 0.85 0.847
GNN -IDS [53] 0.88 0.875 0.88 0.878

and representative features from raw network traffic, improving recognition
accuracy. Our method achieved 0.935 accuracy, outperforming traditional
methods like FCM-SVM (0.905) and 1D-CNN-IDS (0.895). This demon-
strates how the combination of deep feature extraction and reinforcement
learning enhances adaptability to complex intrusion patterns. The model also
attained a precision of 0.92 and a recall of 0.928, indicating both high accu-
racy and strong detection capability. In terms of F1-score (0.924), our model
showed better robustness, especially in noisy and imbalanced datasets. On
the UNSW-NB15 dataset, our method achieved 0.93 accuracy, outperforming
FCM-SVM (0.875) and 1D-CNN-IDS (0.86). The model’s precision (0.915)
and recall (0.92) further highlight its strong performance in distinguishing
between normal and abnormal traffic. These results confirm that our model
can effectively handle various attack patterns and maintain high performance
in dynamic network environments. Overall, by combining the adaptive strat-
egy optimization of deep reinforcement learning with the DACA’s feature
extraction capabilities, our model demonstrates high detection accuracy and
strong generalization. These results validate that our method outperforms
traditional machine learning and other deep learning approaches, making it
well-suited for dynamic and complex network intrusion detection tasks.

Table 2 presents various methods in terms of training time, inference time,
detection time, and memory usage. Our model demonstrates high efficiency
across all key metrics. For training time, our method takes 145.32 sec-
onds on the NSL-KDD dataset, outperforming others. In terms of inference
time, it achieves 0.314 ms/instance, significantly lower than other methods,
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Table 2 Detection time comparison
Training Inference Time Detection Memory

Method Dataset Time (s) (ms/instance) Time (s) Usage (MB)
Ours NSL-KDD 145.32 0.314 25.42 119.75
FCM-SVM 160.89 1.218 40.35 110.2
FN-GNN 185.66 1.104 35.12 129.56
1D-CNN-IDS 210.74 1.501 45.68 139.82
NSGA2-LR 180.33 0.802 37.28 124.63
GNN -IDS 220.27 2.008 50.47 150.21
Ours UNSW-NB15 180.65 0.333 27.48 130.15
FCM-SVM 200.44 1.302 42.17 119.31
FN-GNN 210.89 1.205 38.97 134.87
1D-CNN-IDS 240.15 1.808 48.76 144.21
NSGA2-LR 205.87 0.856 39.64 130.28
GNN -IDS 230.47 2.101 50.18 154.93

highlighting its real-time processing capability. For detection time, it takes
25.42 seconds, showing superior performance in dynamic environments.
Regarding memory usage, our model consumes 119.75 MB, which is lower
than several other methods, indicating better resource efficiency. By combin-
ing the deep asymmetric convolutional autoencoder (DACA) and the deep
deterministic policy gradient (DDPG), our model optimizes both feature
extraction and decision-making processes. This reduces computational and
memory costs while maintaining high performance. Results on the UNSW-
NB15 dataset further emphasize its stability, flexibility, and efficient use
of resources. Overall, our method is highly competitive in terms of real-
time performance and resource consumption, with computational complexity
suitable for practical deployment.

To further analyze our model’s decision mechanism, we visualize the
feature importance patterns between normal and attack traffic, with results
shown in Figure 3.

The radar chart reveals that attack traffic demonstrates significantly higher
discriminative weights in source bytes (Src Bytes) and protocol type (Proto-
col) features (0.95 and 0.70 respectively), indicating these characteristics play
a crucial role in attack detection, particularly as the abnormal surge in source
bytes aligns with typical DoS attack patterns. In contrast, normal traffic shows
stronger reliance on connection flag features (0.85), reflecting stable connec-
tion patterns in regular network activities. The similar importance levels of
destination bytes (Dst Bytes) for both traffic types (0.65 vs 0.80) suggest
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Figure 3 PCA visualization of the NSL-KDD dataset before and after applying our method.

some attacks may mimic normal data reception behavior, increasing detection
challenges. The overall feature distribution demonstrates the model’s effec-
tiveness in distinguishing differential patterns between attack and normal
traffic, providing interpretable evidence for the detection performance. The
visualization clearly shows how different network features contribute to intru-
sion detection, with source-related metrics being particularly significant for
identifying malicious activities while connection states remain more relevant
for normal traffic classification.

5.2 Ablation Study

To further validate the contribution of each module to our method, we con-
ducted ablation experiments by removing different modules and comparing
their performance. The experimental results are shown in Table 3. When
the autoencoder was removed (no autoencoder), the model’s performance
significantly declined, particularly in accuracy and F1-score, highlighting
the autoencoder’s critical role in feature extraction for high-dimensional
and complex data. Next, removing the convolutional layers (no convolution)
also led to a performance drop, emphasizing their importance in capturing
local features and spatsly (no autoencoder and no convolution), the perfor-
mance worsened notably, especially in F1-score and recall, proving that the
combination of these two modules is crucial. Additionally, removing the
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Table 3 Comparison of learning efficiency of different models on ASSISTments and MATH
datasets
Method Dataset Accuracy Precision Recall F1-score
Ours (full model) NSL-KDD 0.935 0.92 0.928 0.924
No autoencoder 0.873 0.853 0.868 0.86
No convolution 0.868 0.848 0.853 0.85
No autoencoder and no
convolution

0.838 0.828 0.828 0.826

No DDPG 0.878 0.863 0.868 0.866
Ours (full model) UNSW-NB15 0.93 0.915 0.92 0.918
No autoencoder 0.868 0.853 0.868 0.863
No convolution 0.873 0.863 0.868 0.866
No autoencoder and no
convolution

0.833 0.818 0.823 0.82

No DDPG 0.878 0.863 0.868 0.865

Figure 4 PCA visualization of the NSL-KDD dataset before and after applying our method.

reinforcement learning module (no DDPG) caused a slight decline in accu-
racy, suggesting that while the DDPG helps optimize the strategy, traditional
feature extraction methods still allow for reasonable performance. Overall,
the results demonstrate that the autoencoder and convolutional layers are key
to the model’s effectiveness, while the DDPG module has a smaller impact
on the final accuracy, further validating our approach.

5.3 PCA Visualization Before and After Applying Our Method

Figure 4 shows the PCA visualization results for the NSL-KDD dataset
before and after applying our method. On the left, the data points are mixed,
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with Normal and Attack instances overlapping, indicating that the original
feature representation lacks clear separability. However, after applying our
method (shown on the right), the Normal and Attack classes are clearly sep-
arated into distinct clusters. This demonstrates that our approach has learned
a more effective feature representation, improving class discriminability. The
Normal instances form a tight group, while the Attack instances are isolated,
highlighting the impact of deep convolutional encoding and reinforcement
learning (DDPG) in refining the feature space. This improved separation
reduces class overlap and enhances classification accuracy, showcasing the
effectiveness of our method in transforming raw network traffic data into a
more suitable feature representation for intrusion detection.

6 Conclusions

This study presents a novel intrusion detection model that combines the
DACA and reinforcement learning to address the limitations of traditional
methods. Our model demonstrates superior performance on two benchmark
datasets, NSL-KDD and UNSW-NB15, outperforming existing approaches in
accuracy, precision, recall, and F1-score. Utilizing convolutional layers, rein-
forcement learning, and a deep autoencoder design, the framework efficiently
detects both known and unknown intrusion types while minimizing incorrect
alerts. Additionally, its adaptability to dynamic environments makes it highly
effective for real-time intrusion detection applications.

However, the model has some limitations. Its training time and com-
putational complexity are high, especially with large-scale datasets. While
detection time per instance is reasonable, the training phase demands signif-
icant computational resources, limiting its suitability for real-time environ-
ments. Additionally, its performance depends on the quality and quantity of
labeled training data. In cases of limited or imbalanced data, the model may
struggle with generalization, reducing detection accuracy. This highlights the
need for better techniques to handle imbalanced datasets or integrate semi-
supervised learning. Future research could focus on optimizing the model’s
architecture to reduce computational overhead, possibly through lightweight
convolutional autoencoders or transfer learning. Addressing imbalanced
datasets through semi-supervised learning could also improve robustness in
data-scarce situations.

In summary, the proposed model advances intrusion detection, offering
high accuracy in detecting various attacks. By combining deep learning
and reinforcement learning, it shows promise for future network security
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applications. However, overcoming its current limitations is essential for
large-scale real-time deployment, and this work lays the groundwork for
further advancements in network security research.
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