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Abstract

In the digital transformation of the power industry, archive management faces
the dual-track coordination dilemma of coexisting international standards and
local regulations. This study addresses this challenge by proposing a two-tier
standard coordination system of “core standards + local extensions,” effec-
tively resolving implementation conflicts among heterogeneous standards
through mechanisms such as metadata mapping and compliance checking.
Building on this approach, an innovative “five-layer, three-guarantee” hier-
archical decoupling platform architecture covering the entire lifecycle of
archives has been designed. It clearly delineates five layers: infrastructure,
data resources, core services, application functions, and user interaction,
complemented by three guarantee mechanisms for standards, security, and
operations, ensuring the platform’s openness and scalability. To meet core
business needs such as trusted archival verification, intelligent processing,
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and dynamic association, the research explores the application of key tech-
nologies, including blockchain for ensuring archive authenticity, artificial
intelligence for intelligent classification and indexing, and digital twins for
modeling dynamic mappings between archives and physical entities. At the
implementation level, a four-stage model is proposed, along with a perfor-
mance evaluation system encompassing infrastructure, process management,
and outcome benefits, introducing business value-oriented indicators such as
“completeness and accuracy of archive searches” and “cost savings from a
single-set management system.” Case studies from Guangdong Power Grid
demonstrate that this platform significantly improves the digitization rate
of archives and the efficiency of cross-system data exchange, offering a
reference solution that holds both theoretical value and practical feasibility
for building a systematic and standardized archive information platform for
power enterprises.

Keywords: Electric power archives, information technology platform, inter-
national standards, local regulations, architecture design, blockchain.

1 Introduction

With the accelerated transformation of the global energy structure and the
continuous advancement of the digitalization process, the power industry is
facing new challenges and opportunities. Power archives, as important infor-
mation resources for power enterprises in production, construction, operation,
and management, not only serve as historical records and legal vouchers,
but also play a crucial role in the digital transformation of enterprises, the
construction of smart energy, and regulatory compliance [1–3]. However, the
traditional archive management model has obvious deficiencies in aspects
such as information silos, scattered standards, and insufficient system inter-
operability, making it unable to meet the industry’s demands for full life
cycle management of archives, cross-domain sharing and utilization, and
intelligent decision-making. Therefore, building an information platform for
power archives that takes into account both international standards and local
regulations has become an important direction for promoting the high-quality
development of the industry [4, 5].

In terms of the standard system, international standards such as IEC
61970/61968 and ISO 15489 provide a universal framework for power sys-
tem information models, interoperability, and long-term electronic document
preservation, emphasizing cross-border compatibility and sustainability.
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Local regulations such as GB/T 18894-2016, NB/T 11765-2025, and
T/CMSS 0015-2025 focus more on industry characteristics and practical
implementation, highlighting archive classification, enterprise architecture
control, and digital transformation requirements [6–8]. The universality of
international standards and the targeting of local regulations coexist, mak-
ing standard collaboration a complex and crucial task, and also providing
multi-level references for the construction of the power archive information
platform. How to strike a balance between the two and form an archi-
tecture system that not only conforms to global trends but also meets
local regulatory and business needs has become the core issue of current
research [9].

Based on this, this paper aims to explore a systematic solution for the
informatization of power archives that takes into account both international
standards and local regulations and covers the entire life cycle of archives.
Although current research has made progress in the application of a single
technology or standard, it lacks a top-level design methodology that inte-
grates standard coordination, business integration, and technical neutrality.
Therefore, this study adopts the core design concept of “standard coordi-
nation, business integration, and technical neutrality.” It does this, first, by
constructing a standard coordination framework to resolve the dual-track
conflict between international and local regulations; secondly, designing
a “five-layer, three-guarantee” layered decoupling architecture, and deeply
exploring the implementation models of key technologies such as blockchain,
artificial intelligence, and digital twins; finally, combined with typical cases
from Guangdong Power Grid, proposing a phased implementation path and
performance evaluation system. The research results not only enrich the
standardized and intelligent methods of power archive management from
a theoretical perspective but also provide a promotable practical model for
digital archive governance in the energy industry.

2 Information Technology Standard System Architecture
for Electric Power Archives

2.1 Comparative Analysis of International Standards and Local
Regulations

The standard system for informatization of power archives shows a clear
dual-track characteristic, that is, a pattern where international standards and
local norms coexist and influence each other. At the level of international
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standards, series standards such as IEC 61970 and IEC 61968 form a general
framework for power system information management, focusing on system
interoperability and the unification of information models; standards like ISO
15489 and ISO 14721 provide general principles for electronic document
management and digital preservation [10, 11]. These international standards
emphasize cross-domain compatibility and long-term preservation, provid-
ing a foundational framework for information management in the global
power industry. In contrast, local norms place more emphasis on practical
operability and industry-specific characteristics. In China, a multi-level stan-
dard system has been developed in the field of power archive management,
including national standards, industry standards, and group standards [12].
The “Guidelines for the Classification of Archives in Intelligent Integrated
Energy Enterprises” (NB/T 11765-2025), issued in 2025, specifies the overall
requirements for archive classification, category management, and archive
number composition for integrated intelligent energy enterprises. It is appli-
cable to integrated intelligent energy enterprises based on diverse types of
energy such as small hydropower, distributed wind power, and distributed
photovoltaic power. At the same time, the “Implementation Guidelines for
Enterprise Architecture Management in the Power Industry” (T/CMSS 0015-
2025) provide standard guidance for power industry enterprises to achieve
the organic integration of business and technology during digital transforma-
tion [13]. As shown in Table 1, these international and local standards differ
significantly in focus areas, applicable levels, and update cycles, forming a
complementary rather than conflicting multi-level standard system.

2.2 Standard Collaborative Framework Design

To achieve an organic synergy between international standards and local
regulations, this paper proposes a hierarchical collaborative framework, as
illustrated in Figure 1. The framework follows the basic approach of “inter-
national principles, local implementation.” At the strategic level, it absorbs
the general principles and methodologies of international standards. At the
implementation level, it adapts to industry characteristics and regulatory
requirements of local norms. The framework consists of three core modules
(a metadata mapping mechanism, a compliance detection model, and an
adaptive transformation interface) and it achieves continuous optimization
through a dynamic feedback mechanism. Additionally, a “Conflict Negoti-
ation and Resolution Mechanism” will be established, enabling continuous
optimization through a dynamic feedback system.



Research on the Architecture and Implementation of Power 263

Table 1 Comparison of major standards systems for electrification archives informationiza-
tion
Standard Representative Update
Type Standard Focus Area Applicable Level Cycle
International
Standard

IEC 61970/
61968
ISO 15489

Information model,
interoperability,
long-term
preservation

Multinational
corporations,
international
cooperation
projects

3–5 years

National
Standard

GB/T
18894-2016

Electronic
document archiving
and basic
management
requirements

Nationwide, across
all industries

5–8 years

Industry
Standard

NB/T
11765-2025

Smart energy
enterprise file
classification and
professional
applications

Electric power and
energy industry

2–4 years

Group
Standard

T/CMSS
0015-2025

Enterprise
architecture
management and
digital
transformation

Specific group of
enterprises

1–3 years

2.2.1 Metadata mapping mechanism
Metadata mapping is the foundation for the coordination between interna-
tional standards and local specifications [14]. Let the international standard
metadata set be Mi and the local specification metadata set be Ml, then the
mapping relationship between the two can be abstracted as:

Mi = f(Ml) + ϵ (1)

where f represents the mapping function, used to establish semantic corre-
spondence, and ϵ is the tolerance parameter, reflecting the part that cannot
be completely mapped due to regional or industry-specific characteristics.
Furthermore, if the core metadata set is defined as Mc and the extended
metadata set as Me, the complete mapping relationship can be expressed as:

Mi = f(Mc) ∪ g(Me) + ϵ (2)

where f(Mc) ensures the consistency of core descriptive informa-
tion and g(Me) supplements industry-specific information. In practical
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Figure 1 Schematic diagram of the collaborative framework for electric power archive
informatization standards.

implementation, mapping rules are stored in the form of a rule library.
For example, equivalence or inclusion relationships can be defined using
RDF (Resource Description Framework) triples, such as “IEC 61970: Power
System Resource ≈ NB/T 11765: Equipment Class Archive.” The system
periodically scans the rule library and uses a graph database to maintain the
consistency of the mapping relationships. When any standard metadata item
is updated, it can trigger the synchronized update of the associated items.

2.2.2 Compliance detection model
To quantitatively assess the compliance of the archival management system
with different standards, this paper constructs a standard compliance matrix.
Let the set of system features be:

S = s1, s2, . . . , sn (3)

Set of standard requirements:

R = r1, r2, . . . , rm (4)

The degree of fit (C) is defined as:

C =

∑n
i=1

∑m
j=1 µ(si, rj) · wj∑m
j=1wj · n

(5)
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where µ(si, rj) is the matching function, with a range of [0,1], indicating the
degree to which characteristic si satisfies requirement rj ; wj is the weight
of standard requirement rj , reflecting the importance of different standard
items. When C ≥ θ (threshold, e.g. 0.85), the system is considered to meet
the standard requirements. The implementation of the matching function µ
can be based on natural language processing (NLP) technology, calculating
the semantic similarity between standard clauses and system design docu-
ments, or conducting automated testing through predefined checkpoints. At
the tool level, it is possible to integrate standardized compliance assess-
ment toolchains similar to OSCAL (Open Security Controls Assessment
Language).

2.2.3 Adaptive conversion interface
The adaptive transformation interface is designed to address the differences
between international standards and local regulations. Its core functionalities
cover three aspects: format conversion, enabling interoperability between
different storage formats (such as XML, JSON, RDF); metadata comple-
tion, automatically filling in missing local-specific fields; and validation
rule adaptation, dynamically adjusting validation algorithms according to
the verification logic of different standards [10]. The functionality of this
interface can be abstracted as a transformation function:

T (D,Ri, Rl) → D′ (6)

where D represents the original archival data object, Ri and Rl are the sets
of rules for international standards and local regulations, respectively, and D′

is the archival data object after transformation that meets the requirements of
both standards.

2.2.4 Conflict negotiation and arbitration mechanism
When there is a substantive conflict between international standards and local
regulations, such as inconsistent archiving deadlines or classification defini-
tions, the framework will activate the conflict negotiation mechanism. This
mechanism, as a supplement to the previous technical adaptation measures,
makes pre-rulings based on the priority principle of “business compliance is
higher than regulatory compliance, and regulatory compliance is higher than
technical optimality.” If the pre-rulings cannot reach consensus, they will be
submitted for discussion to the “Standard Conflict Arbitration Committee,”
which consists of business experts, legal compliance personnel, and technical
architects [15]. The final decision will be stored as an exception rule in the
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knowledge base and simultaneously fed back to the relevant standard-setting
institutions, forming an “implementation, feedback, optimization” closed-
loop management. Through this process, the mechanism ensures an effective
balance between the principle and flexibility of standard coordination.

2.2.5 Dynamic feedback and evolution mechanism
To ensure the long-term effectiveness of the framework, a dynamic feedback
mechanism needs to be established. Let the time series be t1, t2, . . . , tk. In
each cycle, the compliance C(t) is evaluated. If a deviation ∆C = C(t) −
Ctarget is found, it is corrected by adjusting the mapping functions f, g, or
the weights wj :

ft+1 = ft + α ·∆C (7)

where α is the learning rate, which controls the adjustment magnitude. This
mechanism ensures that the framework can continuously evolve with standard
updates and business changes.

2.3 Key Considerations for Standard Implementation

In the process of building an electrification archive information platform,
the implementation of standards is not only a technical issue but also a
strategic and management issue. To ensure the effective implementation of
international standards and local regulations, it is necessary to focus on the
following three key considerations.

2.3.1 Timeliness
The vitality of a standard lies in its synchronization with technological
development. The power industry experiences rapid technological iterations
and, if standards are updated laggingly, it will result in a disconnect between
platform architecture and business requirements. Therefore, a dynamic track-
ing and updating mechanism for standards should be established to achieve
coordinated evolution between standards and technology through periodic
evaluations [16]. Let the standard update frequency be λs and the tech-
nology iteration frequency be λt, then the timeliness metric T of standard
implementation can be expressed as:

T = 1− |λs − λt|
max(λs, λt)

(8)

When T → 1, it indicates that standards and technology are highly
synchronized, which can effectively support the long-term development of
the platform.
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2.3.2 Regional adaptability
Different regions have varying regulatory requirements and business prac-
tices in archive management [17, 18]. For example, at the national level,
emphasis is placed on uniformity, while local archives bureaus may introduce
more detailed certification standards. The implementation of standards must
balance national uniformity with local differences, achieved through a two-
tier system of “core standards with local extensions.” Let the set of national
standard requirements be Rn, and the set of local standard requirements be
Rr, then the complete compliance set is:

R = Rn ∪ (Rr −Rn) (9)

where Rr − Rn represents the portion of the local standard that exceeds
the national standard. This model ensures that the platform complies with
national unified requirements while also meeting the specific needs of local
regulations.

2.3.3 Technological neutrality
The standard system should avoid being tied to specific technological paths
to ensure future scalability and compatibility. Technology neutrality requires
that standards focus more on functional objectives and interface specifica-
tions rather than specific implementation methods. For example, in storage
technology, standards should specify data integrity and traceability without
mandating the use of relational databases or blockchain. Let the set of
functional requirements be F and the set of technological implementations
be I , then technology neutrality can be abstracted as:

[∀ f ∈ F, ∃i ∈ I s.t . i ⊨ f ] (10)

That is, for every functional requirement f , there exists at least one
technical implementation i that can satisfy it. This level of abstraction ensures
the standard’s openness and forward-looking nature.

3 Design of a Standard-Based Digital Platform
Architecture for Power Archives

The architecture design of the power archives information platform is based
on the principles of “standard collaboration as the core, business requirements
as the guide, and technology neutrality as the principle.” It adopts a layered
decoupling and modular encapsulation design approach to build an integrated
architecture covering the entire lifecycle of archives [19]. This architecture
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not only incorporates international standards (such as IEC 61970/61968, ISO
15489) into a general framework but also deeply adapts to local norms with
industry-specific characteristics. At the same time, it provides adaptation
interfaces for key technologies such as blockchain and artificial intelligence,
ultimately achieving the platform goals of “standardized unification, business
integration, intelligent efficiency, and secure reliability.”

3.1 Overall Architecture Positioning and Design Principles

This architecture aims to address three major pain points in power archive
management: fragmented standards, disjointed business processes, and tech-
nology lock-in. Through hierarchical design, it achieves “compatibility
with international standards, implementability of local regulations, and ease
of business requirement expansion” [20]. The architecture positioning is
reflected in supporting core business from above, being compatible with
multiple technology stacks from below, seamless integration with various
business systems horizontally, and connecting the three-level standard system
vertically. To achieve this positioning, the architecture follows four core
design principles: standard-driven, ensuring design compliance with both
international and local regulations; layered decoupling, reducing module cou-
pling through hierarchical division for easier iteration and updates; business
integration, closely aligning with the full lifecycle of archives and core power
business processes; and technology neutrality, avoiding binding to specific
technology paths and achieving functional objectives solely through interface
specifications.

3.2 Detailed Design of Layered Architecture

Based on the above principles, the platform architecture is divided into five
layers (infrastructure layer, data resource layer, core service layer, applica-
tion function layer, user interaction layer) and three guarantees (standard
system, security system, and operation & maintenance system) as illustrated
in Figure 2. The functional and standard adaptation details for each layer are
as follows.

3.2.1 Infrastructure layer: Hardware and basic software
supporting standard compliance

The infrastructure layer serves as the hardware and software foundation for
the platform’s operation. Its design strictly follows international data center
standards and domestic infrastructure norms for the energy industry to ensure
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Figure 2 Layered architecture diagram of the electric power archive information platform.

the high availability and scalability of the system. This layer encompasses
physical hardware, including servers, storage devices, and network equip-
ment; virtualization platforms, such as VMware or KVM; and cloud infras-
tructure, mainly referring to private clouds or hybrid clouds, such as Huawei
Cloud and Alibaba Cloud’s energy industry solutions. In terms of standard
compliance, the main international standards relied upon include ISO/IEC
22123 requirements for data center infrastructure management and IEC
62271 requirements for the reliability of power industry network equipment.
Additionally, local regulations such as GB/T 30269.5-2017 “Information
Technology: Energy Efficiency Requirements and Measurement Methods
for Data Centers” and NB/T 35099-2017 “Design Specifications for Data
Centers in the Power Industry” are implemented. In terms of key technology
implementation, high-availability clusters ensure system availability of no
less than 99.5% through dual-machine hot standby and load balancing tech-
nologies, which aligns with the performance indicators in Section 5.2. The
elastic resource scheduling mechanism supports dynamic expansion based
on archive access peaks, fully meeting the cyclical characteristics of power
industry business [21].

3.2.2 Data resource layer: The core of standardized
collaborative archive data management

The data resource layer serves as the data hub of the platform, primar-
ily responsible for addressing the metadata coordination issues between
international standards and local standards, while also meeting the storage
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requirements for the entire lifecycle of archives. It is also a specific
implementation step of the “standard coordination framework” described
in Section 2.2. This layer is divided into three sub-modules: metadata
management, archive data storage, and data governance. It follows inter-
national standards such as ISO 15489-1:2016 and IEC 61970-301, as well
as local regulations such as NB/T 11765-2025 and GB/T 18894-2016. In
terms of metadata management, a “core plus extension” dual-set structure
is adopted, and the metadata mapping mechanism is embedded within it.
For archive storage, it processes different data types in separate databases,
such as HDFS, InfluxDB, or MySQL. It also supports flexible switching
between “dual system” and “single system” modes. The data governance
module can automatically clean data and has a built-in compliance detection
model. Once the compliance score C is lower than 0.85, an alarm will be
triggered.

3.2.3 Core service layer: Modular service encapsulation with
standard adaptation

The core service layer adopts the “standardized interface plus modulariza-
tion” approach to encapsulate basic functions, aiming to provide support
for upper-level applications and decouple technology from business logic.
This layer mainly consists of three types of services: archive full life cycle
service, standard adaptation service, and technical support service. During
the design process, international standards such as ISO/IEC 19770-1 and
IEC 61968-1 were referred to, and local regulations such as T/CMSS 0015-
2025 and GB/T 35273-2020 were also taken into consideration. The full
life cycle service covers all aspects from archive collection to destruction.
The collection phase supports multi-source access and adapts to the IEC
61968 interface. The utilization phase requires that the retrieval response time
be controlled within 2 seconds. The destruction phase follows the process
stipulated in GB/T 18894. The standard adaptation service mainly handles
the conversion between different formats and supports the dynamic update of
standards. The technical support service reserves expansion interfaces such
as blockchain evidence storage and artificial intelligence analysis to provide
a foundation for subsequent intelligent applications.

3.2.4 Application function layer: Business-oriented standard
compliance application modules

The application function layer converts the various capabilities of the core
service layer into visualized business applications. These applications are
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divided into five major modules based on business domains, and each module
is designed in accordance with corresponding standard requirements. The
engineering archive module covers the entire process management of power
engineering and is compliant with relevant norms such as NB/T 11765 and
IEC 61968. The equipment archive module realizes the association manage-
ment of equipment’s full life cycle archives, referring to the requirements
of IEC 61970 and T/CMSS 0015-2025. The document archive module is
responsible for the archiving and de-identification of official documents,
conforming to the regulations of GB/T 18894 and GB/T 35273-2020. The
intelligent application module integrates functions such as AI classification
and blockchain evidence storage, adapting to the technical guidelines of
NB/T 11765 and DA/T 92-2022. The statistical analysis module generates
various management reports and outputs in formats compatible with IEC
61970 standards, while also meeting the performance evaluation indicators
proposed in Section 5.2.

3.2.5 User interaction layer: Standard compliant access entry
for role adaptation

The user interaction layer provides personalized access channels for users
of different roles and ensures system security through the permission man-
agement mechanism. This layer mainly includes four access methods: web
portal, mobile APP, API open platform, and desktop client. Archival admin-
istrators have full lifecycle management rights, and their operation logs must
comply with the requirements of GB/T 22239-2019. Business personnel
access the archive content related to their own work based on the “mini-
mum permission” principle. The management layer can view the platform
operation status through the report module to assist in decision-making.
External institutions access the archive information within the designated
range through temporary authorization, and all operations are traceable and
verifiable.

3.3 Core Features of the Architecture and Collaboration
Mechanisms

The core characteristics and collaborative mechanisms of the architecture
mutually reinforce each other, jointly ensuring the efficient operation of the
platform. Specifically, its core characteristics are reflected in four aspects.
Standard collaboration is the foundation. By deploying metadata mapping
at the data layer and implementing standard adaptation at the service layer,
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different standards such as IEC 61970 and NB/T 11765 can be smoothly
connected, meeting the implementation needs of complex scenarios such as
cross-border projects. Full lifecycle coverage ensures that each Link from
archive collection to destruction has corresponding standards to follow, ensur-
ing the standardization of the management process. Expandability relies on
the modular design concept. In the future, if new types of archives such
as new energy storage projects need to be included, only the correspond-
ing module needs to be expanded, in line with the principle of technical
neutrality. Security compliance is implemented through a security system
that runs through infrastructure, data, and applications, meeting regulatory
requirements such as GB/T 28181 and ISO/IEC 27001.

To support these characteristics and ensure cross-level efficient collabo-
ration, the architecture incorporates three major collaborative mechanisms.
Metadata-driven collaboration is responsible for maintaining data consis-
tency. When metadata in the data layer is updated, it can be synchronized
in real time to the service layer and application layer. Standard dynamic
adjustment collaboration gives the service layer the ability to respond to
standard changes. Once a standard is updated, corresponding metadata
mapping adjustments and application function adaptations can be triggered
automatically. Business archive linkage collaboration relies on the API open
platform to achieve automatic archiving of business system data, thereby
breaking down the barriers between business management and archive
management.

4 Key Technologies for Implementing the Electrification of
Power Archives Information Platform

Section 3.2 stated that the core service layer should reserve interfaces
for technologies such as blockchain and artificial intelligence, while the
application function layer should achieve the dual goals of “standard compli-
ance and efficiency improvement” through intelligent modules. This section
focuses on the three core requirements of power archives: trusted record-
keeping, intelligent processing, and dynamic integration. It elaborates on
the implementation paths of three key technologies (blockchain, artificial
intelligence, and digital twin) by referencing international standards (such as
IEC 61970/61968) and local regulations (such as NB/T 11765-2025, GB/T
18894-2016), ensuring deep integration of technology implementation with
the platform architecture, supporting standardized management throughout
the entire archive lifecycle.



Research on the Architecture and Implementation of Power 273

4.1 Blockchain Electronic Document Evidence Technology

Blockchain provides a decentralized and trustworthy verification mecha-
nism for power archive management, effectively ensuring the authenticity,
integrity, and non-modifiability of the archives. Considering the high fre-
quency and large file size of the power archive verification business, this
study adopts a “hybrid architecture of on-chain hash verification and off-
chain distributed storage” to control costs. Specifically, the verification model
designs a “dual-chain structure,” where the verification chain and the business
chain operate in parallel, with the former responsible for identity verification
and hash verification, and the latter handling the archive business logic. The
basic process is to calculate the hash value H(F ) for the electronic archive
F and then upload the hash value and metadata M to the chain to form a
verification transaction:

Tx = (H(F ),M, t,Sigsk) (11)

where t represents the timestamp and Sigsk is the signature of the private
key. During the verification process, the system recalculates the hash value
H(F ′) of the file. If it is consistent with the stored H(F ) on the blockchain,
it indicates that the file has not been tampered with. This workflow is depicted
in Figure 3.

To address scalability issues, the business chain adopts a sharding
technology design. Different business units, such as provincial companies
or municipal companies, are separated for their archive transactions and
processed in parallel on different shards, thereby enhancing the overall
throughput. In terms of the balance between performance and security, a
hierarchical consensus mechanism was proposed. The internal transactions
of the platform use the efficient RAFT algorithm, while cross-institutional
verification switches to the more fault-tolerant PBFT algorithm. This mecha-
nism has increased the verification throughput from the traditional hundreds
of transactions per second to thousands of transactions per second, which
can meet the actual requirements of high-concurrency scenarios for power
archives.

4.2 AI-Assisted Archive Management

Artificial intelligence in power archive management primarily enhances intel-
ligence through intelligent classification, automatic indexing, and content
analysis [22]. To address the issue of scarce labeled data in the power
industry, this study adopts a technical approach of “pre-trained language
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Figure 3 Blockchain-based electronic file preservation and verification flowchart.

models + few-shot fine-tuning.” It utilizes large-scale pre-trained models on
general domain texts such as BERT (Bidirectional Encoder Representations
from Transformers) to acquire basic language representation capabilities and
then performs domain adaptation fine-tuning by incorporating a specialized
power industry dictionary along with a limited set of labeled archival data.
Intelligent classification is based on deep learning methods, combined with
professional dictionaries and classification models in the power industry to
achieve automatic recognition and categorization of archive content. The
classification probability can be expressed as:

P (c | T ) = exp(Wc · E(T ) + bc)∑C
j=1 exp(Wj · E(T ) + bj)

(12)

where E(T ) represents the text embedding vector, and C denotes the
total number of categories. Through data augmentation (such as template-
based generation) and semi-supervised learning, high accuracy can be
achieved using only a few thousand labeled samples. Experiments show
that this method achieves a classification accuracy of 94.7% on the power
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equipment archive dataset, an improvement of 22.3% over traditional meth-
ods. Automatic indexing uses a sequence labeling model to automatically
extract keywords and subject terms from archive texts to generate stan-
dardized metadata. By labeling each word in the output word sequence
W = (w1, w2, . . . , wn) (such as B-KEY, I-KEY, O), efficient recognition of
specialized power terminology is achieved. Content analysis uses AI models
to determine sensitivity levels, provide risk alerts, and extract knowledge
from archives, assisting in archive appraisal and utilization. For instance,
practices by China National Electric Power Investment Corporation have
shown that deep learning-based automatic appraisal and sensitive infor-
mation recognition significantly enhance the intelligence level of archive
management.

4.3 Digital Twin and Archive Information Integration

Digital twin technology provides a new management model that integrates
virtual and physical aspects for power archives. By constructing digital twins
of power equipment, systems, and processes, it enables dynamic mapping and
bidirectional association between archival data and physical entities [23, 24].
In the practice of the “one map of the power grid,” power grid equipment,
operational status, and geographic information are integrated into a unified
digital space, with archival information embedded as an independent layer. To
address the challenge of integrating the static historical attributes of archival
data with the dynamic real-time attributes of digital twins, this paper proposes
an “event-driven-archive association” mechanism. Its mapping relationship
can be expressed as:

f : Dt
E−→ Ae = a1, a2, . . . , ak (13)

where Dt represents the digital twin, E denotes the key events captured from
the twin (such as equipment commissioning, maintenance, and faults), and
Ae refers to the set of static documents associated with event E (such as
equipment manuals, installation drawings, historical maintenance records,
and fault analysis reports). This mechanism supports bidirectional navigation:
users can retrieve relevant documents from the digital twin based on events
or locate the corresponding equipment or system from the documents. Its
irreplaceable business value lies in providing an integrated event-document
traceability view based on spatial location and timeline for complex business
scenarios, such as full lifecycle equipment management, incident reconstruc-
tion analysis, and emergency response planning. This goes beyond simple
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visualization, enabling dynamic analysis and decision support assisted by
document knowledge.

5 Implementation Path and Performance Evaluation

The construction of the power archive informationization platform requires
a deep integration with the information communication characteristics of the
power industry. Based on the concept of “communication interconnection as
the foundation, data integration as the core, and business collaboration as
the goal,” the platform will be gradually evolved from being usable to being
easy to use and then to being intelligent through phased implementation. At
the same time, a performance evaluation system covering the information
communication dimension will be constructed to control the quality and
application efficiency of the platform from the source [25, 26].

This research adopts the design science research paradigm, combining
case studies and action research methods. The goal is to build and ver-
ify a practical framework applicable to the informationization of power
archives. The specific research process is divided into four steps. First,
problem identification is carried out. Through literature review and pre-
research on enterprises such as Guangdong Power Grid, the core pain points
such as standard collaboration difficulties and weak business integration are
clarified. Second, the scheme design is carried out. Based on the theory
of information system architecture and standard interoperability theory, the
“standard collaboration framework” and “five layers and three guarantees”
platform architecture are iteratively formed. During this process, two rounds
of expert seminars were organized, and the scheme was revised using the
Delphi method. Then, the scheme implementation and evaluation were car-
ried out. The prototype system was implemented in the Guangdong Power
Grid project, and the effectiveness of the scheme was verified based on
the performance evaluation system in Section 5.2 and the empirical data in
Section 6.4. Finally, knowledge contribution and promotion were carried out.
The research results were refined into transferable theoretical models and
implementation guidelines. This research process ensures the scientificity,
repeatability, and practical relevance of the entire process.

5.1 Phased Implementation Path

This implementation approach is designed based on the change manage-
ment concept of “technology-process-organization” collaborative evolution,



Research on the Architecture and Implementation of Power 277

Figure 4 Gantt chart of the phased implementation path for the power archive information
platform.

aiming to ensure that platform development is not merely a technical
deployment, but also a successful organizational transformation.

Combining the characteristics of information and communication tech-
nology (ICT) applications in the power industry with the needs of archive
management, a “four-stage progressive” implementation path is designed,
focusing on resolving core issues such as “communication network adap-
tation, cross-system data interoperability, and real-time archive linkage,”
ensuring that the results of each stage are practical and verifiable [27]. The
Gantt chart of this implementation path is shown in Figure 4.

5.1.1 Infrastructure construction phase (3–6 months)
The core task of this stage is to lay a solid foundation of “communication plus
archives.” At the network level, industrial Ethernet at the plant station level
that complies with IEC 61850-3 standard needs to be deployed, as well as
a regional-level 5G private network using an independent networking mode.
The communication link latency should be controlled within 50 milliseconds
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and the packet loss rate should not exceed 0.1%. In terms of hardware config-
uration, edge computing gateways supporting OPC UA and MQTT protocols
need to be deployed, and communication protocol parsing engines compati-
ble with standards such as IEC 61970 should be configured. At the same time,
the “Power Archival Data Communication Interface Specification” should be
formulated to provide a basis for subsequent data interconnection [28]. The
focus of the archives work is to complete the digitization of paper archives
and establish a communication association mapping between archives and
equipment, setting the digitization rate target at over 92%. Taking the practice
of China Electric Power Investment Group as an example, this stage achieved
the association of traditional archives and real-time data from equipment
through the deployment of industrial-level communication gateways, with a
digitization rate of 96.88%. In the organizational and management aspect,
a special working group involving company leaders, business departments,
archives department, and IT department should be established. The responsi-
bilities and authorities of each party should be clarified, and the preliminary
electronic document archiving management measures should be released to
lay an institutional foundation for subsequent process changes.

5.1.2 System integration phase (6–12 months)
After entering the system integration phase, the focus of work shifted to
establishing communication links between the business systems and the
archive system. Standardized interfaces were developed for business systems
such as OA and SCADA, and structured data was synchronized using the
OPC UA protocol. Unstructured data was archived through FTP or SFTP
methods, with the interface call success rate required to be no less than
99%. On this basis, a complete closed loop of “business triggering, data
communication, and archive” was constructed. At the same time, a data
cleaning module was deployed to correct abnormal data during communi-
cation. The cleaning accuracy rate needed to reach over 98%. In terms of
implementation strategies, typical plants and stations were selected as pilot
sites for initial verification. For example, in the wind farm pilot project,
the communication delay was controlled within 100 milliseconds. Taking
the practice of Guangdong Energy as an example, this stage successfully
connected the archive links of 12 business systems using the OPC UA
protocol, and the online archive rate of electronic files reached 100%. At
the management level, a formal “Electronic Archive Single System Manage-
ment Specification” and “Archive Responsibility List for Business Systems”
were redefined and released. Systematic training was conducted for relevant
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personnel, and the archive quality was included in the assessment indicators
of the business process to overcome the resistance in cross-departmental
collaboration.

5.1.3 Intelligence enhancement period (12–18 months)
During the intelligent enhancement period, the core task shifts to strengthen-
ing the deep integration of communication and intelligent technologies. It is
planned to deploy edge archive nodes in remote substations, leveraging the
5G private network that adopts the MQTT-SN protocol to achieve efficient
collaboration between edge devices and the cloud. The goal is to reduce com-
munication bandwidth consumption by more than 30%. At the same time, an
artificial intelligence model is developed to parse the unstructured data in
the communication process, ensuring that the accuracy of automatic indexing
reaches over 92%. In terms of trusted evidence, the PBFT algorithm is used
to implement blockchain communication evidence, ensuring a retention rate
of evidence not lower than 99.9%. Mobile application programs are also
launched at this stage, with the requirement that the retrieval response time
should not exceed 3 seconds. Additionally, a new role called “Archive Data
Manager” is established to promote intelligent retrieval and analysis functions
in business departments and hold an innovation application competition to
enhance the awareness of all staff regarding the utilization of archive data
and extend the platform value from merely management functions to business
empowerment [29].

5.1.4 Continuous optimization phase (ongoing)
After entering the continuous optimization period, the focus is on establishing
a dynamic communication guarantee system. The SDN technology is used to
dynamically adjust the communication bandwidth, and the SM4 algorithm
that meets the requirements of the 2.0 level of the Information Security
Protection is adopted to upgrade the communication encryption. In terms of
standard adaptation, the international and local communication standards are
updated every six months. For function optimization, it is carried out quar-
terly based on user feedback, such as expanding the offline synchronization
capacity according to actual needs. The goal is to maintain user satisfaction at
above 90 points. At the same time, the platform operation, standard updates,
and process optimization are incorporated into the company’s regular IT
governance and knowledge management system, enabling the platform to
have the ability for self-evolution and ensuring that the transformation results
can continue to be effective.
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5.2 Performance Evaluation Indicator System

By integrating the dual characteristics of power archives informatization
and information communication, a three-dimensional evaluation system of
“Infrastructure – Process Management – Outcome Effectiveness” is estab-
lished. This system particularly emphasizes the measurement of the core
business value of archive management, quantitatively assessing the plat-
form’s communication adaptability, data flow efficiency, and business support
capability, with indicator definitions and target values formulated based on
practices in the power industry. The detailed performance evaluation indicator
system is shown in Table 2.

5.2.1 Assessment methods and cycle
A combined approach of “automatic monitoring and manual research” is
adopted. Communication-related metrics (such as latency and packet loss
rate) are automatically collected through network monitoring tools like Zab-
bix and Wireshark, while user satisfaction and business support are obtained
through quarterly questionnaires and interviews with business departments.
The evaluation cycle is set for a routine assessment every six months, focus-
ing on validating dynamic indicators such as communication link stability and
real-time data collection success rate. An annual comprehensive assessment
is conducted to thoroughly analyze long-term indicators such as infrastructure
adaptability and cost savings, forming evaluation reports and optimization
plans. The application of results needs to be linked with the implementation
path; for example, if the “cross-system data exchange latency” does not meet
the standard, communication protocols may be adjusted (e.g., switching from
TCP to UDP) or edge cache nodes added during the continuous optimization
period, ensuring platform performance meets requirements [30].

6 Case Studies

6.1 Project Overview

The South China Grid Guangdong Electric Power Company Archive Infor-
mation Platform Construction Project was launched in October 2023 and
officially put into operation in September 2024, covering 19 municipal
power supply bureaus and 326 directly affiliated units in Guangdong’s
power grid. The project aims to achieve “standardized collaboration, business
integration, and intelligent efficiency” and adopts the “five-layer, three-
guarantee” architecture design. It focuses on resolving the coordination issues
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between archive management and the core power business systems, while
also achieving seamless alignment with international standards and local
regulations.

6.2 Standard Collaborative Implementation

In terms of standard collaborative implementation, the project team, based on
the “Layered Collaboration Framework” proposed in Section 2.2, achieved
deep collaboration between IEC 61970/61968 and NB/T 11765-2025.
Through a metadata mapping mechanism, a semantic mapping relationship
was established between the “Power System Information Model” in the inter-
national standard and the “Smart Energy Enterprise Archive Classification”
in the local specification, covering 86% of the core archive categories. The
compliance evaluation model completed a comprehensive assessment before
the system went live, with a system conformity of 92.4% (project test results),
far exceeding the set threshold of 0.85.

6.3 Information and Communication Technology Applications

6.3.1 Communication infrastructure deployment
In order to support the efficient operation of the power archive information
platform, the project adopts a hierarchical deployment strategy at the com-
munication infrastructure level, covering three levels: plant/station, regional,
and central. Through technologies such as industrial Ethernet, 5G private
networks, and edge computing nodes, the project achieves communication
objectives of low latency, high stability, and efficient data transmission. The
specific technical solutions and their deployment effects are shown in Table 3.

As shown in Table 3, through hierarchical deployment and technical
adaptation, the project has achieved excellent performance in terms of
communication link stability, bandwidth utilization, and data processing effi-
ciency, laying a solid communication foundation for the efficient operation of
the electric power archive information platform.

6.3.2 Business system communication integration
The project has established data channels with 12 core business systems,
including SCADA, ERP, and PMS, using the OPC UA protocol for structured
data synchronization and FTP/SFTP for archiving unstructured data. The
success rate of communication interface calls remains stable above 99.5%,
and the latency for cross-system data exchange is kept within 180 ms (project
test results).
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Table 3 Communication infrastructure technical solutions and deployment effects

Communication Technical Deployment Communication Implementation

Hierarchy Proposal Scope Indicators Effect

Plant and
substation level

Industrial
Ethernet (IEC
61850-3) 5G
Private Network
(MQTT-SN)

326 plants
and stations

Latency ≤50
packet rate
≤0.1%

Communication
link stability
reaches 99.8%
(project test results)

Regional level 5G Private
Network
(Standalone)
Edge Computing
Node

19 cities Delay ≤100 ms,
bandwidth
≥100 Mbps

Edge node data
processing
efficiency increased
by 40% (project
test result)

Central level Hybrid Cloud
Platform (Huawei
Cloud Energy
Industry Solution)

Guangzhou
Center

Latency
≤30 ms,
availability
≥99.5%

Real-time
synchronization of
provincial archive
data

6.4 Implementation Effect and Performance Evaluation

6.4.1 Comparison of performance evaluation indicators
The data in Table 4 show that, after the platform was implemented, there were
significant improvements in key indicators such as digitization rate, system
availability, and real-time data acquisition success rate, indicating that the
“five-layer, three-guarantee” architecture design and phased implementation
path are highly effective in enhancing the efficiency and quality of power
archives management.

6.4.2 Effectiveness of information and communication
technology application

The quantitative results in Table 5 fully demonstrate the important role
of information and communication technology in the digital platform for
power archives. Through technological empowerment, the platform has made
significant breakthroughs in data transmission efficiency, archive correlation
rate, and query efficiency, further validating the feasibility and effectiveness
of the technological approach.

6.5 Implementation Challenges and Solutions

During the implementation process in the Guangdong power grid, the project
did not progress without obstacles. The main difficulties were concentrated
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Table 5 Application scenarios and quantitative effects of information and communication
technology
Technology Application Benefit Quantitative
Application Scenario Analysis Indicators

5G Private
Network Edge
Computing

Real-time archiving of
records in remote
areas

Reduce data
transmission bandwidth
consumption and
improve archiving
efficiency

Bandwidth consumption
reduced by 35%,
archiving efficiency
increased by 45%
(project test results)

Blockchain
notarization

Power Engineering
Archive Certification

Ensure the authenticity
and integrity of
archives, and support
cross-department/cross-
regional verification

Evidence storage
throughput: 3000
transactions per second,
evidence storage
success rate: 99.95%
(project test results)

AI Intelligent
Indexing

Automatic
Classification and
Indexing of Archives

Reduce manual
processing time and
improve classification
accuracy

Classification accuracy
is 94.2%, an
improvement of 21.7%
over traditional methods
(project test results)

Digital Twin Power Grid
Equipment Archive
Association
Management

Achieve bidirectional
association between
equipment and records,
supporting full lifecycle
management

The equipment file
association rate is 100%,
and query efficiency has
improved by 65%
(project test results)

in four areas: system integration, process transformation, data governance,
and user adoption. The legacy business systems had closed interfaces and
inconsistent formats, making standardized integration challenging. There-
fore, a transitional data collection approach combining an “intermediate
database + web scraping” was adopted, while simultaneously developing a
system upgrade roadmap, prioritizing the standardized transformation of key
systems. The shift to electronic single-set archiving changed existing work
patterns and encountered some resistance. This was addressed through a
“policy-first, pilot-driven” approach: first, improve the archival management
system, and then run pilot programs in units with better foundations, using
successful experiences to promote full implementation. After the digitiza-
tion of historical archives, metadata was found to be significantly lacking,
and the data governance task was heavy. A special improvement plan was
thus established, employing AI supplementation and manual verification
in batches, while integrating data quality into departmental performance
assessments. Some veteran employees were apprehensive about the new



Research on the Architecture and Implementation of Power 287

system; to improve their experience and acceptance, simplified interfaces
were developed, one-on-one support training was conducted, and an online
Q&A community was built, thereby ensuring the smooth promotion of the
system.

7 Conclusion

This study addresses the challenges faced by power archive management in
the process of digital transformation and proposes an archive information-
ization platform architecture and implementation path centered on standard
collaboration. First, at the standard system level, by establishing a two-
level system of “core standards + local expansion” and a collaborative
framework, the conflicts and complementarities between IEC international
standards and domestic local norms have been effectively resolved, laying the
foundation for the interoperability and compliance of the platform. Second,
at the architecture design level, the “five-layer, three-guarantee” layered
decoupling model realizes the separation of business, data, and technology,
giving the platform the flexibility and scalability to cope with future changes.
Third, at the key technology application level, the introduction of blockchain,
artificial intelligence, and digital twin technologies has respectively solved
the three core requirements of trustworthy archiving, intelligent processing,
and dynamic association, significantly improving the efficiency and value of
archive management. Fourth, at the implementation management level, the
phased implementation path and three-dimensional performance evaluation
system provide scientific process management and effect measurement tools
for the implementation of the platform. The case study of Guangdong Power
Grid demonstrates that this solution can effectively increase the digitalization
rate of archives, cross-system integration efficiency, and business support
capabilities.

The theoretical contribution of this study lies in proposing a top-level
design methodology for power archive informatization that integrates stan-
dard collaboration and hierarchical architecture. The practical value lies in
providing power enterprises with a set of feasible and assessable techni-
cal solutions and implementation guidelines. Future research can further
explore the deep mining of archive knowledge based on large models,
as well as how to further improve the standard collaboration and secu-
rity control mechanisms in cross-enterprise and cross-industry data sharing
scenarios.
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