
Cybersecurity Business Models
for IoT-Mobile Device Management Services

in Futures Digital Hospitals

Julius Francis Gomes1, Marika Iivari1, Petri Ahokangas1,
Lauri Isotalo2 and Riikka Niemelä3
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Abstract

Hospitals as critical infrastructures has been historically dependent on various
types of devices and equipment that are being revolutionized with digitalized
solutions. The digitalization of conventional healthcare equipment is added
with the new inclusion of numerous new devices for data collection, analysis,
communication, and so on. All in all, the futures digital hospitals in 5G will
be exponentially more data-dependent and digital-intensive. For that, this
paper looks to theorize how the security scenario in a futures digital hospital
would look like, and what relevant business possibilities could emerge for
cybersecurity providers in the healthcare context. In this paper, we open up
discussions on business possibilities relevant to Internet of Things-mobile
device management for critical infrastructures such as future digital hospital.
We apply business models as a conceptual lens to analyze how cybersecu-
rity business could evolve for 5G enabled IoT-Mobile device management
providers as a cybersecurity vendor.
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1 Introduction

The healthcare sector has progressed significantly since the introduction of
Internet and proliferation of network technologies [1]. Among many issues,
the use of data, availability of data, data mass, and access control of data
in healthcare remain are critical for keeping healthcare services trustworthy
and secure for the end users, both hospital staff and the patients. Disruptions
in healthcare services would have severe effects on people’s lives. However,
as hospital managers and professionals need to design their data-dependent
and digital-intensive networks in a manner, which is highly secure, they also
should provide the basis for uninterrupted service for business sustainability.
Security is often observed as a tradeoff between risk and business gains [2].
Investing in security is important in order to secure business-critical systems
and data for meeting business goals and eventually for creating competitive
advantage [3, 4].

Innovative technologies have the power to disrupt industries and prompt
business transformation [5]. The coming of fifth generation (5G) of telecom-
munications networks is seen to result in this kind of disruption. As we are
gradually moving towards 5G, it is worthwhile to theorize how the security
scenario in a futures digital hospital would look like, and what relevant
business possibilities could emerge from cybersecurity in the healthcare
context. From this perspective, in this paper, we open up discussions on
business possibilities relevant to Internet of Things mobile device manage-
ment for critical infrastructures such as future digital hospital. We apply busi-
ness models as a conceptual lens to analyze how cybersecurity business could
evolve for 5G enabled IoT device management providers as a cybersecurity
vendor.

A futures digital hospital facility is envisioned to consist tech-aided
advanced critical medical devices, intelligent information systems, digital
communication tools, hundreds of handheld mobile devices (smartphones,
tablets), wireless clinical wearables, in addition to thousands of smart IoT
nodes [6, 7]. These devices should be fully integrated to improve staff pro-
ductivity, hospital functions, patient safety and privacy, and, overall improve
patient experience through secure and reliable healthcare services. However,
inclusion of these various kinds of digital devices to the hospital context make
the overall device network quite complex and heterogeneous [7]. Thus, from a
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critical infrastructures view point, to manage, configure, update and secure the
immense fleet of digital devices besides all the high-tech medical equipment,
the futures digital hospital will need to redefine device management policy
and services [3].

Mobile device management (MDM) systems are usually referred to “sup-
port centralized control of an entire fleet of mobile devices (smartphones
and tablets) and mobile applications by applying and ensuring pre-defined
configuration settings” [8, 9]. In the scope of this paper, we broadly use the
term IoT-MDM to refer to a device management system that is capable of
managing, configuring and updating both handheld mobile devices and IoT
devices in combination in a centralized manner. We will briefly open up the
concept of MDM and IoT-MDM.

The purpose of this study is to identify business potential for IoT-MDM
service providers as cybersecurity vendor in the context of the future digital
hospital. In doing so, we apply the concept of business model in order to make
sense of a ICT-oriented business environment [10]. Among various available
conceptualizations, business model is considered as a boundary-spanning unit
of analysis that explain the underlying business logic and the value creation
and value capturing logic of an organization [11–15].

2 IoT Device Management and Mobile Device Management

Traditionally, device management has been associated with management
and configuration of handheld mobile devices [16], thus, mobile device
management (MDM). Gartner [17] perceives MDM software to be a policy
tool to configure and manage mobile handheld devices. They also mark that
MDM services need to ensure security in reference to connectivity and content
that is being transmitted.Along with surge of smart mobile devices, the Internet
of Things (IoT) is growing large during the last few years and promises to
flood the market with billions of devices in the coming years too [18]. Zhang
et al. [19] states scalability, transparency and reliability as important issues
that differentiates IoT from the conventional Internet. To that end, there are
several IoT platforms available currently in the market for managing, updating
and configuring IoT nodes, e.g. IBM Bluemix, Cumulocity, ARM mbed OS,
etc. [20]. However, the transition raises the question about the differences and
similarities between MDM and IoT device management as approaches.

Takalo [16] marks MDM and IoT device management to be quite close
on a conceptual level: both need solution for automated management of large
device fleets consisting different form factors, device models, and operating
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system. Additionally, such systems conceptually needs to support various
communication channels like: WiFi, cellular network and Ethernet. However,
on practical level, MDM is more strictly controlled by operating systems and
device vendors. IoT device management, on the other hand, is characterized
by multiple operating systems, multiple hardware platform variations, non-
complete standards, multiple communication methods and protocols. This
agile approach allows the coexistence of various types of devices and nodes
in the same environment. Recently, services are appearing where MDM and
IoT device management are brought together under the same platform, which
in a way reduces the complexity in device management and also improves the
overall security of the system.

While we are still in early phase of mass IoT deployment and 5G
deployment is approaching, it is important to revisit some of the key security
threats that has been identified in recent literature relevant mainly to IoT.
Zhang et al. [19, 21] identified privacy preservation as a critical issue for
information security in IoT ecosystems. They further state that conventional
naming, identification and authentication policies need to be improved and
rather needs approaching differently. Farooq et al. [22] look at the four layer
generic IoT architecture consisting perception layer, network layer, middle-
ware layer & application layer. Additionally, they offer a list of security
challenges for each layer. Some of the key challenges are: unauthorized
access, tag cloning, eavesdropping, spoofing, RF jamming, sinkhole attack,
sleep deprivation attack, denial of service attack, malicious code injection,
man-in-the-middle attack, spear-phishing attack, sniffing attack. Backman
et al. [23] state, a comprehensive security solution needs to address endpoint
security, management and monitoring security, and secure data distribution
and storage.

Ortbach et al. [9] enumerate the drivers for adoption of MDM in
organization through a quantitative analysis, reflecting three broad drivers:
organization, environment, and technology. From organizational perspective,
the company size, mobile IT usage, employee innovativeness with IT and
BYOD (bring your own device) culture were identified as important drivers.
From environmental viewpoint, regulations and other business partner influ-
ence are significant drivers for MDM adoption. Finally, from technology point
of view, perceived security benefits and perceived cost of the service seems
to affect the managerial attitude towards MDM adoption.

MDM systems are today a very common tool to manage users’ devices.
With MDM, all mobile device types, tablets and PCs with typical operating
systems can be controlled centrally [9]. It is often thought that MDM can
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manage only mobile phones, but actually the MDM framework includes also
users’ identities and profiles. This makes MDM a viable tool for organizations
to manage their employees identities, user profiles, all devices, all applications
and security controls under same system.

From an emerging technology perspective, SDN (software-defined net-
work)/NFV (network functions virtualization) based 5G Slicing will challenge
some of the traditional MDM features [24]. Especially end-to-end security
from device to IT cloud is difficult to realize with MDM. Of course, it is
possible to force the use of VPN in mobile device with MDM, but many
aspects of communications security will be still unsolved. Thus, 5G slicing
provides new tools to control and manage the end-to-end communications
flow with network functions (VNFs). In the advent of IoT, this is particularly
important since the billions of IoT devices of the 2020s will have only a
minimal processing power and memory compared to the smart phones of
today. These IoT devices may connect to network only once a month and
communicate only with network edge cloud servers. Therefore, managing
these new IoT devices cannot be done with conventional MDM systems of
today.

Fortunately, many features of MDM can be provided by dedicated 5G
slices and their VNFs. If e.g. a IoT device does not have the latest anti-virus
updates, the network slice may still provide the isolation and security controls
so that the IoT device can send the metering data. Moreover, if the IP flow from
the IoT device includes other than actual metering data, eg. due to malware
in IoT device, this IP flow can be analyzed and filtered by slice specific VNFs
before passing it to IoT could.

As a summary, it can be argued that SDN/NFV based 5G Slicing will
provide new tools for security management, and, when combined with IoT-
MDM system functionalities, together these can deliver a better device
management framework for different kinds of user devices of the 2020s.

3 Futures Digital Hospital

Hospital organizations are considered as critical infrastructure (CI) to nation
states [3, 25]. As a critical infrastructure, hospital organizations are prone
to security threats that can affect health policies, public health, healthcare
services, surgical procedures, electronic patient records, patient privacy,
doctor-patient communication, etc. Lehto and Ahokangas [3] notes, new
technology (e.g. next generation mobile networks, smart data storage, IoT)
adoption of CIs increases the cybersecurity touchpoints and hence making the
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CIs more vulnerable. Broadly, from cybersecurity perspective, the hospital
organizations in future will be vulnerable from management perspective (e.g.
organizing healthcare services, managing huge amount of patient data, clin-
ical data, medication data, communication between health professional and
patients etc.), healthcare service delivery perspective (e.g. in an unwelcoming
case of denial of service attacks in hospital context: like wannacry), network
perspective (e.g. security of the overall hospital network), and last but not the
least from an individual privacy perspective (e.g. individual patient records,
healthcare professional logs, etc.).

A futures digital hospital will consist various advanced technologies,
such as critical medical devices, intelligent information systems and digital
communication tools, which are fully integrated to improve staff productivity,
hospital operations, patient safety, and the overall patient experience. Among
them, many will be wireless mobile devices, wireless wearables and thousands
of smart IoT devices for various kinds of measurements [6].

Innovations help transform healthcare in forms of advanced telecommu-
nications techonology, new drugs and treatments like biological sensor pills
or implants, new medical devices, social media interation, etc. [1, 6, 7]. In
future, hospitals and surgical tools will be revolutionized with intelligence
and connectivity i.e. providing more assistive functions by sensors, pro-
cessors, data collection, software algorithms and interfaces which are, for
example, embedded in the tools that will support surgeon’s decision-making
in action [6]. Robotic-assisted Surgery (RAS) can be considered as a good
example of such transformation. The rapid adoption of Minimally Invasive
Surgery (MIS) and today’s information revolution not only improves the
surgical outcomes and patient’s life but also changes the patient-physician
relationship.

‘Smart’ i.e. IoT-based technologies are going to intellectualize medical
devices and service systems into Smart Hospitals. Smart hospitals extrapolate
from totally digitalized and automated data collection, tracking and delivery
between systems, devices, patients, and health professionals and organization
[26]. In future, it is also envisioned that virtual hospitals and personalized
medication will become part of patient care. Patients will be able to visit virtual
hospitals or e-clinincs for clinical purposes without the presence of health
professionals, but procedures and communication are managed via remote
management and telemedicine solutions [27].

Other features that futures digital hospitals will include: use of different
AR (augmented reality) and VR (virtual reality) applications for health-
care related purposes. While VR applications are quickly evolving in the
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gaming industry, some applications are deemed suitable in hospital envi-
ronment too. Patients can be introduced to hospital environment through
VR solutions, which can reduce patient stress prior to surgical procedures
[28]. Another application of VR in healthcare has been identified as reha-
bilitation support for temporary physical disabilities and mental trauma.
Further, AR solutions can help patients navigate within a large hospital
complex.

4 Business Model Approaches

The term, Business model, has had its root in information systems (IS) and
information communication technology (ICT) since the late 1970s originating
from business informatics. However, it came into management and strategic
management literature as a research interest from the mid-1990s [29, 30].
Although business model had its roots in IS and ICT, the amount of research
work on cyber security as a context is still quite negligible harnessing the
potential of business model concept.

The concept of business models lies at the intersection of entrepreneurship
and strategy, it can be observed as a bridge between abstract strategies and
the practical implementation of strategic decisions and actions amidst the
uncertainties of the modern business context [11–14, 31]. For instance, Zott
and Amit [15] conceptualize business model as a ‘boundary-spanning’ set of
activities aimed at creating and appropriating value. Morris et al. [32] viewed
the concept of the business model as a set of decisions related to the venture
strategy, architecture, and economics of firm (value creation and capture) that
need addressing to create sustainable competitive advantage in the chosen
markets and specific contexts.

As a boundary-spanning unit of analysis, business models [33], connects
an organization with its business environment, other organizations, customers,
individuals and society as well; with the overall ecosystem at large [34, 35].
Trying to bridge business models and cyber security under current context,
there are two core issues. First, as almost all of the entities operating within
the digital sphere face multifaceted cyber threats, how can business model
approach help organizations to respond to such situations? Second, how can
business model approach help to identify opportunities and monetize security
in future 5G? In the next two sub-chapters, we present two business model
approaches that are suitable for ICT contexts, and, can help find answers to
the above mentioned questions.
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4.1 The 4C ICT Business Model Archetypes

As the mobile telecommunications industry advanced, so did business model
related discussions in the literature about extending organizational boundaries
through vertical and horizontal integration in industries [36]. Around this,
Wirtz et al. [10] offered four mutually exclusive business models classifying
Internet based business models to be precise. According to Wirtz et al. [10],
these business models present in Web 2.0 are related to connection, content,
context, and commerce. Building further, Yrjölä et al. [37] interpreted these
business models as chronological layers, where “lower” layer business models
are pre-requisites for the “higher” layer business models to exist.

The first layer is concerned with connection-related business model where
a stakeholder provides connection services [38]. Connection- related business
models are relevant to connectivity for all sorts of devices and nodes through
various communication channels, e.g. PCs, smartphones, tablets, IoT devices,
etc. The second layer is the business model focusing on monetizing content.
At the content layer, all sorts of online content services (e.g. mobile video
streaming) are classified (i.e. relevant, up-to-date and interesting) and are
accessible conveniently for the end user. The content might be peer-to-
peer/user-oriented contents (i.e. exchange of personal content), and web
browsing content (audio, video, text etc.).

The third, context, layer concerns the ability to create and monetize user,
content, equipment/user device and system profiles and turn (big) data into
meaningful information and knowledge through systemic virtual contextual-
ization. The fourth layer concerns commerce, the ability to monetize any or all

Figure 1 The layered 4C ICT business models archetypes [Adapted from 35, 37, 38].
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of the connection, content, or context specific resources, actors or activities
related to the ongoing communications. At this layer, we identify business,
consumer and public/government types of communications [39]. Thus, B2B
(business-to-business), B2C and B2G communications as well as C2B, C2C
and C2G or G2B, G2C and G2G communications may be monetized at this
layer.

4.2 Mixed-Source Business Model Approach

Casdesus-Masanell and Llanes’s [40] offers different software business mod-
els based on the openness of core software and extension software offering.
According to the mixed source software business model approach, services
can be: open source (open core- open extension), open core (open core- closed
extension), open extensions (closed core- open extension) and proprietary
(closed core- closed extension). Although this model was offered specifically
suiting the software industry, we argue that similar approach can be useful in
other ICT contexts to scale up value offering by adjusting cooperation and
industrial partnering model.

Depending on individual organization’s choice of mixed source options,
it should eventually translate the value creation and value capture logic of
the firm. Casadesus-Masanell & Llanes [40] argues that purely proprietary
models results in higher captured value for organizations but lessens the
scope of value creation for users. In contrast, purely open source models
can deliver the maximum value to customers but reduce captured value. The
key for organizations is to locate the best mix of openness-closeness for
an optimum level of value capture and creation. From the business model
elements collection, the mixed source approach explain key partners, key
activities, key resources and technologies used. From a strategic perspective,

Figure 2 Mixed source business model approach [Adapted form 40].
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this approach to business modeling helps an organization to find a way to scale
up or down its business activities.

5 Methodology

This study concerns business possibilities of IoT and mobile device manage-
ment in the context of futures digital hospital. Since future is elusive and the
speed of technology advancements has been rapid during recent decades, we
consider the most suitable method for conducting this research to be through
qualitative approach. Qualitative methods helps with flexibility and sensitivity
to the context that is less explored, and it can facilitate understanding of how
things work in a particularly complex setting [41]. We adopt a single qualitative
case study approach for this research to explain underlying business potential
of a scantly explored industrial context within the existing literature [42].

Table 1 summarizes the data used for this research. The empirical data
used for this study was collected through two streams. First, in order to
build the conceptual case of future digital hospitals, five interviews were
conducted with pediatric surgery specialists, a nurse, and a general physician
from two hospital districts in Finland. These semi-structured interviews were
organized between April and May 2016. These interviews also focused on
understanding the journey path in a pediatrics surgery case to clarify suitability
of digitalization in the future. However, in the scope of this paper, we do not
discuss the patient journey pediatrics surgery in detail. Second, we explored the
cybersecurity and business perspectives in two workshops that were organized
with telecommunications and cybersecurity experts from the industry. One
of the workshops were organized in November 2016. The other workshop
took place in August 2017. While the futures digital hospital context from a
security perspective relates more towards hospital management and network
functionality, the IoT devices and mobile devices perspective is closer to end
user security needs. This paper focuses on the cyber security related business
opportunities through IoT-MDM systems/services that broadly covers the
above mentioned domains. Findings and analysis from the interviews and
workshops are presented next.

6 Discussion

In this section, we present our analysis in four steps. First, we briefly discuss
the relevance of Internet business models (4C) [10] to the context of the
study, addressing how this approach can help cybersecurity providers identify
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Table 1 Summary of data used for this research

Data Collection Method Specialty Viewpoints Focus

Interview 1 Pediatric Surgery Administration,
teaching, hospital
development,
technology and
innovations

Pediatric surgery
patient journey,
concept
development of
futures digital
hospital,
digitalization in
healthcare.

Interview 2 Anesthesia nurse New hospital
development,
hospital ICT
inclusion

Same as above

Interview 3 General practice Secondary-primary
healthcare, care
process design

Same as above

Interview 4 Pediatric Surgery General surgery Same as above

Interview 5 Pediatric Surgery Specializing, own
research

Same as above

Workshop 1 Network
specialists,
operator service
provider,
cybersecurity
expert

Business
opportunity
creation, new
market exploration,
security aspects

Digitalization in
healthcare,
security business
opportunities in
health domain,
business
modeling.

Workshop 2 Operator service
provider,
cybersecurity
expert

Business
opportunity
creation, new
market exploration,
security aspects

Digitalization in
healthcare,
security business
opportunities in
health domain,
business
modeling.

business opportunities in IoT-MDM. Second, we present a 4-quadrant matrix
reflecting four different 5G security-provisioning scenarios, which are also
relevant to IoT-MDM. Then, we connect each scenario back to business
models by applying a mixed-source business model approach [40] and identify
different possible business models for each kind of cybersecurity provider.
Finally, we connect the overall discussion back to the case of future digital
hospital.
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6.1 The 4C ICT Business Model Archetypes as an Analytical Tool
for Cybersecurity Vendors

The 4C business model archetypes helps decoding the boundaries between
multiple business models operating either in the same verticals of the ecosys-
tem or in the same horizontals. These archetypes can provide with a basis
to classify and analyze business models of suppliers, competitors, and, at the
same time, business models of customers. For this case, the 4C business model
archetypes are mostly relevant for cybersecurity providers and IoT-MDM
system/service providers as a tool to analyze customer business models and
identify customer needs, the hospital management style. These customer needs
can eventually be turned around as business opportunities. While IoT-MDM
systems and services are not only concerned about cybersecurity, there is
room for service providers to customize and tailor services based on customer
needs. These service providers either can target customers from one layer
(connection/content/context/commerce) across multiple industries, or, they
can also target a specific industry (e.g. healthcare) create customized services
for all the layers in that industry.

6.2 Generic Cybersecurity Provisioning and Alternative
Scenarios

To make sense of the overall cybersecurity provisioning for future 5G, we
created the 4-quadrant matrix (Figure 3) by identifying major security drivers
for new business creation in future 5G. These scenarios were created in
workshops with telecommunication & cybersecurity experts from the industry.
While these service provisioning scenarios are relevant to overall 5G, they are
also significantly related to the case of IoT-MDM system/services.

As a result, we find four major drivers of security, which potentially will
come with new business opportunities in the 5G era. Device driven security
comprises distributed and D2D security techniques. Platform driven security
will focus on centralized and D2D security techniques. Whereas, network
infrastructure driven security should focus on centralized and infrastructure
security methods. Lastly, location driven security should harness distributed
and infrastructure security techniques.

In a quest to identify potential business entities operating in each of the
quadrants relevant to device management, we recognize a ‘secure device
manufacturer/provider’ focuses on device-driven security. Currently, multiple
device manufacturers are developing devices where security features are
built-in, regardless of which network or websites the users are accessing.
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Figure 3 Scenarios for 5G cybersecurity provisioning [Adapted from 35].

This built-in security can be offered to multiple kinds of devices including
smartphones, tablets, pcs, wearables, and even to IoT devices with com-
munication and computation capability. These secure devices are built in
a way that it will control access to potentially harmful networks, websites,
and content; even without any commercially available security applications
installed. However, when a customer enterprise (e.g. the future digital hospital)
is buying a fleet of hundreds of such secure devices, the question raises how
to manage and configure all these devices from time-to-time. In such a case,
even the secure devices will need IoT-MDM services for proper management
and seamless upgrading when needed.

For the platform-driven security, we observe a ‘traditional IoT-MDM
system provider’ can be a good example. In many cases, IoT-MDM system
providers are selling there device management systems to enterprises directly.
And, in other cases, they are selling the service through MNO’s bundled with
connectivity and/or infrastructure. While as network infrastructure-driven
security, a ‘mobile network operator/carrier’ or a ‘network infrastructure
vendor’ can build own IoT-MDM system to offer their clients as well. And,
finally, a location-specific micro operator can offer location-driven security.
Micro operators offer mobile connectivity combined with specific, local
services. The operation of a micro operator is spatially confined to either
its premises or to a defined area of operation. As a part of the location-specific
services, these micro operators can also offer IoT-MDM services for the users
through outsourcing.



120 J. F. Gomes et al.

6.3 Mixed-Source Business Model Options for Cybersecurity
Vendors

Further, we attempt to connect the aforementioned classification and examples
of different players offering IoT-MDM services with the mixed source business
model approach. Table 2 summarizes our understanding on how each kind of
cybersecurity provider can open and mix the core value creation logic for end
users. As mentioned previously, the mixed-source business model options
are: open source (open core, open extensions), open core (open core, closed
extensions), open extensions (closed core, open extensions), and proprietary
(closed core, closed extensions). In relation to these mixed-source options,
we analyze the plausible options for each of the four distinct cybersecurity
providers in the context of this study.

From a secure device manufacturer perspective, device business can
be considered as the core operation whereas IoT-MDM services would be
extended solution. A secure device manufacturer/provider can have either a
proprietary model or an open extensions model. In the proprietary model, the

Table 2 Viable mixed-source business model options for IoT-MDM service providers

Cybersecurity
Provider

Core
Business

Viable Mixed-Source Business
Model Options

Secure device
manufac-
turer/provider

Secure
devices

Proprietary (own device, own
IoT-MDM platform), Open
extensions (own device, outsourced
IoT-MDM service).

Micro operator Location
specific
network
access

Open source (Users device/
outsourced device, outsourced
IoT-MDM service)

Traditional
IoT-MDM
system provider

IoT-MDM
systems

Direct open extensions (IoT-MDM
systems directly provided to end user
enterprise), Indirect open extensions
(IoT-MDM service provided through
MNOs being outsourced)

MNOs, NIVs Connectivity,
Network
infrastructure

Proprietary (own network
infrastructure and connectivity, own
IoT-MDM system), Open extensions
(own network infrastructures and
connectivity, outsourced IoT-MDM
services)
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secure device manufacturer will offer their own devices alongwith their own
IoT-MDM system/service. This is a viable case in a sense that customers who
are purchasing the fleet of secure devices might prefer the IoT-MDM service
from the same vendor, which is ideally less risk prone. Generally, when a
customer organization buys a fleet of secure devices, they would expect the
device management functions to be offered by the same service provider since
integration of multiple systems/interfaces might increase vulnerability and
reduce the customer’s confidence on the system. However, in practice, not all
secure device manufacturer will specialize in automated device management
solutions, and new R&D expenses to develop the IoT-MDM systems could
result to be financially unfeasible. So, the second option for a secure device
manufacturer is to have an open extensions model, where they will still offer
the secure devices but outsource the IoT-MDM services to other vendors.

A micro operator’s core business relates to location specific network,
while they are offering additional location specific services as extensions.
Ideally, a micro operator’s business model in this case can be considered to
be open source. At one hand micro operators are dependent on appropriate
available spectrum resources on carriers and NIVs, and on the other hand,
outsourcing the IoT-MDM services to other vendors seems more economically
feasible than building own system. In contrast, a traditional IoT-MDM system/
service provider can have either a direct-open extensions business model or an
indirect-open extensions business model. Unlike the other three archetypes in
this discussion, IoT-MDM system/services are the core business for this kind
of actor, as device and network related issues can be considered as extensions.
An IoT-MDM system/service provider is characteristically dependent on
connectivity providers, i.e. MNOs, NIVs. In a direct-open extensions business
model, while they are selling the IoT-MDM service directly to the end users,
they are using the operator connectivity, but delivering their core value directly.
Alternatively, in an indirect-open extensions business model, these IoT-MDM
vendors can sell the services through MNOs/NIVs/device vendors to the
end users.

Finally, a mobile network operator can either have an open extensions
business model, or less likely a proprietary business model for IoT-MDM
services. In an open extensions business model, operators will offer own
connectivity to end users while outsourcing the IoT-MDM service to vendors.
In very few cases though, operators might have their own IoT-MDM system
on offering and thus they can sell both connectivity and IoT-MDM service as
a proprietary bundle.
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6.4 Summary

Looking back at the case of futures digital hospital, it is deemed to comprise
various advanced technology-aided devices, let it be for clinical purposes
or communications purpose that support healthcare. With the presence of
devices like smartphones, tablets, wearables, connected TVs, VR touchpoints,
AR touchpoints, robotic assistance for surgeries, thousands of smart IoT
devices, makes the overall device network of the digital hospital complex
and need automated centralized management. This centralized management of
numerous IoT and mobile devices can be delivered through IoT-MDM system/
services. Using the IoT-MDM system/service, the hospital organization can
configure, secure, and time-to-time update their device network.

While procuring IoT-MDM services, the above analysis shows that futures
digital hospitals can source it either directly from IoT-MDM service providers
or through MNOs. Alternatively, if a digital hospital also plays the role of a
micro operator, besides offering other location-specific services, the micro
operator can also offer device management services by sourcing it from
other vendors. In other cases, the future digital hospital can procure fleet
of secure devices for the hospital from whom they can also source the device
management service as a bundle. From the 4C business models perspective,
the hospital organization seems to be a single organizational entity where
different activities can be categorized in the 4C layers. Cybersecurity providers
can specify and address such issues to highlight and customize their service
offering for the future digital hospital.

7 Conclusions

In this article, we have looked at the futures digital hospital context from
a device management perspective, and attempted to portray business model
options based on how to create and capture economic value from cyberse-
curity business. Though in this research, we adopt a high-level stance on
cybersecurity from a technical perspective, the overall discussions on business
potential are relevant to issues like information security, communication
security, storage security, security at vulnerable touchpoints in hospital context
(end user interface layer, IoT nodes, system layer, network layer).

Futures digital hospitals will be vulnerable to cybersecurity threats because
of its data-dependency and digital-intensive device network. Thus, the busi-
ness opportunity for cybersecurity providers in this case can be considered as
the need for automated and centralized IoT-MDM service. To that end, this
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paper presents four distinct players who can provide such service to a critical
infrastructure like a digital hospital. The mixed-source business model options
further open up multiple alternatives that each type of vendor can consider
while tailoring services for the future digital hospital [40]. This paper also
connects the 4C ICT business model archetypes to cybersecurity business
context which can be used as an analytical tool to identify customer needs and
scope for value creation [10].

Academically, this work contributes by filling up the void in discussing
business models for cybersecurity as an industry. In addition, in the existing
literature the hospital context has also been less discussed from a cybersecurity
business perspective. From an industrial point of view, the business model
options discussed in this research are timely and relevant to the market context
and need. As mentioned, the mixed source business model options show how
cybersecurity providers can extend their offering for different kinds of need
for the hospital context based on their core businesses. This study can prove
to be helpful for cybersecurity business entities and at the same time hospital
managers. The scope of this paper explains business potential of cybersecurity
vendors to an emerging industry from a higher level. In this paper, authors do
not attempt to analyze the technical aspect of cyber security provisioning in
healthcare context, however that is a forthcoming research possibility of this
study. Also, since this research is based on a conceptual phenomenon, thus its
empirical validation, both qualitatively and quantitatively is still yet to come,
which can be considered as a limitation of the study.

All in all, we consider that applying a business perspective to IoT-MDM
systems can solve many challenges of a modern mobile IT environment, not
only in healthcare but also in other kinds of critical infrastructures [25]. These
IoT-MDM systems can be provided by various kind of vendors through a
balanced and timely business model.
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