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Abstract

This paper describes the business impact of two international standards for
information security management: ISO/IEC 27001 and ISO/IEC 27002. Six
company cases show that companies had different reasons for wanting to
implement these standards, but that they achieved most of their objectives.
Benefits include improved service quality, higher customer satisfaction, and
in some cases, new business opportunities. A number of common success
factors ensure the objectives can be achieved, and financial and non-financial
benefits can indeed be obtained. The lessons learnt from these cases can help
other companies to also reap such benefits.
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1 Introduction

1.1 Background

In today’s digital age, information has become one of the most important
assets of organizations and society as a whole. Information such as credit
card details, medical records, and strategic business plans is increasingly
processed and stored electronically and transmitted across the Internet. Prop-
erly protecting information is vital for competitive, legal and reputational
reasons. Governments and businesses face considerable risks if information
is not available, not reliable or unintentionally disclosed. ‘Wikileaks’ demon-
strated that this has a major impact on individuals, organizations and soci-
ety. Information security management deals with these threats, by assess-
ing business impact, analysing vulnerabilities and applying suitable controls
to achieve a balance between security, costs, usability and other business
requirements.

1.2 Standards for Information Security Management

Systematic information security management needs accepted and reliable
approaches. These have been developed and are laid down in standards. Dif-
ferent standards are available, but the most common and generally accepted
framework by information security professionals is the standard ISO/IEC
27001 [1, 2] which is part of the ISO/IEC 27000-series of standards for
information security management systems. These standards are published
jointly by the International Organization for Standardization (ISO) and the
International Electrotechnical Commission (IEC). They are intended to assist
organizations of all types and sizes to implement and operate an information
security management system (ISMS). The series provides good practices on
information security management, risks and controls, and is similar in design
to management systems for quality, environmental and IT service management
(ISO 9000, ISO 14000 and ISO/IEC 20000 series respectively). ISO/IEC
27001 [2] specifies the requirements for establishing, implementing, oper-
ating, monitoring, reviewing, maintaining and improving a formalized ISMS
within the context of the organization’s overall business risks. The directly
related standard ISO/IEC 27002 [3] provides a list of commonly accepted
control objectives and best practice controls to be used as implementation
guidance. These two standards originate from British Standard BS 7799,
published in 1995.
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At the end of 2010, at least 15,625 ISO/IEC 27001:2005 certificates had
been issued in 117 countries. Most certificates were issued in Japan, India and
the United Kingdom, with the highest growth in Japan, China and the Czech
Republic. Figure 1 shows the growth in number of certificates [4].
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Figure 1 Number of ISO/IEC 27001 certificates [4].

1.3 Lack of Research in this Domain

With the growing importance of information security for business and society,
an increased interest in this topic is found in academic literature [S]. Most
contributions can be found in the fields of computer science and economics. A
number of studies try to quantify the economic impact of information security,
and some deal with information security management systems. Few address
implementation [6] and impact [7, 8], and hardly any combine information
security, organizational performance and the use of standards for information
security management. In [9] a procedure is proposed to select the optimal
investment of the required security technology based on the quantified value
of an information system and capital investment appraisal techniques, whereas
[10] proposes a Balanced Scorecard approach.

1.4 Research Approach

Due to this lack of research, BSI British Standards and the Chair of Stan-
dardization of the Rotterdam School of Management, Erasmus University
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initiated a common research project on the business impact ISO/IEC 27001
and ISO/IEC 27002 on companies. It provides evidence of positive impacts,
and relates impacts to the way companies adopt these standards, so that other
organizations can learn to also reap the benefits.

A conceptual model was used to assess the financial and non-financial
impact for organizations [11]. The model includes the management and gover-
nance of the selection, implementation and use of the standard, and measuring
its impact. Management of the standard is defined as the decision-making ef-
forts associated with planning, organizing, controlling, and directing the selec-
tion, implementation and use of the standard in the organization. Governance
of a standard is defined as specifying the decision rights and accountability
framework to encourage desirable behavior in the selection, implementation
and use of the standard in the organization. Impact is measured according to
the Balanced Scorecard perspectives [12]. We use the Balanced Scorecard as
it is a well-established method to measure performance, taking into account
both tangibles and intangibles [13]. It includes the firm’s current operating
performance and its future performance drivers by measuring and tracking
business performance from four perspectives: financial, customer, internal /
business process, and learning & growth.

In-depth case study research was carried out at two companies in the UK
and four companies in the Netherlands (see Table 1). Interviews with staff
lasted between one and four hours.

All companies implemented relevant control objectives and best practice
controls as specified in ISO/IEC 27002.Two companies acquired company-
wide ISO/IEC 27001 certification, whereas four obtained certification for
specific departments.

2 Results

The case companies adopted the standards for internal and external reasons.
The most important internal ones were: 1) increasing the quality of services
offered, 2) reducing the costs of security operations through standardized
procedures and technical implementations to be applied in projects, and, 3) im-
proving the company’s risk profile. The most important external reasons were:
1) meeting customer requirements, 2) complying with legal requirements, and
3) improving brand and reputation.

ISO/IEC 27001/2 adoption resulted in a number of business benefits. Most
companies reached most of their initial objectives and two achieved all of their
objectives. One company accomplished only half of them. The primary cause
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was that it did not create standardized implementation (security) guidelines
for projects. Each new project had to start from scratch, negatively impacting
costs and throughput times.

In the following sections, we give a systematic overview of the impact on
the business performance using the Balanced Scorecard perspectives.

2.1 Financial Perspective

The standards brought financial benefits, although the companies could not
produce exact figures. Certain IT development costs increased (e.g., more
project risk assessments) whereas other costs decreased, as less rework was
required (e.g. no fixes due to lack of security). Operational losses fell but some
operational costs rose (e.g., more vulnerability checks).

The majority of costs were incurred during the implementation of ISO/IEC
27001 or 27002. These included consultancy and certification costs. During the
use phase, investments were made to guarantee secure information systems,
and to develop staff training and induction programs for information security
awareness. The standards resulted in better I'T systems, and for some case com-
panies, ISO/IEC 27001 certification resulted in new business opportunities and
thus a positive financial impact.

2.2 Customer Perspective

The standards led to increased customer satisfaction. ISO/IEC 27001/2 certi-
fication provides reassurance to customers that the company’s security status
meets internationally accepted criteria and demonstrates credibility and trust
that customer data is protected properly. Companies became more aware of
potential risks and the standard leads to better understanding and cooperation
between business-driven departments and the IT department. Of course, the
customers should not be bothered with security implementations of the ISMS
but in our cases they could see the difference: customer satisfaction on IT
delivery and support improved.

Although certification was not a prerequisite for corporate clients of the
telecommunication company (case 4), they responded positively to its ISO/IEC
27001 certificate. For two companies, certification was a prerequisite. One
provided white labeling services (case 1). The other required certification
because its competitors were already certified (case 2). One company (case 6)
reported that it had had no major security incidents since certification, which
contributed to customer confidence.
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2.3 Internal Perspective

All companies achieved better quality of IT services and a reduced risk level.
Authorization, IT asset management and change management improved.
ISO/IEC 27001/2 certification increased awareness of business continuity,
reduced the number of ad hoc activities, and led to a structural approach to
resolve incidents. In a number of cases, availability of information systems
increased. Little impact was found on time to market new services and time
to develop and support IT.

Generally, staff were mildly positive about the standards. They became
more aware of potential information security risks (threats and vulnerabilities).
IT staff, however, were less positive as they considered many control measures
to be bureaucratic, leading to an increase in workload. Staff opinions about the
complexity and attractiveness of the standards depended on how the standards
were implemented, ranging from a blindfold implementation of 133 control
measures (negative) to selecting those that addressed high business risks first
(positive). We also found that certification (enterprise-wide or at department
level) improved the overall quality of the services offered and the risk profile
of the company more than “just” being ISO/IEC 27001/2 compliant.

2.4 Learning & Growth Perspective

With relation to learning, a key advantage of the standards is that their broad
acceptance in the information security profession leads to a common under-
standing of controls and vocabulary. Proven methods are used and staff do not
need to reinvent the wheel. The standards can be considered as a framework for
quality improvement in general, such as release management, version control
and document management. Furthermore, the standards increase the level of
quality thinking and risk awareness. With relation to growth, scalability of the
IT infrastructure is easier because of the precautionary measures and these
measures reduced the number of ad hoc security measures.

In some cases, ISO/IEC 27001 certification was a prerequisite for main-
taining current business levels (cases 1, 2, 3 and 6), whereas for others it
resulted in opportunities for new business. The telecommunication company
(case 4) improved its competitive position through certification. For the most
mature company (case 5), ISO/IEC 27001 was seen as business enabler. New
jobs were created by developing new value-added secure service offerings.

Most of the case companies indicated positive effects during implemen-
tation and use due to familiarity with other quality management system stan-
dards, such as ISO 9001 and ISO 14001. Companies improved their market
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position by adopting an integrated set of such management system standards.
One of the information security managers explained: “Information security
and green IT actually co-exist beautifully. Computer virtualization is a good
example of this co-existence. It requires fewer resources as multiple computers
systems are put logically on one machine, and security can be met more easily.
Wherever you see a green policy, you see a security one that goes with it and
vice versa. Why? Both are common sense, it is the right thing to do!”

3 Analysis: Success Factors

Based on these case studies, we identified a number of success factors that
ensure that the objectives and business benefits of ISO/IEC 27001/2 initiatives
can be achieved.

3.1 Involvement of Business-Driven Departments

Probably the most important element of successful implementation is to ensure
that ISO/IEC 27001/2 implementation is a business- rather than an I'T-driven
activity. Information security requirements should be determined by business-
driven departments that can identify areas of weakness in risk assessments.
Subsequently, these departments should implement controls that really add
value, using a risk/benefit trade-off. Adequate governance and management
of the ISMS is a key requirement.

In one of the companies (case 6), ISO/IEC 27001 was IT-driven as the IT
director had initiated the project. At first, the steering committee met monthly.
It took a while for management team to realize that without them actually
proactively participating and filtering information down to their teams, the
project was doomed. In another company (case 5) which had worked with
ISO/IEC 27001 for many years, information security encompassed the entire
company and was incorporated in everything the company did.

3.2 Senior Management Commitment

A second key element is to ensure commitment and endorsement for ISO/IEC
27001/2 at senior management levels. Although bottom up approaches may
be successful to a certain extent, without the active support of senior manage-
ment such initiatives will result in suboptimal results at best. For example,
at the telecommunications company (case 4), the CFO initiated ISO/IEC
27001/2 adoption without top management endorsement. However, the chief
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information security officer ensured that full executive commitment was
achieved, and the Board of Directors approved ISO/IEC 27002 implemen-
tation enterprise-wide. Again, adequate governance during selection and im-
plementation determined the level of success.

3.3 Staff Involvement During Implementation

Another key element is to create awareness in all business-driven departments
and the IT department, at both management and staff level. Prerequisite to
success is continuous attention (e.g., weekly agenda item on implementation
progress) by local MTs since these have to enable implementation. In the com-
pany cases, awareness was developed through activities such as workshops
on risk assessments, asset classifications, business impact analyses, controls
selection, and progress meetings

Based on the case company findings, the preferred implementation se-
quence was a combination of top-down activities (setting strategic objectives,
policies and standards) and local bottom-up initiatives. A gradual implementa-
tion process was more successful than a ‘big bang’ approach, especially for the
larger companies. For small companies, the big-bang approach was successful
as well. Furthermore, a pragmatic and focused tactic (e.g., resolve major inci-
dents, or requirements from regulators) was very effective. For example, one
company started to tackle issues with logical access control by focusing on the
five to ten most critical applications per business unit, and consequently the
business-driven department became more involved. Furthermore, it turned
out to be better not to speak in terms of specific controls (e.g. has control
10.4.2 “Controls against mobile code” been implemented?) but to discuss
business implications of control measures. The following steps can be taken:
1) identify what should be protected, 2) determine the stakeholders, 3) perform
risk analyses based on a standardised template, and 4) implement controls that
really add value based on the specific risks (risk/benefit trade-offt).

3.4 Continuous Improvement

Successfully completing an ISO/IEC 27002 implementation project and ac-
quiring ISO/IEC 27001 certification are important milestones. However, ongo-
ing improvement is vital to achieve and sustain long-term business benefits. We
identified several key elements to success in this area. One is the importance
of feedback from the user and project community about specified policies
and standards. Policies and standards should be updated regularly as specified
in Deming’s well-known plan-do-check-act quality management cycle. The
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same holds true for implementation of (security) guidelines for projects to meet
control measures. If the information security department creates standards or
guidelines on how to implement measures such as access control, encryption
or two-factor authentication, projects can get a head-start and project managers
do not have to reinvent the wheel. For example, this will have a positive impact
on costs, time to market, and interoperability.

Furthermore, disseminating information security policies, standards and
best practices as part of security awareness is vital. Although information
security awareness may exist among staff, when it comes to actual behavior,
they often perceive information security controls as a hindrance to their normal
routine. To maintain an acceptable level of security, information security
awareness campaigns should be carried out twice a year and supported by
website articles, emails, and warnings about hot topics. One of the companies
(case 1) used desktop wallpapers as daily reminders of the importance of ade-
quate information security behavior. Management should regularly assess staff
satisfaction with the policies, standards and services offered by the information
security department.

3.5 Clearly Defined Deviations Process

Another key element to the success of an ISO/IEC 27001/2 implementation
project is the way a company deals with deviations from the prescribed con-
trols. These controls should be mandatory but a number of case companies
offered the possibility to temporarily deviate from these control measures, if
accompanied by sound business rationale and mitigating factors. Other case
companies did not allow any deviations but incorporated amended control
measures into the ISMS if the current controls were no longer effective.
Such decisions are all founded on proper risk-based analyses. The exception
process differed per company. As long as the company considers this process
adequately, the business-driven community will support information security.
If not, it will find ways to circumvent the controls.

3.6 Experience with other Management System Standards

Another element of successful ISO/IEC 27001 implementation is familiarity
with other management system standards. In one company (case 4), experience
with ISO 9001 was an important success factor. Experience with the ISO 9001
quality management system resulted in 50% less time and effort spent on
the implementation of ISO/IEC 27001 because improvement management,
control mechanisms, context diagrams, and overviews of staff and systems
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were already available. One of the interviewees recommended companies to
first implement ISO 9001 and only then ISO/IEC 27001. In another company
atlocal management level (case 2), the general attitude towards using ISO/IEC
27001/2 was positively affected because of this same reason. During the ISO
9001 implementation project, management had initially opposed the quality
management system. However, management had a much more positive atti-
tude towards ISO/IEC 27001. This suggests a positive relationship between
ISO 9001 and ISO/IEC 27001 adoption. The same is expected for similar
management systems standards such as ISO 14001.

3.7 Governance and Management

Based on the case studies, we identified the following successful governance
mechanisms. These support the findings of [11].

e Strategic and operational alignment of business-driven departments and
the IT department in the selection process and operational phase. Busi-
ness representatives should be more involved than IT staff. In all case
companies, decisions about information security investment objectives
and resource allocations were driven by the level of risk or based on
regulatory requirements. The companies used a cost/benefit analysis to
make these decisions.

e The integration of the controls, templates, etc. into existing processes
and governance structures of the organisation. This includes, but is not
limited to, strategy and year plans, project management, incident and
change management, and IT service management tooling. In one of the
organizations (case 4), information security project participation was
first reactive, but the organization successfully leveraged its innovation
structures and processes making it proactive.

e A convergence of functions in the security domain (information security,
physical security, operational risk management, etc.). Functional em-
bedding of information security differed per case company and most
companies had a centralized set-up in either the IT or the corporate
Risk Management departments. In the most mature organization, it was
positioned just below board level.

We also identified the following successful management mechanisms:

e A positive attitude of management towards ISO/IEC 27001/2, such as
commitment, priority setting and endorsement of the standard.Informa-
tion security awareness programs. Awareness sessions for staff, evalua-
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tions for management and workshops for both are essential to maintain
and develop awareness.

e Information security staff should be attentive to changes in the organisa-
tion by anticipating changes in business needs, changes in management
(structure), or new technology.

e An adequate waivers and dispensation process that allows companies to
(temporally) deviate from the ISO/IEC 27001/2 standard and its related
control measures.

4 Conclusions

The more organizations depend on information, the more important it is to
ensure the confidentiality, integrity and availability of information systems.
International standards have been developed to assist in this field. Standards
provide a benchmark and good practice examples, guarantee that support is
available (courses, consultancy, etc.), and certification signals achievements
to external parties.

The international standards ISO/IEC 27001 and ISO/IEC 27002 are widely
accepted by the information security profession. They are generally perceived
as clear, pragmatic and logically structured, and contain proven concepts based
on good practices. These standards accommodate a common language, im-
prove awareness, communication and understanding of information security,
increase customer satisfaction, enable the organization to offer more products;
create business opportunities, and ISO/IEC 27001 provides the opportunity
to acquire certification. Some organizations use ISO/IEC 27002 as a checklist
that provides baseline measures. More experienced information security staff
warn that this is the major pitfall as ISO/IEC 27002 has a vast number of control
measures (133). The standard helps staff to think in terms of risk and risk man-
agement. Because of its risk based approach, a company only needs to mitigate
those risks that are applicable to their business. Although not part of our case
study, we anticipate the standards to be also beneficial for non-commercial
organizations. Some of our case companies provide crucial services for so-
ciety, such as public procurement, core financial services and telecommu-
nications. In this way, the standards also contribute to a well-functioning
society.

Our research contribution is threefold. First, we describe the business im-
pact of ISO/IEC 27001/2. Many studies are available on the business impacts
of other management standards, in particular ISO 9001 [14, 15, 16] and ISO
14001 [17]. We extend this by providing a study on the impact of a management
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standard in another domain. Second, this study shows that ISO/IEC 27001/2
adoption has led to overall improvements in service at both the technical and
procedural level. Third, we have identified a number of good practices. By
ensuring the success factors discussed earlier, the positive impact of ISO/IEC
27001/2 can be maximised. This study also confirms Taiwanese specific find-
ings [6] that support from top management (section 3.2), awareness and
education (section 3.4), and past experience with other standards (section
3.6), are important factors that influence the results of ISMS implementations.
Other good practices include involvement of business-driven departments,
commitment of senior management, an implementation process that combines
top-down activities and local bottom-up initiatives, ongoing improvement of
the ISMS, and a clear deviation process. In addition, experience with other
management standards and effective governance and management mecha-
nisms during the selection, implementation and use phases have a positive
impact on a company’s performance.

To conclude, companies can reap substantial benefits from the adoption
of the international standards for information security management ISO/IEC
27001 and IEC 27002. The more the organisation depends on information
systems, the more impact there is on performance. Our lessons on how to
implement and use the standards may therefore be informative for many
organizations.
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