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Abstract

In this paper, a Steganography and Blockchain based robust and secure
photo transmission mechanism, named B-Spot, is proposed. At the sender
side, firstly, a 3-3-2 LSB image steganography algorithm is used to hide
a secret photo into a cover photo. Therefore, the existence of the secret
photo is concealed. Then the stego-image is broken down into pixels and
embedded into blocks. Blocks are connected by the hash values forming a
blockchain. Any modifications on the blocks are reflected by the breakage
of the chain, which makes the mechanism tamper-evident. Another copy
of the blockchain is stored in a hash table for the latter recovery process.
The blockchain and the hash table can be transmitted via any network. When
the receiver receives the data, it firstly executes the verification process to
check integrity of the blockchain. Then the lost and tampered blocks are
recovered by referring to the hash table, which makes the mechanism more
robust to noises. Finally, the stego-image is reconstructed from the recovered
blockchain. Then the receiver can obtain the secret photo following the
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extraction algorithm. The simulation results show that the proposed mech-
anism has high data capacity, better imperceptibility, reasonable computing
time, and strong robustness to noise. This mechanism adds an extra layer of
security and robustness to the existing schemes.

Keywords: Blockchain, steganography, robustness, security, photo trans-
mission mechanism, verification, recovery.

1 Introduction

In recent years, network technology has developed rapidly, bringing people
many conveniences, such as high-speed file transmission and easier informa-
tion acquisition. Due to the easy access to the open network and the Internet,
the security of digital information, such as digital photos, has increasingly
become a significant issue [27]. According to Cisco,s report [3], 46% of
workers exchanging records between their work and individual computers.
If the transmission network used is insecure, most companies’ sensitive
data is in danger of being leaked. As reported by statista.com [11], nearly
1500 data breaches happened in 2019 in the United States, with over 160
million secret records exposed. Therefore, a solution to protect us from these
network security threats is urgently needed. In this paper, a blockchain and
steganography based photo transmission mechanism is proposed, for secure
and robust image transmission in the network.

Steganography is the art of hiding secret information by concealing it into
other cover files. Sated by Johnson and Jajodia ‘Steganography’ is derived
from Greek, which literally means ‘covered writing’ [12]. The characteristics
of steganography is the existence of secret data becomes hard to identify,
which is a very effective way to improve the security of the secret file of the
image type. Commonly used image steganography methods can be divided
into four categories: spatial domain methods, transform domain technique,
distortion techniques, and masking and filtering [9]. In the proposed method,
a famous spatial domain method, the least significant bit (LSB), is used to
hide the secret image. Using the LSB method, the embedding and extraction
process becomes simple, which reduces the computational complexity [13].
Additionally, this method has a high payload capacity.

The first blockchain-like protocol was proposed by Cryptographer David
Chaum in his 1982 dissertation “Computer Systems Established, Maintained,
and Trusted by Mutually Suspicious Groups” [25]. However, it was not until
2008 that Bitcoin, the first application of blockchain, was proposed by Satoshi
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Nakamoto, which started a new wave of blockchain technology. As the name
suggests, a blockchain is a chain of blocks. Each block contains main data,
a timestamp, and a pointer pointing to the previous block (parent block).
These pointers are cryptography hashes [33]. Once the content of a block is
tampered with, its hash also be changed, and subsequently, the pointer of the
next block becomes invalid, and the entire blockchain is broken. Therefore,
any modifications in the blockchain is recorded and reflected, which makes
the blockchain tamper-evident. Based on this ability, in the proposed work,
a verification and recovery mechanism is designed to improve the robustness
to noises.

In this project, we propose a secure photo transmission mechanism based
on steganography and blockchain. The secret photo, which can either be
grayscale or color, is hidden from attackers by using the steganography
technique. Then, secret pixels are embedded in a blockchain and become
tamper-evident. Additionally, by using a suitable recovery mechanism, lost
or modified data is recovered, which increases the robustness of image
transmission.

1.1 Motivation

With the development of digital technology and the Internet, more and more
people choose to transfer their photos over the network [4]. Many of these
photos contain private or confidential information. However, security threats
on the Internet are always present. Therefore, many cryptography-based
schemes are proposed to improve the security of secret images by mapping
them into random pixels. These methods might improve the secrecy of images
to some extent, but still are vulnerable to data loss and malicious tampering
during the transmission. Therefore, the suitable solution should also take the
robustness to noises and attacks into consideration.

1.2 Contributions

Due to presence of malicious attackers over the network, the security of
image transmission is always threatened. In recent years, many secure trans-
mission mechanisms have been proposed. They are based on cryptography,
steganography, and even deep learning methods. These schemes improve the
security of transmission to a certain extent. They all focus on hiding secret
pictures to prevent the intruder from obtaining information. However, the
problem at the receiving end is often ignored. In network transmission, data
loss often occurs. For the receiver, although the secrecy of the photo has not
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been revealed, its integrity has been compromised. Hence, the decoded image
may loss some vital information. To overcome this problem, we proposed a
recovery mechanism to improve the integrity of the secret image.

We outline the overall contributions of this work below.

• Proposed a novel secure and robust photo transmission mechanism
based on steganography and blockchain.

• Design of a novel recovery mechanism to improve the robustness of
transmission.

• Implement an Android application for simulation of the proposed
mechanism.

• Evolution of the performance of the proposed scheme through
simulations.

1.3 Organization

The remainder of the paper is organized as follows: Section 2 introduces
the related work in the area. The proposed mechanism is described in Sec-
tion 3. Section 4 demonstrates the system setup and gives the results. Finally,
conclusions and future work are given in Section 5.

2 Related Work

Due to the rapid development of network technology, a large number of pho-
tos are transmitted on the network every day. These photos usually contain
confidential or private information. Meanwhile, the safety of these pictures
is constantly under threat. To overcome it, many secure image transmission
mechanisms were proposed. Most of these mechanisms were based on two
techniques: image encryption and data hiding. This section briefly intro-
duces and analyze the recent image security methods. A simple comparison
between the proposed B-Spot and existing methods are also given.

2.1 Image Encryption

Image encryption is an effective way to protect secret images from unau-
thorized access. Basically, for encryption, a secret image is converted into
an encrypted image by applying a certain encryption algorithm. Reversely,
the original image can be decrypted from the cipher image by following the
decryption algorithm. There are two major categories of encryption: Symmet-
ric encryption and Asymmetric encryption. Some recent image encryption
schemes are described below.
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Bouslimi et al. [2] introduced a secure medical image scheme that
combined a substitutive watermarking algorithm, the quantization index mod-
ulation, with an encryption technique, AES or RC4. They claimed that the
decrypted image had low distortion and the embedding capacity was high.
However, the proposed approach had high complexity and less robustness to
image compression. A novel image encryption scheme based on the chaotic
tent map was proposed by Li et al. [16]. They claimed that the scheme
achieved better randomness properties and security levels. According to the
results of the fail-safe analysis, it also had high efficiency. But this method
didn’t show its robustness to noises. Oravec et al. [20] introduced an image
encryption algorithm based on chaotic maps. Properties of Arnold’s cat map
were employed for creating a relation between the used key and plaintext
in form of image pixel amplitudes. As they claimed, the main advantage
of the proposed method was its simplicity which enables fast processing
speed. However, it had lower values of NPCR, a parameter used to mea-
sure the resistance to differential attacks, compared with other solutions.
Singh et al. [26] proposed a new dynamic AES algorithm developed by
key-dependent dynamic S-Box using dynamic irreducible polynomial and
affine constant to avoid the risk of algebraic attacks. The results claimed the
proposed method performed better in the coefficient analysis as compared to
standard AES.

2.2 Image Steganography

Image steganography is a vital application of steganography, whose carrier
used to hide the secret message in an image [10]. Image steganography
methods can be classified to the spatial domain or transform domain based on
the embedding domain. Payload capacity (bpp) and Imperceptibility (PSNR)
are two common measures used to evaluate an image steganography method.
Some recent image steganography methods are introduced as follows.

Muhammad et al. [17] proposed a secure image steganographic frame-
work based on the stego key-directed adaptive least significant bit (SKA-
LSB) substitution method and multi-level cryptography. In the proposed
scheme, a two-level encryption algorithm (TLEA) and a multi-level encryp-
tion algorithm (MLEA) were used to encrypt the stego key and secret data
respectively, and the encrypted information was then embedded in the cover
image using an adaptive LSB substitution method. The proposed method kept
a balance between security and imperceptibility. But, it had limited capac-
ity (1bpp) and robustness. A new fuzzy-based adaptive LSB modification



1682 D. Li and P. Kar

method was proposed by Dadgostar and Afsari [7], which had better imper-
ceptibility. In the proposed scheme, an interval-valued intuitionistic fuzzy
edge detector was used to detect the edge areas. Then more secret bits
were embedded into the edge regions than smooth regions which reduce
the perceptible distortion. Experimental results showed that, it obtained high
PSNR values and embedding capacity. But it had not been tested against
different attacks. Moreover, the secret image was not reversible so it cannot
be applied to images that require high fidelity. Kalita and Tuithung [14] pro-
posed a spatial domain method by combining 8nPVD and LSB substitution.
The cover image was partitioned into 3x3 non-overlapping pixel blocks in
row-major order. By using a modified LSB algorithm, secret pixels were
embedded in the center of the block. As the results showed, this method
had a high payload capacity and it was simple to extract the secret image.
However, it resulted in poor security and poor robustness against attacks.
Saidi et al. [24] proposed a chaotic map and DCT based steganographic
method. The proposed method embedded the secret bits in the least and the
medium DCT coefficients of the cover photo according to the outputs of the
PWLCM function. A quantitative study showed the proposed method met
the requirement of imperceptibility and flexibility. However, the quality of
the stego-image was not satisfied. It was also not robust against geometric
and compression attacks.

After investigating some existing methods, it can be found that most of
the existing secure image techniques can improve the security of images to
a certain level. But they were not robust enough to data loss and malicious
tampering during transmission. Therefore, in the proposed scheme B-Spot, a
recovery mechanism is introduced to add extra robustness to noise. Before
that, a 3-3-2 LSB method is used to hide the secret image. This method
is simple to understand and implement so that it has low computational
complexity. Moreover, this method has a high embedding capacity and keeps
the fidelity of the cover image, as well.

3 B-Spot: The Proposed Mechanism

Based on steganography and blockchain, a novel secure and robust photo
transmission mechanism is proposed. Figure 1 shows the overview of the pro-
posed mechanism, that the proposed scheme mainly consists of a sender and
a receiver. In the following sections, the specific steps within two components
is described.
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Figure 1 Overview of the proposed mechanism.

3.1 Sender

3.1.1 LSB embedding
Image steganography takes advantage of the limitations of the human eye.
RGB images are usually used as cover images to hide secret data. A good
image steganography algorithm needs to embed enough secret data while
ensuring the fidelity of the cover image. The proposed mechanism uses 24
-bit RGB images as cover images to hide either grayscale or color secret
photos. A 3-3-2 LSB method is used for color image steganography [23].

The 3-3-2 LSB method requires that 8-bit secret data is embedded into
the Red, Green, and Blue channels of the secret image in the order of 3 bits,
3 bits, and 2 bits, respectively. Specifically, the first two 3 bits of secret data
are concealed in the R and G channels, and the remaining 2 bits are hidden
in the Blue channel. The reason for this is that human eyes are more sensitive
to blue than red and green [8]. Besides, when our secret photo is a 24-bit
RGB photo, it overall takes 3 pixels to hide all of the R, G, B channels of one
secret pixel. Therefore, the cover image used by this mechanism must be at
least three times the size of the secret photo. The detailed embedding process
for both grayscale and color photos is described in Figure 2. Algorithm 1
shows the embedding process.
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Figure 2 The process of 3-3-2 LSB embedding.

3.1.2 Blockchain building
Blockchain is a chain data structure composed of blocks. Each block has
the same structure. Usually, it contains two parts: block header and block
body. The block header consists of the timestamp of the block creation, the
hash value of the previous block, and a nonce. The block body contains
data. The hash value of each block takes its block header and block body
as input and is calculated by a hashing function. Therefore, when the data
of a block is modified, its hash value must also change. The hash value is
also a link connecting two blocks. The link is destroyed when the block is
changed. For many applications, the block body usually contains transactions.
Additionally, the blockchain is deployed in a distributed network, and each
node is a blockchain. But in the proposed mechanism, the blockchain is only
regarded as a chain data structure. We use its feature of tampering-evident to
build a robust data recovery mechanism.

As shown in Figure 3 the blockchain in the proposed mechanism is a
single chain. Each block also contains a block header and a block body.
The block header only contains the hash value of the previous block and
the creation timestamp of this block. The data contained in the block body is
the pixels of the stego-image. One block contains 6 sequential secret pixels.
Adjacent blocks are all connected by the hash value of the parent block. The
hash value is calculated by the hashing function of SHA-256 [19].
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Algorithm 1 3-3-2 LSB embedding
Input:
S ← Array of secret image pixels
C ← Array of secret image pixels
Output:
ST ← Array of stego image pixels

1: Begin
2: if S is a grayscale image then
3: for i = 1 to |S| do
4: cr ← the red channel of C(i)
5: cg ← the green channel of C(i)
6: cb ← the blue channel of C(i)
7: pr ← (cr & 0xf8) | (S(i) >>> 5)
8: pg ← (cg & 0xf8) | ((S(i) >>> 1) & 0x07)
9: pb ← (cb & 0xfc) | (S(i) & 0x03)
10: Insert pr , pg , pb to the R, G, B channel of ST (i)
11: end for
12: else
13: j ← 0
14: for i = 1 to |S| do
15: for each s← one channel of S(i) do
16: j ← j + 1
17: cr ← the red channel of C(j)
18: cg ← the green channel of C(j)
19: cb ← the blue channel of C(j)
20: pr ← (cr & 0xf8) | (s >>> 5)
21: pg ← (cg & 0xf8) | ((s >>> 2) & 0x07)
22: pb ← (cb & 0xfc) | (s & 0x03)
23: Insert pr , pg , pb to the R,G,B channel of ST (j)
24: end for
25: end for
26: end if
27: return ST
28: end

It is important that once such a blockchain is built, any changes is
recorded unless the entire blockchain is reconstructed. For example, in Fig-
ure 3, data 1 of block 2 has been tampered with, and the newly calculated hash
value is different from the previously stored hash value in block 3. If you try
to change the hash value of the parent block in block 3 to the new hash value,
it also causes the hash value of block 3 to change. Therefore, you need to
reconstruct the rest of the blocks to conceal one modification in block 2. This
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Algorithm 2 Blockchain building
Input:
ST ← Array of stego image pixels
Output:
BC ← The blockchain containing all stego pixels

1: Begin
2: ph ← 0
3: for i = 1 to |ST | do
4: t← the current time stamp
5: for j = 1 to 6 do
6: dj ← ST (i)
7: i← i+ 1
8: end for
9: BC.append(ph, t, d1, d2, d3, d4, d5, d6)
10: ph ← SHA-256(ph + t+ d1 + d2 + d3 + d4 + d5 + d6)
11: end for
12: return BC
13: end

Figure 3 The structure of the blockchain.

is the feature of tampering-evident provided by the blockchain mechanism,
which ensures that any changes to the block is recorded. This feature provides
us with benefits for building a recovery mechanism. When transmitted in the
network, if the data in the block has been maliciously tampered with or lost.
We only need to check the connection between the blocks at the receiving
end to verify the integrity of the data. Then the recovery mechanism is used
to recover the damaged blocks.
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Figure 4 The process of blockchain building.

The construction process of the blockchain is shown in Figure 4. Firstly,
take the stego-image and get the first six pixels. They are embedded into the
block body as data 1 to data 6. Then the current timestamp is recorded. Since
this is the first block, the hash value of the previous block is set to 0. Now,
the first block is successfully built, which is called a genesis block. The hash
value of the first block can be calculated by SHA-256, and it is stored in
the block header of the second block. The above process is repeated until
all pixels of the stego-image are embedded into the blockchain. Algorithm 2
demonstrates the above process in detail.

3.1.3 Hash table creation
To recover from the failure, we need extra redundancy. In the proposed
mechanism, a hash table is designed to be the replication of the blockchain for
recovering data loss and tampering. A hash table is a key-value data structure,
with which we can search a certain value by a unique key at high speed. In
our design, the hash table keep a copy of every content in the blockchain.
Every entry in the hash table is equivalent to a block in the blockchain. The
key of an entry is the index of the block in the same entry. So, a particular
block can be searched by its index in the hash table. To create a hash table,
we can simply scan the established blockchain from the first block to the last
one. Upon every single block, firstly, an array length of 8 needs to create to
contain the content of the block: 6 pixels, timestamp, and the hash value of
the parent block. This array is the value of the entry. The key of the entry is
the index of the current block. By using put 〈key, value〉 operation, one block
is then transformed to an entry of the hash table. The above process should
be repeated for all blocks in the blockchain. Figure 5 (a) demonstrates the
process of creating a hash table. Algorithm 3 describes the process in detail.
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Figure 5 (a) Flow chart of the hash tabled creation (b) Flow chart of verification process (c)
Flow chart of the recovery process.

Algorithm 3 Hash table creation
Input:
BC ← The established blockchain
Output:
HT ← The hash table as a copy of blockchain

1: Begin
2: for i = 1 to |BC| do
3: hp ← BC(i).hp

4: t← BC(i).timestamp
5: d1 ← BC(i).data1

6: d2 ← BC(i).data2

7: d3 ← BC(i).data3

8: d4 ← BC(i).data4

9: d5 ← BC(i).data5

10: d6 ← BC(i).data6

11: v ← (hp, t, d1, d2, d3, d4, d5, d6)
12: k ← i
13: HT.put(k, v)
14: end for
15: return HT
16: end

3.2 Receiver

On the receiver side, the integrity of the received blockchain is firstly verified.
The process of verification utilizes blockchain’s feature of tampering-evident
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to check whether data loss or malicious tampering happened in a certain block
during transmission. After that, a recovery process is executed to recover
these modified blocks marked by the verification process. Then, the stego-
image is reconstructed from the recovered blockchain. Finally, by following
the LSB extraction process, the secret photo can be obtained. The details of
each process is described as follows:

3.2.1 Verification
During the transmission, various attacks may occur, which compromise the
data integrity of the blockchain. Although the lost data may not be understood
by the attackers due to the image steganography. We still need the intact data
to obtain the original secret image. However, some modifications to the data
are not easily detectable. For example, the attacker may only change one least
bit of the pixel, which cannot be perceived by human beings. But one LSB of
the stego-image may be one MSB of the secret photo, which contains most
information of a secret pixel. Therefore, before recovering the tampered data,
the first step is to identify the data loss and data tampering in the blockchain.
Due to the tampering-evident feature of the blockchain, any change in any
single block is recorded. Based on this feature, a verification process is used
to verify the integrity of the blockchain. The process is shown in Figure 5(b)
Firstly, the hash value is recalculated for the current block header and block
body using the same SHA-256 hashing function. Then the newly calculated
hash value is compared with the original hash value stored in the next block.
If these two hash values are equal, it suggests the data in the current block
is not tampered with. Otherwise, this block should be marked. An array is
maintained to record the result of verification. All elements are initialized
as 0, but the position of any modification and loss is marked as 1. Also, if
the next block is missing, the current one is marked as 1. As for the lost
blocks, they are directly marked as 1. Algorithm 4 describes the process of
verification.

3.2.2 Recovery
After the verification process, the positions of data loss and tampering have
been marked. The next step is the recovery process. The hash table is the key
to the recovery. It provides the redundancy to recover missing or modified
data. Every block marked as 1, is rebuilt by referring to the hash table.
Figure 5(c) demonstrates the general process in a flow chart. The array
marking the data loss and data tampering is scanned. If the element is 1,
we search the respective block in the hash table by using get 〈key〉, where
key is the current index. Then we create a new block from the returned array,
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Algorithm 4 Verification
Input:
BC ← The received blockchain
Output:
M ← The array marking whether data is tampered with and lost or not at the certain
position, 1 for destroyed, 0 for intact

1: Begin
2: for i = 1 to |BC| do
3: if BC(i) = NULL then
4: M(i)← 1
5: else if i = |BC| then
6: M(i)← 1
7: else if BC(i+ 1) = NULL then
8: M(i)← 1
9: end if
10: hp ← BC(i).hp

11: t← BC(i).timestamp
12: d1 ← BC(i).data1

13: d2 ← BC(i).data2

14: d3 ← BC(i).data3

15: d4 ← BC(i).data4

16: d5 ← BC(i).data5

17: d6 ← BC(i).data6

18: hn ← SHA-256(hp + t+ d1 + d2 + d3 + d4 + d5 + d6)
19: h← BC(i+ 1).ph
20: if hn 6= h then
21: M(i)← 1
22: else
23: M(i)← 0
24: end if
25: end for
26: return M
27: end

which replaces the broken one in the blockchain. The recovery process is
demonstrated in Algorithm 5.

3.2.3 Stego-image reconstruction
Once the blockchain is recovered, the pixels inside the blockchain are also
recovered. The stego-image can be reconstructed now. The reconstruction
process is the reversed process of building blockchain. Algorithm 6 describes
the reconstruction process.
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Algorithm 5 Recovery
Input:
BC ← The received blockchain
M ← The array marking whether data is tampered with and lost or not at the certain
position, 1 for destroyed, 0 for intact
HT ← The received hash table
Output:
RBC ← The recovered blockchain

1: Begin
2: for i = 1 to BC do
3: if M(i) = 1 then
4: RBC(i)← HT.get(i)
5: else
6: RBC(i)← BC(i)
7: end if
8: end for
9: return RBC
10: end

Figure 6 The process of 3-3-2 LSB extraction.

3.2.4 LSB extraction
After the stego-image is rebuilt from the recovered blockchain, the LSB
extraction process should be performed to extract the secret photo from it.
The detailed extraction process is depicted in Figure 6. The extraction process
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Algorithm 6 Stego-image reconstruction
Input:
RBC ← The recovered blockchain
Output:
ST ← Array of stego-image pixles

1: Begin
2: j ← 0
3: for i = 1 to |ST | do
4: d1 ← RBC(i).data1

5: d2 ← RBC(i).data2

6: d3 ← RBC(i).data3

7: d4 ← RBC(i).data4

8: d5 ← RBC(i).data5

9: d6 ← RBC(i).data6

10: j ← j + 1
11: ST (j)← d1
12: j ← j + 1
13: ST (j)← d2
14: j ← j + 1
15: ST (j)← d3
16: j ← j + 1
17: ST (j)← d4
18: j ← j + 1
19: ST (j)← d5
20: j ← j + 1
21: ST (j)← d6
22: end for
23: return ST
24: end

is straightforward since it is achieved in the reverse way of the embedding
process. The specific steps of the 3-3-2 LSB extraction process are described
in Algorithm 7.

4 Simulation Results and Analysis

4.1 Simulation Design

An Android application, named B-Spot, has been implemented to simulate
the proposed blockchain and steganography based photo transmission mech-
anism. The application is tested running on an Android Studio AVD with 1
GB RAM and API 30. The simulation machine is a Windows 10 laptop with
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Algorithm 7 3-3-2 LSB extraction
Input:
ST ← Array of stego-image pixels
Output:
S ← Array of secret image pixels

1: Begin
2: if S is a grayscale image then
3: for i = 1 to |S| do
4: str ← the red channel of ST (i)
5: stg ← the green channel of ST (i)
6: stb ← the blue channel of ST (i)
7: S(i)← ((str & 0xf7) << 5) | ((stg & 0xf7) << 2) | (stb & 0xf3)
8: end for
9: else
10: j ← 0
11: for i = 1 to |S| do
12: j ← j + 1
13: str ← the red channel of ST (j)
14: stg ← the green channel of ST (j)
15: stb ← the blue channel of ST (j)
16: sr ← ((str & 0xf7) << 5) | ((stg & 0xf7) << 2) | (stb & 0xf3)
17: j ← j + 1
18: str ← the red channel of ST (j)
19: stg ← the green channel of ST (j)
20: stb ← the blue channel of ST (j)
21: sg ← ((str & 0xf7) << 5) | ((stg & 0xf7) << 2) | (stb & 0xf3)
22: j ← j + 1
23: str ← the red channel of ST (j)
24: stg ← the green channel of ST (j)
25: stb ← the blue channel of ST (j)
26: sb ← ((str & 0xf7) << 5) | ((stg & 0xf7) << 2) | (stb & 0xf3)
27: Insert sr , sg , sb to the R, G, B channel of S(i)
28: end for
29: end if
30: return S
31: end

Inter(R) Core i5-7200U CPU and 8 GB RAM. Figure 7 displays the welcome
UI, sender UI, and receiver UI of the application.

In the sender UI, users can firstly select secret and cover images from
the storage by invoking a gallery app. Then they should tell the system the
type of the secret image, grayscale or color image. By clicking the Embed
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Figure 7 The UIs of B-Spot application, (a): the sender UI, (b): the receiver UI.

button, the secret photo is embedded into the cover image by following the
3-3-2 LSB method. Next, uses can build a blockchain from the stego-image
by clicking the Build a blockchain button. Finally, the established blockchain
can be sent to the server over the network by clicking the Upload button. As
for the receivers, they need to firstly download the blockchain from the server
by clicking the Download button. To obtain the stego-image, the Recover
and Reconstruct button should be clicked, which perform the verification,
recovery, and stego-image reconstruction sequentially. After that, the secret
image can be extracted from the stego-image by clicking the Extract button.

The proposed mechanism has been tested on several images taken from
the dataset of the University of Wisconsin-Madison [6]. In this paper, eval-
uation of the proposed scheme is demonstrated both for grayscale and color
secret images, the secret images and cover images are shown in Figure 8.

4.2 Results and Analysis

4.2.1 Performance metrics
The Peak Signal to Noise Ratio (PSNR): This parameter is used to measure
imperceptibility between images in dB. It is used to evaluate the performance
of the 3-3-2 LSB method and the proposed recovery mechanism using Equa-
tion (1) [30]. The higher value of PSNR indicates more imperceptibility. The
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Figure 8 Secret images: (a) 256*256 grayscale Cameraman (b) 256*256 grayscale Lena (c)
512*512 grayscale Lena Cover images: (d) 256*256 color Peppers (e) 512*512 color Peppers
(f) 256*256 color Lena (g) 512*512 color Lena (h) 256*256 color Baboon (i) 512*512 color
Baboon (j) 256*256 color Airplane (k) 512*512 color Airplane.

PSNR is calculated based on Mean Square Error (MSE) calculated using
Equation (2). The MSE is used to measure the error between images.

PSNR = 10× log10

(
2552

MSE

)
(1)

MSER =
1

H ×W

H−1∑
x=0

W−1∑
y=0

(R(x, y)−R′(x, y))2

MSEG =
1

H ×W

H−1∑
x=0

W−1∑
y=0

(G(x, y)−G′(x, y))2

MSEB =
1

H ×W

H−1∑
x=0

W−1∑
y=0

(B(x, y)−B′(x, y))2

MSE =
MSER +MSEG +MSEB

3

(2)
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For color images, at first, the MSE of RBG channels should be calculated
separately. Then, the average value of R, G, B MSEs should be calculated to
represent the overall MSE for the color image. The R, G, B stands for the red,
green, and blue channels of the original image. The R’, G’, B’ are the red,
green, and blue channels of the resulted image.

Structural Similarity (SSIM) is a parameter for measuring the similarity
between two images [31]. It ranges from 0 to 1. A value closer to 1 indicates
a higher similarity between the two images. In this paper, it is used as another
metric to measure the performance of the proposed mechanism. SSIM can be
calculated using Equation (3)

SSIM(X,Y ) =
(2µXµY + C1)(2σXY + C2)

(µ2X + µ2Y + C1)(σ2X + σ2Y + C2)

SSIM(Xrgb, Yrgb) =
1

3

3∑
c=1

SSIM(Xa, Ya)

(3)

where X denotes one image, Y denotes another image. µX and µY are the
mean of two images, σ2X and σ2Y are the variances of X and Y, respectively,
σXY is the co-variance of X and Y. C1 and C2 are used for stability. For color
images, we need to calculate the SSIMs for all RGB channels. The average
value of 3 SSIMs is the overall SSIM for the color image.

4.2.2 Imperceptibility
Good imperceptibility makes it less possible for attackers to notice the
existence of a secret image in the stego-image, which improves the security
of the secret image during transmission. To evaluate the imperceptibility of
the 3-3-2 LSB method, PSNR and SSIM are calculated for cover images
and stego-images of different types. In Table 1, PSNR and SSIM of the 3-
3-2 LSB embedding are recorded for secret images and cover images in
Figure 8. It can be seen that PSNRs for all secret images are around 40.
The SSIMs are also close to 1, which indicates the high similarity between
cover images and stego-images. Figure 9 shows the extracted secret images
of grayscale 256×256 Lena and corresponding stego-images, which all have
high image quality. The imperfections cannot be detected by human eyes
directly. Histogram analysis is a popular technique to show the distribution
of image pixels. It can report small differences more accurately than human
eyes. Figure 10 compares the histograms of original secret images and
extracted secret images. According to these histograms, the extracted image
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Table 1 The imperceptibility of 3-3-2 LSB technique measured in PSNR (dB) and SSIM

Secret image
Cover image

256×256 color Lena 256×256 gray Lena 512×512 gray Lena

PSNR SSIM PSNR SSIM PSNR SSIM
256×256 Peppers 40.41612 0.96618
512×512 Peppers 41.37819 0.96319 40.68860 0.95844
256×256 Baboon 40.49087 0.99046
512×512 Baboon 41.45946 0.98845 40.76306 0.98764
256×256 Peppers 40.45531 0.96565
512×512 Peppers 41.42630 0.95914 40.70607 0.96013
256×256 Peppers 40.50390 0.97112
512×512 Peppers 41.45317 0.96228 40.75407 0.96499

Figure 9 (a) (b) (c) (d): 256*256 Stego images (e) (f) (g) (h): Extracted 256*256 grayscale
Lena secret images.

is the same as the original secret image. Therefore, the 3-3-2 LSB method has
high imperceptibility and fidelity.

4.2.3 Embedding capacity
The embedding capacity is defined as the number of the secret bits embedded
into one pixel of the cover image. A good steganography technique should
achieve high embedding capacity while maintaining the high quality of stego-
images. The embedding capacity can be calculated using Equation (4)

EC =
Bits

W ×H × C
(bpp) (4)

Where EC is embedding capacity, Bits is the maximum number of secret
bits that can be hidden in the cover image, W is the width of the cover image,
H is the height of the cover image, C represents the number of channels
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Figure 10 (a) original color Lena (b) extracted color Lena (c) original 256*256 grayscale
Lena (d) extracted 256*256 grayscale Lena (e) original 512*512 grayscale Lena (f) extracted
512*512 grayscale Lena.

(3 for color image and 1 for grayscale image). EC is measured in bpp (bits
per pixel).

For the 3-3-2 LSB method, the maximum number of secret bits is
768/(256 × (3 + 3 + 2)). The width and height of the cover image are 256.
The cover image is an RGB image. Thus, the EC for 3-3-2 LSB is calculated
as Equation (5)

EC =
768

256× 256× 3
≈ 2.67(bpp) (5)

Therefore, the 3-3-2 LSB method has high embedding capacity as well as
good imperceptibility.

4.2.4 Time consumption
The time consumption is also important for a image transmission mechanism,
especially in a real-time application. In this paper, the time consumption of
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Figure 11 Histogram of the time complexity.

four stages: steganography embedding, steganography extraction, blockchain
building, and blockchain recovery and reconstruction, as well as the total
time of the whole process are measured. The 256×256 grayscale Lena image
and 256×256 color Lena image are embedded into 256×256 color baboon
image and 512×512 color baboon image, respectively. Table 2 records the
time consumption of different stages in seconds. When the size of the cover
image increases, the total time also increases. Figure 11 compares the time
consumption in different stages using the histogram. It can be seen that the
blockchain part takes more time than the steganography part. It is because
of calculating hash and building new blocks are time-consuming. Thus, by
increasing the number of pixels per block and working on a high-performance
computer, the time complexity can be decreased.

4.2.5 Robustness
When the blockchain is transmitted over the network, it may be affected by
various attacks. These attacks can be regarded as noises that result in data
loss and malicious tampering. A good image transmission mechanism should
have robustness to different levels of noise. In the proposed mechanism,
we enhance the robustness by introducing a novel verification and recovery
process. In this section, the salt-and-pepper noises (SPN) is added to the
stego-images to simulate the data loss and malicious tampering. PSNR is
used again to measure the similarity between the original secret image and
extracted secret image. A grayscale 256×256 Lenna image and a color
256×256 Lena image are used as secret images. The 256×256 and 512×512
Airplane images are used as cover images. Figure 12 shows the noisy
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Figure 12 Salt and Peppers noises d = 0.01: (a) stego image (b) extracted secret image
without recovery (c) extracted secret image after recovery Salt and Peppers noises d = 0.05:
(d) stego image (e) extracted secret image without recovery (f) extracted secret image after
recovery Salt and Peppers noises d = 0.1: (g) stego image (h) extracted secret image without
recovery (i) extracted secret image after recovery.

stego-images, extracted images after recovery, and extracted images without
recovery after being added different levels of SPN. By using the recovery
process, the extracted images still have high fidelity after adding SNP of
0.1 density. Table 3 shows the PSNR of various extracted secret images and
original secret images. It is obvious that the recovery mechanism improves
the robustness greatly. The line graph in Figure 13 compares the robustness
of the mechanism with and without the recovery process for the 256×256
color Lena secret image. The lost and modified data can be recovered by
the recovery mechanism effectively. Compared with the single steganogra-
phy technique, the blockchain technique helps improve the robustness of
the mechanism significantly, especially when the density of noises is less
than 0.01.
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Figure 13 The PSNR of extracted secret images after adding different densities of SNP
noises.

Table 5 Comparison of imperceptibility between 3-3-2 LSB and related works

[15] [34] [28] [21] 3-3-2 LSB
PSNR (dB) 33.2558 32.0671 33.0964 33.1779 40.3073

4.2.6 Comparison with related works
The robustness of the proposed mechanism is compared with existing secure
image schemes [5,29,32]. In Table 4, a color airplane image size of 256×256
and another airplane image size of 512×512 are used as cover images to
hide a grayscale Lena image size of 256×256, a grayscale Lena image
size of 512×512, and a color Lena image size of 256×256. The salt and
peppers noises, whose density ranges from 0.002 to 0.1, are added to the
stego-images. According to the results, the proposed mechanism has stronger
robustness compared with other schemes.

In Table 5, the imperceptibility of 3-3-2 LSB embedding is compared with
other steganography methods using PSNR. In the comparison, the grayscale
cameraman is embedded into a color Lena size of 256×256. The comparison
results show that the PSNR in [15] is 33.2558 dB, [34] is 32.0671, [28] is
33.0964 dB, in [21], it is 33.1779 dB, and in the proposed scheme, the 3-
3-2 LSB has PSNR of 40.307342 dB. From the comparison results, it can
be concluded that our mechanism using the 3-3-2 LSB method has higher
imperceptibility compared with some existing schemes.

In Table 6, the embedding capacity of 3-3-2 LSB embedding is com-
pared with other LSB-related methods. The comparison results show that the
embedding capacity in [18] is 1.5 bpp, [17] is 1 bpp [22] is 2 bpp and in [1],
it is 2 bpp, and in the proposed scheme, the 3-3-2 LSB has EC of 2.67 bpp.
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Table 6 Comparison of embedding capacity between 3-3-2 LSB and related works

[18] [17] [22] [1] 3-3-2 LSB
bpp 1.5 1 2 2 2.67

Therefore, our mechanism using 3-3-2 LSB embedding can also contain more
secret data in the same cover image than other techniques.

5 Conclusion

In this paper, a blockchain and steganography based robust and secure photo
transmission mechanism, named B-Spot, is proposed to provide security
and robustness for photos being transmitted over the network. Blockchain
technique is employed in the secure images scheme for the first time. In the
proposed mechanism, either a grayscale photo or color photo can be embed-
ded into the color cover image using the 3-3-2 LSB technique at the sender
side. Then, the stego-image is broken down into pixels and inserted into
blocks. All blocks connected by unique hash values form a blockchain. The
blockchain is sent to the receiver together with a hash table. At the receiver
side, after receiving the blockchain, a novel verification and recovery mech-
anism is executed to detect and recover the lost and destroyed data. Next, the
recovered stego-image can be reconstructed from the blockchain. Finally, by
following the extraction algorithm, the secret photo can be obtained. Due to
the blockchain technique, this novel mechanism provides strong robustness
to noises during the transmission compared with other existing secure image
schemes. By using the 3-3-2 LSB technique, the proposed scheme also has
good imperceptibility and high embedding capacity. The proposed method
has been implemented as an Android application which demonstrates high
performance. Moreover, B-Spot can also be combined with other existing
security techniques such as encryption to add extra security and robustness.
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