A Novel Design of FANET Routing Protocol
Aided 5G Communication Using loT

Inam Ullah Khan'*, Asrin Abdollahi2, Abdul Jamil?,
Bisma Baig*, Muhammad Adnan Aziz'
and Fazal Subhan'

' Department of Electronic Engineering School of Engineering and Applied
Sciences (SEAS), Isra University, Islamabad campus

2Department of Electrical Engineering, University of Kurdistan, Iran
3National University of Computer and Emerging Sciences, Peshawar Campus,
Pakistan

4Department of Software Engineering/COMSATS University, Abbottabad Campus,
Pakistan

E-mail: inamullahkhan05 @ gmail.com; asrin.abdollahi296 1 @ gmail.com;
Jjamil.zazai@yahoo.com; bismabaig007 @ outlook.com;
m_adnanaziz @ hotmail.com; fsubhan6 @ gmail.com

*Corresponding Author

Received 30 November 2021; Accepted 05 January 2022;
Publication 05 April 2022

Abstract

Flying-Thing is a new promising area, while in last few years Unmanned
Aerial Vehicles are emerged. UAVs are very efficient in completing tasks
also organizing ad hoc behaviour of networks, thus making flying ad hoc
networks. The formation of aerial nodes is not feasible until we use Mobility
models for communication between UAV’s. Mobile ad hoc networks & wire-
less sensor networks are mostly static in behaviour but UAVs are dynamic and
deployed in sky using mobility models. In flying ad hoc networks effective
communication can be made possible using 5G networks while designing
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routing protocols. In this paper a comprehensive study is formally introduced
covering routing protocols used in flying ad hoc networks, mobility models,
heuristic computations, architecture and optimization techniques for improv-
ing parameters in flying ad hoc networks. This paper reflects and explains
future challenges and help scientists, Researchers to discover more research
gaps that have been discussed in the literature and need more investiga-
tion. Also, different applications of flying things can be used in IoT based
forestry which includes forest mapping, management where optimal results
can be obtained. The uniqueness of this research study is to provide heuristic
computational algorithm called AntHocNet, Mobility models, drawbacks of
traditional technologies, flying-things architecture will be the core interest of
this research study.

Keywords: IoT, FANETs, 5G, MANETSs, WSN.

1 Introduction

Nowadays, the number of the data center around the world will increase.
Data-center IP traffic to the other data center is expected to quickly
increase [1]. Nevertheless, the limited bandwidth and optical amplification
are the limitations of the transmission system. The power from the fiber
non- linearity is an increase in the transmission capacity. Currently, the
standard of single-mode fiber (SMF) uses a single core fiber surrounded by
125 pm [2-5] and cladding surrounded by additional coating with many
additional layers of environmental protection. With the limited space of
fiber cables [6], the researchers have provided an increase capacity in per-
fiber and then have turned to expansion into the spatial domain [3, 4],
which have used either multiple cores sharing with the same cladding or
increasing the core diameter to allow the transmission of multiple modes.
Future work on Ad Hoc mobile networks will involve incorporating the
NPV Convention into high-level conventions, as well as extending it to a
proactive global scene, useful in situations where each node needs to check
its neighbours frequently [1]. VANET provides another system to review its
protection against DDoS attacks [2]. In addition, in-vehicle cloud computing
is one of the emerging responses to address the limitations of transportation
network correspondence with new ones of semi-diversity and great resource
accents for traffic and street safety managers for fast deployment. Use of
vehicle resources [3] in recent years, however, extensive work has begun
in these spaces, particularly with MANET and VANET. The ad hoc flight
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network includes small unmanned aerial vehicle (UAV), which has been
the subject of much debate on (i) simplicity of accessibility, (ii) flexibility,
(iii) universality, (iv) independence, and (v) simplicity. In addition, shipping
procedures use FANETSs architecture to advance the process. While UAVs
programs are found in civil boarding, backfire identification, city inspections,
surveillance, monitoring, nature detection, and many more. Due to lower
maintenance and operating costs, an ad hoc network of small passenger
aircraft (unmanned aerial vehicles) has operational priority over large UAVs.
Multifunctional UAV systems shortened mission time which use to have
equipment with additional customization and survival facilities. However,
an ad hoc flight drone network finds traditional ad hoc network very much
difficult. The “autonomy of sky-based-networks is a challenge for” skilled
steering plans [4]. Aerial networks dealing with related professions in an
ad-hoc multi-hop design [5]. Also flying-web-of-things repetitively change
topological structure [6]. However, strong data communication using 5G is
essential for drones to complete different flight missions in ad hoc networks
(FANET). The question of determining between workstations transmission
and dynamic mode of communication. Flying-web-of-things intelligently
select and send transmission depending on the given direction of differ-
ent drones during crowd topology setting. A dynamic coordination game
model is planned that takes into account where both the current match
condition and its future assets to allow a large number of drones to adjust
the selection system with the change of topology [7]. However, we may
also want to address the issue of high-power consumption in FANETS.
Also, to solve these problems, with a new plan called EE-Hello which
can significantly reduce power consumption. Although, the proposed plan
is applicable with large replicas. The proposed EE-Hello plan tends to be
run within existing protocols, or added as a standalone module. In recre-
ation tests, we thought of a realistic 3D scenario for FANET and, using
various measurements, while predicting the image graph using protocols
with different plans by always making a negligible distinction on the net-
work. Regarding energy efficiency, it uses to save 25% on normal energy
and 23% on AODV and OLSR [8]. A new dual antenna communication
strategy that combines position anticipation with target tracking has been
proposed [9]. Regardless, the unique properties of FANETS, for example,
high portability, low hub thickness, and repetition of high topology changes
present difficulties with communication setup. In this sense, the manage-
ment need FANETSs in comparison with MANET or VANET [10]. Also,
UAVs are having many applications in IoT based health care which include
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medical delivery and first aid supply. In addition, during Covid-19 every
person can be monitored using unmanned aerial vehicle for strictly using
mask. Apart from that the major contribution of this research paper are as
under:

» UAV based routing protocols classes are discussed in detail.

* Related drawbacks are pointed in WSN, MANETSs and VANETS.

* FANETs architecture using wireless networks are explained with the
dynamic behaviour of UAVs.

* Unmanned aerial-AntHocNet is proposed and compared with contem-
porary routing protocols.

* Random waypoint mobility model is used in experimentation.

The main contribution of this research study consist of routing protocols.
However, every field like MANET is having static nodes, therefore routing
protocols will be different in comparison with VANETs and WSN. Flying ad
hoc networks architecture is properly explained and novel routing technique
unmanned aerial-AntHocnet is designed. Every UAV use to follow a specific
flying pattern, due to that random waypoint mobility model is utilized in the
experimentation.

2 Literature Review

The word ad hoc meaning temporary network with having centralized work-
station for communication. In 1973, Defence Advanced Research Projects
Agency started a research study on radio communications whereas in about
13 to 14 years, innovation & success was radio networks, while for the first-
time routing protocols was introduced. Later in the 1990’s new technology
has arrived called radio waves which commercialized the ad hoc networks.
Then after eight years, wireless technology has got another major achieve-
ment of inventing Bluetooth, which was used for short range communication
between different nodes.

Some inconsiderable technology applications having fixed structure using
wired communication, while enhancing wireless technology well organized
without wire-based behaviour is initiated, known as Mobile ad hoc net-
works. As MANET’s started the concept of Bluetooth, Wi-Fi, & IEEE
standards like 802.11, 802.15, and 802.22 are used for without fixed sub-
structure. Super coiling the unresolved issue is addressed physical structure
repairing overhead troubles scientist suggest cluster head techniques to
reduce size of routing table also adjust topological conducts [11]. There
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are numerous technological applications used in day-to-day life like war
communications, catastrophe assistance, and rescue but there are so many
problems related to mobile ad hoc networks like broadcast disorder, wire-
less transmission range, variation in structure of nodes, data rate, packet
loss, power issues, also some security problems is measured recently. Due
to these obstacles, vehicular ad hoc networks are having the features of
both like sometimes static even so often dynamic in ground communi-
cations due to mobility patterns is clearly shown, due to this problem a
novel algorithm is introduced which improve load balancing, cluster count,
overhead, group time duration, also life time in vehicular communica-
tion [12]. Nowadays is the age of Drones, but without wireless technology
it will be very difficult due to that Sth generation techniques are introduced
even researchers are working on 6th generation communication computing
which will revolutionize the area of flying ad hoc networks. Due to the
zestful & mobile behaviour in nature, flying ad hoc networks must have
the ability to overcome on sky-scraping strategies to acquire the effect
of sky-based networks. This study represents the evolutionary computing-
based hybrid algorithm know as E-ANTHOCNET, which is developed
from the base computation ant colony optimization. Modified technique
is having energy stabilizing framework which show better performance
in terms of energy efficiency, average end to end delay, throughout also
packet received ratio is much better than other traditional routing proto-
cols [4]. Information communication between D2D (Drones to Drones)
& D2B (Drones to Base Station), for this purpose a certificate less Key-
Encapsulated Sign-cryption technique must be used for small UAV’s whereas
technological advancement & computational complexity also construction
of Hyper elliptic curve cryptography demonstrates better approach to be
secured from different attacks [13]. As we know that wireless technol-
ogy is very important for flying ad hoc networks, a dual radio dual band
communication approach is used where ZigBee and Wi-Fi technology is
engaged which show better results in terms of throughput & delay. In
future how we do hybridization in standard routing protocols also this
technique can be done in wireless communication technologies [14]. This
research study briefly explains the mathematical modelling of received sig-
nal power using decision tree learning to improve signal potential in 2-D
& 3-D framework [31]. Table 1 describes the related study of IoT based
FANETSs which include routing protocols and UAV architecture. Researchers
worked on different routing protocols in IoT and FANETs for effective
communication.
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Table 1 Comparison study related flying ad hoc networks

Reference Routing Protocols  Area of Study = UAV-Architecture Description
[27] OLSR, P-OLSR  FANETS and NIL In this paper, two
IoT routing protocols
are compared.
[28] jamming-resilient FANETSs NIL A novel routing
multipath routing protocol is
protocol designed which is
named jarmRout.
[29] OLSR, DSDV, FANETS and FANET This paper is
AODV, ZRP, IoT Architecture basically a survey
SHARP, MLHR, regarding FANETSs
DCR, SUANET,
PASER,
BeeAdhoc
[30] NIL Unmanned Drone based A novel
Aerial Vehicles  Network architecture is
Architecture proposed which is
based on
drone-based
network

architecture by
software define

networks
[31] NIL FANETs using  NIL This paper attempts
wireless to improve signal
communication strength from base

station to UAVs.

3 Routing Protocols Classes

In unmanned aerial vehicles routing protocols plays main role during com-
munication architecture, additionally protocols are classified in 6 prime
subclasses. The paper also discusses some routing protocols used in the area
of IoT based flying-things [15].

3.1 Reactive Routing Protocols

Prolonging or locating any route in aerial vehicle is called passive routing
or on-demand data packets transmission. No metric value is pre-planned to
calculate the cost of each route where there is no connection link between two
aerial vehicles. So, when any route will be in use that will be refreshing for the
new updates. While sending data from one UAV to another, two sub-types are
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route-request & route-reply basically broadcasting is initiated to find shortest
& optimal path. RRP-UAV’s main benefit is bandwidth competence [16].

3.2 Static Routing Protocols

These routing protocols are also called IP-based routing, which comes at
layer (3) and documented on 791 RFC.

3.3 Proactive Routing Protocols

Flying natured behavior field is introduced, which is now called flying ad hoc
networks. Flying vehicles also make an active network topological structure
in the sky where table guided routing technology is utilized elsewhere data
packets is directly stored in each UAV. Proactive technique is used to keep the
most recent updates of every route. The main feature in proactive strategy is
motioning projection where updated information is sustained about the sky-
based networks [17].

3.4 Hybrid Routing Protocols

HRP-UAV’s is basically having optimal features of both subclasses which
will discover route path also will make control on data over-head. Only
100 or below unmanned aerial vehicles can easily be featured in this area,
some hybrid routing protocols are E-ANTHOCNET [4], & zone routing
protocol [17].

3.5 Geographical/Position Based Routing Protocols

These routing protocols are basically position or location based where each
aerial vehicle can go through its own geographical location. This area
faces some problems which are high dynamic structure, network disconnec-
tions, mobility predictions, delay constraints. Some routing protocols of this
category are greedy perimeter stateless rating (GPSR) [18].

3.6 Hierarchical Routing Protocols

This is another sub class of routing protocols which divides the network in
zones or clusters and gives some specific tasks to each zone. The main points
behind every hierarchical routing protocol are cluster formation, cluster head
selection, cluster head rotation which include some protocols like LEACH,
TL-LEACH, E-LEACH, V-LEACH [19]. While deploying clustered based
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routing in unmanned aerial networks, where drones face some challenges
due to design, which include low latency, variable communication links, base
wireless technology, also network formation is the main issue in flying ad hoc
networks [20].

4 Drawbacks of MANET, VANET & loT Based WSN

Given their uses, the ad hoc networks are arranged into MANET, VANET,
WSN and FANET. But to create the best for the difficulties in the com-
ing days, scientists ought to think about the restrictions and disadvantages.
Transfer speed imperatives restricted handling abilities, vitality requirements,
storage constraints, versatility issues, variety in interface capacities are some
of the limitations of the MANETSs [21-24]. While by examining different
routing protocol in VANET we have seen that further exhibition assess-
ment is needed to check the execution of directing convention with other
routing protocols dependent on different traffic situations. That implies the
security of Vehicular Ad Hoc Networks (VANET) has generally coordinated
the consideration of today research endeavors and the requirement for a
vigorous VANET network is firmly subject to their security and protection
highlights [25]. Also, with regards to WSN networks, they are not secure
when contrasted with wired networks. Programmers can undoubtedly hack
the network and the hubs should be charged at ordinary spans. The battery
life of the hubs is extremely low, correspondence speed is nearly low than the
wired network [26].

5 Flying-Things (FANETS)

However Flying nodes communicate with one another noticeable all around;
move the information and signs between one another with no human special-
ists and with no physical availability between the nodes/hubs and claiming
to the adaptability, adaptability, generally little working costly and simple
establishment, the utilization of FANETSs has pulled in more consideration
and significance as of late in observation and reconnaissance for military
and common purposes, business applications like debacle the executives,
emergency the board and threatening condition and so forth [27-29]. In
addition, hospital 4.0 concept is very much cost effective by using UAVs to
save human lives. Therefore, medical drones can be utilized for the remote
areas for equipment delivery.
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6 Designing & Making of loT Based FANET
Architecture

Unmanned aerial vehicles referred to drones is having vast range of mil-
itary and civilian applications, most of the aerial networks must have a
communication infrastructure which relay on internet and satellite but the
ground-based networks are sometimes fixed or either mobile due to this
problem base-networks don’t have proper framework. So, for this purpose
normally in every network, researchers utilize software define networks but
as the discussion is revolving around flying vehicles due to that a novel
architecture is introduced which based on drones known as software define
drone networks. As the development in the area of technology, the infor-
mation collected through satellite images are sometimes not so good, due
to that flying vehicle takes very accurate data on the accident spot. Flying
stations and efficient communication technologies having the base model of
orthogonal frequency division multiplexing which enhance the capabilities
of drone-based aerial networks. In software define networks normally inter-
face programming is used where in aerial networks due to mobile natural
dynamics the devices are controlled through centralized system. Integration
of flying vehicles with software define networks shows the efficient and fast
information environment. But due to less power issues, Software define drone
network having some computing requirements, which can be resolved by re-
configuring of link nodes, network’s structure should be very flexible where
re-use ability is the key point, also energy aware-drones should be introduced.
Drone aerial network management consist of flying vehicles competence
which include generic storage, geographic location and also need requirement
of different services [30].

7 Mobility Models

As we see the progressive evolutionary growth in smart cities, where aerial
networks take part in futuristic cities infrastructure. Aerial vehicles forming
a swarm or if the flying node is connected with the ground station, there
must be a pattern which is known as mobility model. In this research study,
we have used two different mobility structures to check the performance
of different routing protocols. Implementation of routing techniques in the
dynamic pattern is a very tough task, for this purpose Random-walk and
Random-way-point mobility formation are utilized.
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8 Proposed Scheme (UA-AntHocNet)

Unmanned aerial-AntHocNet is a strategy which can quickly change accord-
ing to the environment. For the first time this method of knowledge is utilized
in the field of unmanned-flying-things. In the above section routing classes
are briefly elaborated, so this technique comes in the classification of hybrid
list. The below Figure 3 show the procedure that how ant colony is used in the
field of aerial-networks which consist of reactive path, where source-drone
starts communicating with the target-drone. The broadcasting mechanism is
employed in the behavior of ant-based drones where these flying-things will
choose the path where the pheromone succession will be in high-probability,
due to this process the ant-based-flying-things will easily choose the optimal
path towards the target node.

Figure 1 briefly explains the main working principal of unmanned aerial-
anthocnet which starts from particle initialization, then when the ant starts
moving from one place to another the concentration of pheromone can be

Procedure UA-AntHocNet

1. Initialise

2. Pheromone

3. repeat

4. while not end condition do

5 for

6. UA-Ant starts from a random node

7. while feasible solution is not formulated do
8. UA-Ant selects higher probability drone;

9. end while

10. end for

11, perform local search-plan of action

12. Update-pheromone-procession

13. until for all neighbour Unmanned aerial vehicles
13. end while

14. end UA-AntHocNet

Figure 1 Mechanism of Unmanned Aerial- ANTHOCNET.
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evaluated, also some of the chemical can be evaporated easily, if the ants
will not go on that route. Formation of feasible solution can find the higher
probability in every path where local search-plan of action can be performed.
In addition, updating pheromone process is the key method to find the
neighbor nodes easily.

1
— 1th ant travels on the edge m -
I Y s (1)

m-n
0 otherwise

Equation (1) describes the ant movement in edge m & n.

S
Trln,n = Z Arﬁn,n without vaporization 2)
I=1
S
7’7ln.n =1 —-p)Tmn+ Z Arﬁn,n with vaporization 3)
\ =1

Equations (2) & (3) demonstrates the route with vaporization and some-
times without.

a B
. ) 1
Py = (Tmn)” (mn) where: 7.y, = —— “4)

> ((Tm-n)a(nm-n)ﬁ) Lipn

Equation (4) is the main formula where, we can easily find the next hope
neighbor.

9 Simulation Environment

Heuristic experimental feasible examination is conducted using network-
simulator-2 through which conceptual scrutiny is executed to carry out
pilot-study on some major protocols which include natured inspired
ANTHOCNET and other traditional algorithms.

10 Experimental Results

Network topology consists of 30 drones and one base station for routing
protocols. Simulation results briefly show optimal development of novel
routing protocols investigation using random-way-point mobility pattern in
field of flying-things.
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10.1 Packet Drop Count (Random WayPoint)

Figure 2 elaborates the packet drop count using random waypoint mobility
pattern, where anthocnet and zone routing protocol shows very less packet
drop as compared to other routing techniques.

10.2 Packet Loss (Random WayPoint)

Figure 3 is about packet delivery in which two metrics like packet sent &
packet received are evaluated where zone routing technique shows optimal
results in terms of other protocols.

Table 2 express the packet loss ratio of the routing techniques used in the
simulation, where in anthocnet only 6159 data packets are dropping while
AOMDV is having higher packet loss ratio in contrast with other techniques.

10.3 Average End-to-End Delay (Random WayPoint)

Table 4 shows the information of end-to-end delay where destination
sequenced destination vector routing protocol is having very less data packets
in comparison with additional routing techniques.

Total Packet Drop Count for Random Waypoint

800000
700000
600000
S 500000
Q
300000
200000
100000
DSR IRP

AntHocNet AOMDV oSOV MDART

Drop C
§

Figure 2 Packet drop count.
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Packet Delivery

35000
30000
8 25000
v
3
g 20000
]
6 15000
z
10000
5000
DSR AntHocNet DSOV MDART AOMDV IRP
M Packets Sent M Packet Received
Figure 3 Packet delivery.
Table 2 Packet loss (PL) for random waypoint
Protocol Packet Sent  Packet Received  Packet Loss
AOMDV 29236 10770 18466
AntHocNet 14958 8799 6159
MDART 19583 1575 18008
DSR 27872 3937 23935
DSDV 24967 16070 8897
ZRP 28207 16385 11822

Table 3 Packet delivery ratio (PDR)
Protocol Packets Sent  Packet Received  PDR (%)

DSR 32166 541 1.6819

DSDV 28712 7233 25.19156
MDART 24043 303 1.260242
AntHocNet 11696 6478 55.38646
AOMDV 31283 2417 7.726241
ZRP 30697 9756 31.78161

Table 3 show the data configuration of Figure 3.
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Table 4 Delay using random waypoint
Protocols Average End-to-End Delay (ms)

DSDV 1336
DSR 5168
AOMDV 6374
MDART 2317
ZRP 1483
AntHocNet 2042

11 Results and Discussion

Deployment of routing techniques using different aerial vehicles-based
mobility pattern is used in the simulation. Nature influenced routing tech-
nique called AntHocNet is introduced in the field of IoT based FANETS using
5G networks which show great tendency in the parameters like throughput
estimation and bandwidth utilization also as the jitter is calculated with the
other traditional routing schemes Ant-Hoc-Net and zone-routing-protocol
represents better results. While computing the estimation of packet loss, the
proposed ant-based algorithm gives optimal sums as well as which improve
a novel framework consideration that is Quality-of-Experience (QoE). Also,
M-DART, ZRP & evolutionary computing-based strategy rule that is based
on ant colony manifest very less packet drop count in comparison with other
routing protocols.

12 Conclusion

Flying things is the newly emerged area in the revolutionary development of
ad hoc networks which consist of single UAV or either multiple aerial vehicle.
Commonly used technologies in IoT based FANETSs are wireless communica-
tion technologies like IEEE 802.11 or 5G. Also routing protocols experience
FANET frequently change the topology in three-dimensional environment.
IoT based FANETS is the interconnectivity of aerial vehicles with the ground
station using reliable communication links. This article proposes novel rout-
ing protocol which is based on evolutionary computing technique known as
ant colony. AntHocNet is introduced for the first time in the field of IoT
based FANETs which shows quality simulation results in terms of jitter,
end-to-end-delay, packet loss, throughput, bandwidth utilization also packet
delivery in comparison with traditional routing strategies like DSR, DSDV,
ZRP, AOMDYV, and M-DART. Also, the drone-communication-protocols are
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divided in about six categories which can be reactive, proactive, static,
hybrid, position or hierarchical. This research study discusses the major
draw-backs of the old technologies like mobile-ad-hoc-networks and V-A-
NETS. Apart from that novel flying-web-of-things architecture is designed.
The experimental work is demonstrated on random waypoint.

In future, other mobility model need to be used to improve communi-
cation standards in FANETSs. Designing a novel mobility pattern for UAVs
will be considered the optimal solution. Optimization techniques and artificial
intelligence will give intelligent communication channels in between UAVs.
Also, in near future 6G can be utilized to enhance the connectivity issues in
flying ad hoc networks.
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