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Abstract

IoT technology has been recently adopted in healthcare systems to quickly
detect abnormalities from patients, diagnose diseases and provide supports in
time, even remotely. In the field of heart disease, timely diagnosis and pre-
diction help to save people. This paper proposes a fog-based IoT approach to
collect and analyze electrocardiogram (ECG) signals from patients to detect
abnormalities or heart attacks with a short response time so that appropriate
treatments can be provided. Commonly, ECG signals are transmitted to an
eco-expert system deployed on the cloud to perform preliminary automatic
diagnosis using a knowledge base built from medical experts. Although such
an eco-expert system assists patients and supports physicians in performing
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treatment for their patients, there are several open technical challenges.
First, noise in raw ECG signals makes the data imprecise and reduces the
prediction accuracy. Second, involving data mining and machine learning on
the cloud poses a significant latency since a huge amount of data needs to
be transferred in the network. This paper proposes a novel framework that
can provide the integrity of the ECG data by removing noise and then extract
relevant knowledge for heart disease diagnosis at the network edge based on
data mining techniques. Practical experiments demonstrate that the proposed
framework not only guarantees the integrity of the data but also enhances the
accuracy of the real-time detection compared with previous works.

Keywords: IoT, heart disease diagnosis, fog computing, data mining.

1 Introduction

Advances in sensor technologies allow electrocardiogram (ECG) signals to
be automatically measured by sensors instead of using conventional discrete
measurements [1–5]. Generated by cells in the heart, ECG reflects all activi-
ties in these cells, thus they are the most valuable data used in heart disease
diagnosis [6]. Together with the Internet of Things (IoT) technologies, ECG
signals can be transferred to the cloud [7] for processing. These technologies
have led to the emergence of new applications that can perform heart disease
diagnostics to assist patients and physicians remotely, in contrast to tradi-
tional offline expert systems [8–14]. For example, many such IoT-based heart
disease expert systems provide a diagnosis without medical experts [15–17].
Since data can be collected in real-time and transmitted to the cloud for
analysis, these expert systems can alert patients when they face potential heart
issues and help physicians to reduce treatment time.

Typically, these applications are built and trained based on a large-scale
labelled dataset wherein the system performs a diagnosis upon receiving data
from sensors. Therefore, the accuracy of diagnosis depends on the integrity
and reliability of sensor-supplied data and the training dataset. Many recent
works, e.g., [18–21], introduce proposals to improve the accuracy of diag-
nosis systems using ECG. Study [19] allocates manually detected heartbeats
to one of the five-beat classes recommended by ANSI/AAMI EC57 while
study [18] implements a convolutional neural network (CNN) algorithm
to detect normal and abnormal ECG beats. However, feature extraction or
selection method have not been thoroughly discussed in these works, thus the
accuracy/effectiveness of these studies are still questionable. Besides, these
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cloud-based approaches lead to large response time due to high end-to-end
communication delays for transferring massive ECG data (and the diagnosed
results in the reversed way) from IoT devices/users to the data centers (DC)
on the cloud. High latency will ruin the meaning of the diagnosed information
in practice, especially in the emergency of heart attacks.

To address the issue of the long response time of the cloud-based
approaches, fog/edge-based approaches are adapted to utilize virtualized
computing and storage resources available at network edges to compute
and process local/regional data [22–24]. Most of these current works focus
on the fog network architecture wherein fog nodes mainly serve as service
brokers [23] while main service functions such as data pre-processing and
data analytics utilizing data mining approaches are still deployed on the
cloud. Consequently, the primary purpose of applying fog computing, which
is maximizing the utilization of available resources at network edges, is not
fully realized.

On the other hand, since the IoT-based healthcare system is an emerging
trend to collect medical data in real-time from individuals for data min-
ing and automatic diagnosis and prediction [25–28], it is crucial to obtain
such medical data reliably. At the same time, medical data from devices
and sensors contains noises with uncertainty and high-dimensional nature
[17, 26, 29, 30]. As such, there are a couple of technical challenges in real-
time IoT-based healthcare systems. Firstly, the data pre-processing steps need
to be performed to ensure that there is no noise in the collected data. Sec-
ondly, mining and extracting features from raw medical data pose significant
overhead for the central servers on the cloud. Thirdly, it is crucial to ensure
end-to-end reliability and integrity of the collected data, from the devices
to the edge and cloud. These technical challenges motivate us to design a
new IoT-based framework for heart disease diagnosis systems. We adopt fog
computing where fog nodes play critical roles in local data processing before
communicating with the cloud to reduce the network load and response time.
In particular, the fog nodes process three primary services that are typically
deployed on the cloud in the existing architectures, e.g., [22, 23, 31–33]. The
first fog-based service is to remove noises and smooth ECG signals collected
from IoT devices or attached sensors; the second service is to normalize the
cleaned ECG data and extract features based on a local copy of the dataset
and based on this data machine learning models are trained on the cloud; and
the third service can instantly perform the diagnosis and send notifications
to users if there is an abnormality found in the ECG signals, even before
synchronizing the data with the DCs on the cloud.
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The main contributions of this paper are summarized as follows:

• A novel framework with three layers to provide reliable ECG data from
physical devices to the cloud has been proposed. For each layer, appro-
priate algorithms and methods to remove noises in collected signals yet
achieve high performance have been thoroughly designed.

• The proposed framework automatically extracts features related to heart
diseases from filtered ECG signals to feed machine learning mod-
els. Advantages in fog-computing and machine learning have been
integrated to bring intelligence close to users (patients, relatives, and
physicians).

• A large-scale evaluation using extended and real dataset collected from
humans through ECG sensors has been conducted. Extensive results
and analyses demonstrate that the proposed framework yields better
performance along with higher accuracy than the other methods.

The rest of the paper is organized as follows. Section 2 briefly describes
the background and discusses related work on IoT-based expert systems
for medical applications. The proposed framework is presented in detail in
Section 3. Implementation of the prototype for the proposed framework and
evaluations are presented in Section 4. Finally, concluding remarks and future
work are presented in Section 5.

2 Related Work

This section reviews related work on IoT-based expert systems for medical
applications that adopt various concepts including signal fusion, cloud com-
puting, fog computing, and machine learning on ECG data. The idea of using
the local cloud to support local networks has emerged in recent years. In
this design, the local cloud provides local services to enhance the control of
data privacy [34]. Nowadays, leveraging the increment of the population and
personal devices, Mobile Edge Computing (MEC) has been widely applied
for many mobile applications [35–37]. In addition to MEC, Mobile Cloud
Computing (MCC) is a new model that brings computational resources to
mobile users, network operators, and cloud computing providers [38–41].

Fog computing is also known as a novel computing model that enables
more features from core to edge networks [42–45]. This model is considered
as a complementary computing model as it provides the missing links in the
cloud-to-thing continuum in the IoT paradigm [35, 46, 47]. Several studies,
such as [48–50] discuss the challenges, potential applications, and benefits
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of fog computing. Study [51] analyzes the essential roles of fog computing
for extending continuous links of IoT data and services from the cloud to
the network edges. Meanwhile, study [52] proposes architectural imperatives
for fog computing and analyzes use cases, requirements, and architectural
techniques for Fog-enabled IoT networks. Study [48] provides an overview
of fog computing with detailed discussions in various aspects, including the
predominance of wireless access, heterogeneity, geographical distribution,
and large scale of nodes. There have also been various IoT-based applications
proposed in the literature [53–55]. However, these works have not taken
advantage of fog-computing to bring intelligence close to users (patients,
physicians) as the proposed approaches in this current paper.

In addition to fog computing, many related computing models have been
widely studied, such as Cyber Foraging [56] and Roof Computing [57]
wherein the authors use fog computing to construct the infrastructure for
nodes located in patient’s areas. In [34], the authors introduce a concept
of computation offloading that is built based on an instance of cloudlets,
mobile cloud [39], or mobile devices [58]. Studies in [34, 44] introduce the
cloudlet that is a fog computing-based model wherein they implement various
modules such as a wireless router, OS-level virtualization, and ParaDrop [45].
There has been a surge in the attempts to study the cloudlet’s applications
such as Google Glasses [59] and intrusion detection system – IDS [64].
In [43], an extension of fog computing has been proposed with an imple-
mentation of a programming model. It is worth mentioning that ubiquitous
computing that enhances communications, awareness, and functionality is
needed for everyday activities [60–64]. Difference from the above mentioned
work, our work leverages the fog computing in three layers to provide reliable
data for healthcare applications.

In recent years, there has been much effort aimed at fog computing
security and privacy [49, 50]. Since the fog computing infrastructure is
usually built at the edge network that contains a huge number of personal
devices and fog nodes, the security problem of fog computing infrastructure
becomes critical. Work [65, 66] designs the fog computing infrastructure
with an implementation of Software Defined Network (SDN) to enhance
the system’s flexibility and tolerance. Moreover, in [67], an effort is made
to characterize the latency and bandwidth constraints in the fog computing
infrastructure. In [68], the authors indicate that the data produced at the edge
of the network often raises over the capacity of the cloud’s bandwidth. The
authors in [69, 70] study the utilization of computing, storage, and network-
ing resources available at the fog landscape for running IoT applications.
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Since these resources are close to sensors, this model can improve the system
performance in terms of reducing energy consumption and latency [71].
Study [72] describes the deployment of fog-based solutions applied in dif-
ferent application domains. In the current paper’s proposed architecture fog
nodes serve as communication proxies to communicate with sensors to collect
patients’ data. Based on the rules learned from the data collected by sensors
(representing specific features of different users/patients), the fog nodes can
set periodical handshakes with sensors, and it can enter sleeping cycles when
the system can be idle to save energy.

In addition to the theoretical research in the area of fog computing, there
are many studies of implementing fog computing models in real applica-
tions [73, 74] wherein fog computing-based prototypes have been built to
support applications deployed on the cloud. In recent times, fog computing-
based applications have been widely studied for expert systems for heart
disease diagnosis [22, 75–77]. In these applications, ECG signal analysis can
be recognized and classified by neural networks [20].

Existing technologies discussed above mainly focus on specific issues
such as IoT data fusion, communications in the fog, ECG data analytics,
separately. This work integrates these domains into a complete medical
support system, especially for heart disease detection, which can be applied
in real-world applications. The novelties of this work stretch from proposing
the use of fog computing in medical fields to the concrete ECG data mining
methods for heart disease diagnosis. This integrated approach takes the
advantage of fog-computing paradigm to bring intelligence close to patients
to analyze their heart conditions efficiently, hence best supporting to both
patients/relatives physicians.

3 FOG-Enabled IoT Framework for Smart Heart Disease
Diagnosis Systems

This section describes the proposed framework entailing the design of each
component in the framework which includes the filtering module at the device
layer, the advanced data mining and feature extraction at the edge layer, and
the machine learning model for heart disease diagnoses at the cloud layer.

3.1 Framework Overview

The main target of this work is to adopt the fog computing architec-
ture [67, 71, 78–81] in an IoT-based framework for heart disease diagnosis
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Figure 1 The proposed fog-enabled IoT framework for heart disease diagnosis systems.

systems. Different from existing works that rely on centralized cloud nodes,
e.g., [7, 15–17, 82], the proposed approach focuses on fog nodes to perform
critical operations, including data processing and machine learning. The
objectives of this approach are to reduce the network load of raw data and
response time, hence guaranteeing the integrity and accuracy of real-time
data from devices. As a result, fog nodes can perform reliable and efficient
diagnoses with a lightweight response time.

The overview of the proposed framework is illustrated in Figure 1 which
consists of three layers: (1) device-data collection layer, (2) fog layer, and
(3) cloud layer. On the first layer, it ensures that collected data are reliably
transferred to a fog node using different mediums such as wired or wireless
communications. Next, on the fog layer, fog nodes perform noise removal on
raw ECG signals and extract features from the cleaned data. A classifier (in
which the model has been trained at the deployment stage on the cloud) is
deployed on each fog node to perform diagnosis once receiving the extracted
ECG features. The diagnosis results are transferred to a communication
module to notify users. Also, on this layer, the data is temporarily stored
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Figure 2 ECG cycle with 5 peaks: P, Q, R, S, T.

and synchronized with the cloud to ensure the reliability of the collected data.
These operations are implemented as web services so that they can be flexibly
used for different purposes. Finally, at the cloud layer, machine learning steps
are performed to generate the model for the diagnosis. These steps are based
on an initial dataset, which is later updated from ECG data collected from
fog nodes. The cloud layer also plays as a DC to store permanent data and
interact with stakeholders including patients, their relatives, and physicians.

The characteristics of a healthcare system are urgent (the response time
is as short as possible), reliable, and stable. This paper proposes a design
of a micro-processing unit which is responsible for data collection, handling
main tasks for data analytics and heart disease detection based on data mining
models deployed on it. This unit is used as fog-node in the proposed fog-
enabled heart disease diagnosis systems.

3.2 Device Layer – ECG Signal Collection

When collected from a sensor, an ECG cycle typically contains peaks, as
illustrated in Figure 2. From the figure, it should be noted that the R peak
has the maximum amplitude. Some of the noise types also have the same
amplitude as the R peak [83–87]. Such noises in ECG make the collected
data unreadable. Therefore, noise removal is a critical step during ECG
processing. In this layer, a typical data filtering algorithm developed in a
micro-controller to filter the raw data is implemented.

3.3 Fog Layer

Data fusion including filtering and advanced noise removal from ECG signals
is performed on this layer. Then, features are extracted from the cleaned
ECG to feed the classifier on the edge for instant diagnosis. A component
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Figure 3 Structure of Low/High pass filtering to filter noises in ECG signals.

Figure 4 ECG signal with and without noises.

in this layer also sends the mined ECG data to a DC on the cloud layer for
synchronization and model updating.

3.3.1 Data fusion
Figure 3 illustrates the process of data collection and filtering for further
analytics. ECG signals of patients are frequently measured by sensors/IoT
devices, but these data contain a lot of noise that affect analysis quality. Here,
Low and High pass filters are adopted to remove noise by the two middle steps
in Figure 3 since ECG signals are sensitive to low and high frequencies. At
the first step, the Remez FIR filter is applied to remove the first level noises,
and then the FIR filter algorithm [88, 89] is utilized to remove the rests to
provide cleaned ECG data for heart disease detection.

The output of these filters is ECG data without noise that can be used for
the next module for data mining. Figure 4 illustrates the ECG signals with and
without noise (lower part of the figure), before and after passing through Low
and High pass filters. In the real implementation, the values of parameters of
the FIR filter are calibrated to reach the best fit.

3.3.2 ECG data mining
In this step, the Sequential Recursive (SR) Algorithm [82] which is illustrated
in Figure 5 is adopted to mine the data further before extracting features
for classification. The core of this adaptive model is the block Model (SR
algorithm). As ECG signals of each patient have different characteristics,
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Figure 5 The proposed data mining model using the SR algorithm.

the proposed model performs an automatic adjustment to get the best match
based on: (1) the backward step n in the previous block, and (2) the
gap between the measured signals and estimated signals. In the proposed
approach, the algorithm can perform quick convergence to generate the best
fit model for a particular ECG data from each patient.

The proposed model is built based on the knowledge-base integrated with
the SR algorithm, which uses the previous cycles of the ECG data, shown as
v(t) in Figure 5, to predict the signal at a time (k). The signal produced by
Block Model is considered as the standard signal, which is compared to the
real signal at the time (k), along with the prediction period. The SR algorithm
receives two inputs: (1) data from an ECG knowledge base such as MIT-
BIH [90], and (2) real ECG data captured from patients after being filtered
by the filter module. These datasets will be analyzed and stored so that if the
difference between them is greater than a threshold, the data is generated as
the output data for the feature extraction module. With the characteristics of
ECG, time series representing the object need to be analyzed.

Give the equation:

y[k] =

n∑
i=1

θi · y[k − 1] + e[k] (1)

= [y[k − 1] . . . y[k − n]][θi . . . θn]
T + e[k] (2)

= µ[k]T · θ + e[k], e[k] ∼ NID[0, σ2e ] (3)
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Where,

y[k]: Signal at time k;
e[k]: Error at time k;
µ[k]: Regression vector at time k;
θ: Prediction parameter vector.

As presented in Equation (3), the signal at time k, denoted as y[k], is con-
stituted by the product of the regression vector at k (µ[k]) and the prediction
parameter vector θ, plus the error value at k (e[k]). Here, the regression vector
is the signal at the time (k–1), and the prediction parameter vector is chosen
based on the experienced values. In this work, the prediction parameters are
decided by data mining models which are trained from historical data (i.e.,
historical series of EGC signals). The error value is the difference between
the measure and estimated values.

The ECG signals have characteristics of Normally Independently Dis-
tributed, hence the mean value equals zero in NID[0, σ2e ]. Equation (3) was
used to predict one step ahead of output y(k) and error e(k). The ECG is not
stationary, hence y(k) and e(k) are needed for modelling and diagnosing. The
prediction data are used for de-noising (input for extended Kalman Filter),
Auto-Regressive – AR (QRS detection). The purpose of processing data is to
minimize the parameter, also named the cost function:

θEST [k] = min
k∑

t=1

λk−1(y[t]− µ[t]T · θ)2 (4)

For comparison purposes, the collected and extracted data from the above
steps are fed to a classifier for heart condition diagnosis described below.

3.3.3 Heart condition diagnosis
In the proposed framework, the diagnosis is performed at the fog layer to
reduce the network latency and provide a reliable and fast response to users.
The model used for this machine learning step is trained at the cloud layer
and is updated frequently to the fog nodes. The implementation details is
described in Section 4.

3.4 Cloud Layer

3.4.1 Model training and updating
This component, the critical component of the proposed framework, is used
to classify the ECG signals to diagnose heart disease. Compared with the
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related existing works, the proposed method is unique. Here, the classifier is
trained and built in a DC on the cloud using pre-defined expert data, while the
trained model is deployed on fog nodes for analyzing local data and quickly
detecting the abnormality in ECG signals of local patients.

The classifier can also be updated by using historical data collected
from multiple users populated globally in the whole system to improve the
effectiveness of the model. When this situation happens, the new model is
downloaded back to the fog nodes for daily execution. The details of the
building, the classifier utilizing a machine learning approach are presented in
Section 4.1.

3.4.2 Data storage and mining and user communication
In the proposed framework, ECG data from various sources at the fog layer
are transferred to the DC to store permanently. Here, the collected data can
be mined further by experts so that they can be updated to the dataset which
is used to retrain the classifier to get the best model for the diagnosis at the
fog layer. Based on this updating process, the accuracy of the diagnosis will
be improved over time.

There are different user roles in the proposed framework such as patients,
relatives, and physicians. The communication component allows users to
access and interact with the system via a mobile application or a web inter-
face. The system also notifies users in real-time when a diagnosis is released
from a classifier in a fog node.

4 Implementation and Evaluation

4.1 Implementation

This section describes in details the prototype implementation of the pro-
posed framework which is used to evaluate the effectiveness and feasibility of
the system. Figure 6 shows the main components of the prototype including
those implemented and executed on the cloud and those on the fog nodes and
IoT devices. The CORTEX ARM STM32F407VG (Flash memory up to 1
Mbytes, up to 192 Kbytes of SRAM, up to 4 Kbytes of backup SRAM, three
AHB buses and a 32-bit multi-AHB bus matrix, Core: Armr 32-bit Cortexr-
M4 CPU with FPU, ART Accelerator, frequency up to 168 MHz) is used as
a fog node to deploy the corresponding components including noise removal
and data fusion, feature extraction, and classification. Any other micro control
units (MCU) devices such as Raspberry Pi or NVidia Jetson can be used to
implement such functionalities as a fog node.
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Communication ECG Signal 

Collection 
Data 

Fusion Classifier 

Figure 6 Prototype implementation flow for the proposed framework.

Figure 7 ECG measurement with noise.

ECG Signal Collection: This component consists of sensors, AD8232, and
MCUs installed in IoT devices for collecting real-time ECG signals from
patients. ECG signals are collected with a frequency of 250Hz. A simple raw
data cleaning is performed by the flag bit provided by sensors to ensure that
the collected signals are readable. A module in the MCU is implemented to
transfer the collected signals to a fog node using the serial port RS232. In
practice, this data transfer can be implemented via a wireless channel. The
outcome of this component is that the collected ECG signals are sent to a fog
node for further processing.

Data Fusion: This component is implemented and deployed on fog nodes
to fuse the received ECG data. The data fusion process is to filter noise
and conduct other data pre-processing steps before sending them to the next
components. The proposed FIR filter algorithm introduced in Section 3.3.1
is implemented in this component. Figure 7 shows the noise existing in the
received ECG signals. After going through the FIR filter, the noise is removed
from these signals as shown in Figure 8. The experiments demonstrate that
the FIR filter provides high efficiency of filtering with the characteristics of
the ECG signal.
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Figure 8 ECG measurement without noise.

Classifier: In this component, a machine learning model is adopted to
perform the diagnosis using extracted ECG features. This model leverages
a Convolutional Neural Network (CNN) [91] based on Long-Short Term
Memory (LSTM) [92]. Here, CNN and LSTM are combined to handle the
ECG time-series signals and help to reduce the time series size, thereby
appropriate algorithms can be implemented to adapt different characteristics
of data in each stage.

In addition, an iterative learning mechanism is adopted to support
sequence-based prediction of the ECG series. The features are predicted and
defined by the physicians, based on that, all results of predictions support
for diagnosing. With this proposed method, both short and long-range are
recorded by enforcing the consistent error frame in the LSTM cell regardless
of sequence separation. The number of iterations depends on the convergence
during the training procession.

In the proposed framework, the classification model is initially trained on
the cloud and then is distributed it to fog nodes. In each fog node, once ECG
signals are received from connected devices, the classifier performs diag-
nosis based on this model. The model is frequently re-trained on the cloud
using ECG data received from fog nodes and labelled by physicians/experts.
The retrained model is then updated to the fog nodes to adapt to the data
revolution.

4.2 Evaluation

This subsection describes experimental results and analysis for the effective-
ness of the proposed framework.
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4.2.1 Dataset and experiments
For training the classify model on the cloud, the ECG dataset with labels
from Physionet [90] was utilized. This dataset consists of ECG sequences of
23 patients whose signals from 12 patients have been labelled. Each ECG
sequence (i.e., for each patient) is large including around 20 million signals
collected during 22 hours (250 signals per second). Signals in each sequence
are grouped into patterns (or timesteps) of 1250 consecutive signals (i.e., data
collected from 5 consecutive seconds), and each pattern is labelled as normal
(denoted as N) or abnormal (denoted as V which stands for Ventricular
Arrhythmia). Figure 9 illustrates the input data with abnormal points at time-
steps 1518 and 1519 (the significantly low voltage signals) from a sample in
the dataset.

The classification model based on CNN-LSTM used in the proposed
framework can detect these abnormal points when the difference between
the output (i.e., the predicted value) and the target (i.e., the actual value) is
relevant. Figure 10 shows a case of this detection where the abnormality is
detected as step 546,793 in a dataset of 10,000 patterns/timesteps denoted
as step 540,000 to step 549,999. Among several patterns, from the data of
each patient, 300,000 patterns are selected randomly. These datasets consist
of patterns from 12 patients which are divided into three parts, with the ratio
70%:15%:15% for training, validating, and testing, respectively. There are 2
parts in figure 10, the above part (first part) demonstrates the twisting between

Figure 9 Input data for CNN-LSTM model with abnormal points at time-steps 1518 and
1519.
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Figure 10 The CNN-LSTM model used in the proposed framework can detect an Figure 10:
abnormal ECG pattern (at point 546,793).

the real output and the targeted output, we found that the gap between them
(called the error) is really small, i.e., the second part shows the error values
almost less than 0.1 throughout the captured time range. The experimental
results are shown and analyzed below.

4.2.2 Experimental results
The convergence of the CNN-LMST model used in the proposed framework
is validated using the training dataset mentioned above to train a classifying
model with 10 hidden layers. As demonstrated in Figure 11, the model is
significantly converged at epoch 197th while it can provide an acceptable
result (low error enough) at epoch 40. This figure reveals that the selected
classify model works appropriately with the available training dataset. The
mean squared error (MSE) sudden decline in range [1÷9] epoch helps the
whole process take place shortly and improves the overall effect. From epoch
10th the MSE reduces gradually with a small delta and is stable unstill it stops
at epoch 197th.

Figure 10 illustrates the effectiveness of the classification model in detail.
The “Output and Target” plots outputs (i.e., the predicted values) and the
targets (i.e., the actual values) of 10,000 patterns/timesteps, namely from step
540,000 to step 549,999 of a specific patient. The “Error” plots the errors by
comparing the differences between predicted values and the target values. As
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Figure 11 The effectiveness of the classification model in terms of convergence capability
w.r.t to the available training dataset.

shown in the figure, the machine learning model used in this framework can
draw out a large gap between the output and the target (in both “Output and
Target” and “Error”) at the timestep 546,793. This result demonstrates that
the model can detect an abnormality at this point, which matches with the
label “V” (Ventricular Arrhythmia) in the actual dataset.

Next, the effectiveness of the classification model is validated via experi-
ments with real-field data. ECG data from 5 patients were collected during
30 minutes for each person with a frequency of around 250 Hz. After
having the data, noise was filtered using the mechanism in the Data Fusion
component of the proposed framework presented in Figure 6 (Section 4.1).
Label annotations for different patterns in the collected ECG sequences were
made. These data are then applied to the trained classification model to test
its effectiveness.

To validate the effectiveness of the classification model with the real
dataset, different factors were used, namely the overall accuracy, precision,
and recall. The primary purpose of the classification model in this work is
to detect the abnormal label “V” in ECG sequences, hence the “positive”
detection means the model detects a pattern “V,” and otherwise “negative”
detection. Let denote TP, TN, FP, FN true positive, true negative, false
positive, and false negative, respectively, three evaluation factors mentioned
above are defined as follows.

Accuracy:
TP + TN

TP + TN + FP + FN
(5)
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Precision:
FP

FP + TN
(6)

Recall:
TP

TP + FN
(7)

Table 1 shows the effectiveness of the classification model based on k-fold
cross-validation. The table reveals that the effective factors become stable
(i.e., has statistical meaning) when k reaches 4 or 5. As shown, the overall
accuracy and precision are as high as around 85% and 87%, respectively.
However, the recall is still low at around 50%, meaning that around 50% of
other abnormal patterns could not be detected (recalled) by the model. The
reason for this situation comes from “undefined” labels in the dataset. Con-
cretely, in the collected data, there are unstable signals that form “undefined”
patterns, i.e., neither normal nor abnormal ones. These patterns degrade the
effectiveness of the classification model.

To make fairness for the evaluation, the “undefined” patterns mentioned
above should be filtered from the dataset. Under this option, the effectiveness
of the classification model is significantly improved, as shown in Table 2.
Here, the recall is improved from around 50% in the previous validation
(Table 1) to 62.49% and 69.59% in the 4-fold and 5-fold cases, respec-
tively, while the precision is kept comparable with the previous validation.
Moreover, the overall accuracy of the two cases is significantly improved to

Table 1 The effectiveness of the classification model validated by real-field data via k-fold
cross-validation (k from 2 to 5)
Fold Mean True True Precision Recall Accuracy
(k) Square Error Positive Negative Positive Negative (%) (%) (%)
2 −0.1547 12162 450924 11401 439653 93.74 50.29 97.40
3 −0.0154 195293 473257 147692 327720 75.62 50.37 71.11
4 −0.0038 57838 330634 53937 277295 93.25 50.29 85.27
5 −0.1015 38909 251843 36674 215592 94.26 50.29 87.27

Table 2 The effectiveness of the classification model when the undefined patterns have been
filtered
Fold Mean True True Precision Recall Accuracy
(k) Square Error Positive Negative Positive Negative (%) (%) (%)
2 −0.1732 12162 450924 11401 440512 93.74 52.27 97.59
3 −0.0047 195293 473257 147692 455284 75.63 89.15 90.19
4 −0.0178 57838 330634 53937 298262 93.26 62.49 90.66
5 −0.1309 38909 251843 36674 235821 94.26 69.59 93.72
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90.66% and 93.72%, respectively. These figures reveal that the classification
is relevant enough for applying in real-world applications.

The sensor AD8232’s accuracy depends on the quality of the contiguous
between skin and sensor the pads. It is really tough when building the
system from scratch. This work conducts the cycle “try-correct-try” process
as follows:

– Read the signal from the sensor, recognize its tangible, and eliminate
noise.

– Build the model (filter, regression, classification, mining, etc.), choose
the appropriate model, and apply the model.

The performance of the data classification process depends on the hard-
ware. When deploying the proposed mechanism in the computer (Intel Core
i5 6400, RAM 8GB) the response time aligns the real-time requirement but
it takes a longer response time when deploying CORTEX ARM took. All the
result shown in this paper was collected from the computer deployment while
the CORTEX ARM is used as an enabled proof-of-concept. The migration of
deployment to the ARM is deferred the future work with following directions:
reducing the dataset’s size while keeping enough features for classification
models (both training and testing datasets), optimizing the deployment (e.g.,
resource awareness task deployment on the fog) since the limitation of the
hardware resources.

5 Conclusions and Future Work

This work proposed a novel fog-enabled IoT framework for heart disease
diagnosis systems. Difference from existing IoT-based healthcare expert
systems, the proposed framework moves main computations to fog nodes
which are close to users and locations where ECG data are generated, thus
provides more instant responses to patients and physicians. The cloud layer
in this framework is used for permanent data storage, model training and
updating, as well as communications among stakeholders, including patients
and physicians. The prototype implementation and experimental results from
real datasets demonstrate that the system can effectively generate accurate
diagnosis from real ECG signals.

Despite of the above advantages, the effectiveness especially the recall
of the proposed data mining model is still not too high due to the qual-
ity of the training dataset (many data points have not been labelled yet).
The effectiveness of the heart disease diagnosis model can be improved
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by validating more diverse datasets which are carefully labelled by domain
experts (heart disease doctors). In addition, this new data should be contin-
uously updated to the cloud layer for re-training the data mining model. We
are planning to extend this work with the above research directions.
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