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Abstract

Border crossing poses various risks, such as national security risks, risk of
terrorism, and human trafficking, as well as the risk of an epidemic. In the
process of disease control, Thailand has a system and mechanism of control
in accordance with the standards of the World Health Organization and is rec-
ognized for the precision and tightness of the process. However, the screening
and control process at land and marine border checkpoints still face the risks
associated with cross border disease control due to the lack of preliminary
information from passengers before crossing the border similar to those at an
air-border crossing. It was found that the agencies involved in the land cross-
border process would only become aware of passenger information when
the passenger arrived at the crossing point. Initial screening and preparation
procedures for coping with the risks were not timely, including the various
resources at the border checkpoints such as screening tools, personnel, and
screening sites. This paper aims to develop a cross-border management model
that can help screen for diseases and support national security through digital
technology. Therefore, the hypothesis has been proposed through the form
of electronic border checkpoints for prevention, control, and tracking of
transnational epidemics by screening all cross-border travelers. The existing
system will be studied. The principles of collaborative border management
(CBM) are the basis for the design, linkage, and integration between relevant
departments. Further, simulation is a proof of our concept. The results show
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that data linkage and coordination between organizations build confidence
and safety, reduces the risk of infection to people traveling across border
agencies, and is in accordance with the National Digital Policy.

Keywords: International border, disease control, smart border, electronic
border, collaborative border management.

1 Introduction

Cross-border activity is important in promoting economic activity. At the
same time, it is considered a weak point for national security. The purpose
for land crossings is different, whether it is for work or an educational trip.
However, cross-border management needs to be linked to both international
and local organizations [1, 2, 3, 4]. The positive results arising from crossing
the border are the economic benefits associated with the business of trade.
Tourists, as a part of the tourism supply chain, are one of the main revenue
sources in Thailand today. However, cross-border activity is also a risk for
nations, such as the risk of terrorism or human trafficking [5, 6], as well as
the risk of multinational diseases and national threats [7, 8, 9]. For this reason,
a quick but safe process is the goal and the key to cross-border activities in
Thailand, a country where the main revenue comes from tourist activities and
cross-border activities. In 2019, it was found that travel income was 12% of
Thailand’s GDP. The screening process at the border checkpoint also affected
the satisfaction of travelers [10]. Revenue from international trade was also
one of the main factors resulting in income and the creation of domestic
jobs. In Thailand, the revenue from the import and export of goods in 2019
was 16% and 18% of the GDP due to the importance of trade and tourism
to the domestic economy. As such, ensuring future confidence and security
in the country’s cross-border processes is paramount and it will ensure the
satisfaction of the traveler as well.

In Thailand, an automated system is used to facilitate immigration and
reduce travel time, including the autoGate of biometric technology in order
to verify identity, this technology being operated by the immigration police
personnel. The systems are installed at the international airports of Thailand,
including the Suvarnabhumi Airport and the Don Mueang Airport. Airlines
must complete the passenger registration process with the passenger infor-
mation system (Advance Passenger Information System, APIS) [11, 12] and
system monitoring and screening of passengers in advance (Advance Passen-
ger Processing System, APPS), both of which are useful in the preliminary
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identification of travelers. It helps to filter out basic information about crime
and traveler’s activity, and prepare the airport facilities to accommodate pas-
sengers travelling in an aircraft and upon arrival at the airport. The travelers
should be able to present themselves for immigration chek and hence support
the various other corresponding aspects. Identifying different passengers or
other aspects of tracking people in the city is easier and safer. The activities
in this section allow the tracing and identification of people, which can lead
to the control and prevention of multinational crimes, human trafficking, and
offender tracking.

In addition to the aerial frontier, land and marine border checkpoints
are also at risk for preventing and controlling the multinational disease.
At the time of risk, land and marine checkpoints have to be more careful
than air frontiers due to the lack of identification of preliminary passenger
information before crossing the checkpoint. It is found that the agencies
involved in the cross-border process will only know the passenger’s infor-
mation when they arrive at the border point. One of the benefits of the
preliminary screening at land border crossings is that it does not depend on
the individual circumstances of each border checkpoint, and thus allows the
preparation for various risks irrespective of screening sites. Furthermore, it
is a useful tool in filtering travelers who may be in the at-risk group prior to
their arrival at the border-crossing. The preparation of the border screening
process requires more time, and in places where the number of personnel is
limited this may burden the number of personnel employed for other tasks.
This will reflect in an increased time for the screening process, which can
result in an increased risk of infection for people traveling within enclosed
spaces or those who may have had contact with a carrier in the spread of
germs. Should a panic emerge, the dissemination of false information may
lead to a more severe situation than before.

This paper aims to propose a model for screening and tracking of travelers
through a mechanical linkage between the relevant authorities to allow them
to be able to control and track travelers across land border crossings, as
even standardized monitoring processes do not allow real time information
sharing between tracking agencies [13], ad-hoc workflow, and business silo.
Therefore, the researchers are interested in developing a cross-border man-
agement approach that will help prevent the spread of disease. This study
proposes the hypothesis of electronic border protection to control epidemics
by tracking all cross-border travelers. The existing system is studied and
analyzed. Simulation is used as a system performance evaluation of the As-Is
and To-Be process in accordance with the proposed model. The results show
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that the proposed model is supportive of the activity of border control and
ensures security. In addition, the policy recommendations are consistent with
the National Digital Policy.

2 Literature Review and Related Research

2.1 Cross-border Management

The border is an area separated by political boundaries. It consists of
geographical areas adjacent to other countries [14]. Border control is for
monitoring or regulating the border of a country. It includes the control and
movement of people, animals, and goods into and out of the country. To
monitor the border, the World Bank and the European Union [3, 15, 16] have
recommended that border checkpoints should consist of the following:

Border surveillance and border check

The border surveillance and border checks aim to monitor the movement
of people across border whether they are authorized to enter the state or
not. Monitoring includes the check of transportation means. In Thailand, the
Immigration Police are responsible for the role of cross-border checks.

Customs Agencies

Customs agencies play an important role in the control of goods across
a border. The collection of duties and other revenues also falls under the
authorization of the customs agencies.

Inspection of plant and plant products

The inspection of plants and plant products also plays an important role
in the cross-border checks in terms of control and monitoring of harmful
organisms. The import and transit of plants and plant products need to be
closely coordinated with customs control agencies.

Inspection of live animals and products of animal origin

The outbreak of animal and food-borne illnesses needs to be prevented. The
inspection of live animals and food stuffs, as well as other products of animal
origin, plays a crucial role in the prevention of such illnesses. The customs
agency also works closely with the inspection of live animals and products of
animal origin.
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Human health inspection

Health inspection is needed as a primary result of outbreak or illness. In
Thailand, the Ministry of Health and the Department of Disease Control
(DDC) is responsible for human health inspection.

2.2 Theories of Cross-Border Management

As efficacy and efficiency in the cross-border control requires collabora-
tion from all related authorities, a collaborative border management (CBM)
system is required. The cross-border management aims to facilitate the
movement of cross-border trade and people with efficacy and accuracy. In
general, a cross-border management model can be divided into four types:
Single Agency, Multi-Agency, Integrated Border Management, and One Stop
Border Post [14]. There are many theories for cross-border management [17].
The definitions of cross-border management in collaboration of control
authorities can be defined in similar ways. World Customs Organization
(WCO) has defined a cross-border management as “a border management
methodology that involves government agencies working together to achieve
common objectives in response, to challenge the border management in
the same direction by managing the border together as a way of managing
operations in order to create efficiency and effectiveness in the steps and
methods, and the operation of all agencies relating to border security and
law enforcement to passengers, goods and moving through international
border areas. The purpose of the border management system is to facilitate
convenience, trade, and travel of passengers without any security at the
border.” The European Union has defined cross-border management in the
same way as the WCO and the OSCE. However, cross-border management
under the definition of Tom Doyle [18] has a more specific focus on the
use of information technology and data sharing for the collaborative work.
Hence, this paper has adopted a CBM theory as a guideline for model
development.

2.2.1 Collaborative border management
CBM[18] is the concept of cross-border trade and facilities among related
organizations. This concept is to make sure that all parties relevant in the
border-crossing process can benefit from the common aims of resource
sharing and coordination. In this concept, the work and activities performed
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are like a “virtual border.” The operation, as well as the outcome of the
activities, can be linked and shared, the supply chain of goods and people
can be assessed for admissibility and clearance in advance of arriving at the
physical border.

The key components of the CBM consist of policy, process, people,
technology infrastructure, and facilities. Information sharing is one key for
the success of the CBM. The level of cross-border management is in three
stages: International level, Interagency level, and Intra service level.

2.3 Systems Related to the Border Crossing

The process of border crossing can be defined as being in three stages:
prearrival, entry, and after entry. The prearrival process includes the visa and
preclearance system, which can allow the benefits of time saving, eliminating
the duplication of check-in traveler data, and making effective resource allo-
cation. The entry processes are focused on the identification and verification
of travelers, while the after-entry process focuses on the tracking of travel-
ers during stays by compiling in-country applications and law enforcement
actions. The European Union is a model of cross border process development
on cross-border standards. The free movement policy is set for people to
travel freely across the union and the free movement of goods on cross-
border trade. In order to implement this policy, it requires the cross-border
standards and currency to be transformed, and the policy must be applied
to the whole of the European Union [19, 20]. The smart border concept is
compiled over the union. In the borders of the United States and Mexico, it
has recognized the busiest cross-border checkpoint with thousands of people
and goods along the border. Smuggling and crimes also form the majority of
cross-border risk. The screening process at a border checkpoint is extremely
elaborate. Video camera face recognition and other advanced technologies
are adopted for the prevention of cross-border risk. After the project was
implemented, the flow of people and vehicles is recorded with correctness and
safety. According to the system, Australia has adopted the concept of e-border
in its Universal Visa System. Inbound and outbound travelers are required
for Universal Visa System. The system aims to monitor the Visa Application
System in a risk-based scenario. The real time immigration system such as the
APP is integrated for the preliminary check of passengers’ information. With
this system, the management of the origin and destination can be prepared in
advance. The monitoring of risk, such as an unauthorized person traveling
across the border and the prevention of cross-border crime, can also be
controlled well. At the same time, the cost of management is also decreased.
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In general, the system regarding each stage can be defined as follows:

Prearrival: Prearrival processes are mainly related to the visa system
and preclearance processes. The related systems can be identified as the
Electronic System for Travel Authorization (ESTA), an electronic system
implemented by the Department of Homeland Security (DHS) for screening
passengers before travel to the United States of America. This system is
mandatory for Visa Waiver Program (VWP) travelers since January 12, 2009.
The APIS refers to communications systems, electronic components, and
the necessary data being collected and sent to the border control authorities
before flight departure or upon arrival at the airport [21]. The APPS refers to
the system of sending and exchanging passenger information in advance of
international passengers. Inbound and outbound passengers changing through
the terminals relate to the Customs Immigration Office, the Office of the
Anti-Drug Commission and drug suppression. The National Security Council
determining whether or not to allow passengers to travel by the system will
reduce passenger’s seal process more quickly and efficiently. The Passenger
Name Record (PNR) refers to a set of data elements and standards used to
guide corresponding aircraft operators to transmit the PNR to the government
for information exchange in international settings, and was developed by the
Passenger and Airport Data Interchange Standards, and is accredited by the
International Civil Aviation Organization [21].

On Entry: The arrival process focuses on the verification of people and
purpose of travel. The system relates to the entry/exit system. The entry and
exit systems refer to the identification and verification of travelers. Many air
borders have adopted automatic gates for the identification of the travelers in
order to reduce waiting time and staff at the checkpoint. Check-in kiosks are
also installed at the European borders for the identification and verification
of the European travelers who travel within the union. For vehicles crossing
the border, vehicle clearance system allows for people and goods declaration.
The X-ray scanner and portable scanner are adopted for the identification of
goods [22]. The automatic in-car clearance is now adopted in Singapore to
reduce the waiting time to get-in and off the vehicle of all passengers. At the
same time, the clearance of car is also verified via the X-ray scanner.

After entry: As the after-entry process focuses on tracking travelers, the
in-country applications play an important role in this stage. In Thailand,
according to section 38 of the 1979 Immigration Act, “House owners, heads
of households, landlords or managers of hotels who accommodate foreign
nationals on a temporary basis who stay in the kingdom legally, must notify
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the local immigration authorities within 24 hours from the time of arrival
of the foreign national.” Hence, the landlord is subject to submit the TM
30 form to the immigration office within 24 hours via many channels, such
as in person at the respective office or through an authorized person at the
respective office, by registered mail, or via the internet.

2.4 Disease Control at Border Checkpoint

The inspection of disease is an important control task at a cross-border
to prevent the risk of communicable diseases from international travelers
[7, 23]. Effective and timely detection of diseases among travelers can prevent
communicable disease and aid the preparation of control measures. When
compared to air-travel checkpoints, it is clear that land border checkpoints
put less focus on screening methods [8], and that, to be managed effectively,
communicable diseases, epidemics, and pandemics need timely regional
collaboration at land border-crossings also [24, 25]. The practice of screening
and tracking suspected patients has already been established in air travel, with
the Frankfurt model [23] that recommended screening practices for suspected
air travel patients. The paper suggests prearrival, on entry, and after-entry
procedures for travelers. At prearrival, the Passenger Locator Cards (PLC), a
form recommended by the WHO and ICAO, is recommended for precheck-
ing air-travelers’ health condition during a pandemic [23]. Color coding to
classify passengers’ health condition is used after the plane has landed.

Many researchers have identified the importance of information technol-
ogy adoption for disease control at border checkpoints. Noncontact infrared
thermometers were used for the detection of dengue fever at Taiwanese
airports between 1998 and 2007 [26]. The researcher noted that the use
of thermometers for fever screening had successfully identified 45% of
the infected imported cases. In general, the screening of infected travelers
is done by two tools: a questionnaire and detection tools like noncontact
thermal scanners for fever screening [27, 26, 28, 29]. Three health-screening
strategies were used for the detection of air travelers from West African
countries to Europe during the Ebola pandemic of 2006–2012 [26]. The
tools for health screening included a questionnaire, trained observers, and
screening devices. The first screening was done by questionnaire/observers
or medical devices. In case if symptoms were detected, a second screening
by medical officers was performed on suspected travelers. The timing of
the screening also played an important role in disease detection since it
could prevent transmission. Lucas Goal et al. have researched the entry/exit
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scenarios for infectious diseases at an air border checkpoint with three
scenarios: no screening, screening at trip origins, and screening at trip
destinations. The results revealed that the screening at trip origins makes
a significant difference on epidemic disease control [27]. A noncontact
infrared and thermal imaging cameras are recommended as the equipment
to be used for detecting passengers in an epidemic [30]. In Thailand, the
health officer at a point of entry has a right for screening and quarantine
of a traveler in accordance with the Communicable Disease Control Act
2015 [31].

3 Methodology

This research aims to present a model for screening and tracking people
across the border during an epidemic. The specification is focused on the
integration of data and the process of organizations based on the CBM
concept. Business process analysis [32] is a methodology for the identifi-
cation of the As-Is and To-Be process of the border-crossing process. In
the business understanding process, a review of primary and secondary data
by nonparticipant observation is used for business understanding. Sources
of the secondary data are the border-crossing processes with the adoption
of new technology, real time health inspection, immigration, customs, and
successful cases being reviewed. The primary data were collected from
the nonparticipant observation at the Sadao border checkpoint, the highest
ranking of border trade in Thailand. The observation focused on the border-
crossing processes on the five pillars of CBM, which consist of policy,
process, people, information technology, and infrastructure and facilities with
respect to the disease control. The primary data were collected from in-depth
interviews with stakeholders regarding the data sharing and management of
border checkpoints during the COVID-19 epidemic. The primary data and
secondary data were recorded and kept as a baseline for the As-Is process
[33, 34]. The business analysis was identified and presented in the To-Be
process, which combines the adoption of new technology regarding disease
control. The process was demonstrated and verified by a simulation. Data
sharing is an essential point of the process flow for screening and tracking of
travelers [1, 4]. The study can be divided into three parts:

Part 1: Business understanding

The five pillars of the CBM concepts are the baseline for business under-
standing. This step is to understand and know the baseline of the current
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Figure 1 Level of cross-border management based on CBM concept.

situation of the cross-border management in Thailand and internationally,
the need and challenges of the data, and the process of border management.
The primary data of the process flow and the adoption of technology as a
smart border concept as well as the convenience of travelers are observed.
Literature review on the cross border management concepts, trends in tech-
nology regarding control of borders, which includes customs; immigration;
and quarantine, and case studies of cross-border management during an epi-
demic were reviewed. In general, the objectives of the business understanding
are to clarify the cross-border process in international, interagency, and
intraservice levels as per the CBM concept and seek solutions for the To-Be
process.

Part 2: Business analysis

The analysis of the To-Be process model was carried out as follows:
The analysis of the needs and challenges of the cross-border man-

agement: SWOT analysis was employed to determine the As-Is situation.
Data collected from the nonparticipant observations and literature reviews,
together with in-depth interviews with stakeholders regarding health inspec-
tion at border checkpoints, were analyzed. The results of the SWOT analysis
represented the factors that are essential for the cross-border management.

The design of To-Be process model: The CBM was the concept for the
redesign of the system. Mapping as the integrated border control manage-
ment needs collaboration from and the integration of data and process with
agencies related to border control. The redesign of the cross-border process
for disease control was divided into three stages: prearrival, on arrival, and
after entry. The control of disease at cross-border checkpoints was put as
the first priority for protecting both the country’s public health system and
the security of the country [8, 24]. The Frankfurt model was adopted for
the detection of suspect travelers [23]. The selection of technology in the
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Figure 2 The border checkpoint process before the COVID-19 epidemic.

Figure 3 The border checkpoint process during the COVID-19 epidemic.

system was based on the noncontact surface concept [35] together with the
performance of unique identification [36, 37] in order to protect staff as well
as the travelers from the transmission of disease. Walkthrough metal door
detection with the combination of fever screening and immigration clearance
is a choice of the equipment for the screening of the traveler at the entry
process. This equipment is verified and tested for its suitability in many
cases [38].

Part 3: Verify the model by simulation

Simulation is a method to verify and provide proof of the control at a border
checkpoint [39]. Simulation modeling is required for the verification of the
conceptual model. Transmission of the disease is also an important point for
the design since the length of stay in any place affects the possibility of an
infection. In order to prevent and control the epidemic, the As-Is situation
before the COVID-19 epidemic has set up a health quarantine by health staff
at the first station, followed by an immigration control check, and customs
clearance, respectively.

During the COVID-19 epidemic, the checkpoint agencies have set up one
more station for the health quarantine by setting up a thermal imaging camera
at the first station, followed by the second health check by the health staff,
and then immigration control check, and customs clearance. The processing
time at the border checkpoint of the traveler was also increasing due to the
operation of disease control for health protection.

The design of the To-Be process is the reference to the conceptual model,
and the selection of technology is based on the decreasing time of operation
and in accordance with the task of cross-border activities. Walkthrough
fever screening metal door detection is selected for the health quarantine,
immigration control, and customs clearance with data sharing and real-time
base.
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Figure 4 To-Be process.

Figure 5 Conceptual framework.

The simulation will demonstrate the total time for the border-crossing
process during disease control. The simulation uses an input number of 1,200
travelers per hour in a Poisson distribution, reference from the peak hour of
Sadao Border Checkpoint. Based on the ICAO standards, the immigration
process should not exceed 45 seconds. The total time with all inspections at
the border checkpoint before the COVID-19 epidemic is 15 minutes.

Overall, the methodology of the research is shown in Figure 5.

4 Results

4.1 Review of Literature and Observation at the Border
Checkpoint

The results of review of cross-border process and observation at border
checkpoint in Thailand are analyzed. SWOT is a tool for grouping the data.
Details are shown in Figure 6.

As a result, the weakness and threat of the cross-border management in
Thailand are information sharing [40] and cross-border harm and disease
from travelers. To design the model of the cross-border management for
disease control, information sharing is mandatory.
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Figure 6 SWOT analysis of cross-border management.

Figure 7 Conceptual of E-crossing border on disease control base on collaborative border
management.

4.2 Design of the New Process

According to the CBM concept, the redesign of the process of disease control
can be seen in Figure 7.

Figure 7 indicates the process of the smart border for disease control.
The activities can be separated into three levels based on the CBM concept.
Information sharing and the use of advanced information technology are the
main keys to the model. The concepts of the APIS and APPS are adopted
for the screening of travelers in terms of protecting and controlling security,
disease, and other cross-border threats [34].

The border-management process can be divided into three stages: pre-
entry, on arrival, and after entry. However, in this paper, activities related
to the border crossing can separated into four areas: request of e-passport,
request of vehicle entry, request of e-VISA, and request for entry and com-
pleting the Traveler Locator Form. The actors in these activities are the
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travelers and stakeholders. However, all these activities need collaboration on
both physical and virtual borders for a smooth and timely process and flow
of information. At the international level, once the traveler applies for each
activity, the data will firstly be linked to the database of the country of origin
and then identification will be checked and verified. The data repository is
a temporary installation of essential data, including passport ID, biometric
data, and history of crossing the border [20]. In case of disease control,
the last visit of a traveler within 3 months will be the focus. The set of
common data for linkage among organizations at the interagency level is
set for a shared and real-time link [41]. To prevent and control the disease,
the DDC will update the case of disease control and lists among health
organizations within the country in the intra-agency level via HL7, the health
data exchange standard. Stakeholders in the tourism and logistics business
also play an important role in preventing and controlling the disease. These
stakeholders representing lodging personnel, tourism agencies providing inter
transportation and tours, and academic institutes where travelers hold student
visas, are responsible for reporting traveler information in which part of
their contribution is to the web provider. The benefit of the report is for
the allocation of service of infrastructure and facilities, staff, and other
necessities at the checkpoint and the tracking of travelers while in the country.
Currently, after the outbreak of the Coronavirus, the tracking of travelers is
done by unlinked data from each organization, which may take time and
result in data duplication. However, in this model, tracking is performed by
checking through the repository database with the common standard-setting.
Biometric data and traveler passport ID are the keys for real-time links, and
the visualization of data by intelligent process automation will help track and
report a case of disease [42]. Moreover, the stakeholders also benefit from
the safety and the preparation of their services in cases of suspected travelers
being found. Lastly, to ensure compliance, policy and cross-border standards
are used to monitor the regulatory supports. Those policies and standards
consist of the WTO and WCO for securing the supply and logistics of goods
and personnel [3], UN migration policy for the monitoring and controlling of
migration of people in each criterion, and International Health Regulations
(IHR2005) for outbreak and disease control. General Data Protection and
Regulations (GDPR) is the standard for securing and protecting data privacy
in the cross-border transaction [43, 44, 45]. To ensure the smooth and secured
use of information technology, software, and peripherals, the ISO standard is
selected for compliance.
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More specifications of the process can be defined as follows:

4.2.1 At pre-entry stage
There are three activities operating at this stage, namely the request for
passport, request for visa, and request for vehicle entry. Details are as follows:

Activity 1: Request for passport
At the international level, the traveler is responsible for the application of
his or her passport in his or her original country. At a smart border, the
passport is a must for e-passport, which includes a biometric data record.
The chip will identify the passport owner through three types of biometric
data, namely fingerprint, iris, and facial image. Once the application for an
e-passport is made, the biometric data of the passport owner is recorded.
At the interagency level, the responsible organization, in this case a consul
or embassy, will record the use of the passport and biometric data and the
set of data will be shared with the central database at the interagency level.
These data are the passport ID, national ID, and biometric data, which are a
common set of traveler data for linkage with other organizations. In case of
outbreak control, the DDC can check and track the border-crossing history of
the traveler by searching for the passport ID and biometric data in the central
database. At this stage, the use of information technology and infrastructure,
including a web portal and biometric scanner, are essential for the accuracy
and timeliness of the data and flow of the process.

Activity 2: Apply for e-VISA
When a traveler needs to travel to a country which has no guaranteed
immigration policy, a VISA is needed. A smart border system requires an
e-VISA for the smooth and timely flow of travelers [43]. At this stage, at the
international level, a traveler is subject to apply for an e-VISA at the web
portal of the destination country based on the immigration policy. Once the
application is done, the destination country will then check the applicant’s
personal information and the history of border-crossing. Necessary database
is searched for the applicant’s biometric data and personal information and
linked for verification of national safety on migration. To control the out-
break, the last visit to the country or the applicant’s visits to other countries
will be checked before prior checking of the outbreak. If the applicant’s
history is found suspect, the destination country may deny the issue of an
e-VISA for that applicant. However, the success or denial of the e-VISA
application depends on the severity level of the outbreak based on the WHO
standards and the national law. The results of the application will be delivered
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to the applicant directly via the web portal. At the same time, the results of
the application will also be linked to the data repository of the two countries.

At the pre-entry stage, in case of travel via international public trans-
portation such as international bus or train, travel agencies are responsible
for sending passenger information, including passport ID, first name, and last
name to the Advance Passenger Registration System at least 1 hour before
departure. Likewise, in case of travel via private vehicle, travelers are respon-
sible for submitting their information together with all passenger information
and vehicle information to the Advance Vehicle Registration System at least
1 hour before departure. The benefit of this registration process is that it helps
estimate vehicles and travelers at the border checkpoint at any given period,
allowing for prior space and operation management at the checkpoint. For
outbreak control, once the list is uploaded, searching for passport ID in the
repository database at the international level is the start, and then the boarding
history of travelers is identified. If the history of one traveler appears at high-
risk of outbreak of the DDC record, the prepreparation for outbreak control
at the border checkpoint is notified. The responsible staff of the country of
origin and destination may prepare special checking and special equipment
if needed. However, if the list is found normal, the benefit of this service is
for the allocation of the management of the border checkpoint as previously
mentioned.

4.2.2 On arrival

Activity 3: On arrival

Once the traveler enters the cross-border checkpoint, he or she will walk
by the fever screening metal door detection and immigration clearance. The
dynamic detection [43] is a technique for the identification and verification
of the traveler and travel documents. For the health detection, the capacity
of detection should not exceed 8 people in a row [44]. The health check,
immigration check, and customs check will be carried out. If there is nothing
to be suspected, the traveler is ready for entry. However, if the traveler has
been noted of traveling in the risk countries of the DDC announcement, he/
she is needed to have a secondary health check by the health staff once again.

In case of the traveler’s temperature exceeds 38◦C, the secondary check
of health conditions is required. The health inspection is the first process
they need to go through. The hand-held thermography camera is required
for checking the health conditions of the travelers. The infrared imaging
cameras are used in order to capture the in-normal sign of temperature. The
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concept of using nonintrusive equipment for the human health inspection
of both staff and officer is well known. Based on the ISO/TR 13154:2017
medical electrical equipment standard a screening thermograph complying
with the IEC 80601-2-59 [46] is a noncontact, accurate, and repeatable
means of quickly screening individuals for fever when proper procedures
are followed [47]. If the infrared temperature screening is normal, then the
traveler is able to move to his or her next step in the immigration process.
The immigration process is the next step. A traveler is required to use an
automated gate in a queue. The biometric technology is adopted to prevent
identity fraud [43]. The immigration stage via automated gate starts with the
verification of an e-Passport. The traveler first opens the e-Passport to the
biographic and picture page and places it face-down on the reader so that it
can scan the picture and read the key information. Next, the traveler must
look straight at the camera in the front for facial image capture. These steps
are for the identification of the traveler, visa check, criminal check, and visa
overstay check. The traveler is required to stand still until the green light is
flashed, and can then remove the passport and exit the gate.

During the process, intelligent process automation, risk assessment, and
risk profile will be sorted for risk identification of the traveler. Moreover,
video analytics is enabled for the motion capturing of the traveler. A docu-
ment examination system, linked to international databases, is ready for the
verification of supporting documents, such as visa and related documents.

The final step is the identification of belongings. Radiation control system
is for bearer checking process. The travelers must put their luggage to the
plate and bring it to check via the scanner. The type of scanner recommended
is a 3D scanner, which is more effective at searching things inside solid sur-
faces. The specification of the X-ray scanner is based on the World Customs
Organization Guidelines [48].

During all these processes, the data are sent to the repository ready to be
searched for and retrieved. In case of an outbreak control, once the traveler
is found infected or suspected of disease, the tour agency will be informed of
the infection and immediately guided on how to manage the case in a sanitary
manner via the web portal. This is for the disease control at the international
level.

4.2.3 After entry
Once a traveler arrives at his or her place of stay, the residence’s owner is
required to update their guest’s information with the Immigration Bureau.
Currently, the data from resident is kept at the Immigration Bureau and will
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be provided to other organizations on request. The data set of the process
will be directly stored in the data repository of the border agencies at the
interagency level. This is crucial in case of tracking travelers in various cases.
In case of disease control, this is for sending updated information of disease
control to the resident for good preparedness. As for the border agencies,
the current location of travelers can be retrieved for tracking at any time.
However, the right and privacy of the traveler’s personal data is protected by
legal regulation and national law.

4.2.4 The concept of data sharing for smoothness and
timeliness of the flow

Based on the activities as summarized in Sections 4.2.1–4.2.3, data will be
transferred smoothly and promptly. To clarify, two main data are divided in
the data layer: traveler data and vehicular data. Data sets for the traveler are
passport ID, national ID, biometric data, and personal info. These data will
be recorded from the preregistration of the traveler at the pre-entry stage. The
data sets in this stage are linked at the international level among the original
country and the destination country. During the biometric identification and
verification, data is also linked at the international level using passport ID.
Health data will be recorded in the health checking process. Place of stay will
be recorded in the after-entry process. The data sets will be linked to three
main border management levels, which are international level, interagency
level, and intraservice level.

4.3 Model Verification

Simulation of the entry process is used for the verification of the model.
The experiment dataset has been randomly generated from a simulation
system based on an in-depth interview output and reference from Sathaporn
Opasanon and Songyot Kitthamkesorn [49]. Matlab software is used as a
simulation program. The specifications of the infrastructure and information
technology are based on section 4.2. The standard time of the inspection is
considered to be effective in terms of decreasing time of the process. Data
requirement of the simulation is provided in Table 1.

The As-Is process and number of immigration booths, and customs clear-
ance are referenced from the current system at the Sadao border checkpoint.
The As-Is process is shown in Figure 3.

Currently, at the border checkpoint of Thailand, the steps of traveler
clearance were started from the immigration clearance, the health quarantine,
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Table 1 Data requirements for the simulation
Process Data requirements
The base case of the
simulation

• Two traveler types are employed: preregistra-
tion and no registration

• Traveler arrivals in Poisson distribution with an
interarrival time of 3.16

• The model estimated that the maximum num-
ber of traveler arrives at a border checkpoint is
1,200 traveler per hour.

• The criteria of health quarantine is in accor-
dance with the WHO standard [50].

• Queue service discipline: First-Come-First-
Serve

As-Is Process
Border clearance

1. Health quarantine by
staff

2. Immigration clearance
3. Customs clearance

• Distribution of service time of each station
• A thermal scanner with the detection of 8

travelers/min
• Health quarantine by staff is in the range of 1–2

min
• Immigration clearance based on the ICAO

standard is no later than 45 seconds
• Customs clearance is 1 min

To-Be process • Walkthrough metal detector with the capacity of
detection of 8 travelers in a row with process time
of 2 seconds [51].

and the customs clearance. Before the COVID-19 epidemic, the infrastructure
at the Sadao border checkpoint consisted of 8 immigration booths with 2 cus-
toms X-ray scanners for customs clearance. During the COVID-19 epidemic,
the thermal imaging camera has been settling up in the first process for
fever screening, followed by health quarantine by health staff, immigration
clearance, and customs clearance. However, as mentioned in the previous
section, there is still no data linkage among organizations. In case of tracking
a suspected traveler, the organizations need to ask for the permission of
sending related information to the stakeholders. Based on Figure 7, the To-
Be process will combine the check of immigration (I), health quarantine (Q),
and customs clearance within the same process as walkthrough CIQ. The use
of a metal detector with the combination of thermal imaging cameras and
sensors will automatically detect both the identity fraud of the traveler, their
belongings as well as the health conditions of the traveler simultaneously.
This is also beneficial in the prevention of the health staff for direct contact
with the suspected, infected traveler for health identification.
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The To-Be process is mentioned in Figure 4.
The simulation is a test based on the As-Is and To-Be process of the

inspection at a border checkpoint with three purposes:

(1) Comparison of the nonsuspect traveler among the current system (1
thermal imaging camera, 8 health quarantine staff booths, 8 immigration
booths, and 2 customs clearance booths) and the To-Be system.

(2) Comparison of detection time on the suspected infected traveler of the
As-Is and To-Be process.

(3) Comparison of the average process time of the system of the As-Is
process with two sets of the As-Is process (1 thermal imaging camera,
8 health quarantine staff booths, 8 immigration booths, and 2 customs
clearance booths) with the To-Be process (a fever screening metal door
detector and immigration clearance check).

Results

Comparison of the nonsuspect traveler of As-Is process and To-Be
process
The simulation results show that the To-Be process with the setup of walk-
through fever screening metal detection can be identified and verified of both
identifying and verifying health conditions of a traveler faster than the current
process. Base on data randomly generated from the simulation system, in 1
hour with 1,124 travelers with 722 nonsuspect travelers, the identification
of the traveler by walkthrough metal detector takes 1.108 seconds while the
whole process of the As-Is system in 8 booths took 19 minutes. The process
time of the As-Is system is a bit higher than the process time before the
COVID-19 epidemic due to the additional of the second check of health
quarantine. Meanwhile, the list of an infected traveler with the ID and time
at the border checkpoint is sent to the related organizations for the purpose
of notifying. It is obvious that the To-Be process is capable to identify all
travelers within the limited time.

Detection time of a suspected infected traveler
One factor related to the spread of the epidemic is the length of stay in
one place since spending more time in one place increases the possibility of
infection. This scenario focuses on the detection time of a suspected infected
traveler. The criterion of detection is to detect those who have temperature in
excess of 38◦C.

The detection of a suspected infected traveler is based on the recom-
mendations of WHO criteria. Those who have a temperature above 38◦C is
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suspected of infection. The researcher has simulated in the worst-case sce-
nario, 402 travelers are declared suspected of infected. As stated in Figure 9,
within 1 hour of 402 suspected travelers, the To-Be process is capable of
detecting 2 times faster than the As-Is process. With the distribution of
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travelers, the same person will be detected by the To-Be system within the
1.108 seconds when the traveler passes through the walkthrough gate. As the
data is in time series, and if there is any delay in the queue for the amount
of time, then the unconnected traveler would be displayed in Figure 9 during
the 3200 to 3400 seconds of the As-Is process.

The average process time of the system

The average process time of the system is calculated with the sum of the
average theory. Figure 10 demonstrated that the To-Be process with the
setup of the walkthrough fever screening metal detection took less time for
identification and verification of health conditions of the travelers than the
current process. In 1 hour with 1,124 travelers with 722 nonsuspect travelers,
the identification of the traveler by the walkthrough takes 0.3 seconds while
the whole process of the As-Is system in 8 booths took 19 minutes. With this
result, the To-Be process can replace the number of staff who are working at
the booths with at least half of the current system.

5 Discussion and Findings

The conceptual model of e-cross border management consists of the cross-
border activities in prearrival, entry, and after entry processes. The design is
based on the CBM concept for increasing the concept of data sharing and
linkage among the related organizations at an international level, interagency
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level, and intraservice level. This paper has suggested the model of the e-
cross border with the use of technology and the redesign of the border
checkpoint based on the conceptual model concept. For disease control,
sharing of data plays an important role in protecting and controlling disease
via tracking of travelers. Walkthrough fever screening metal detection is
recommended to support disease control and in the concept of e-border. The
benefits of the selected technology include shortening the processing time
of health quarantine, immigration process, and customs clearance. Moreover,
it is to support the use of a noncontact infrared camera which will protect
health staff and others from contact with the disease carrier. Based on the
results of the simulation, we observe that the processing time of the entry
of the traveler with walkthrough fever screening metal door detection can
save the processing time of each traveler by 14 minutes than the current
one. Moreover, according to the real-time and data-linkage concept of the
model, once the traveler has completed the identification and verification of
all processes, his or her data will be stored at the central database and be
able to be retrieved by related organizations as per request. In the case of
the preregistration of the traveler, the details are beneficial for the related
agencies for prearrangement and resource allocation. With this model, once
the traveler has been confirmed of infection, the related agencies can be
notified as necessary under the legal regulations.

6 Conclusion

Security and safety of a nation are the common goals of the economy of
the nation. Border checkpoint plays a critical role for the security and safety
of the nation. The tasks of the border checkpoint consist of human health
inspection, customs, immigration, sanitation of plants, and animal health.
The concept of e-border showed that it is able to increase the efficiency of
cross-border management via the linkage of the data with other information
support. With this conceptual model and the proof by simulation, the concept
of the e-border model is worth implementation. This model shows that the
conceptual model can be effectively used to track the traveler before and
during entry into Thailand. In case of any emergency, border agencies are able
to track data from the data repository in real time. The adoption of advanced
technologies for disease control, such as walkthrough fever screening metal
door detection; an infrared imaging scanner; fixed and portable devices; and
together with the AI with advanced equipment, will increase the confidence of
crossing the Thailand border for both travelers and staff working at the border
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checkpoint. The operating cost at the border checkpoint also decreases with
decrease in staff and the processing time of the traveler at a border checkpoint.
Moreover, the conceptual model is aligned with the policy related to border
control management.
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