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Abstract

Twitter is one of the most popular social networking sites today, and it
has become a critical tool for gathering data from numerous individuals
throughout the world. The platform hosts a variety of debates spanning from
current events and news to entertainment, advertising, and technology. In
contrast to earlier approaches, the proposed work employs the concept of both
direct (via tweets) and indirect stance detection (via homophily elements) to
infer sensitive attributes. Along with attribute-based inference, the proposed
work also matches user profiles across cross platforms via user-generated
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posts. Unlike prior efforts, usernames are not included in the feature set here
since they are a bit of a giveaway. Bio-inspired algorithms are used along
with ensemble methods to extract the best set of features.

Keywords: Identity inference, bio-inspired algorithms, ensemble, homophily,
attribute inference.

1 Introduction

SOCIAL networks have become an essential aspect of today’s age for the
sharing of information and opinions. Twitter, with over 1.45 billion regis-
tered users and 330 million monthly active users, sends almost 500 million
tweets every day [1]. In nations such as the United States, Japan, and India,
Twitter is the most widely used microblogging site. Because of its popularity,
researchers have begun to investigate its contents to discover hidden patterns.
A person’s virtual avatar is represented by data from online social
networks (OSN). It integrates relationships, views, opinions, personally iden-
tifiable information, and so on, and its profiles and communities reflect these.
OSN data may be represented mathematically as G= (V, E), where V denotes
actors (individuals, teams, etc.), and E denotes linkages or connections
between the nodes [2]. Figure 1 depicts social networks graphically.
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Figure 1 Graphical Representation of OSN [2].
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1.1 Classification of Privacy Breach [3]

1. Identity disclosure: Using data from a real-life person’s social net-
work to correctly identify him. It exposes the person and the types of
relationships he has with his friends and acquaintances.

2. Sensitive link disclosure: This exposes the relationship between users,
which they preferably like to keep hidden. Sometimes an affiliation link
disclosure also occurs in social networks, wherein users of a community
or a particular group are revealed. This type of disclosure can be used to
infer the likes, preferences, etc., of the individual.

3. Sensitive Attribute disclosure: Attributes generally fall into three cate-
gories.

o Identifying attributes— unique attributes, such as Social Security
Number.

e Quasi-identifying attributes—a set of attributes that identifies a
person. For example, name and date of birth.

e Sensitive attributes—attributes that people prefer to keep hidden,
such as sexual orientation.

Twitter has grown in popularity as a political campaigning tool and is a means
of contact between politicians and citizens in recent years. A considerable
number of Twitter users share their thoughts and actively participate in
debates, political or otherwise, and many notable political figures have also
been actively engaging with people via Twitter. These elements have made
Twitter a reliable tool for determining a person’s emotional state and political
ideologies.

Homophily and social media influence are the two most frequent psycho-
logical qualities seen in social media. Homophily is the inclination of users
to engage with persons who share similar interests. Social media influence
emphasizes the notion that people’s attitudes are influenced by their peers in
their social circle [4].

In this era of the Internet, users subscribe to more than one social network,
dispensing their data in various ways. Instagram, for example, is popular for
photo sharing, Twitter and Facebook are popular for posting and connecting
with friends, LinkedIn is popular for sharing job and skillset-related informa-
tion, and e-commerce giants like Amazon, Pinterest, and others are popular
buying platforms. User profiles on a single platform are often incomplete, but
when they are successfully amalgamated, they aid in enhancing online ser-
vices like recommendation systems, community detection systems, etc. For
identity resolution, feature extraction has a huge influence on the accuracy of
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the classifiers Currently, most of the work focuses on profile-centric features
like bio, education, occupation, photos, friend circle, etc. However, this
information often remains inaccessible owing to privacy concerns and can
be easily duplicated by sybils. But user-generated content like posts, URLs,
tweets, etc., are often unadulterated and can serve as the best corpus to infer
user interests, thereby resolving the user’s identity. The motivation for the
work is to identify spam users who duplicate profiles with publicly available
information. They intend to extort money from unsuspecting friends or gain
some crucial information. Such users, however, will not be able to duplicate
implicit content and can be identified easily.

The remainder of the paper is arranged in this manner. In the constituent
sections of this study, Section 2 discusses the most significant and recent
studies. Section 3 contains a detailed overview of the suggested technique.
The acquired results are discussed in Section 4 together with appropriate error
analysis. In Section 3, the study concludes with a discussion of some potential
future work.

2 Related Works

The projected study can be divided into two primary domains, each of which
has produced several remarkable results. The following is a list of some of
the recently referenced works.

2.1 Attribute Inference

Budiharto and Meiliana [5] (2018) used sentiment analysis to forecast
Indonesians’ favorite political leaders. The polarity of the tweets was deter-
mined by totaling the amount of positive and negative phrases for each
leader. This was bolstered with likes and retweets in favor of a leader. The
suggested work contains additional user signals in comparison to acquire
more information on the target user’s inclination.

Alaoui et al. [6] (2018) investigated the semantic meaning of tweets
and created a tagged corpus using important hashtags used by each party.
Different priority scores were assigned to elongated words. The impact of a
tweet was emphasized by including retweets and likes (more retweets/likes
indicated a stronger liking for that party). The suggested approach outper-
formed Google Cloud Prediction API and Nave Bayes. However, as stated
by the authors, expanding their sample size can significantly enhance their
results.
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Mirko Lai et al. [7] (2019) assessed users’ perspectives on the modifi-
cations made to the Italian Constitution by examining tweets and network
elements including retweets, mentions, reply-to, and follower/follower inter-
actions. Their finding that followers/following, mentions, and retweets can all
display homophily is supported by the inference drawn from our experiments.
They established that disagreements might be stated via reply-to, which will
be used in our future analyses. The authors want to explore the impact of a
notable person/bot on the discernment of his peers in the future.

In their data collection, created by Sailunaz and Alhajj [8] (2019), tweets
and replies were examined for the feelings and emotions conveyed by them.
The number of followers, retweets, likes, etc. were also used to calculate the
user’s impact. The authors’ method allowed them to produce a personalized
recommendation system. However, their tests were limited to basic texts that
were tailored to their technique. It must be upgraded to deal with the random
abbreviations, emoticons, hashtags, and so on that are common in an open
platform.

Likes, engagements (mention, retweet, and responses), connections (fol-
low), and linguistic content were analyzed by Aldayel and Magdy [9] (2019).
The stances were examined using the linear SVM, which yielded encouraging
results. This system had several serious flaws, one of which was that it
believed retweets, responses, and mentions were always supportive. Due to a
skewed and restricted dataset, the postulated classifier frequently incorrectly
categorized the “none” stance into any of the classifications.

Sharma and Ghose [10] (2020) examined Twitter data in the context of
India’s general elections. Data collection and preprocessing for their investi-
gation employed R tools. R and Rapid Miner’s Alyien were used to evaluate
the tweet’s sentiment (for or against), polarity, and subjectivity. Since the
study’s scope was strictly confined to studying tweets, it may be expanded to
include multimedia, hashtags, etc. A notable issue discovered was that when
collecting tweets, the location was not generalized, resulting in a bias in the
study.

Mohd. Zeeshan Ansari et al. [11] (2020) used twitter analysis to examine
the political situation in India. Even though the majority of the classifiers
(LSTM, Decision Tree, Random Forest, SVM, and Logistic Regression)
utilized in their research are similar to those in ours, labeling using human
annotators did not provide them with a suitable corpus. Future work in this
sector would entail employing semi-supervised classifiers to integrate better
resources (with more jargon and slang) to improve classifier training and
analysis.
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To categorize the users’ viewpoints, Darwish et al. [12] (2020) demon-
strated an unsupervised learning system. Before clustering with DBSCAN
and mean shift, preprocessed tweets were dimensionally reduced to limit
the influence of outliers. In comparison to supervised learning methods,
the labeling time for the stances was drastically decreased. Their solution,
however, was confined to tweets and may be extended to include all additional
metadata/multimedia.

2.2 |dentity Inference in Cross Platforms

To find colluders in requests sent, Kamhoua et al. (2017) [13] computed the
similarity in profile attributes and friend lists across platforms. The proposed
research did not test its efficacy using a real-world data set.

Ahamad and Ali (2019) [14] put forth a user identity inference scheme
that incorporated token-based and character-based distance algorithms to
find similar profiles across OSNs. Several leading phrases in user accounts
such as’ follow me on’ were analyzed in their method to get the target
network names. Although their method was effective, it relied heavily on
self-disclosed information in user-generated posts to perform the matching.

Authors Liu et al. (2019) [15] modeled user behavior patterns in 3 major
OSNs to map similar profiles. They monitored user behaviors in various
groups of different OSNs and thus, tried to infer user identities. Their study
was based on the correlation between user and group behavior. However, their
method was not a state-of-the-art technique, as the activity patterns across
various platforms vary owing to their heterogeneity.

In their work, authors Halimi and Ayday (2020) [16] used publicly shared
information such as user names, interests, etc., which offered varying ranges
of disclosure to map similar profiles. Their feature-set comprised usernames,
profile photos, locations, genders, activity patterns, interests, networks, etc.
The contribution of each of these attributes was evaluated using machine
learning algorithms, and the Hungarian algorithm was employed to assess
similarity amongst the profiles. The authors plan to improve their graph
matching algorithms and identify more correlations in their feature set to
supplement their baseline work.

So, to summarize, most of the earlier works accounting for attribute
inference either analyzed the tweets alone or the groups/ followers of the
people. The proposed work enriches the same by adding more signals for
analysis and incorporating the ensemble technique as opposed to simple
machine learning classifiers. A new voting mechanism is put forth wherein
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similar users (grouped based on homophily) guess the hidden attribute of the
target. The application of sentiment analysis, sarcasm detection, and emoji
analysis further enhanced our work by providing richer insights into the
tweets. Also, earlier to infer identities in OSNSs, researchers relied on self-
disclosed information on such sites. However, often this information is private
and is prone to be duplicated easily. Thus, our study analyses the tweets and
interests of the users to match profiles across many sites.

3 Methodology

The proposed approach (shown in Figure 2) is a two-step procedure. In
the first section, a deep learning classifier and an ensemble are used to
examine a user’s tweets in order to forecast their political party. This is
enhanced by the analysis of tweets and sarcastic content, if available. Similar
users are grouped using different interaction factors (retweets, mentions,
following/followers, hashtags, etc.), and similar people help determine the
target’s opinion when it is not clearly indicated. The second section focuses
on implicit extractions of frequent subjects, phrases, emoticons, and other
elements used in tweets and posts to appropriately match cross-platform
profiles. The accuracy of various ensembles is evaluated, and the feature set
is optimized through the use of different bio-inspired algorithms.

3.1 Attribute Inference

The following subsections explain the steps in Figure 3 in more detail.

1. Data Collection: A comprehensive list of significant party handles,
active party leaders’ Twitter handle names, election campaign han-
dles, popular hashtags, and party search keywords were compiled.
The location was assigned to the United States using Geo Tag-
ging. To augment our data collection, the Kaggle data set [17] was
employed as an alternative source. Popular terms and handles included

Infer Sensitive

User data and attribute

Social Circle |  Preprocessing
from OSN

Map Identities

Figure 2 Overall inference.
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‘Democrats,” ‘Republicans,” ‘Donald Trump,” ‘Hillary Clinton,” ‘ @real-
DonaldTrump,” ‘@HillaryClinton.” Furthermore, as demonstrated in
Figure 4 [4] secondary user profiles were obtained from their network

employing certain seed users.
2. Proposed Ensemble

Algorithms 1 and 2 [18] brief the processes carried out in the construc-

tion of ensemble and subsequent political party inference.
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Algorithm 1 Ensemble
Input: Tweets
Output: Output: political party score
foreach Tweet i do
pos — democrat; <- 0
pos — republic; <-0
neg — democrat; <-0
neg — republic; <- 0
/* initialization */
foreach base classifier ¢; do
if ¢; predicts positive sentiment for a party p then
pos — pi <-pos—p; + 1
else
neg — pi <-neg—pi + 1
/* where p can be democrat /
republic */
end if
probability(pos — democrat;) =
pos — democrat; + (pos — democrat; 4 neg — democrat;)
probability(pos — republic;) =
pos — republic;+ (pos — republic;+neg — republic;)
probability(neg — democrat;) =
neg — democrat;+ (pos — democrat;+neg — democrat; )
probability(neg — republic;) =
neg — republic; =< (pos — republic;+neg — republic;)
totalprobability(democrat;) = probability (pos — democrat;) + probability (neg —
republic;)
totalprobability(republic;) = probability (pos — republic;) + probability (neg —
democrat;)
end foreach
foreach base classifier ¢; do
weightc; = accuracy of c¢i/Summation of accuracy of all classifiers
end foreach
foreach tweet i do
democrat — score; <- 0 republic — score; <- 0
/* initialization */
foreach base classifier ¢; do
if c; predicts Democrat then then
democat — score; =
weightc; *totalprobability(democrat;)
else
republic — score; =
weightc; * totalprobability(republic;)
end if
end foreach
return republic — score;; democrat — score;
end foreach
end foreach
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Algorithm 2 Choice of party preferred

Input: Tweet;, rs;, ds;,user;
Qutput: political party
if rs; >ds; then
politicalparty = “REPUBLICAN”
else
politicalparty = “DEMOCRAT”
end if
/* where rs; and ds; are democrat, and republic score returned in Algorithm 1 */
foreach user j get all the political related tweets using the cosine distance formula do
if trs; >tds;, then
politicalparty = “REPUBLICAN”
else
politicalparty = “DEMOCRAT”
/* where trs; and tds; are the sum of total democrat and republic scores of a user;
computed via Algorithm 1
*/
/% cos(tl, t2) = (t1 . t2)/(||t1]]. ||t2]|); output =1 means
high similarity */
end if
end foreach

3. Sarcasm Analysis: Sarcasm is typically employed to look humorous,
exhibit distress, and refrain from providing a direct response. Our
approach interprets caustic tweets against “Democratic” as a preference
for “Republican,” and vice versa.

4. Homophily detection: In contrast to direct tweets, the contacts and com-
munication features of the users were studied in this study to determine
the preferred political party from comparable users. The links examined
in our research are detailed below [19].

e Following/Follower: People are presumptively interested in the
profiles of personalities they find appealing or with whom they
have certain commonalities. The goal here is to amass a certain
user’s follower/following group in order to deduce his political
beliefs from them. We determined a user’s preferred political party
based on whether a majority of his or her friends are Democrats or
Republicans.

e Mention: The mention similarity evaluated how frequently a cer-
tain party’s handle or a famous leader’s profile is cited in a
favorable meaning by a specific user using ‘@’. It also examines
how frequently a certain person’s handle appears in the user’s
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tweets to gauge their friendship (Further inference of the user’s
political choices is made using information from these friends).

e Retweet: Users who retweet a certain individual’s tweet demon-
strate their interest in that person, which may be used to discover
commonalities.

e Hashtag Similarity: The usage of popular hashtags that were trend-
ing about a specific party was examined in order to deduce the
attitudes of a specific user towards them.

The factors listed above were used to calculate a user’s resemblance to
notable political personalities from each political party (namely Donald
Trump from the Republican Party and Hillary Clinton from the Demo-
crat Party). The classifiers are provided user similarity signals for both
target politicians and all of the parameters. As shown in Algorithm 3,
the final conclusion is based on which political party is predicted by the
majority of classifiers.

Algorithm 3 Majority voting of classifiers

Input: Signals, user;
Qutput: political party
ds; <-0rs;<-0
foreach base classifier c; do
if c; predicts democrat then
de <—de +1
else
rsj <-1sj + 1
end if
end foreach
if rs; >ds; then
political-party <- “REPUBLICAN”
else
political-party <- “DEMOCRAT”
return political-party
end if

5. Attribute inference from friends:
Algorithm 4 [20] shows how an attribute can be inferred from the social
circle of a user.

Algorithm 4 Vote distribution attack
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a. Overview
For this attack, we model the social network as follows:

* It contains a set of user nodes Vs.
* A user can follow any other user.
* A user can have attributes associated with them.

In this scenario, the only possible attributes are ‘Republican’ and
‘Democrat’. A user may be associated with at most one of these
attributes.
We refer to the users on whom the inference is to be performed as ‘target
users’ and other users as ‘non-target users’.
The attribute information is hidden for our target users and we attempt to
infer it. The algorithm iteratively selects a target user and gives a certain
amount of voting capacity to each user. Based on whether non-target
democrats or republicans end up having a higher cumulative voting
capacity, we classify the selected target user into the party with higher
voting capacity.
In each iteration, the target initially has a voting capacity of |V,|. The
target then distributes the capacity according to the algorithm mentioned
below, after which we infer the party of the currently selected user based
on the final voting capacities of all non-target users. The last two steps
of vote distribution and party inference should be repeated for all the
targets.

b. Social Connection Matrix
Smat stores following and follower connections with weights as
described below.
A pair of users where only one user follows the other gets a social con-
nection weight of 1. A pair of users where both users follow each other
get a social connection weight of 2. dg is a column vector containing the
sum of weights of all social connections for each user.

Initialize Smas as a 2D vector (matrix) of zeros with dimensions |Vs|X |Vs|
fori<-1to|Vq:
forj <-1to |V
if V [i] follows V[jl:
Smat [1, J] <- Smat [1» J] +1
Smat [ja 1] <- Smat U9 1] +1
end if
end for
end for
Initialize ds as an array of zeros with dimension | Vs |
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fori<-1to|Vq:
forj <-1to |V
ds[i] <-dsli] + Smaeli, j]
end for
end for

c. Attribute-Based Second-Hop Connection Matrix

A pair of users are said to be connected by an ‘attribute-based second-
hop connection if both the users share a common attribute (The only
attributes considered for our case are Democrat and Republican i.e.
political preference).

Attribute-Based Second-Hop Connection Matrix A, stores attribute-
based second-hop connections. party[user] indicates the party the user is
associated with.

Initialize Amat as a 2D vector (matrix) of zeros with dimensions |V | X | V|
fori<-1to|Vql:
forj <-1to |V
if party[V[i]] = party[Vs[j]]:
Amat[iv ,]] <- 1
end if
end for
end for

d. Divider Matrix
Divider Matrix M stores the weights by which each node distributes
voting capacity to its neighbors.
M]i, j] indicates how much voting capacity is distributed from user i to
user j.
dp contains the number of people in each party (belonging to each
attribute).
Ws, Wa, WT denotes the weight given to social connections, the weight
given to attribute-based second hop connections, and the total weight
respectively.
Voting capacity distribution is based on the following rules:

o If user i have social connections, it distributes wg /w fraction of
its voting capacity to users with which it has social connections. If
user i have attribute-based second-hop connections, it distributes
w, /wr fraction of voting capacity to users with which it has
attribute-based second-hop connections. w for user i is computed
as the sum of the weights assigned to the types of connections that
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the user i has. Note that wr does not include weights assigned
to connection types that the user i does not have. For example, if
user i do not have social connections, wp = w, and would not
include wg.

o Ifusers j and i have a social connection, user j gets voting capacity
from user i proportional to the weight of the social connection
between users j and i.

o Ifusers j and i are connected through an attribute, user j gets voting
capacity from i inversely proportional to the number of people
belonging to the party (or having that attribute).

This is based on the idea that vote is distributed in 2 steps

o from user i to the attribute
o from the attribute to user j.

In the first step, since a user can have at most one attribute, user i gives
its entire vote capacity dedicated to attribute-based connections, to the
attribute.

In the second step, the attribute must divide this vote capacity among all
the users connected to it, so the voting capacity is divided by the number
of users connected to that attribute and then given to user j.

Initialize M as a 2D vector (matrix) of zeros with dimensions |Vs|X |Vs|
fori<-1to|Vq|:
/*to handle cases where a user does not have a specific type of neighbors and
weight has to be distributed among less than 2 types of neighbors*/
if user i has at least 1 social connection:
Is <-1
else
I <-0
if user i has at least 1 attribute-based second-hop connection:
Ian <-1
else
Ia <-0
end if
end if
end for
//Overall weight
we =Is * we + 14 * wa
forj <-0to |Vy|:
if Smat[i, j1 > 0:
//If connection social connection exists between user i and user j.
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/*user j gets voting capacity from user i proportional to the weight of the
connection between j and j */

. o Ws  Smatlt, j]
Mfi, j) < =Ml j] + - = % dsli]
if Apacli, j1 > 0:

/*If “attribute-based second-hop’ connection exists between user[i] and
user[j]*/

[*user j gets voting capacity from i inversely proportional to the number
of people belonging to the party because the users are connected through this
attribute and the attribute has to distribute the voting capacity coming from i to
all the other users connected to it. Hence, the incoming vote capacity gets divided
by the number of users belonging to the party ( and then weighted according to the
weight value assigned to this type of connection)*/

o . Wq, 1
Mi, j] < =M][i, j] + w dplpartyi]]
end if

end if

end for
e. Computing Voting Capacity

Initialize e and s as column vectors of zeros with dimensions | V| x 1
e[target] <- |Vs]
s[target] <- |V|
for i <- 1 to epochs:

s<-a*e + (1- @) * MY
end for

f. Inferring Party
democrat_votes <- 0
republican_votes <- 0
fori<-1to|Vq:
if i !=target and party[V;[i]] = ‘Democrat’:
democrat_votes <- democrat_votes + s[i,0]
else if i != target and party[Vs[i]] = ‘Republican’:
republican_votes <- republican_votes + s[i,0]
end if
if democrat_votes > republican_votes:
party[Vs[target]] = ‘Democrat’
else
party[Vs[target]] = ‘Republican’
end if
end for

Parameters:
a is set to the default value of 0.1 (according to the default value in the paper).
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Social connections and attribute-based second-hop connections are given
equal weights.
ws = 50, w, = 50, epochs = 50.

Note:

When selecting targets for inference, we ensure that we only select users who
have at least one social connection. This ensures that w; is never 0 in our
dataset, all non-target users will have at least one attribute-based second-hop
neighbor and all targets will have at least one social connection (because of
the selection method).

3.2 Identity Mapping in Cross-Platform Profiles

Algorithm 5 illustrates the steps followed while implementing our methodol-
ogy. This section aims to infer the profile of person X on Facebook by training
our classifiers with the data available in his Twitter profile. Unlike earlier
methods, wherein direct indications such as pictures, friend lists, profile
data, or usernames, the proposed work only performs inference based on
tweets [21, 22]. We have considered actively labeled celebrity profiles for our
work. In this direction, after refining the tweets, performing parts of speech
tagging, clustering frequently occurring distinguishable words, and inspect-
ing the URLs, emojis, topics of interest, etc., both from profiles of source
and target platforms, the most apparent profiles were matched. Bio-Inspired
algorithms can be used to achieve dimensionality reduction and maintain
the highest contributing features of the feature set, as indicated in [23].
The Bio-Inspired algorithms chosen for performing feature optimization are
Particle Swarm Optimization, FireFly Algorithm, Ant Colony Algorithm, and
Artificial Bee Colony Algorithm. In conjunction with machine learning algo-
rithms, these algorithms are used to derive optimal feature sets that provide
the best accuracy. The illustration of the entire process is demonstrated in
Figure 5.

4 Result Analysis and Discussion

4.1 Attribute Inference — Analysis of Tweets

Tables 1 — 2 & Figure 6 list the various metric values for the developed
classifier when compared against traditional classifiers.
CNN was chosen over RNN to detect sarcasm for the following reasons:

* CNN is quicker than RNN.
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Algorithm 5 Algorithm to match cross-platform profiles

Input: Twitter profile with tweets
Output: Facebook profile with posts

1. Collect the tweets of the user.

2. Preprocess them. (As shown in Algorithm 1)

3. Create a repository of content attributes for each Twitter profile from tweets,
hashtags, URLs, emojis, etc.

4. Perform Vectorization and collect high-frequency words and topics tweeted.

5. Infer possible interests from tweets. Perform sentiment analysis to obtain the user’s
orientation towards the top 10 tweeted topics.

6. Create a content repository for target Facebook profiles to extract the high-
frequency words, interests, emojis, hashtags, etc. (Repeat the above four steps.)

7. Map the most possible target profile to the source profile and verify its veracity.

8. Create random subsets of the feature set of both Twitter and Facebook Data

9. Initialize the Bio-Inspired algorithm’s parameters.

0. Evaluate fitness by using the accuracy of an ensemble classifier (Naive Bayes,
Random Forest, and Support Vector Machine) (As shown in Algorithms 3 and 4)
with feature subset as the measure of evaluation of fitness.

11. Repeat until the subset with the best fitness is achieved.

12. Perform training and testing on the ensemble with this fitness and compare the

accuracy of an ensemble of classifiers against the Bi-directional LSTM.

* CNN is more adept in detecting emotional languages such as rage,
abuse, and so on, which is critical for detecting sarcasm.

Sarcasm analysis reduces the model’s accuracy. This might be due to the
following reasons:

* The sarcasm detection algorithm was trained on non-political tweets.
The reason for this is that there was no dataset available in which
political tweets were categorized as sarcastic or non-sarcastic. As a
result, there is a good chance that the model met a huge number of terms
for the first time while attempting to forecast political tweets, and so did
not perform as well as it should have.

* The accuracy of the sarcasm detection model (independently) was only
80%. With the restrictions of the current dataset and the subjective nature
of sarcasm, increasing this accuracy is extremely challenging.

1. Twweet Similarity for Political Party Inference.
J(t1,t2) = t1nt2/t1 U t2 (1)

where t1 and t2 are the token sets of tweetl and tweet2 respectively.
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Figure 5 Identity mapping in cross-platform profiles.

On computing the average Jaccard similarity (Equation 1) between
“Democrat” and “Republican” tweets, the following results were observed:

* The average similarity between democrat tweets is 0.027.
* The average similarity between republican tweets is 0.017.
S(t1,t2) = 2 * [t1nt2|/|t1] + [t2] (2)

On computing the average Sgrensen-Dice indices (Equation 2), the
similarity values observed are listed below:

* The average similarity (Sorensen-dice) between Republican tweets is
0.033.

* The average similarity (Sorensen-dice) between Democrat tweets is
0.052.
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Table 1 Evaluation metrics for various models — direct evaluation tweet data (in percent)

Bidierctional Multinomial Random Ensemble +
Metric Ensemble LSTM Naive Bayes Forest SVM  Sarcasm
Accuracy 88.61 87.50 79.75 84.32 85.47 85.8
Sensitivity/Recall ~ 86.35 86.63 74.54 82.99 84.24 84.13
Specificity 89.76 87.93 81.55 8538 86.23 86.66
Precision 81.40 78.12 59.27 8244 81.52 75.83
F1 Score 83.80 82.15 66.04 82.72 82.86 79.77

Table 2 Secondary evaluation metrics for best performing classifiers- Direct Evaluation
tweet data (in percent)

Metric Ensemble + Sarcasm  Bidirectional LSTM  Ensemble
Mean Absolute Error 14.13 13.74 13.49
Root mean squared error 37.60 37.07 36.72
Ensemble Ensemble + Sarcasm Bidirectional LSTM
Actual Values Actual Values Actual Values

Republican  Democrat Republican  Democrat Republican  Democrat
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Figure 6 Confusion matrices — tweet data (direct evaluation).

The values indicate that although there is a very marginal similarity
between tweets in each group (democrat and republic), there is a signifi-
cantly higher similarity between Democrat tweets as compared to Republican
tweets. This could mean two things:

* The Democrats tend to tweet the same things more than once, hence
increasing the average similarity amongst all tweets.
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* Republicans tend to tweet more randomly, hence making their tweets
more unique. Donald Trump is an example of this- his tweets are highly
irregular and extremely unpredictable whereas most democratic tweets
tend to follow a certain pattern.

Note: Here a token-based text similarity approach is implemented, meaning
every sentence is split into individual words before the similarity is calcu-
lated. This token-based approach is particularly helpful when the strings are
long. Using a sequence-based algorithm would provide slightly more insight
but is not apt for our work owing to the time complexity observed.

4.2 Attribute Inference-Analysis of Metadata

1. Follow/Following —>
Sl=n+k (3)

where n is the total number of user;’s followers, and k is the total number
of users user; is following
2. Mention —>

q
S2 = Z tthreadmen(n, u;, uj)/

n=1

tthreadtot(n,u;) X 1/acctothread(n, u;) 4)

where,

o tthreadmen is a function that returns the number of u; tweets in the
communication thread n with u;that mention the account u; (can
be a friend or a political party/its leader’s handle).

o acctotthread is the total number of accounts in the tweets in
thread n.

o tthreadtot is a function that returns the total number of tweets in
the communication thread n.

o g is the total number of communication threads mentioning both u;
and u;

3. Retweets —>
S3 = noof TwtsreT'weetd (uj, u;) Q)

The function noofTwtsreTweetd returns the total number of u;’s (can be
a friend or a political party/its leader’s handle) tweets that u; retweeted.
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4. Hashtags —>

q
S4 = Z 1/1+ HashFunc(Hp,u;, u;)  (6)

n=1
HashFunc(Hn, ui, uj) = [P (u;, Hy) — P(u;, Hy)|
+ |N(uia Hn) - N(uja Hn)|
+ |NU(uia Hn) - NU(uj7 Hn)| @)

where

e function P takes user-id and hashtag as input and returns total
positive tweets tweeted on the hashtag by the user.

e function N takes user-id and hashtag as input and returns total
negative tweets tweeted on the hashtag by the user.

e function NU takes user-id and hashtag as input and returns total
neutral tweets tweeted on the hashtag by the user.

e  is the total number of hashtags tweeted by both u; and u;,

Individual signal accuracies as plotted in Figure 7 convey that the
follower/following relation is the most contributing factor and must be pri-
oritized when deciding on the weights that each signal will carry during the

Accuracy (in percent)
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T T
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Figure 7 Individual signal accuracy.
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Table 3 Evaluation metrics for various models — Indirect Evaluation data (in percent)

Majority ~ Logistic SVM Naive Random Decision

Metric Vote Regression SVM Linear Kernel Bayes  Forest Tree
Accuracy 94.16 94.16 91.67 95 83.33 95 95.8
Sensitivity/  98.21 98.21 96.42 98.21 69.64  98.21 98.21
Recall

Specificity ~ 90.62 90.62 87.5 92.18 9531  92.18 93.75
F1 Score 94.01 94.01 91.53 94.82 79.59  94.82 95.65
Precision 90.16 90.16 87.09 91.66 91.85 91.66 93.22

Table 4 Comparison of majority voting with vote distribution attack — indirect evaluation
data (in percent)

Metric Majority Vote  Vote Distribution Attack
Accuracy 94.166 99
Sensitivity/Recall 98.21 98.18
Specificity 90.62 100
F1 Score 94.01 99.08
Precision 90.16 100
Majority Vote Logistic Regression SVM Linear Kernel
Actual Values Actual Values Actual Values
Republican  Democrat Republican  Democrat Republican  Democrat Republican  Democrat
S N H G H ] - K
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Figure 8 Confusion matrices-indirect evaluation.

signal combination step. Comparison metrics for the same are listed with
values in Tables 3 — 4 & Figure 8.

Using Figure 7 as a reference, Algorithm 6 is used to test if the grouping
of comparable users is accurate.
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Algorithm 6 Similarity validation

1. Jaccard Coefficient Following
J+ denotes Jaccard coefficient between users based on the following (outgoing edges)
Initialize J; as a 2D vector (matrix) of zeros with dimensions |users| X |users]|
for i <-1to |users|:
F1 <- set of users followed by user i
for j <-1to |users|:
F2 <- set of users followed by user j
J+[i,j] = |F11‘1F2|/ |F1UF2‘
end for
end for
2. Jaccard Coefficient Follower
J_ denotes Jaccard coefficient between users based on followers (incoming edges)
Initialize J_ as a 2D vector (matrix) of zeros with dimensions |users|x |users|
fori <-1 to |users|:
F1 <- set of followers of user i
for j <-1 to |users|:
F2 <- set of followers of user j
J_ [I,J] = \FlnF2|/ |F1UF2|
end for
end for
3. Jaccard Coefficient Combined
J denotes combined Jaccard coefficient between users.
fori <- 1to |users|:
for j <-1 to |users|:
Jli] = T [ig] +I- [i]
end for
end for
4. Computing mean of Jaccard Coefficient for users in same party and users in different
party
different_coefficient <- 0
same_coefficient <- 0
/* Subtracting |users|because we do not consider diagonal elements of the J matrix as they
correspond to the Jaccard coefficient between a user and themself.*/
total_entries <- |users|* |users| — |users|
fori <- 1to |users|:
for j <-1 to |users|:
ifi=j:
skip to next iteration
end if
if users i and j belong to same party:
same_coefficient <- same_coefficient + J[i,j] / total_entries
else
different_coefficient <- different_coefficient + J[i,j] / total_entries
end if
end for
end for
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It is observed that the Jaccard coefficient for people in the same party is
much higher (approx 2.24 times) than the Jaccard coefficient for people from
different parties.

* Same Party : 0.046
* Different Party: 0.019

The obtained results corroborate the base assumption that users tend to
share similar interests with their followers and the people they follow.

4.3 Identity Mapping in Cross-platform Profiles

Table 5 & Figure 9 lists the performance evaluation metrics of various bio-
inspired algorithms when annexed with the base ensemble.

1. Tweet Similarity for Cross-Platform Mapping

The training data is from a user’s Twitter feed, the testing data is from the
user’s Facebook feed. Users such as Actors and Influencers have a higher
cross-profile similarity, as they use every platform in a similar structure to
engage with their fans.

Computation is done using the cosine similarity formula (as shown in
Equation 8) and the results for some of the sample profiles are listed in

Table 6.
i Fix T

(\/ >t Fz‘Z) * (\/ > Tz2)

where F; and T; are Twitter and Facebook profiles respectively.

C(F;, T;) = ®)

Table 5 Evaluation metrics for various models — identity mapping in cross-platform profiles
(in percent)

Ensemble Ensemble

(Twitter (Twitter

Training Training Ant
Algorithm & Testing) & FB Testing) Firefly PSO Colony ABC
Sensitivity/Recall 75.28 73.80 7529 79.51 7297 7840
Specificity 88.52 87.87 84.61 82.08 76.31 80.64
Accuracy 80.53 79.93 79.04 80.07 74.12 79.93
Precision 90.54 88.57 86.48 84.61 75 85.18
F1 Score 82.20 80.51 80.50 8198 73.97 81.65
Mean Absolute Error 37.47 33.57 3571 32.89 4699 33.72

Root mean squared error 95.16 84.17 88.002 8246 99.03 8448
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Figure 9 Confusion matrices — identity mapping in cross-platform profiles.

Table 6 Cosine similarity results
Class  The Similarity Between Train and Test

0 0.53
1 0.60
2 0.96
3 0.90
4 0.84

4.4 Comparison with State of Art Approaches

Tables 7 and 8 compare the proposed approach with some of the similar
existing techniques highlighting the feature set and experimental results
obtained.

Table 7 Existing research on political stance inference

Authors Feature Set Results
Asif Khan, Huaping User data, texts, retweets, SVM offered the highest
Zhang, Jianyun Shang, replies, mentions, links, accuracy with 79.8 %
Nada Boudjellal, Arshad hashtags, locations,
Ahmad, Asmat Ali, and friends, followers, statuses
Lin Dai [24] along with semantic

analysis

(Continued)
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Table 7 Continued

Authors

Feature Set

Results

Parnian Kassraie, Alireza
Modirshanechi, and
Hamid K. Aghajan [25]

Josemar A. Caetano,
Hélder S. Lima, Mateus F.
Santos and Humberto T.
Marques-Neto [4]

Mirko Lai, Marcella
Tambuscio, Viviana Patti,
Giancarlo Ruffo, Paolo
Rosso [7]

Proposed Research

Tweets with Google
trends data

Tweet, retweet, follow,
mention

User data, texts, retweets,
replies, mentions, links,
hashtags

Tweets, Follow/
Following, Mentions,
Hashtags, Retweets, guess
of people whom user
follow/ his followers

SentimentR package offered
better accuracy of 84%.
Gaussian process regression had
lesser prediction error when
compared to SVM.

The homophily of these
attributes was analysed.

Metadata like followers,
retweets, and mentions showed
agreement with the users.
Mostly contradictions were
expressed through a reply to.
SVM model achieved a precision
of 0.96 and 0.94 for against and
favor respectively.

In the case of none highest recall
was 0.89.

The proposed Ensemble gave the
best accuracy of 88.61% indirect
evaluation. Vote distribution
attack (based on followers and
following) gave almost perfect
accuracy of 99 percent.
Follow/Following was proved to
be the most accurate signal with
an accuracy of 82.11%

Table 8 Existing research on cross-platform profile matching

Authors

Feature Set

Scores Obtained and Inferences

Deepesh Kumar
Srivastava, Basav
Roychoudhury [21]
LiYongjun, PengYou,
ZhangZhen, WuMingjie,
XuQuanging,
YinHongzhi [26]

Tweets, retweets, posts,
URLs

Display User names

Neural networks offered the
highest accuracy 91.2%

Random Forest performed the
best with an AUC of 0.97. SVM
and Maxent offered 0.90 and
0.95 AUC:s s respectively.

(Continued)
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Table 8 Continued

Authors

Feature Set

Scores Obtained and Inferences

Hussein Hazimeh, Elena
Mugellini, Omar Abou
Khaled, Philippe
Cudré-Mauroux- [27]

Wenxin Liang, Bo Meng,
Xiaosong He, and
Xianchao Zhang [28]

Nacéra Bennacer, Coriane
Nana Jipmo, Antonio
Penta, and Gianluca
Quercini [29]

Anisa Halimi and Erman
Ayday [16]

Proposed Research

Screen names,
biographies, and profile
data (named entities) [Life
event-based linking and
Description based linking]
Profile attributes and user
connection information

User network and profile
data

Username, Location.
Gender Photo, Bio,
Activity, Interest
Sentiments, Graph
connection

Tweets, hashtags, URLs,
emoji, interests

The precision of state of art
HYDRA approach was observed
to be 0.8

JLA had the highest precision of
1.0. While core GCM had a
precision of 0.93, its other
versions had a precision of 0.8
approximately.

Proposed algorithm gave a
precision of 94%.

They found weak and strong
identifiers for profile matching.
Logistic Regression when used
for classification in their
approach gave an average
precision of 0.8 for various test
cases.

PSO with the proposed ensemble
gave the highest accuracy of
80%.

5 Conclusion and Future Works

Using words, support (retweets, likes, and mentions), multimedia, emoji, and
groups, users of Twitter, a common podium today, express their moments and
opinions on a range of topics, from current events to problems like mental
health, etc. Inferring identities or sensitive attributes in the absence of direct
evidence was the goal of the suggested research, which attempted to close this
research gap. Some possible future works in this direction are listed below.
Detecting the intensity of user connections (unidirectional/bidirectional)
and time period-length of contacts in a certain environment (for example,
political) to enhance homophily identification would be a significant future
endeavor. Acquiring appropriate datasets helps improve sarcasm and emoti-
con analysis (containing more suitable Twitter dialects). A potential extension
of this work in the area of identity resolution is the dynamic linkage of social
network profiles [30]. E-commerce, marketing analysis, locating online trolls,
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profile integration, etc. are notable areas where this study may be expanded.
Profile integration assists in delivering better friendship suggestion services
when users switch across networks. While improving these strategies, it is
critical to ensure that the user’s privacy is not violated.
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