
The Road to a Trustworthy 6G;
On the Need for a “Zero Trust 6G” Paradigm

Geir M. Køien

Department of Microsystems, University of South-Eastern Norway, Norway
E-mail: geir.koien@usn.no

Received 31 January 2023; Accepted 27 October 2023;
Publication 07 February 2024

Abstract

The high-level aspects of 6G are slowly being agreed upon. It is safe to
assume that 6G will bring many enhancements to 5G, including pervasive
application of Artificial Intelligence (AI) and Machine Learning (ML) ser-
vices. The “softwareization” trend is likely to continue and become even
more prevalent. Security and trustworthiness are recognized goals for 6G.
Accordingly, we predict that Zero Trust principles will become fully inte-
grated in the 6G architecture. While necessary, this will not be sufficient. With
the “softwareization” in mind, we postulate a need for increased focus on
software development and deployment practices. Thus, we propose to extend
the Zero Trust paradigm to encompass software development assurance and
bring about a Zero Trust 6G regime. This will also be in line with the current
developments for improved accountability for software and services.
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1 Introduction

The high-level goals for 6G have not yet been formally defined. However, it
seems certain is that 6G will have to provide better and more comprehensive
security solutions. This paper investigates possible strategies for security
improvements to the 6G system architecture.

1.1 Background

The International Telecommunication Union (ITU) is a United Nations
agency, and it is responsible for a host of information and communication
technologies recommendations, etc. The ITU-R arm, which is responsible for
radiocommunications aspects, has a “Working Party’ known as WP 5D. This
group is responsible for the high-level system aspects of International Mobile
Telecommunications (IMT) systems, comprising IMT-2000, IMT-Advanced,
IMT-2020 and IMT for 2030 and beyond. These IMT visions correspond to
3G, 4G, 5G and 6G respectively.

The recommendation for “IMT for 2030 and Beyond”, aka 6G, is
expected to be similar in scope to the 5G vision (“IMT for 2020 and
Beyond” [1]). The 5G recommendation gave us a high-level specifica-
tion, including usage scenarios, etc. The “triangle vision is from the 5G
recommendation.

The mobile systems vendors are now in the process of defining and
proposing position statements and usage scenarios. As expected, one will find
many proposals concerning adoption and integration of AI/ML-technology.

1.2 High-level Expectations for the 6G System Architecture

The ITU-R report M.2516-0 “Future technology trends of terrestrial Interna-
tional Mobile Telecommunications systems towards 2030 and beyond” [2]
is expected to be influential for the technology foundations for 6G. We can
safely assume it will contain many of the premises for the 6G requirements.
The report contains four sections that are of particular interest:

4. Overview of emerging services and applications
5. Emerging technology trends and enablers
6. Technologies to enhance the radio interface
7. Technology enablers to enhance the radio network

We expect 6G to contain requirements and usage scenarios for these areas.
We shall return to the M.2516-0 report in clause 2.1.
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1.3 Introduction to the Zero Trust Concept

This subsection briefly introduces the Zero Trust (ZT) concept. We shall
return to ZT in clause 4.1.

1.3.1 The zero trust concept
The ZT concept is about unwarranted and implicit assumptions about secu-
rity. The background were a situation where one commonly assumed that the
(intra)network perimeter would serve as a dividing line between untrusted
and trusted actors, and that within the perimeter one tended to trust all
actors and accesses. This relied on the tacit assumption that the network
perimeter would be an effective access control barrier and that all actors
and entities within the perimeter could be trusted. Of course, this presumes
that one could uniquely identify and authenticate all the legitimate actors and
entities. And, finally, it presumes that one has explicitly defined a security
policy, which includes authorization regimes and proper access control to
the various resources. In general, these assumptions are false. ZT therefore
rejects the network perimeter security assumption. Instead, one adopts an
“always verify” and “assume breach” position.

1.3.2 The zero trust architecture
Associated with the ZT concept is the Zero Trust Architecture (ZTA), which
is a concrete manifestation of ZT principles and tenets. ZTA is defined
in NIST Special Publication (SP) 800-207 [3]. This document includes a
definition of the ZT tenets and ZTA as such. We shall not repeat those here,
but suffice to say that they expand on and implement the ZT principles.

1.3.3 Operation and maintenance aspects
The ZT concept and the associated ZTA are concerned with operation and
maintenance (OAM) of systems such as the mobile networks. To this end,
ZTA specifies required functionality, like “Identity and Access Management”
(IAM), and required operational methods. However, ZT/ZTA do not address
how the systems are designed and implemented.

1.4 Requirements for Designing and Implementing Secure
Systems

While the ZT/ZTA concepts are useful and necessary, they are not sufficient.
There is also a strong need for designing and implementing software that is
more reliable and with fewer flaws, bugs and security vulnerabilities.
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1.4.1 Software vulnerabilities
The ENISA Threat Landscape (ETL) report [4], see also clause 2.6, provides
an authoritative overview over the current threat landscape. The ETL reports
are annual, and are based on (mandatory) reporting from large businesses,
national agencies and critical-infrastructure operators all over the EU. Soft-
ware flaws and bug may cause security vulnerabilities, and are the root cause
of many of the incidents highlighted in the ETL report.

The “OWASP Top 10” report further illustrates the fact the many of the
threats from the ENISA report stem from vulnerabilities in software [5].
To reduce the number of software vulnerabilities must therefore be a top
priority.

1.5 Laws, Regulations and Compliance Aspects

The mobile systems are critical infrastructures. Societal dependency on a
well-functioning mobile system is well established, and that has been rec-
ognized in legal terms too. This encompasses primary systemic aspects such
as availability and privacy, but also less obvious aspect such as account-
ability. For EU and the European countries this is manifest in legislation
such as the EU Cybersecurity Act [6], the proposed EU Cyber Resilience
Act [7] and even the EU Digital Services Act [8]. We do not intend to
delve any further into these aspects, but suffice to notice that they have
a clear impact on how these systems must be designed, implemented and
operated.

1.6 Related Research and Paper Outline

Related research, standards and reference documents are mentioned, dis-
cussed and referenced throughout the paper.

Section 1 is the Introduction, which briefly introduced the relevant fields.
Section 2 contains The Road to a Trustworthy 6G. It investigates the tech-
nology basis for 6G, with elements inherited from 5G/5.5G and from the
general technology trends. Section 3, Agile Development and Cybersecurity,
outlines some high-level features of the Agile development methodologies,
and explains why these are important for cybersecurity in the 6G software-
based functions and services. Section 4, Towards a Regime of “Zero Trust
6G”, outlines the needs for an extended Zero Trust approach to 6G security.
The paper is rounded off with Section 7, Discussion and Summary, and
Section 8, Conclusion.
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2 The Road to a Trustworthy 6G

The 6G system will inherit many features from 5G and 5.5G, and then add
features and improvements of its own.

2.1 Future Technology Trends

As previously alluded to, the ITU-R Report M.2516-0 on the future technol-
ogy trends [2] provides important insights into the basis for 6G.

2.1.1 New services and application trends
The M.2516-0 report highlight the following key drivers (section 4.2).

• Energy efficiency
• Data Rate, Latency and Jitter
• Sensing resolution and accuracy
• Connection density
• Coverage and full connectivity
• Mobility
• Spectrum utilization
• Simplified user-centric network
• Native Artificial Intelligence (AI)
• Security/Trustworthiness
• Dynamically controllable radio environment

All these drivers are posed to influence the 6G design. For our purpose,
we shall only investigate the Security/Trustworthiness driver. That is, we
note and concur that AI/ML will be integrated in almost all aspects of the 6G
system.

2.1.2 Security/trustworthiness
Section 4.2 in the M.2516-0 report focuses on the security/trustworthiness
driver [2]. We have that:

A future network may support more advanced system resilience for reli-
able operation and service provision, security to provide confidentiality,
integrity and availability, privacy with self-sovereign data and safety
regarding the impact to the environment.

and

IMT towards 2030 and beyond should strive to support embedded end-
to-end trust such that the level of information security in networks is
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significantly better than today’s network. Trust modelling, trust policies
and trust mechanisms need to be defined.

and

Security algorithms may use machine learning (ML) to identify attacks
and respond to them. Continuous deep learning on a packet/byte level
and machine learning can enforce policies, detect, contain, mitigate, and
prevent threats or active attacks.

The above quotes fits well within a Zero Trust paradigm, but it still does
not address software development aspects. Section 5.8 in the M.2516-0 report
highlight technologies to enhance trustworthiness [2]. Here, it is noted that
one

...depends on “trustworthiness technologies” such as security, privacy and
resilience.

It is also noted that

It is necessary to consider the extensive introduction of AI as well as the
prospect of quantum computing.

Then there are subclauses that elucidates how these aspects might affect
RAN privacy, how quantum technology might affect cipher solution and how
physical-layer security (PLS) solutions might be

...used to enhance the resilience and robustness of IMT systems against
active attacks at the physical layer.

All the above technology trends are of interest and may turn out to
be useful and worthy additions to a 6G security architecture. They do not,
however, take into account the fact that software will define and affect almost
all aspects of a 6G ecosystem. There is thus a serious omission in the
scope of the M.2516-0 report concerning how the IMT/6G system will be
realized.

2.2 Fully Virtualized

The cybersecurity of 6G will not be dominated by traditional mobile system
access security schemes. There will of course be security controls and crypto-
graphic schemes specifically tailored to the 6G system and the mobile phones,
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but, overall the security of the 6G systems will depend more on the security
and reliability of the virtual network functions (software) and the manage-
ment and orchestration of the system. Thus, much of the afforded security
will be generic to the base technologies. As such, the 6G system will be a
large and complex cloud-based web-technology system. Generic hardware
(HW) will run the software, and the hardware will include accelerators for
specific loads like ML-algorithms, etc.

2.3 From Cloud-ification to ML-ification

We observe that the drive towards virtualized and cloud-based network
functions in 5G is all-encompassing. This drive to realize all functions as
software-based will continue in 6G. However, while this was a defining aspect
of 5G, for 6G this will be taken for granted. To fully benefit from a virtualized
infrastructure, one needs automation and adaptability that scales.

Industrial-strength machine learning (ML) holds the promise of opti-
mized and fast automation. This usage of ML for automation, also known
as hyper-automation, is a general trend [9–11]. Fast adaptability, advanced
fine-tuning of and fine-grained load-balancing will provide new opportunities
for the network operators. This will enable better services at a lower energy
cost, amongst others. These aspects were also clearly indicated in the ITU
M.2516-0 technology report [2], and it seems evident that AI/ML technology
will be a pervasive feature of 6G.

2.4 An Improved Triangle

The “IMT-2020 and Beyond” 5G triangle vision concept should be well-
known [1]. The triangle is featured as Figure M.2083-02, and highlight these
usage scenarios:

• Ultra-reliable and low latency communications (urllc)
• Massive machine type communications (mmtc)
• Enhanced mobile broadband (emb)

The 3GPP-based 5G system will realize these scenarios. However, the
5G version of the urllc and mmtc functions are far from perfect. The maturity
and flexibility of these functions could no doubt be improved upon. Also,
while the emb functionality is there, there is still room for improvements.
Inevitably, one will want to reduce power consumptions even more, and to
have more agility and flexibility. Finally, it would be advantageous to have
more autonomous adaptability, and security needs to be pervasive, ubiquitous
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and configurable. A major goal for 6G, whether stated or not, will therefore
be to improve upon the 5G service triangle.

2.5 Features and Functions of 5.5G

3GPP Release 18 is known by many names, including “5G Advanced”
and “5.5G”. According to the 3GPP newsletter “Highlights” (November
2022) [12], the following topics are being studied (amongst others).

• Study on System Support for AI/ML-based Services. This work will
expand on the Release 17 work on AI/ML for network automation,
primarily focusing on transmission aspects.

• Studies on Real-Time and Timing Resiliency. These studies will
focus on URLLC enhancements for synchronization and scheduling
for extreme low latency support. There is also work on real-time
communications for IMS.

• Study on deterministic networking (DetNet). This study will aim at
providing real-time support (DetNet), as specified by IETF [13].

• Various studies to include satellite access.
• Various studies to improve location services.
• Study on proximity services improvement, etc.

There will also be continued focus on spectrum flexibility and energy savings.
As 5G moves further towards ubiquity, the energy cost must come down and
provisioning of broadband must become cheaper and more flexible. Many of
the topics above can be seen as improvements to the service triangle, or as
enabler technologies for improvements to the service triangle.

The Release 18 features will foreshadow what one can expect in the initial
phase of a 6G architecture.

2.6 Cybersecurity as a Fundamental Premise

The current threat landscape points to many and highly competent adversaries
the in cyber-domain. The ENISA annual Threat Landscape report highlights
this [4]. As noted by ENISA, the threat actors are increasing their capabilities
and geopolitical trend is towards more hybrid attacks. These trends are likely
to become a norm. With this as the background, we postulate that cybersecu-
rity must be a fundamental premise for the 6G systems. This is clearly in line
with the inputs from the ITU M.2516-0 report [2]. We shall, however, take
a broader perspective and address the role software development as critical
component to achieving more resilient and trustworthy systems.
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3 Agile Development and Cybersecurity

The Agile software model is a dominant software development methodology
today. Suffice to say that the development methods used for the current 5G
systems are largely based on agile methods [14, 15]. These systems are very
much service-oriented and the software will likely feature “continuous inte-
gration and deployment” in some form. It is likely that 6G will be developed
with the same basic methodologies.

3.1 Characteristics of the Agile Development Model

The agile development philosophy includes many aspects. Notably, there
is the Agile manifesto that serves as high-level guideline.1 This has been
elaborated upon in several distinct methodologies, amongst them Scrum and
eXtreme Programming (XP). See [14–16] for more information. We shall not
go into details here, but suffice to highlight the development cycles (sprints)
and the CI/CD delivery methods.

3.1.1 Short development cycles
The development cycles are commonly called sprints. A sprint typically lasts
about a month. The development process is highly incremental, and new
services and functionally are added along the way.

3.1.2 Continuous integration/continuous delivery (CI/CD)
CI/CD is an automation method for software delivery. The main concepts
of CI/CD are continuous integration, continuous delivery, and continuous
deployment. The concept is associated with the so-called DevOps role (see
clause 3.2). We note that the CI/CD automation comes with its own mix of
opportunities and problems. These include regression testing, performance
testing and security aspects [17,18]. Concerning the security aspects, security
patches are commonly delivered by these automation methods. At its best,
CI/CD provides a timely way to correct security flaws and bugs.

3.1.3 Agile methodology and security aspects
There are many aspects that influence the actual security level of software.
The development practices will obviously influence the software, but it not
obvious which aspects are inherent to the development method. There are
numerous biases at play, and it is hard to measure whether, and to what

1See https://agilemanifesto.org/

https://agilemanifesto.org/
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extent, certain traits are affected by the development method [19,20]. We shall
not assume any specific security benefits or drawback to agile development
methods per se.

3.2 The DevOps and DevSecOps Concepts

The term DevOps was coined by agile developer Patrick Debois in 2009, and
it denotes a methodology where one integrates software development and
IT operations. Some of the aspects of DevOps are highlighted here [21, 22].
DevOps has been defined as “a set of practices intended to reduce the time
between committing a change to a system and the change being placed into
normal production, while ensuring high quality” [23].

DevSecOps is an extension to DevOps that includes security practices to
be integrated into the DevOps approach. The delivery team will be empow-
ered to set up the appropriate security controls in the software delivery. There
have been concerns about observability concerning this process2. Security
teams may also be reluctant to trust the developers to make security decisions.

4 Towards a Regime of “Zero Trust 6G”

We are proposing to include software development into our Zero Trust 6G
concept. It will include ZT/ZTA as we currently know them, and then extend
it to also cover software development (aka Software Development Assurance).

4.1 The Zero Trust Guiding Principles

There is no single universally agreed upon definition of the ZT principles.
The industry consortium “The Open Group” has published the white-paper
“Zero Trust Core Principles” [24], which gives a good overview. They also
take partnerships, supply chain aspects and business models into account.

4.1.1 The zero trust architecture
The Zero Trust Architecture (ZTA) is defined in NIST Special Publication
(SP) 800-207 [3]. A central characteristics of ZT and ZTA is being explicit
and to never take assumptions for granted.

2Ref. https://devclass.com/2023/01/26/devsecops-report/

https://devclass.com/2023/01/26/devsecops-report/
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4.1.2 Zero trust guiding principles
The US National Security Agency (NSA) has publish a useful memo on the
basic ZT security model [25]. The NSA memo advises to “Embrace Zero
Trust guiding principles” (slightly amended):

• Never trust, always verify – Treat every user, device, applica-
tion/workload, and data flow as untrusted. Authenticate and explicitly
authorize the least privilege required using dynamic security policies.

• Assume breach – Operate and defend resources with the assumption
that the system has been breached. Deny by default and scrutinize all
users, devices, data flows, and requests for access. Log, inspect, and
continuously monitor all configuration changes, resource accesses, and
network traffic for suspicious activity.

• Verify explicitly – Access to resources should be conducted in a consis-
tent and secure manner using multiple attributes (dynamic and static) to
derive confidence levels for contextual access decisions to resources.

For our purpose, we want to take these OAM-related guidelines and
characteristics one step further, and extend the ZT paradigm towards software
development.

4.2 An Outline of the “Zero Trust 6G” Concept

We shall argue that the 6G systems will need to be designed, operated and
maintained with security in mind.

4.2.1 Systematic approach
That will include a systematic approach to secure development practices.
The methodology, whether or not based on agile principles, will need to
include security perspectives all through the development phases. One may
here include DevOps/DevSecOps practices. Security will of course also be
part of the traditional OAM, and here Zero Trust principles and the Zero
Trust Architecture concept comes into play. Operators will need to deploy and
operate their networks according to ZTA concepts. We have not mentioned it
yet, but ZTA commonly also comes with different degrees of maturity. There
are several versions of this [26–28], although the big commercial software
developers tend to have in-house version based on the US “Cybersecurity
and Infrastructure Security Agency (CISA)” maturity model [27]. For critical
infrastructures, we expect there to be requirements for an “advanced” or even
“optimal” maturity level.



98 G. M. Køien

4.2.2 Assume flaws and bugs
Design flaws and implementation bugs3 can be assumed to be a root cause
of many vulnerabilities. There is therefore clearly a need for procedures and
methods that facilitates secure software design methods and secure software
implementation methods. A guiding principles, akin to the Zero Trust adage
“Assume Breach”, would be to “Assume Flaws and Bugs”.

4.3 Secure Development Practices

For Zero Trust 6G, one needs to develop explicit and yet flexible practices.
We shall not repeat the material covered in clause 3, suffice to say that agile
methods will likely be part of Zero Trust 6G.

4.3.1 Security testing
Software flaws and bugs are an unwanted, but inherent, feature of software
at large. However, it is still possible to reduce the amount and seriousness of
the flaws and bugs, and thereby to reduce software vulnerabilities. There are
three main strategies:

• Improve the design to avoid flaws
• Improve the implementation to avoid bugs
• Detection and Removal (through testing)

The design and implementation will involve tools and methods such
as formal specification, formal modeling tools and various development
methodologies, etc. There are heated debates about the benefits and draw-
backs of the various programming languages. Proponents may claim that
this or that programming language is safer, better, etc. That may be so, but
one may write poor code in “safe” languages and, corollary, secure code in
unsafe languages. For our purpose, we shall not delve in these matters, or for
that matter software design and implementation methodologies. These are
large and complex topics, and involves many disciplines and a multitude of
aspects.

However, we shall propose that the developer use modern versions of
whatever programming language they are using, and adhere to best current
practices for that language. There exists many “secure practices” proposal,
and the developers must document their choice of practices.

3Implementation errors in software designs are commonly call “bugs”.
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4.3.2 Threat modeling and security testing
Software testing is part and parcel of software development. Security testing
can be viewed as included in the software testing, but we shall choose to treat
it as an independent topic.

There exists frameworks for comprehensive software security testing
regimes, such as the “OWASP Web Security Testing Guide” [29]. This
framework includes various security testing methods, including penetration
testing and threat modeling. Threat modeling is a design-phase companion to
security testing, and these days it should be considered a mandatory require-
ment for critical software. Threat modeling, while technically independent of
security testing, will be a useful way to focus on assets and associated threats.
A decent resource on threat modeling methods and tools is found in the book
“Threat Modeling: A Practical Guide for Development Teams” [30].

4.3.3 Engineering trustworthy secure systems
There have been many attempts at defining secure development practices,
with different perspectives and priorities. As for engineering of trusted and
secure systems, we find the NIST special publications on “Engineering Trust-
worthy Secure Systems” noteworthy [31,32]. These publication do not define
development methods per se, but aim at providing tutorial-style guideline.

4.3.4 Software assurance
There are no shortage of software assurance and maturity models to choose
from. We shall not investigate these, but suffice to say that one probably will
want adherence to some such model. Unfortunately, many of the models are
fairly complex and to demonstrate compliance one needs external auditors,
etc. This is too expensive for many small development projects, and in
practice impossible to achieve for Free and Open Source Software (FOSS).
And, FOSS code is interwoven in almost all software projects these days.

A useful overview over secure software development standards can be
found in [33]. There are numerous guidelines, standards, etc. for secure
development practices [34–43].

4.4 AI/ML-assisted Development and Deployment

We have made a point of highlighting AI/ML as a pervasive technology in
6G. It stands to reason that AI/ML technologies will also become prevalent
in software development. This will range from the mundane, as in assistance
in programming styles and library usage, to more profound aspects such as
correctness analysis, etc.
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4.4.1 Avoiding well-known vulnerabilities and weaknesses
One area that should benefit is to let AI/ML-tools assist in analyzing the
code for security vulnerabilities. This could range from known dangerous
coding styles, and would certainly include analysis of known weaknesses and
vulnerabilities. One can automate scanning for traits found in the Common
Vulnerability and Exposure (CVE) database4 or the in MITRE (cwe.mitre.
org) Common Weakness Enumeration (CWE) database. Such tools will not
entirely prevent weaknesses or vulnerabilities, but it should be feasible to
avoid most known vulnerabilities. We expect this use of AI/ML to become
the norm in professional software development.

4.4.2 AI/ML-assistance in design and development
To avoid vulnerabilities and flaws is all very well, but the AI/ML tools will
also provide assistance in design decision by proposing appropriate design
patterns. The tools will additionally propose code, or template code, for the
task to carried out. The tools will be trained on large data sets and millions of
lines of source code. The data sets can include meta-data, including statistics
for usage and for flaws, bugs and fixes.

Some tools already exists, like Amazon’s CodeWhisperer companion5

and GitHub’s CoPilot 6. We expect these tools to evolve and become common
in use. They will feature best common practices, including using safe coding
patterns. As this field is relatively new, there does not yet exists many
papers targeting AI-assisted development, but we are optimistic that these
tools will permit developers to produce more and better code in less time
[44, 45].

4.4.3 AI/ML-assistance to DevSecOps
The Gartner group have identified AIOps as top technology trend [46]. They
define AIOps to combine big data and machine learning to automate IT
operations processes. This will include event correlation, anomaly detection
and causality determination.

4.4.4 Combating security fatigue
One has identified a condition where users security decisions deteriorates
due to security fatigue [47, 48]. Security fatigue affects end-users, but also

4National Vulnerability Database (nve.nist.gov).
5https://aws.amazon.com/codewhisperer/
6https://github.com/features/copilot

cwe.mitre.org
cwe.mitre.org
nve.nist.gov
https://aws.amazon.com/codewhisperer/
https://github.com/features/copilot
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software developers and IT professionals [49]. It has been suggested that
AI/ML-based techniques may be effective in combatting this condition [50],
and it seems likely that AI/ML-tools will be helpful in offloading the mental
burden of getting all security settings and choices right.

4.4.5 AI/ML-assistance, accountability, transparency and
observability

Even with effective use of AI/ML-assistance in both software development
and in operations and management, there will be breaches. The original Zero
Trust adages still applies. However, with so many tasks being completed by
AI/ML-assistance, it will potentially be harder to analyze failures. That is,
aspects such as accountability, transparency and observability will potentially
suffer. The actual impact is hard to assess, but there is an urgent need for
further study and research into these aspects.

4.5 Extended Security Testing

We have asserted that AI/ML-assistance will become the norm for software
development. However, it does not stop there. Use of AI/ML-techniques and
tools will also become the norm for software testing, including software
security testing. These tools will range from tools that carry out security
tests for known weaknesses and vulnerabilities, to automated fuzz testing
on executable software [51] and all the way to AI/ML-guided automated
penetration testing [52]. Our paper on input validation and fuzz testing [53]
covers some of these aspects.

AI/ML-assisted security testing will ensure that many common types of
weaknesses and vulnerabilities will be detected prior to deployment. These
methods will surely be useful, but there will be no guarantees. To quote
Edsger W. Dijkstra (from Jon Bentley’s Programming Pearls [54]):

Program testing can be used to show the presence of bugs, but never to
show their absence!

Some of these methods will also make it into vulnerability scanners that
will continue to scan for problems even after the software has been deployed.
These advanced vulnerability scanner may be augmented and include knowl-
edge about the source code, etc. One will then have a fair chance of detecting
new and emerging threats at an early stage. These aspects will not be part of
the development regime per se, but can be considered to be included in ZTA
in the monitoring requirements.
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5 Discussion and Summary

5.1 The Road to a Trustworthy 6G

In this paper we have examined some aspects of what it will take to make the
6G systems trustworthy. We have investigated what is currently known about
6G, and in particular we have taken the ITU-R report on future technology
trends for IMT 2030 and beyond into account [2]. The report highlights
drivers and technology trends, and in addition to the more obvious aspects
such as enhanced mobility (in a multitude of ways), we have focused mostly
on AI/ML as enabler technologies and on security and trustworthiness.

5.2 The Zero Trust Concept

The ZT concept applies primarily to operations and maintenance of large-
scale networks (like a 6G network). The core of ZT is that there can be no
assumed or implicit trust. The Zero Trust Architecture is a security architec-
ture framework that takes the ZT philosophy into account. We recommend
ZT/ZTA to be fully integrated into the 6G networks.

5.3 A Software-based 6G

The 5G systems features software defined networking (SDN) and net-
work function visualization (NFV), which are software defined through and
through. Technologies such as the Service Based Architecture (SBA) are
also very much defined by software, Web-technologies and Cloud-based
technologies. The 6G systems will continue the trend, and it will be even
more dependent on software-defined functionality. The hardware platforms
used in 6G will be generic and will largely be tailored to support cloud-
based systems. The current trend is for software to be developed with agile
development methods. The agile methods feature aspects such as sprints and
continuous integration, and continuous delivery/deployment (CI/CD). Asso-
ciated with these methods is the DevOps and DevSecOps way of handling the
automation (CI/CD).

Thus, the security and trustworthiness of the 6G system will largely be
decided by the software it contains. This makes software quality of utmost
importance to a trustworthy 6G system.

5.4 The “Zero Trust 6G” Concept

In this paper we have argued for the need for a Zero Trust 6G concept for the
6G system. The concept will include software development assurance (SDA)
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requirements. We have not fully defined what this might encompass or how
it might be realized. The following features will be included in the concept:

• ZT/ZTA for operation and maintenance of 6G systems
• Software Development Assurance
• AI/ML-methods as enablers for the above

5.5 Further Study

It is obvious that the Zero Trust 6G concept will need to be investigated
further, and that the realization of the SDA part needs further study. While
this is a shortcoming of the proposal, we note that it is still early days when it
comes to AI/ML-assistance methods and tools. It would there be premature
to rigourously define requirements on how SDA can be achieved. Suffice to
note that we expect great strides to be made during the next couple of years.

5.6 The Double-Edged Sword

Software development in the “...2030 and Beyond...” era will no doubt be
heavily aided by AI/ML tools. These tools will become efficient, effective,
and reliable and will potentially produce code with far fewer problems. But,
of course, AI/ML-tools will also be used for offensive security purposes.
These tools will scan code, binary or source-code, for vulnerabilities, and
automatically select attack methods accordingly. In this sense, there is an
AI/ML arms race for cybersecurity tools and methods. It is also a race that
we can ill afford to lose.

6 Conclusion

In this paper we have outlined some of the drivers and developments that
will shape 6G. Security and trustworthiness are highlighted as a key driver,
which is no surprise considering how important the mobile systems have
become. Software is a defining aspects of ICT infrastructures, and the 6G
systems will be no different. The proposed EU Cyber Resilience Act, amongst
others, addresses the reliability and security of software, with implications
and repercussions for software development.

There will be many measures that must be taken to achieve a secure
and full trustworthy 6G network. These range from providing (quantum-safe)
robust and effective security controls, comprehensive operation- and manage-
ment schemes and all the way to providing trustworthy software. That is why
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we have proposed a Zero Trust 6G paradigm for the 6G systems. Here one
will adapt and amend Zero Trust concepts and the Zero Trust Architecture to
fit with the 6G system architecture. AI/ML-methods will be used throughout
to enhance and automate the security defenses. The Zero Trust 6G concept
also include requirements for software development assurance to achieve
the security-level needed for a critical infrastructure. AI/ML-tools will be
essential to achieve this goal. Currently, the AI/ML-tools are in their infancy,
but we believe that the tools will improve immensely during the next few
years.
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