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Abstract

Transferring data between nodes in the Opportunistic Internet of Things
(OpploT) network may lead to the transmission of multiple copies of each
message, which can increase communication costs and jeopardise network
security. This necessitates a routing method that is effective and can address
both problems. To protect transmitted data and reduce communication over-
head, this study suggests a Secured and Mobility Aware Routing Method
(SMART) routing algorithm for OpploT networks in smart cities. With a
buffer size of 30 MB and an overhead ratio of 27.9, the delivery probability
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can be increased by more than 50%. The simulation’s findings demonstrate
that, in terms of delivery probability, overhead ratio, and reports, the proposed
SMART protocol outperforms more traditional routing methods.

Keywords: Internet of Things, opportunistic network, smart cities, rout-
ing protocols, delivery probability, time to live, scheduled energy, ONE
simulator.

1 Introduction

Growth of smart cities has resulted in immense use of IoT devices (smart
vehicle, smart grid, smart appliances, smart health monitoring systems etc.).
These 10T enabled devices are spread over the city to effectively monitor and
control public resources. Thus, rapid growth is observed in the IoT [1] net-
work that comprises sensors, l[oT-enabled devices and other objects, that can
communicate over the wireless network using their IP address. OpploT [2]
network is an amalgamation of Opportunistic Network (OppNet) and Internet
of Things (IoT). OppNets aims to deliver a message even in absence of
a route from source to destination. In these networks, there is no explicit
connection between the nodes and messages are circulated in a “store-carry-
forward” manner [3-5]. These networks establish routes opportunistically by
selecting nodes that have the potential to deliver the message nearer to the
destination node, as the succeeding hop. OpploT [6-8] (Figure 1) empowers
smart devices to communicate with one another by selecting moving nodes
opportunistically to deliver the message to the target device.

OppNets suffers from several problems including uncertainty in message
delivery, substantial delay in message delivery and energy consumption for
sensors [9]. The diversified components that constitute the OpploT further
intensify the risk of compromise in data security and privacy. Miscreant
nodes can drop the received packets deteriorating the performance of the
network. Thus, providing security and privacy for OpploT network is very
crucial. The parameters like message delivery/drop rate, hop count, average
latency, and message overhead determine the efficiency of the routing pro-
tocol. Cluster-based routing protocols [10] are popular in wireless sensor
networks and are used in OpploT networks. In protocols like the Spray
and Wait [11], the concepts of security and mobility awareness lack due
consideration while determining the forwarding strategy. This accounts for
over or underestimation of the number of copies to be forwarded or even
failed/incomplete transfers due to lack of time and energy of the sending
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Figure 1 Opportunistic IoT network.

or receiving node. SMART proposes a novel technique to overcome these
obstacles and promises to ensure better security and delivery ratios backed
by lower message losses. Researchers in cloud computing are increasingly
shifting their attention to edge computing and fog computing research due to
growing need for latency minimization in IoT applications [12]. So, in the
future SMART protocol can be beneficial in smart city applications.

The key functions of the proposed SMART model include:

* A dynamic trust-based and mobility-aware routing approach that pro-

vides lower message drop probability and higher security.

Scheduled energy is also used as a factor to determine the number of

copies a node should forward to an encountered node from the number

of messages it has left with itself.

* Further, SMART analyses the amount of time that is required to initiate
and successfully transfer a certain number of copies of a message from
a sender node to a receiver node before the actual transfer takes place
so that any failures due to a shortage of remaining time of node or lack
of time left of transferring node are drastically reduced. This is highly
beneficial for all smart city applications.

The rest of the paper is organised as follows. Section 2 includes a list of
relevant related works. Section 3 describes the proposed SMART model. Sec-
tion 4 presents the results of the experiments. Finally, the work is concluded
in Section 5.
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2 Related Work

In OpploT the fixed and moving IoT devices [13] collect data from the
surroundings and transmit the information for further processing and anal-
ysis. Efficient IoT systems emerge as opportunistic routes are built on the
opportunistic nature of human and device contact. OpploT can prove to be
extremely effective in IoT applications [14] like industrial control systems,
smart homes, fire detection, environmental monitoring, disaster management,
healthcare, wildlife monitoring and much more. However, there are several
challenges in the practical implementation of OpploT networks providing
secured transmission of information like identifying a “good” neighbour
and operating under different protocols followed by the heterogeneous IoT
devices. The authors in [15] proposed a software design to aid IoT interoper-
ability using a smartphone-based application. In [16], the presented routing
technique selects routing paths between the sender and receiver depending on
the node’s speed, direction, and remaining energy. A trust-based opportunistic
routing is presented in [17] which enhances the forwarding proficiency and
transmission security of nodes in the OppNets. Zhu et al. [18] presented a
miscreant node detection scheme named iTrust that inspects the cooperation
among the nodes and a central Authority.

Of late many researchers are extensively inspecting the prospects of
OpploT in smart cities. The work in [29] evaluates the IoT and smart city
trends of today and tomorrow. The authors explore the nature of interaction
between smart cities and IoT and some of the factors that have influenced
IoT development and smart city progress. The authors [30] divide a smart
city divided into zones, and consider a group of a few terminals that are
never of the same type The group consists of fixed terminals, two types of
mobile nodes with differing equipment, pedestrians, and vehicles. In addition,
the work interested gathers data from many sources, including the envi-
ronment as well as perhaps other sources, using sensors, reading tags, or
communications.

3 Proposed Work

The mobility factor of an OpploT scenario makes the delivery of data unre-
liable because of poor connectivity and security threats posed by several
attacks like blackhole [31], sybil [32]. The workflow of the proposed model
(Figure 2) depicts the steps used in identifying a safe neighbouring node and
then computing the suitability of the node for the transfer of data.
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Creation and maintenance of social context using
the identity table and history table
Updating
Social Context

Neighbouring Node are categorized as malevolent
or safe.

Verification

of the Neighbouring

Node

Creation and maintenance of social context using
the identity table and history table

Calculating delivery

probability

Forwarding strategy uses delivery probability and
scheduled energy
of a node to calculate the number of copies of the
message to be
transferred to the next node.

Forwarding
Strategy

Conditional checking to ensure that the sender has
sufficient time to transfer the designated number of
copies and the receiver has sufficient remaining
time to receive the copies to avoid chances of
delivery failure.

IConditional Checking
and Transfer of

Pacv

Figure 2 Workflow of the proposed model.

3.1 Updating Social Context

The algorithm proposes the creation and maintenance of social context using
the identity table and history table similar to the History Based Routing Pro-
tocol for Opportunistic Networks (HiBOp) [33]. These two main components
can be briefly described as follows:

3.1.1 Identity table

The Identity Table (Table 2) is used to provide both the current context of the
user itself which consists of its information (e.g. System Information, Node
ID, Personal Information) as well as the information about its current neigh-
bours obtained during a set time interval called the neighbour discovery and
exchange phase which takes place regularly in the system to keep updating
information about recent encounters in both tables. This gives an overview of
the node’s local context at that time. Similar to HiBOp, this current context
is used to evaluate the degree to which the node encountered is fit to onward
the message to the end point, explained thoroughly in the steps stated further
in the paper.
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Table 2 Sample of identity table
Personal Info

Name ABC
Surname K

Email ABC@gmail.com
Phone 9864324598
NodelD abc0001
Residence

Street Ganesh Nagar
City New Delhi
Work

Street Madhuban Road
City New Delhi
Organization XYZ
Hobbies & Fun

Address 438, GRD Nagar
City New Delhi
Association White Club
System

MAC-Bluetooth  00:11:22:33:FF:EE
MAC address 00:00:5e:00:53:af
IP-Address 172.5.5.45

Table 3 Sample of history table
Aggregate Class P. H R
Pisa City

3.1.2 History table

The History Table (Table 3), also known as the legacy of the node is used
to record attributes and values of features that were seen in the past by
the node in the identity table of its neighbours. It then uses these records
to find similarities and trends in the movements of nodes to come to a
probable metric that may describe its possibility of reaching the destination.
All attributes add to the legacy of the node and are taken into consideration
when delivering a probability value.

3.2 Verification of the Neighbouring Node

Once a neighbouring node is identified, the source node starts a timer.
The transmitting node checks whether the selected node is present in the
malevolent list. After that, the transmitter transmits a packet to the selected
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node. If the source receives a reply from the selected node, the timer is
reset and the selected node is marked as safe. Otherwise, the selected node’s
information is broadcasted by the source node. The nodes in the vicinity of
the alleged node try to send and receive a reply from the selected node. If a
reply is received by anyone, the node is then considered safe; otherwise, it is
added to the list of malevolent nodes.

3.3 Calculating the Delivery Probability

The protocol evaluates the probabilities based on both identity and history
tables. In the case of the Identity Table, the node matches the values of
attributes in its own IT to attributes of the destination node and calculates
Prr (using Equation (1)) assuming weighted values as follows:

Py = Zje{match} W

()
Eje{dst,info} wj

It matches the same for all its current neighbours and finds the maximum
of all such values and sets it to P..

Similarly, for the history table, using the HiBOp Formula, Py is calcu-
lated using Equation (2).

PH = max{l, PI/-I + Amax[l - e_(h_l)]} (2)

where Py, is calculated using Equations (3a) and (3b).

Zje{match} PO(IJU) T Wy

P} = (3a)
" Zje{dst,mfo} Wi
. . (4)
P{) =P RT (3b)

Now, Pcc and Py are used to come to a final delivery probability value
in Equation (4).
P=«a Pyg+(1—a) maz{n- P, Prr} 4)

Where «a is a smoothing factor that lies between 0 and 1 and the scaling
parameter 7 has a value greater than 0.

3.4 Forwarding Strategy

The algorithm consists of a forwarding strategy which uses delivery proba-
bility and scheduled energy of a node as parameters to calculate the number
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of message copies to be transferred to the subsequent node. This number is a
fraction of the number of copies left with the transferring node.

Delivery Probability: As discussed above, the delivery probability of the
encountered node is calculated and compared with the probability of the
transferring node.

Scheduled Energy: Scheduled Energy refers to the energy left of the node
before it expires its Time To Live (TTL), in other words, denotes the energy
left of the node that is usable and can effectively transfer the message from
itself to the other.

Both delivery probability and scheduled energy are calculated for trans-
ferring node (P1, E1) as well as encountered node (P2, E2) and a metric of
the comparison of the two is used to calculate the number of copies to be
transferred. The value of the number of copies to be made can be calculated

as follows: Py I N1
N2 = i 5
((P1+P2)+(E1+E2)>X 2 ®)

3.5 Final Checking Using Mobility Awareness Before Spray

The time required for successful beaconing (delta) for a single message is
equal to the sum of the average time required to set up or initiate the transfer
process and the average time required to send one copy of the message.
Then the status related to the time of the receiver and average pause time
of the sender are evaluated to ensure that the sending node has sufficient
time to transfer the proposed N2 number of copies and the receiver node
has sufficient remaining time to receive the same number of copies to avoid
chances of delivery failure.

The time taken to send N2 number of copies along with the initialisation
and setup time is calculated as:

A= (tsetup + ttmnsfer) X N2 (6)

where tgetyp 18 the average time to set up or initiate the transfer process and
tiransfer 1 the time required to successfully transfer one copy.

3.6 Algorithm: Secured and Mobility Aware Routing Technique
(SMART)

Step 1: Begin
Step 2: Every node initializes or update their Identity and History tables at
the start of the Neighbour Discovery Phase.
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Step 3:

Step 4:

Step 5:

Step 6:

Step 7:

Step 8:
Step 9:

Step 10:

Step 11:

Step 12:
Step 13:

Step 14:
Step 15:
Step 16:

Until messages exist, the source node either creates a new mes-
sage or selects the next message in its message queue. Make this
message M.

Repeat for each Source node’s neighbouring node or any Interme-
diate node till the message gets to the destination node.

When a node encounters a neighbouring node, a verification request
message is sent. If the reply is not received within the threshold
time, then the receiver is added to the suspect list and its IP is
broadcasted.

All the nodes receiving the message try to verify the suspect node
and send a verification message to the suspect node.

If none of the nodes receives a reply within the threshold time, the
suspect is marked a malevolent node and added to the malevolent
list.

Else the node is removed from the suspect list.

Now the node calculates delivery probability using Equation (4).
Using the delivery probability and scheduled energies of both the
sender (P1, E1) and receiver node (P2, E2), the no of copies, N2, to
be sent to the receiver is evaluated using Equation (5).

The remaining time of receiver (Rt) and average pause time of
sender (Tp) is requested. The time taken to send the N2 number
is calculated using Equation (6).

Both times are compared with the amount of time needed to
successfully transfer the copies (as calculated in Step 10).

If (Rt>A) and (Tp>A)

Then transfer takes place and N2 copies of message M are passed
to the encountered node. Now sender node has (N1-N2) copies of
the message left.

Else

The message is not passed to the encountered node.

End

4 Simulation Results

The projected model is implemented using ONE simulator [34]. The SMART
model is compared to other existing models like Epidemic routing [19], Spray
and Wait [11] and PRoPHET [20]. The proposed model’s performance is
evaluated with respect to three metrics namely delivery probability, over-
head ratio and messages dropped. The metrics are evaluated under three
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conditions, varying the simulation time, changing the TTL and increasing
the buffer size.

The simulation parameters that are set during the experiment are as

follows:

i
ii.
iii.
iv.

V1.

4.1

Group.movementModel is set to the ‘ShortestPathMapBasedMove-
ment’.

Group.nrofHosts (No. of hosts) is set to ‘30°.

Group.router is set to the proposed SMART model.

Group.msgTtl denotes the time to live parameter and is varied during the
simulation.

. Group.bufferSize represents the buffer size is set to different values to

evaluate its impact on the model.
Scenario.endTime signifies the simulation time and is varied from 10800
sec to 43200 sec.

Simulation Time

The simulation time of the experimental setup varied between 10800 seconds
to 43200 seconds. The delivery probability (Figure 3) demonstrates that the
proposed model is capable of achieving a delivery probability of more than
0.28 and higher than the existing models. Figure 4 depicts the overhead

0.3

0.25

e
[}

Delivery Probabilty
(=)
.o Ll
— W

.o
S
v

10800 21600 32400 43200

Simulation Time (sec)

o

mEPIDEMIC mPROPHET m SPRAY and WAIT mSMART

Figure 3 Delivery probability with varying simulation time.
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10800 21600 32400 43200

Simulation Time (sec)

120

100

8

(=}

6

(=)

Overhead Ratio

4

S

2

(=}

=)

m EPIDEMIC mPROPHET ®m SPRAY and WAIT mSMART

Figure 4 Overhead ratio with varying simulation time.

ratio with varying simulation times. The overhead of the models is more
than the SMART model. However, the overhead ratio of the Spray and Wait
model is lesser than the proposed model. One primary reason is the proposed
model identifies a malicious node to ensure better delivery probability. It is
noticeable in Figure 5, that the number of messages dropped is insignificant
(less than 5000) in the SMART model.

4.2 TTL

The TTL is varied in the following simulation phase to evaluate the effect of
TTL on the performance metric. TTL varies between 100 and 300 minutes
to compute the system performance. Figures 6 and 7 show that increasing
TTL increases protocol delivery probability while also increasing overhead.
However, as the TTL increases, the number of dropped messages decreases
(Figure 8).

4.3 Buffer Size

In this segment, the parameters are analysed by varying the buffer size
(10-30 MB). Figure 9 confirms the positive impact of an increase in buffer
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size over the delivery probability. However, as the size of buffer is about
30 MB, the models behave persistently. Figure 10 indicates that enhancing
the buffer size reduces the overhead ratio reported in Epidemic and Prophet.
However, it almost has very little effect on the overhead ratio incurred by the
SMART model. It is evident from Figure 11, that the increase in buffer size
lowers the messages dropped.
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4.4 Discussion

One crucial feature of opportunistic 10T is that it may be applied in situations
where there is no network design, no understanding of the network topology,
and haphazard device mobility models. Also, these characteristics of the net-
work make routing a particularly difficult process. Some OppNets benchmark
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routing methods are also relevant to OpploT. Although the suggested SMART
model has security characteristics and has improved network security, the
model has a few drawbacks. As the overhead ratio is higher than the Spray
and Wait approach, it should be reduced even more. When the simulation
time is extended, this observation becomes more obvious.
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5 Conclusion and Future Work

A secured mobility-aware model has been proposed in this study for use
in smart city applications. The simulation is run using the ONE simulator.
The delivery probability, overhead ratio, and message lost characteristics all
showed good performance for the suggested SMART model. Additionally,
it made sure that the nodes chosen weren’t malicious. The simulation time
of 43200 seconds, the TTL of 300 minutes, and the buffer size of 30 MB
provide the model with its best performance. The likelihood of delivery is
greater than 0.52.

Although the suggested approach offers some security, it might be
improved to offer better security and raise network quality. Message acknowl-
edgements may be added to the SMART protocol in the future, which
will allow it to be compared to other routing protocols presently in use in
infrastructure-less OpploT networks. The potential of the SMART protocol
can be more extensively appraised by using other metrics like buffer avail-
ability, average delay, success ratio, and so on by changing other parameters
such as TTL and node speed.
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