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Abstract

Blockchain is one of the most revolutionary technologies in the past decade
due to its decentralisation, data integrity, reliability, and security. Blockchain
technology is the next popular topic, and it has the potential to significantly
alter the educational environment in many ways. Blockchain technology must
be used in the education sector despite its challenges. Education is one of the
sectors where blockchain-based solutions are still in use. Many academics
possess extensive knowledge of the societal benefits blockchain technology
might bring. The vast potential of blockchain can only be realised if education

expands its knowledge of the technology.
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The primary goal of this research is to identify current problems related to
educational institutions and identify blockchain features that could assist in
addressing them. This research article will provide an overview of existing
activities and address several perspectives on how blockchain can revolu-
tionize the education sector. In prolongation, this article investigates the
categories of blockchain technology applications, especially in the field of
education. An in-depth discussion on the benefits and impact that blockchain
brings to education is explored. Further, deliberate the abundant challenges
of adopting blockchain in education. This study will direct the organiza-
tions/institutions to decide which blockchain application will benefit the most
based on their requisites. The analysis will also provide information about
other educational fields that may benefit from blockchain technology.

Keywords: Blockchain, digitialisation, cryptocurrency, education, bitcoin.

1 Introduction

Blockchain technology was introduced in 2008 and exponentially upsurges
with the technologies of the era. Based on earlier work by Stuart Haber,
W. Scott Stornetta, and Dave Bayer, a person using the name (or pseudonym)
Satoshi Nakamoto constructed a blockchain to serve as the public dis-
tributed record for bitcoin cryptocurrency transactions. It was first used to
record Bitcoin crypto-currency transactions as a peer-to-peer ledger [1].
The blockchain protocol described in Nakamoto’s research paper is similar
to the one proposed by David Chaum, according to experts. Bitcoin’s proof-
of-work consensus process, which is used for validating data blocks and
mining currencies, is the only significant distinction. Still, the vast majority
of individuals believe that Satoshi Nakamoto was the original inventor of
blockchain.

In January 2009, the first modern blockchain and its related cryptocur-
rency, Bitcoin, were introduced. The intention was to eradicate the third-party
intermediaries and sanction the users to transact directly. By 2024, Statista
predicts that worldwide investment in blockchain technologies will total $19
billion. Additional hundreds of billions of dollars are needed to fully develop
this technology. A compound annual growth rate of 56% is predicted for the
blockchain sector between 2022 and 2029. The European Union’s planned
multibillion-dollar expenditures in technical development are also promising
news, and they include blockchain [2]. Blockchain is a new type of supply
chain network and internet infrastructure based on distributed applications.
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The blockchain system was designed to operate as a decentralized network
comprised of peer nodes [3, 4]. At its most fundamental level, blockchain
technology consists of a decentralized network of computers, known as
nodes, which are used to monitor and record the origin of the data being
shared. By storing an exhaustive collection of past transaction ledgers, every
node in the network guarantees that the data is safe and accurate at all times.
The applications that are built on top of blockchain technology are being
developed and organized under three primary junctures [5]:

1.1 Blockchain 1.0

1.0 was the standard version for cryptocurrencies, and its primary goal was to
facilitate customers’ ability to conduct uncomplicated transparent monetary
transactions.

1.2 Blockchain 2.0

After some time, version 2.0 of the smart contract and property platform
was released. The transfer of monetary or physical assets between parties
is governed by smart contracts when certain conditions are met. Prior to their
registration on the blockchain, smart contracts had specific conditions and
criteria that needed to be satisfied in order for them to be valid. There is
no need for any other parties to be involved in the Blockchain’s registration
process.

1.3 Blockchain 3.0

Medicine, education, the public sector, science, and technology are just a few
of the many domains that benefited from the proliferation of applications.
Before using blockchain technology in any sector it should be clear when,
where and how it should be utilized effectively for the institution to get benefit
at maximum as the establishment cost is high [6]. For some specific needs or
sets of criteria, the blockchain is very efficient, e.g., transaction interaction,
when the database is formatted as a ledger, stores assets and records, trans-
actions allowed with some precise conditions, transacting in the absence of
trust, multiple writers at different locations, timestamped transaction list-from
whom to who, and what transacted. Blockchain solutions have significant
differences in governance and architecture; therefore, the technology should
be selected and applied accordingly. Although many blockchain applications
are yet to be conceptualized, we have observed that the implementation of
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blockchain technology in the education sector is expected to have an impact
on the following areas shortly:

1. Blockchain technology will dematerialize paper-based certificate gen-
eration. Using Blockchain technology, any type of certificate produced
by an educational institution, notably qualifications and success records,
may be made durable and trustworthy. Blockchain technology is also
utilized to automate, store, and verify complete formal and non-formal
records and learning achievements in the form of awards, and transfer of
credits throughout lifelong. Only a limited number of educational insti-
tutions have started to implement blockchain technology. The majority
of educational institutions today verify and distribute verified proof
of a student’s education and accomplishments [7]. Two of the most
significant uses of blockchain in education are the digitalization and
democratization of credentials and the enhancement and encouragement
of lifelong learning.

2. Four persons can use blockchain technology to automatically validate
the certificate’s integrity without contacting the institution that issued it.
Finally, it will almost certainly do away with the need for educational
regulation to verify credentials. It is also possible to utilize it for the
administration of intellectual property, such as keeping track of publi-
cations and citations, and this does not necessitate the existence of a
central authority to oversee the management of these databases. Quality
assurance authorities issuing certificates of accreditation to institutions
or training licenses to educators are publicly obtainable and verifiable
through using blockchain by any user [8]. Nevertheless, according to
the opinions of the industry’s leading experts, blockchain technology
will further revolutionize the educational sector. The utilization of
blockchain technology would undermine the central role of educational
institutions as certifying agents while also expanding the number of
learning alternatives available to students on a massive scale.

3. Blockchain technology can develop data management structures that
give users full ownership and control over their data. The use of
blockchain technology for data management in educational institutions
significantly reduces data management costs and improves liability [9].

4. As an opinion, we came to the conclusion that numerous institutions
make use of blockchain-based cryptocurrencies to facilitate payment
transactions. Because of its potential to be used in the creation of one-of-
a-kind cryptocurrencies, blockchain is likely to become widely utilized
in the grant or voucher-based education funding of many nations [10].
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In addition, it has been recommended that the advancement of edu-
cation through technological means should be acknowledged as the joint
responsibility of the private sector and the public sector in order to strike
an appropriate balance between the promotion of private sector innovation
and the safeguarding of the public interest. This research explores the poten-
tial challenges, applications, opportunities, and other impacts of blockchain
implementation in the education sector. Alammary [3] explores two key
questions and answered them inappositely by surveying private and pub-
lic organizations. The first question was, how can blockchain technology
optimize educational institutions’ efficiency and learning for their students?
The second question raised and discussed was the obstacles faced towards
implementing the blockchain in the educational sector.

The primary objective of this research is to;

1. Determine a specific set of opportunities, constraints, and difficulties
that are associated with the implementation of blockchain technology
in the educational sector. This research also investigates the difficulties
associated with interoperability across different types of technology.

2. Bring attention to the ways in which students and educational institu-
tions can use technology to share, secure and verify academic accom-
plishments in a way that is both trustworthy and transparent.

3. Discuss how blockchain technology can assist academic institutions in
reconciling their legitimate need to protect their identities and repu-
tations when awarding academic certificates/credentials to individuals
to enrich their learning portfolios. The study will explore how insti-
tutions can play a central role in incorporating blockchain technology
to increase access to formal, informal, and non-formal educational
possibilities; and contribute to improvement in the educational and
employment sector by strengthening qualification transparency.

Outlined below are the 9 sections that comprise this work: Section 2:
A literature evaluation has been conducted, and it is based on the works that
are linked to the subject area “blockchain in education.” Section 3: Research
methodology used in the paper for conducting effective research. Section 4:
The impact of technology in the education field. The potential academic
disciplines that could benefit from blockchain-based applications are covered
in Section 5. Section 6 discusses the benefits of incorporating technology in
the education sector. In Section 7, we look into the challenges of applying
blockchain technology in education. Section 8 explores the blockchain could
be used to improve the learning experience and counties that adopted this
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technology in various areas of education. Section 9 contains the paper’s
conclusion.

2 Literature Survey

Blockchain is a distributed ledger that securely transfers blocks of unal-
terable data between participants without middlemen. Blockchain and its
usage progressed. From cryptocurrency to smart contracts in finance and real
estate, blockchain technology evolved. Government, culture, and healthcare
use third-generation blockchain. In 2017, 300 healthcare security and pri-
vacy breaches affected 37 million patient records [11]. Patient data privacy,
ownership, and accessibility have been raised as medical treatment digitises.
Blockchain can solve numerous healthcare issues, including data privacy
and secure health information sharing. Fourth-generation blockchain tech-
nology integrates Al and immutable data [12]. Decentralised and trustless
transaction settings explain blockchain’s many uses. Blockchain technol-
ogy’s automated claim authentication and public health management suit
healthcare. This technology addresses data sharing and ownership problems
by giving patients authority over their data. Consensus protocols synchro-
nise data integration, modification, secure exchange, and timely retrieval by
responsible parties. This solution helps because current healthcare methods
require third parties to keep data [13]. Last but not least, blockchain can
improve data management accountability, reducing data mishandling and
misuse. Recent research examined healthcare blockchain adoption, issues,
and solutions that focus on researcher tradeoffs and design decisions [14].
These systematic literature analyses have improved our understanding of
blockchain technology by synthesising patterns and domains. Due to the
wide and various blockchain studies, academics will benefit from a concen-
trated discussion on its acceptance and specific difficulties and advancement
opportunities.

Cutting-edge smart grid technology enables peer-to-peer (P2P) energy
trading, which enables prosumers to buy and sell excess energy generated
by their own distributed renewable energy sources with one another [15].
P2P energy trading is also abbreviated as “P2P energy trading.” Blockchain
technology, with its decentralized structure and capacity to execute smart con-
tracts, has seen widespread adoption as a tool for streamlining peer-to-peer
(P2P) energy transactions [16]. Those who participate in peer-to-peer energy
trading, on the other hand, run a significant risk to their privacy because every
node in the network has access to the information and transactions stored on
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a blockchain. In a great number of earlier publications, attempts have been
made to overcome this problem [17]. Even though these efforts guaranteed
the anonymity of participants, they did nothing to protect the real data or
the financial transactions [44]. In addition to these technologies, there is
another one known as the blockchain that has the potential to alter the overall
dynamics of the logistics industry [18]. Many people believe that the only
use of blockchain technology is in the realm of cryptocurrency; however, the
influence of blockchain technology on logistics and transportation is astound-
ing. Businesses can use this technology to streamline their supply chains by
using shorter routes and doing away with needless steps. Errors are cut down
significantly, and time is saved, with distributed ledgers. In addition to this,
blockchain technology supports smart contracts, which make it possible for
businesses in the retail and logistics industries to draft agreements that will
expire on their own if some or all of the conditions they stipulated are not met.
These contracts promote transparency and profits while eliminating monetary
blunders and reducing the amount of time it takes to deliver goods [19].
Blockchain technology can also assist firms in keeping track of the products
they trade. Blockchain technology keeps a record of transactions that take
place within a supply chain, complete with authors and timestamps [45].
These records are viewable by everyone who has access to the supply chain.
In the interest of complete openness, these details are also made available to
customers. Blockchain technology makes it simple to track the progress of
a transaction throughout an entire supply chain. This is because the system
keeps a complete record of all communications and transactions along the
supply chain. Security measures can quickly and accurately detect any altered
data [20]. As soon as the buyer meets all the necessary conditions, the smart
contract is finalized, which lessens the possibility of fraud and improves the
accuracy and timeliness of billing. When a smart contract is finalized, both
parties automatically receive the payment.

Blockchain technology in the academic domain is still in its initial
phase, and only a restricted number of educational institutions presently
make institutions utilize it. Although a significant number of educational
applications based on blockchain technology have been developed, only a
limited handful of them have been released to the public [8]. Before deciding
to implement blockchain technology in the educational sector, managers
and policymakers should, according to Alammary [3], carefully consider
the challenges associated with the technology, including those related to
integrity, confidentiality, security, availability, scalability, and cost. In [8],
Mara-Florina discusses the primary advantages of implementing blockchain
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technology in the educational sector. These benefits include enhancing the
security and efficiency of educational institutions, students, and businesses;
particularly learners who continue their education throughout their lives,
empowering learners (self-sovereignty), and integrating more trust and trans-
parency into the certification and identity management processes. Accord-
ing to Hafiza [10] argues that blockchain technology’s potentially useful
applications have a special place in the realm of educational institutions,
where it may provide students with more holistic support. Having up-to-
date records of students, teachers, and the institution as a whole, as well
as the ability to verify and authenticate records and provide easy access to
these records for recruiters, is a huge aid in the recruitment process. Many
authors mainly focused on verified and authenticated paper certificates and
digital certificates. The author discourses the technical parts of blockchain
technology suitable for education by using easy real-world examples for
general audiences like distributed ledger, cryptography, and hash. According
to Yang [21], distributed ledger technology can be used in institutions to
provide certifications and credentials that can be viewed by multiple employ-
ers at once. The adoption of blockchain technology in E-learning systems
has the potential to reduce the overall cost of the program’s infrastructure
while simultaneously increasing the level of confidence and openness among
students [22]. Abhishek [23] proposed a framework for record storing and
transcripts of students. The decentralized environment provides immutability,
security and flexibility in accessing and storing the student’s records. Since
data in a blockchain-based education system cannot be altered at any stage
by a third party, the system is more reliable on a wide scale to provide
correct data. According to Wolfgang [24], the main advantage of blockchain
technology in education is digital certificates. The blockchain is used as a
distributed ledger to keep digital certificates in an immutable and secure
way. The certificates’ legitimacy can be checked by a third party without
any hassle. For the Brazilian higher education system, Palma [25] proposed
a transparent and reliable framework that stores students’ academic records
by applying Brazilian public key infrastructure in the form of blocks that
manage students’ identities once they register. It enables to issue the of degree
certificates, verification and transactions by using smart contracts and storing
information on a decentralized ledger. Giulio [26] discussed some possible
applications of permissioned blockchain technology in education, focusing
on the authentication of academic credentials. The candidate’s educational
data is accessed by relevant third parties or by interested stakeholders to
verify the academic credentials.
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According to Abhishek [23], credits can be transferred between edu-
cational and job organizations easily with transparency. The approach of
viewing credits in a decentralized ledger will connect various organizations
without barriers of language and demographic differences to a single homo-
geneous network. Felix [27] mentioned security and privacy as essential
challenges of the technologies, i.e., the Internet of Things and Blockchain
used for the Ubiquitous Learning Environment (ULE). Educational services
can be delivered through ULE-based architecture on Blockchain technol-
ogy [28]. Mikroyannidis [29] explored the BCT framework and implemen-
tation of Smart Blockchain Badges that uplift the data science learner’s
career and bridge the gap between data science and industry. Similarly,
Kaur [22] reconnoitred how educational institutions deployed BCT to issue
the academic credentials and certificates that were shared with employ-
ers. BCT platform builds for E-learning systems to reduce cost and build
trust and transparency in educational institutions’ education. According to
Preeti [30], most of the studies based on systematic reviews observed that
blockchain in education lacks qualitative research. The author contributes
by highlighting the benefits, applications and challenges of blockchain to
education. Srinivas [31] examine some of the challenges and essential use
cases faced while implementing blockchain technology. The author explores
the utility of blockchain technology in education, i.e., digitalization, trust
and disintermediation. Faiza [32] claims that the primary functions of these
organizations are to issue certificates to students and to take bitcoin payments
via blockchain from the resulting blockchain ecosystems. According to the
authors, blockchain technology’s implementation process in the education
sector is at the initial stage.

3 Research Methodology

3.1 Systematic Review

This systematic review involves three phases shown in Figure 1, i.e. (1) Iden-
tification which has further four sub-phases; (a) Identifying the research
question, (b) Selection of research methodology, c¢) Identifying the rele-
vant research article, (c) Removal of duplicate ones; (2) Screening which
has three sub-phases to further define those phases; (a) Abstract review,
(b) Review fully selected articles, (c) Evaluate each research individually;
(3) The third phase is the inclusion of relevant articles which has two sub-
phases; (a) Inclusion of relevant studies outcome, (b) Integrate all studies
Education & Blockchain.
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3.2 Research Questions

The following questions were formulated based on the scope of this investi-
gation, and their answers were provided through the discussion.

1. Impact of blockchain technology on education?

2. What educational applications were developed using blockchain tech-
nology?

. Advantages of blockchain technology in the field of education?

. Challenges of blockchain technology in education?

5. Implementation priorities in the education sector?

W

3.3 Conducting Research

To produce the most substantial findings, several approaches during the
initial stage of the research need to be executed, including a search strategy,
screening processes and set up of inclusion and exclusion criteria for the
article. Avoiding the article providing similar results with the same workflow.

3.4 Inclusion/Exclusion Criteria

To establish the answers to the questions concerning the scope, each research
article was read in its entirety to extract the pertinent information for
the systematic analysis. The inclusion and exclusion criteria for extremely
significant literature were utilized to decide on which article to select.

3.5 Searching and Screening Process

We reviewed the entire text and went through a process to fine-tune the paper
selection such that research questions were aligned with the content of the
papers we chose. Each article’s title and abstract are also taken into consid-
eration. To ensure consistency and academic standards, abstracts that are less
focused on core topics or do not contain particular findings/contributions to
the body of content have been removed.

3.6 Impact of Blockchain on Education

Blockchain has redefined the internet concept with its principles of decen-
tralization, security and transparency [8]. Blockchain originated from the
principle of technology, where the data are bounded together in blocks
using cryptography principles. The ledger of data or records is a timestamp
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Figure 1 Flowchart for the systematic review process.

and immutable. Instead of a single authority, it is managed by a cluster
of computers that enables verifiable decentralized transactions between two
people. Records distributed over many computer nodes are public, and that
makes blockchain technology unstoppable [31, 32]. It makes it possible to
verify the data on all network computers, accessible and transparent while
ensuring that no individual controls the flow of information or transac-
tions [8]. A significant feature of the blockchain is the flow of information
where digital information can neither be copied nor transmitted; this makes
the technology fortified, especially for information flow (Figure 2).

4 Applications of Blockchain on Education

Various blockchain applications were developed for educational purposes and
classified into various categories; some of them are discussed below [3].
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4.1 Certificates Management

Instead of using a typical database for storing certificates, blockchain can
be used. When a third party wants to access the certificates and other
documents will be uploaded to the blockchain and transmitted securely.
The university administrator has complete control over the uploading
and management of student certificates. Other unauthorized parties (third
party/organization/employer/others) can access the files with the consent of
the college administration. These types of techniques are quite beneficial
in today’s world when file storage and sharing are critical. Our method of
certificate administration is decentralized, cryptographically safe, immutable,
and efficient, which distinguishes it from existing certificate management
systems [4].

4.2 Digital Degrees and Certification

Blockchain technology is a distributed, decentralized digital ledger that is
maintained by interconnected networks known as nodes (networks of com-
puters). A digital degree contains the same information but is generated
electronically as a degree certificate in paper format. A person cannot change
the data on the blockchain without the permission of everyone else who
maintains the records. Digital certificates are made used of whenever two
users must exchange information in a manner that is both private and secure.
Digital certificates, also known as identity or public key certificates, are used
to secure sensitive data by verifying its integrity, confidentiality, authenticity,
non-repudiation, and regulating access [33].
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4.3 Evaluating Students’ Professional Ability

The assessment of students’ professional ability is another factor that con-
nects the students’ professionalism with specific companies for the aim of
personnel referrals. Using blockchain technology, a bridge has been built
between educational institutions and employment agencies. Through this
connection, schools and recruiters can discuss and exchange any information
relevant to the hiring process and the needs of the industry. This applica-
tion [29] allows prospective employers to assess a candidate’s professional
skills and qualifications in light of their academic performance. The cluster-
ing algorithm was used for the analysis of student ability. Distributed storage
provided by blockchain technology to record the student’s monitored pro-
fessional ability, student assessment data, evaluation processes, and learning
credits that, if required, can be improved from anywhere, anytime by the
authorities.

4.4 Protecting Learning Objects

Another area that highlights the relevance of deploying blockchain-based
application infrastructure is the protection of academic objectives and
student-specific data. This is an area where blockchain technology has a lot
to offer. To put into action a blockchain-based method that is legitimately
capable of preserving a significant number of essential scientific resources,
a centralized repository of educational objectives has been established. This
repository combines the Electronic Educational Environment (EEE) with the
educational objectives that are being pursued to deploy a legal blockchain
method to conserve a large number of essential scientific resources.

4.5 Competencies and Learning Outcomes Management

The application of blockchain technology improves learning objectives and
makes the learning process more effective in the field of education. Enriching
the education sector makes it simpler to acquire skills that fall under the
purview of the education sector. Due to blockchain’s high level of efficiency,
several applications could monitor and assess the academic performance of
students based on qualitative and quantitative factors. A system was created to
track students’ performance in their multi-learning activities. It accumulates
all activity into a block on its own. This technology provides immediate/direct
assistance and useful feedback. It was conceived to enhance the learning
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process by fostering analytical reasoning and problem-solving abilities in
students, in addition to fostering improved teamwork and communication.

4.6 Identity Management

The credentials for the digital identity are stored on the devices, and they will
only be valid if they are used on an authorized device. Validating identities,
managing access, and ensuring the integrity of data are all critical components
of blockchain identity management, which is increasingly gaining support.
Blockchain Identity Management offers users a solution that is decentralized,
secure, and trustworthy by utilizing the paradigm of distributed trust. This
gives users more agency over their data. The blockchain has the poten-
tial to pave the path toward a self-sovereign identity. Identity documents
can be authenticated, encrypted, and permissioned parties can provide their
endorsement of identity documents under a privacy trust.

4.7 Fees and Credits Transfer

Blockchain technology has several potential applications, including the trans-
fer of credentials or payments between businesses or educational institutions
with a high degree of confidentiality and integrity. A third party/intermediary
is usually entrusted with the handling and approval of credit or fee transfers
by educational institutions. The blockchain’s high level of security makes it
a promising candidate for use as an effective method of information transfer,
perhaps eliminating the need for third or other intermediary parties.

4.8 E-transcript

E-transcript management system based on blockchain technology that is
capable of removing the need for paper transcripts while also assuring that
users have access to the service 24X7. The integrity of the verified transcript
can be accessed by a third party at any time and from any location without
jeopardizing its security when using an electronic transcript (also known as
an e-transcript).

4.9 Obtaining Digital Guardianship Consent

Blockchain facilitated gathering the consent of guardians/parents electroni-
cally. Due to the decentralized nature of the blockchain, collecting parents’
consent is debauched without negotiating privacy. It has a huge impact on
how easy for students, parents, and educational institutions to accumulate and
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disseminate information. It allows public organizations to grant permission
rights to any third-party institution that wanted to see their students with-
out having to obtain parental agreement every time. Blockchain established
a nested authorization process to guarantee consent privacy and control
access [34].

4.10 Competitions Management

Blockchain technology manages the competition operation, a decision-
making system to examine the student’s professional knowledge, skill, and
competence level. This system works as an evaluator that affects the privacy,
integrity and non-repudiation of data [3]. Permissioned blockchain can be
used to establish digital operations without transferring ownership to a single
operator, ensuring a better level of competition. The digital platforms created
on top of permissioned ledgers can change concentrated operations into
significantly more competitive ones by allowing individuals and corporations
to interact without attributing to a single intermediary.

4.11 Examination Review

Are there any other decentralized blockchain applications in the education
sector? The “dapper” is a decentralized application for examination review
that makes use of trustworthy ledgers; auditing questions and test papers
make a significant improvement to the level of security while also preserving
the quality [35]. When disrupting exam papers among external examiners,
this technique was established to maintain and fulfil quality assurance criteria.

4.12 Enhanced Students’ Interactions in E-learning

Blockchain technology applications are adopted to solve and enhance stu-
dents’ interactivity in E-learning systems. This application improves the
learning engagement of the learners. It gives rewards in the form of virtual
currency to performers [36]. Technology links educational institutions with
employment enterprises to share essential information concerning require-
ments and appointment requirements [25].

4.13 Protecting Educational Documents

To overcome these obstacles, institutions migrating to infrastructure that
supports open standards for data interoperability may explore integrat-
ing blockchain-based technology. For an interoperable data solution, this
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technology simplifies data flow while also providing verification and secu-
rity. Blockchain has the impact of dismantling present silos by allowing
enterprises to share data infrastructures while maintaining data privacy and
security. Blockchain technology can be utilized to protect educational doc-
uments. Numerous authorities fail to confirm the legitimacy of documents,
creating loopholes that can be accessed securely by a third party using the
educational use of blockchain technology.

4.14 Supporting Lifelong Learning

Options for supporting lifetime learning are fast emerging to accommodate
this desire for greater development opportunities. Many resources are avail-
able to assist a student in developing their professional abilities, including
online courses, micro-credentials, and work-based learning opportunities.
Lifelong learners who continue their education throughout their careers
outline an effective educational journey that is based on a professional
trajectory [37]. The use of blockchain technology is essential to lifelong
learning because it helps learners improve their knowledge, abilities, and
overall productivity throughout their education.

4.15 Micro-credentialing

Blockchain networks collapsed percentage is minimal; therefore, students’
or employees’ credentials can be stored for lifelong further, they can con-
tinue their professional qualifications for upliftment and enhancement of
their skills. Students/employees self-updating CV option enabled, and further
employers can verify the certificates after the owner’s permission.

5 Benefits of Blockchain to Education

Blockchain’s benefits that can escort education are highlighted in this
section [3, 38].

1. Security privacy and integrity to students, teachers and administration.

2. Better control on how and by whom the data can be accessed.

3. Plummeting gratuitous costs associated with transactions and data
storage.

4. Enhances accountability and transparency.

5. Authenticating the identities of the students along with their digital
certificates.
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6. Establish trust between the parties to ease communication.
7. Augments the tactic of quantifying the learning outcomes and students’
performances.
8. Ameliorate the efficiency of data exchange and manage student records.
9. Enhances system interoperability for interactive learning.
10. Supports learners in career decisions and creates opportunities for
learning in future.

The articles related to blockchain in education discussing different
aspects are the choice of the researchers and will increase drastically in
the near future. As the organizations started implementing blockchain in
various sections, the researchers’ curiosity intensifies to study and reflects
the prominence of the technology.

6 Challenges of Adopting Blockchain Technology in
Education

Nine difficulties were identified by Alammary [3] when discussing the imple-
mentation of blockchain technology in the academic setting. The author
places a premium on blockchain scalability, which happens when there are
more transactions in the blockchain network and thus the block size grows
significantly. That eventually increases transaction latency. The privacy and
security of blockchain are considered the second most crucial challenge.
When technology is utilized, they experience different security and privacy
apprehensions, i.e., data leakage and malicious attacks [30]. After security,
the priority was given to the cost of establishing blockchain technology in
education. Cost expenditure while changing the current infrastructure to new
technological infrastructure, computing costs, massive data management and
slow transactions are essential concerns. Trust is also considered one of the
biggest challenges when utilizing blockchain technology in education. Edu-
cational institutes do not show trust to share their data through the blockchain
network. As per the author, one of the difficulties that should be brought to
light is the creation of boundaries for blockchain technology because it is
archetypical to define which data and services can be delivered through the
blockchain network [37]. This is one of the highlighted obstacles. Immutabil-
ity is one of the most fundamental aspects of blockchain technology, but it
also presents a significant obstacle to the implementation of blockchain in
educational settings. Because immutability makes it difficult to amend faulty
data or apply for modernization of information storage regulations on data
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for updation, educational institutions face challenges. Blockchain technology
is not yet deemed mature, and there is a problem with data accessibility [34].
The immaturity problem results in a configuration that is difficult to use and
poor usability. Putting data into the hands of users may affect applications
that are dependent on specific data, and as a result, those applications may
no longer have access to the data. A lifelong record register of educational
achievements will undermine the role of educational institution certificate
agents, which will result in a decline in the quality of the traditional learning
environment. The many categories of issues that were mentioned earlier are
outlined in Table 1, along with the proportion of publications that address
each of those topics (Figure 3).

Table 1 Challenges of adopting blockchain in education

Percentage of
Types of Challenges Antagonized to Adopting Blockchain in Education Articles

An increase in transactions increases the block size 32
Setting boundaries for adoption in education 13
Cost of adopting 29
Immutability makes it difficult to apply new information 6
The institution is still reluctant to share data on the network 23
Poor usability and complex setting 3
Security and privacy concerns 29
Data unavailability 3
Weakening traditional teaching 3

Challenges of adopting blockchain in education

Weakning tranditional teaching msss 3

data unavaiability s 3

Security and privacy concerns 29
Poor usability and complex setting mmsm 3

Institustion still reluctant to share data on network 23

Immutability makes difficult to apply new information ~m——— 6

cost of adopting 29

Setting boundaries for adoption in education E—————————— 13

Increase in transactions increases block size 32

0 5 10 15 20 25 30 35
Percentage of articles discusses challenges of adopting blockchain in education

Figure 3 Percentage of articles that demarcated the challenges of adoption of blockchain in
education.
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7 Countries Adopted Blockchain Technology in Education

Blockchain technology acceptance has risen vividly in a short span of time.
Although blockchain was founded in 2009, only a few countries have pushed
their borders to investigate its enormous possibilities. However, in 2018
beginning, this rate skyrocketed. Many nations’ leaders have taken steps to
regulate blockchain marketplaces, either directly or indirectly.

Cryptocurrencies are being implemented positively by many countries
like the United Kingdom, China, Switzerland, the United States, Germany,
Japan and Singapore. Even many African countries are joining the band-
wagon, despite infrastructure challenges. In the bitcoin sector, there is a
lot of consumer demand. However, the adoption of blockchain technology
in the education sector is one of the essential revolutions which assist by
allowing relevant stakeholders to prevent certificate fraud by verifying the
validity of credentials, with an exclusive security guarantee. As a result,
several nations are looking into its immense potential. Some countries imple-
mented blockchain technology as an innovative concept in the education
sector.

7.1 Malta

The application of blockchain technology in education is relatively new to
many nations, but Malta, sometimes known as “the island of Blockchain,”
is widely regarded as a leader in this field. In 2017, Malta became the first
country to implement Blockchain in the education sector. Malta’s Ministry
of Education and Employment and a multinational corporation, Learning
Machine signed a Memorandum of understanding to investigate the feasi-
bility of implementing a digital credentialing platform based on Blockcerts
for four pilot programs in public institutions.

7.2 Brazil

The Brazilian Ministry of Education (MEC) has anticipated the establishment
of a Blockchain-based platform to avoid the fabrication of degrees among
non-state universities by issuing digital certificates. The aim was to promote
credential coherence and, as a result, provide a space for self-regulation.
The resources for the platform’s construction came from private educa-
tional institutions, as they were solely accountable for providing certificates.
According to local media, the government’s intention to use such technology
has piqued the interest of at least 14 commercial institutions.
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7.3 Korea

Korea is not only the pioneering country to employ blockchain in education,
but it has also made significant progress in other sectors i.e., finance, trad-
ing, intellectual property rights, logistics, and medicine through widespread
blockchain usage. South Korea’s Ministry of Science and Technology has
taken the lead in developing the next generation of blockchain profes-
sionals. The Ministry of Science and ICT involve government agencies to
perform blockchain projects in the public sector. The South Korean gov-
ernment invested $90 million in a “blockchain technology development
strategy” course. After a round of interviews and applications, 42 per-
sons were picked for the training classes. Later students enrolled in this
course for six months and received blockchain training eight hours per
day to learn the state-of-the-art concept of blockchain in the education
sector.

7.4 Vietnam

Fake certifications were used and bought in Vietnam, and this was a critical
concern that needs to be addressed if the national education system is to be
trusted. There was no technique in place that can efficiently bring all educa-
tional documents in one area while being secure, permissible, and accessible.
To address this issue, Vietnam aspires to be one of the pioneer countries to use
blockchain in the education sector to address societal issues and certificate
administration in particular. Vietnam’s Ministry of Education and Training
(MOET) has revealed that blockchain technology will be implemented to
grant certificates. SotaTek and the MOET designed a Blockchain system
that will handle all data and records pertaining to educational diplomas and
certifications in Vietnam with maximum capacity.

8 Use Cases of Blockchain in Education

Blockchain is being used in various fields and industries beyond the conven-
tional manner. In the field of education, the use of blockchain is at an initial
level, but it is used in the furthermost surprising and innovative way [35].
This section discusses the application where blockchain usage to the systems
was not pretty simplistic and tranquil. Education sectors should give high
priority to implementing blockchain technology for maximum gain of the
institutions/organizations [36—38].
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8.1 Transcripts, Diplomas, Certifications

The use of blockchain technology in verifying transcripts, diploma degrees
and certificates is a demand of time. Document verification is a complex
domain that involves various challenging and tedious processes to authen-
ticate. The use of blockchain technology in verifying diploma degrees,
transcripts and certificates are time-sensitive requirement. Document authen-
tication is a dynamic area that requires some complex and time-consuming
procedures to authenticate. Furthermore, various documents, comprising
bank records, transaction records, educational diplomas/certificates, govern-
ment records, etc., call for distinct methods of verification and authentication.
University diplomas are the most significant awards given to students [39].
However, false certificates are easily generated because the issuance proce-
dure is not transparent or verifiable.

It is estimated that alone 200,000 fake degrees are sold every year by
fake institutions and agents in the US. Even in the modern era, certifying
transcripts, degrees, and certificates through a manual procedure [40] can
cost anything from $100 to $50,000, depending on the university diploma,
certificate and transcript being forged. MIT collaborated with the software
organization Learning Machine and launched Blockcerts, an open standard
for creating, issuing, viewing, and verifying blockchain-based certificates.
They issue blockchain certificates to some instances in the following organi-
zations, i.e., Global Entrepreneurship Bootcamp, Learning Machine-provided
certificates to its staff and MIT Media Lab in its course.

The University of Nicosia, Malta’s Institute of Tourism Studies (ITS),
and Malta College of Arts, Science, and Technology (MCAST) have released
blockchain-based academic certificates, and the document’s authenticity can
be checked on the Bitcoin blockchain. Arcnet is a blockchain company
that, through the project ’ArcCert,” allows universities and other educational
institutions to produce and issue tamper-proof documents that are verifiable,
such as transcripts, certificates, and diploma degrees [41].

8.2 Security and File Storage

The critical concern for schools and educational institutions is to protect the
students’ information and other institutional network data. Filecon provides
an opportunity for educational institutions to host a file potentially with a
great option to store students’ data/ information without risk, in a safe way,
evade information from being tempered or vanishing [42].
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8.3 Human Resources

Organizations hire employees and HR managers for the daunting and time-
consuming tasks to check their background in terms of previous employment
and criminal history. However, if the information is stored on the blockchain,
the hiring process can be fastened as it took less time to check the background
history of the employee. A company known as Chronobank is itself an HR
ecosystem with a hiring platform that improves recruitment practices and
facilitates HR to develop an intact interaction with candidates.

8.4 Publishing

Blockchain in terms of rights, policies and management has various applica-
tions for academic publishing. The implementation of blockchain will resolve
the issues of publishing that goes unnoticed. Authors with Authorship will
publish their work on a blockchain platform. By using, Authorship Tokens
(ATS), readers can purchase the books, and writers get 90% of ATS royalties.
Authors have complete control over their work, where, when and format can
be chosen by them.

8.5 Self-sovereignty

Maltese educational institutions deployed blockchain technology to facilitate
the learners and workers to have ownership of their credentials and record
their learning achievements. The primary objective was to make their learners
self-sovereignty, and the secondary objective was to globalize the credentials
to the outer world [42].

8.6 Bitcoin for Tuition

The University of Nicosia (UNIC) took advantage of endorsing blockchain in
educational organizations. UNIC is the first university that facilitated degree
course tuition through bitcoin. To familiarize the cryptocurrency introduces a
MOOC course named ’Introduction to Digital Currencies [43].

9 Result & Discussion

In a short period, blockchain technology’s acceptability has skyrocketed.
Although just a few countries have ventured beyond their borders to explore
its vast potential. However, at the start of 2018, this rate surged. Many
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organizations have introduced initiatives, either directly or indirectly, to
control blockchain platforms. Many countries, including the United King-
dom, Germany, China, the United States, Switzerland, Japan, and Singa-
pore, are embracing cryptocurrency. Despite infrastructure concerns, several
African countries are getting on board. There is a lot of consumer demand
in the bitcoin business. However, the introduction of blockchain technology
in the education sector is a critical innovation that aids relevant players in
preventing certificate fraud by confirming the validity of credentials with a
unique security guarantee. As a result, various countries are investigating
its enormous potential. In the education sector, certain countries have used
blockchain technology as an innovative concept. In the article, the authors
examine the benefits and challenges to make acquainted the practitioners.
Several areas where blockchain could be useful in education have been
identified, including student data privacy, document protection, professional
competence, and assessment. Additionally, it can be utilized in the areas
of securing a collaborative learning environment, online education, compe-
tencies and learning outcomes, e-transcripts, educational records, improving
student participation in e-learning, running competitions for operational
skills, issuing certificates of completion, and so on. The study of other
blockchain applications will enrich technological utilization in the field of
education. This study will direct the institution to decide which blockchain
application will benefit them based on institutional requisites.

Some limitations of the study are; (a) the technical explanations of
blockchain technology are purposefully reduced to make them understand-
able, especially to non-technical audiences. As a result, this paper glosses
over the cryptographic techniques that govern blockchain technology, as
well as the consensus validation and mining mechanisms used by different
blockchains. (b) Selective use cases have been utilized and qualitative
research methodology taken into account for overall exploratory. State-
ments are not based on statistical evidence of the population’s use cases.
(c) Findings and recommendations are based on analysis done at an early
stage in the evolution of blockchain technology with limited adoption by edu-
cation stakeholders, due to that revealing risks, opportunities and challenges
may not be properly in the public domain.

In a future study, we plan to investigate the ways in which blockchain
technology might be used to facilitate educational institution partnerships
and other forms of academic cooperation. Smart contracts could be used
by educational institutions to store and communicate information about their
student’s academic records, such as a student’s academic transcript, lifelong
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learning credential, major/minor requirements, academic probation, and pro-
gram description. Smart contracts are programmable computer protocols.
After that, the student may enrol in classes at any of the colleges that are
linked with the university. Educational institutions may also collaborate with
one another to provide joint academic programs. If students had access to the
comprehensive curriculum offered at all other educational establishments, it
would raise the degree to which they could adapt to changing circumstances.

10 Conclusion

Blockchain applications in the education sector are at the initial stage.
Researchers are observing the impact of blockchain on education. In the
article, the authors examine the benefits, impact, use cases, applications and
challenges to make acquainted between the practitioners. Additionally, it can
be used to secure a collaborative learning environment, competencies and
learning outcomes, educational records, electronic transcripts, student par-
ticipation in e-learning, operational skill competitions, online education, and
educational certificates of the learners and students. Additionally, research
into various applications of blockchain technology will boost educational
institutions’ usage of technology. This study will assist the institution in
selecting which blockchain application will be most beneficial to them based
on the specifications that have been established by the institution.

The study aimed to highlight the existing body of knowledge by dis-
cussing the impact, benefits, present applications, and establishment chal-
lenges of blockchain technology to the educational environment. The study
yields several findings. Challenges like security, scalability, availability, pri-
vacy, and cost should be considered before adopting technology by managers
and policy. The provision of a secure platform for the sharing of student
data, the transfer of fees or credit, the security of educational documents,
and the secure storage of personal data are all examples of the ways in which
blockchain technology has been utilized in the education industry. Most com-
monly, this technology has been put to use in the following areas: granting
and verifying academic credentials; evaluating students’ professional abili-
ties, and disseminating students’ competence and the results of their learning.
A third party is made available to check the credentials of the applicant.
Still, limited educational institutes have adopted blockchain technology in
education. Institutions that adopted the technology are applying blockchain
applications to restricted educational areas only. Therefore, using the capa-
bility of blockchain in the education sector needs serious effort. Blockchain
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applications in the education sector are at the initial stage. Researchers are
observing the impact of blockchain on education. In the article, the authors
examine the benefits, impact, use cases, applications and challenges to make
acquainted between the practitioners. Additionally, it can be used to secure
a collaborative learning environment, competencies and learning outcomes,
educational records, electronic transcripts, student participation in e-learning,
operational skill competitions, online education, and educational certificates
of the learners and students. Additionally, research into various applications
of blockchain technology will boost educational institutions’ usage of tech-
nology. This study will assist the institution in selecting which blockchain
application will be most beneficial to them based on the specifications that
have been established by the institution.
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