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Abstract

Europe has multiple hubs for innovation. Some of them namely being
Munich, Berlin, Paris, Helsinki, Copenhagen, Dublin and many more. Inno-
vations have been the prime driver of economic progress. Most often
innovations have brought a country ahead of others in economic prosperity.
Innovations like steam engine, electricity, nuclear energy, internet, 5G and
many more like these have changed the course of history of mankind by
bringing a change in how people live their life from one generation to
another. This paper highlights the challenges presented by privacy protec-
tion laws in nurturing innovation, if any. These challenges are faced by
Educational Institutions as well as public sector organizations across Europe
while promoting and nurturing innovation. The old way of collecting infor-
mation, running surveys, collecting personal or sensitive information about
people are no more acceptable due to digitisation, where hacks and security
breaches are becoming commonplace. The restriction of knowledge sharing
and knowledge gathering due to lack of technology to preserve privacy is also
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highlighted in the paper with analysis of the current situation on breaches
in public sector organizations. This is an exploratory paper which analysis
the GDPR fines with focus on public sector organisations and highlights
the need of comprehensive action along with impact on innovation in this
context.

Keywords: Privacy, anonymisation, innovation, data security, public-sector,
GDPR, cyber security.

1 Introduction

Promotion of innovation is often linked with economic prosperity of a coun-
try [1]. Knowledge sharing is a primary proponent of innovation. Public
sector organisations are considered as primary drivers for innovation in
several countries as Governments promote innovation across Europe. Though
with the enforcement of privacy law GDPR, there has been several fines
on public sector enterprises. While technology innovation is essential for
the public sector’s efficiency and effectiveness, it can also create significant
privacy risks for individuals and communities. Therefore, it is important to
understand the dynamics between innovation adoption and privacy in the
European union. This research paper aims to explore the privacy related fines
on public sector enterprises and evaluate if these are linked to technology
innovations in the European public sector or they are linked to other issues
like outdated practices etc. By examining the causes and consequences
of these incidents, the study seeks to provide insights into how policy-
makers, public sector organizations, and individuals can strike a balance
between promoting innovation adoption and protecting privacy rights in
Europe.

The organisations in European countries are increasingly adopting tech-
nological innovations to improve service delivery and meet the growing
demands of citizens. These innovations include but are not limited to cloud
computing, big data analytics, artificial intelligence, and the internet of
things (Industry 4.0). The adoption of these technologies has the potential to
improve service delivery, reduce costs, and increase the efficiency of these
organisations. For instance, digital platforms can enable better communi-
cation and collaboration between citizens and organizations, public sector
organisations improve public services’ responsiveness, and help streamline
administrative processes. In addition, technological innovations can help
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public sector organizations make better-informed decisions by providing
accurate data analysis and prediction.

However, the adoption of technology in general and the public sector in
particular can also lead to privacy disasters. For example, there have been
cases of data breaches that have exposed citizens’ sensitive information to
unauthorized parties. In addition, the use of facial recognition technology by
law enforcement agencies has raised concerns about potential violations of
privacy and human rights. Several fines for GDPR on German police were
noted in 2022. Moreover, the use of big data analytics in public services
can result in discriminatory outcomes, which can disproportionately impact
marginalized communities. These privacy disasters have raised concerns
about the potential misuse of technology in the public sector and have
highlighted the need to balance innovation adoption with privacy protection.
It is essential to understand the underlying causes of these incidents and
explore strategies for addressing them. Therefore, this research paper aims
to present a comprehensive analysis of the GDPR fines primarily focussing
on public sector enterprises in Europe. In depth analysis is also performed
for a few of these fines to identify the root cause of the issue, linking it with
the type of GDPR violation to generalize the reasons for such fines across
different organisations.

Educational institutions have been in the forefront producing innovators
like Newton, Einstein, Cavendish and many more. European institutions in
the entire history of mankind have produced most innovators known, though
this paper highlights the challenges due to needed privacy protection faced
by Educational Institutions as well as Public sector organizations across
Europe. Educational institutions have been on the forefront of collaboration
across industries including cross industry collaboration to result in innovation
cycles, like Industry 4.0. Due to privacy regulations and increasing fines in
the public sector, educational institutions are also threatened to continue their
pace of innovation. Collaboration between researchers and publication of data
collected from individuals is under the highest scrutiny today than ever.

Information has never been more fluid and distributable today than in the
entire recorded history of human civilization. Any information captured at
one place in a digital format, can easily be transmitted simultaneously across
miles apart locations in fraction of a second. Such power of information
exchange has presented one of the biggest challenges to researchers on pro-
tecting the individuals who may be negatively impacted by the information,
if it falls in the wrong hands. Privacy regulation in the form of GDPR across
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European Union is one of the best safeguards available to individuals to
protect their interests while recording their information in digital format.

Public sector organizations including educational institutions, face a big-
ger challenge in dealing with the topic of privacy protection and has seen
several fines by the regulator. In Ireland over 40% of the GDPR fines are
imposed on public sector organizations. The number only differs slightly for
other countries share of fines on public institutions compared to total fines
issues in count; with countries like Denmark, Sweden, Portugal being above
50%, Ireland, Iceland, Malta, being above 40%, Norway, Italy, Lithuania,
Poland, Estonia, Cyprus being above 30%.

Public sector organizations are the primary avenues where public can
obtain services from Govt. and other public organizations. Critical personal
information is stored by such organizations. This data of individuals is critical
for the public body, at the same time, this data is very important for the
public body to analyse, enhance and use for optimizing the benefits they can
provide to the individual. Though this comes with the risk of fines and hence
appropriate measures are required. The fines, not only expose the current
practices in the public sector organization, but also indicate the vulnerability
of these organization and the need of technology innovations in the digital
economy in public sector.

Objective of the paper is to establish the fact that there have been several
fines in the public sector organizations related to Privacy. And the scare of
such fines is curtailing innovation in public sector operations or it’s curtailing
their approach to innovation in general. The research paper’s significance lies
in its potential to contribute to the understanding of the dynamics between
innovation adoption and privacy in the European public sector context.
The study will provide insights into the causes and consequences of privacy
disasters and strategies for addressing them. It will also help policymakers,
public sector organizations, and individuals balance the need for innovation
adoption with privacy protection. The study’s findings will be relevant to a
range of stakeholders, including policymakers, public sector organizations,
civil society representatives, and technology companies.

Second section of the paper establishes the relevance of GDPR in the
Public sector. Section three establishes the basis of analysis to categorize the
public sector institutions and underlines the extended use of ICB Industry
standards for the purpose of this analysis. Section four presents an exploratory
analysis of the GDPR fines, with focus on Public sector, healthcare and
educational institutions. Section five presents a view to the future and section
six concludes the paper with future work proposals.
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2 GDPR and the Public Sector

The public sector has a unique responsibility to protect the personal data
of its citizens. Public sector organizations, including government bodies,
healthcare providers, and educational institutions, process vast amounts of
sensitive personal data daily. This data is much more critical than personal
data posted on Facebook or other social media, as this data is associated with
personal data of the people interacting with the public services. This personal
data which is also known as “Master data” of data subject contains critical
information, which if fallen in wrong hands can lead to manipulation of
his/her actions. A few of the actions, which have been noticed to be manip-
ulated by misuse of personal information are changed opinion in elections,
paying a scrupulous person, falling of a device in wrong hands leading to
large organisational data breach, impersonation and many others [2].

The GDPR requires public sector organizations to appoint a data pro-
tection officer (DPO) to oversee compliance and ensure that data protection
policies are adhered to. Failure to appoint a DPO can result in fines of
up to €10 million or 2% of an organization’s annual global turnover [3].
Public sector organizations must also implement technical and organizational
measures to protect personal data from unauthorized access, loss, destruction,
or alteration. Failure to implement adequate security measures can result in
fines of up to €20 million or 4% of an organization’s annual global turnover,
whichever is higher.

Public sector organizations must also ensure that individuals’ data pro-
tection rights are respected. GDPR requires organizations to obtain explicit
consent from individuals for data processing and to inform them of their data
protection rights. Organizations must also provide individuals with the right
to access, rectify, and erase their personal data. Failure to comply with these
requirements can result in significant fines.

Public health sector during the transition period of 2016 to 2018 across
the European Union, made costly adjustments to meet the requirements
of personal health data protection. In short term they suffered a shock to
their financial performance to achieve preliminary success [4]. There are
many other tenets in the criticism, including a lack of transparency and
cooperation between DPAs, diverging legal interpretations, cultural con-
flicts, prioritization inconsistencies, old-fashioned information systems, and
general over-tolerance or even reluctance to enforce laws [5].

GDPR is also seen to be presenting a level playing field between private
and public sector when it comes to personal data. In many ways helping the
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public sector to be at par with private sector. Actors working with personal
data in public or private sector face similar challenges now [6].

3 Categorisation of Fines — with Focus on Public Sector

The General Data Protection Regulation (GDPR) was enacted in May 2018
to regulate the processing and storage of personal data, regardless of whether
the data is processed within or outside of the EU. Data on fines imposed on
companies is available via individual Govt. organisation in every country in
Europe. In this section we analyse the fines in different dimensions taking
the details from different sources like [7] and many other news articles and
information websites.

Furthermore, to analyse the fines imposed under GDPR, different dimen-
sions of the data were taken to present different perspectives. One of the
major dimensions is the country. Different countries see a different pattern
of distribution of GDPR fines for example. This is discussed in detail in
subsequent section.

Another important dimension is the industry sector of the company
receiving the fine. To identify the industry sector of the company, ICB index
was used. ICB index also known as “Industry Classification Benchmark™ was
launched by Dow Jones and FTSE in 2005 and is used by FTSE international
and STOXX. The ICB index provides a standardized and widely recognized
way to categorize companies based on their primary business activities. By
using the ICB index, more than 1600 entities including companies, public
sector enterprises and individuals, which have received GDPR fines has been
sorted and grouped into 10 sectors, 19 super sectors, 41 sectors, and 114
subsectors. All these are not analysed though in this paper and focus is kept
on the public sector entities. Public sector entities not meaning all public
limited companies, but for this research purpose, this means companies,
which have major stakeholder or major financier as one of the Government
departments or a Government agency. This can provide a clearer picture
of the composition of the list and allow for more meaningful comparisons
and analysis between companies within and across sectors. For example,
such an analysis can identify if Govt. funded institutions in a given country
are receiving majority of the fines or not. This can facilitate more targeted
research with conclusive evidence.

A combination of the country and the industry sector present a major
trend in the GDPR fines also reflecting that the demographics of the place
and history of the country do influence the trend of GDPR fines, even though
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this is no factor in determining the fine imposed under GDPR. This factor is
not analysed in this research paper.

The “Type of Violation of GDPR” is also an important dimension, while
analysing the fine. This dimension does not present any specific indication for
a country or a major industry sector, though when combined from a historic
basis, it may present a trend in the fines imposed on Enterprise, if any.

3.1 Classification of Companies Funded by State

There are several institutions which are run by Govt. in different countries
in EU. Apart from directly the ones, which are from Govt. there are many
societies which are funded by Govt. money. Another set of organisations,
which are not fully funded by Govt. in different countries are Universities.
Apart from Govt. bodies and private organisations, non-profit organisations
are also a big sector with institutions, which are not categorised in the ICB
index. A major challenge in using ICB index, was that it did not have any
categorization for such institutions. For this reason, a different notation was
used for public sector government funded institutions. Special sub-categories
were created as below:

* Ministry: Where a Ministry is directly named

* Company from Govt.: District body, society run by public funds

* Political Party: A registered political party

* Public: Any institution which is directly not falling in any of the above
categories

e Academic: Universities, Schools, education related other bodies.

Airport, Universities, Schools, Academic Institutions, water services,
Child Welfare Institutions, Provincial authorities, Associations, Ministry
departments, Police, are considered in our research as Public bodies as they
have funding from Govt. agencies to run their operations.

Category Public used in this research covers institutions like Municipal-
ities, Region or a City, Police, Post, Military facilities, Revenue, Staff of
public authorities like Mayor, Judge etc. Public hospitals in some cases are
categorised in the Public, while in many cases are categorized as Healthcare
institutions. Care has been taken to categorize institutions in the very right
way, though there may be some cases, where such categorization is found to
be wrong and needing a correction.

Overall care has been taken that the institutions funded by the Govt. of
a country are categorized in one of these 5 categories as mentioned above.
Healthcare being an exception, where the institutions are partly funded by
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Govt. in many cases. A separate section is created in this research paper to
highlight the fines in Healthcare sector, even though it’s not a public sector
in general across Europe and has several companies which are completely
private.

3.2 Fines by Type of Violation

Below is a list of 10 major categories in which majority of the GDPR fines
can be placed. Some of the fines could not be elaborately studied for details
and hence their data is not included in analysis in this paper.

* Insufficient fulfilment of data subject rights

* Insufficient cooperation with supervisory authority

* Insufficient data processing agreement

* Insufficient fulfilment of data breach notification obligations

* Insufficient fulfilment of data subjects’ rights

* Insufficient fulfilment of information obligations

* Insufficient involvement of data protection officer

* Insufficient legal basis for data processing

* Insufficient technical and organisational measures to ensure information
security

* Non-compliance with general data processing principles

These categories are created based on simple terms to explain what the
reason for a fine imposed based on the articles in GDPR regulation. Most
companies are fined for violation of more than one article in GDPR after
investigation, though complain can be on any one of the regulations. These
categories help understand the biggest problem relevant to categorise that
fine.

4 Analysis of Fines

Institution receiving the fine gets a detailed analysis report for the fine
imposed by the authority. In this section, we rely on the overall fine related
statements made by the authority while imposing the fine and do not delve
into details of each fine.

4.1 Country Wise Analysis

Fines has been imposed in 31 States which follow GDPR including United
Kingdom while it leaves the European Union.
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Figure 1 Amount of GDPR fines for top 10 countries.

In terms of the total amount of fines imposed in a country, Ireland ranks
on the top with over Euro 1.3 billion worth of fines imposed on companies
with approximately 46% of all fines under GDPR. Luxembourg ranks second
with about quarter billion Euros in fines. France, Italy and United Kingdom
rank as third, fourth and fifth, while Spain, Germany, Greece, Austria and
Sweden form the top 10 list in terms of volume of fines imposed per country.
This is reflected in Figure 1. By volume these top 10 countries account for
over 90% of the amount in total fines in GDPR. Approximate number can
only be presented here as there are some fines, for which the amount is
not disclosed in public. For example, for fines on individual positions like
Police etc.

In terms of count of fines, Spain tops the list with 589 fines imposed by
February 2023 as reflected in Figure 2. This constitutes one-third of all the
fines imposed under GDPR. Italy comes second with 241 fines, Romania,
Germany, and Hungary take the third, fourth and fifth place, while Greece,
Norway, Poland, Belgium and Cyprus form the top ten. Top 10 countries by
count account for 81% of the fines.

Fines are not distributed evenly across sectors and countries. If we do the
same analysis for fines on public sector institutions, the numbers change, and
Italy emerges as the top country for count of fines on public sector institutions
followed by Spain and Germany. A total of 349 GDPR fines has been imposed
on public sector entities by end of February as reflected in Figure 3.

In terms of amount of fines, Netherlands tops the list with over 10 Million
imposed in fines on 10 institutions. This is reflected in Figure 4. Highest fine
imposed on Dutch Tax and Customs Administration of 3.7 Million Euros
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followed by Dutch Minister of Finance for 2.75 Million Euros. Overall
average amount of fine per institution across 349 fines comes to over Eur

90,000 per fine.
4.2 Analysis by Fine Types

Analysis of fine based on the categorization as noted in the section above
based on Articles in GDPR, gives a fair idea on what are the major challenges
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being faced by institutions. Non-compliance with general data processing
guidelines appears to be the major reason for fines. The amount of fines as
well as the count of fines for all the fines has been plotted in Figure 5, though
Figure 6 showcases the same information only for public sector fines.

Second most common fine type overall and for public sector varies.
Insufficient Technical and Organisational measures to ensure information
security emerge as a major type for public sector fines. This does reflect
the low technology adoption by public sector companies in general. Further
cascaded analysis by country and type of fine is presented in next section.
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Table 1 Public sector fines: Type of fine for top 5 countries

Country Fine Type % of Fines
Italy Insufficient legal basis for data processing 48%
Spain Non-compliance with general data processing principles 50%
& Insufficient legal basis for data processing 40%
Germany Insufficient legal basis for data processing 88%
Norway Insufficient technical and organisational measures to ensure 83%
information security
Sweden Insufficient technical and organisational measures to ensure 50%

information security

Insufficient legal basis for data processing emerges as third major type for
fines in public sector while this is the second number overall when it comes to
amount of fines. Though this reason is the major reason in both cases, when it
comes to the count of fines. This reflects that the public sector organisations
are not conservative in their approach to process information.

4.3 Public Sector: Analysis by Fine Type Per Country for Top 5
Countries by Count

Top 5 countries for public sector fines by count are Italy, Spain, Germany,
Norway and Sweden. The type of fine differs significantly when we consider
only public sector companies. Insufficient legal basis for data processing
forms the major reason in Germany and Italy for fines, though not others.
Table 1 indicates the top reason in terms of fine count for these top 5
countries.
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For public sector fines across the board, Insufficient legal basis for data
processing turns out to be the major type with over 37% of fines by count
being for this type. Another major point to note in Germany was that the
amount of fines imposed was not disclosed in many cases, rather an indicative
“three figure” or “four figure” fine was published. Many of these fines are on
Police personnel.

Second highest reason for public sector fines emerges as the “Insufficient
technical and organisational measures to ensure information security”. This
does not come as a surprise, though this indicates that there has not been
enough measures taken in the public sector organisations to improve their
technical readiness to comply with GDPR. Though the count is high in
Norway, Denmark, Italy, Sweden and Cyprus, volume/ amount of fines are
higher in Netherlands, Bulgaria, Norway, Sweden and Denmark.

Non-compliance with general data processing principles emerges as the
third largest reason, with Spain and Italy topping the list. Netherlands with
only 1 fine in this category, makes the country with highest published fine in
public sector for 3.7 Million Euros, followed by Italy, Portugal and Norway
in terms of the amount of fines.

4.4 Public Sector: Analysis Summary

Findings from the analysis cannot be concluded by mere numbers. Cultural
and regional factors appear to be in play, though there is no regulation based
on culture and region in GDPR. Nordic countries appear to have more fines
which are imposed due to insufficient technical and organisational measures
though Germany, Italy, Spain, appear to impose more fines for insufficient
legal basis for data processing. Overall trend in terms of type of fines is the
same across public sector or private companies with “Insufficient legal basis
for data processing” being the top reason followed by “Non-compliance with
general data processing principles” and “Insufficient technical and organisa-
tional measures to ensure information security”. There 3 reasons account for
over 70% of fines imposed under GDPR and over 80% of fines imposed on
institutions in public sector.

4.5 Fines Across Healthcare Institutions

Healthcare institutions are one of the major institutions in a country which
affect the life of people. Healthcare in European countries is comprising of
institutions run by Govt as well as institutions run for profit. In this analysis,
companies which work in healthcare area have been categorized in most
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cases, irrespective of the ownership of the institution. In some cases, where
the ownership of the institution was very clear as mentioned in the GDPR fine
as Govt. hospital or Govt. staff, then they have been put in the public sector
and has been analysed with other companies in previous sections.

Healthcare institutions in this analysis comprise of Health Care Facilities,
Health Care Management Services, Health Care Services, Medical Equip-
ment, Medical Services, Medical Supplies, Pharmaceuticals and Health Care:
Misc. Apart from these there is another group with software companies which
specialise in healthcare, though these have been kept out of this category.

Overall, there has been 88 fines as identified in our analysis for healthcare
sector. Maximum has been in the area of health care services which account
for 47% of the fines though in terms of value these account for more than 50%
of the fines, over 4 million Euros. The next major area in our analysis has been
found as healthcare miscellaneous these has not been of any clearly defined
for example Easy Life. It’s a retailer which sells healthcare equipment and
was fined specifically for selling and marketing health care equipment to its
customers based on certain criteria which it had no consent to do. Apart from
these, medical services has also seen several fines for violation of GDPR,
amounting to over 2 million euros.

Analysis of fines in this sector based on type of fine clearly reveals that
the major reason for fine has been the insufficient technical and organizational
measures, which amount to more than 6 million euros in fines and constitute
almost 2/3 of all the fines in the healthcare sector. The next major reason for
fines is the insufficient legal basis for data processing this amounts to almost
quarter of all the fines amounting in value over 2 million euros. The third
major category is the non-compliance with general data processing principles.
These three together constitute more than 95% of all the fines in the health
care sector as identified in our analysis.

A few of the fines worth mentioning in this section which are not
classified in public sector in the analysis in previous sections, are listed in
Table 2.

Apart from these many healthcare institutions have already been iden-
tified and analyzed in the above section as public sector. Some of these
institutions are hospitals run by the state. 20 such hospitals have been fined
out of which seven has been fined in six digits. Haga hospital in Netherlands
Karolinska Hospital in Sweden and @stfold Hospital in Norway, to name a
few for big fines. One of the major reasons for large fines in hospital are
the hospitals which has received large fines is “Insufficient technical and
organisational measures to ensure information security”.
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Table 2 Healthcare fines: top 5 — not included in public sector analysis

Company Industry Sector Fine Type Fine Amount
Capio St. Healthcare Insufficient technical and 2,900,000
Goran AB Services organisational measures to ensure
(Hospital) information security
Easylife Ltd. Health Care: Insufficient legal basis for data 1,547,000
Misc (Retailer) processing
Aleris [8] Medical Insufficient technical and 1,463,000
Sjukvéard AB Services organisational measures to ensure
information security
Aleris [9] Medical Insufficient technical and 1,168,000
Nirsjukvard AB  Services organisational measures to ensure
information security
DEDALUS Technology Insufficient technical and 1,500,000
BIOLOGIE (Healthcare organisational measures to ensure
Software) information security

4.6 Fines Across Educational Institutions

In this paper we have included this fine on educational sector as a separate
section in itself. Though the number of fines in this sector is 45 which is not
a significant number as compared to overall fines, this number is the most
relevant number when it comes to innovations. Our educational institutions
have been in the forefront of innovation and the restrictions which has been
seen on these educational institutions may change the way how innovation
is nurtured in our future generations. Hence this special section highlights
an analysis of the 45 fines which has been identified to be on educational
institutions for violation of GDPR regulations.

First we analyze the type of fines which has been imposed on this
sector and the top reason for fines is insufficient technical and organizational
measures to ensure information security this reason alone accounts for 66%
which is two third of all the fines in terms of value. This also accounts for
1/3 of all the fines. The second reason is insufficient legal basis for data
processing this accounts for another one third of all the fine symbolized in
terms of numbers.

Further going into this analysis to find which countries have imposed
more fines per fine type we found that Sweden has imposed three major
fines amounting to more than 700,000 euros in the reason type insufficient
technical and organizational methods to to ensure information security. Italy
comes second in the value of fines though first in the count of fines for this
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reason. Italy on the other hand has more fines for reason, insufficient legal
basis for data processing. Another major country which emerges to have
imposed fines in this topic is Ireland where two institutions, which has been
fined a total of above 100,000 euros.

Another major point to consider while analyzing the fines for educational
institutions is to understand that these educational institutions may already
fall into one of the sectors which has been already analyzed above. For exam-
ple major fines in Sweden has been to two universities which are in the
healthcare sector primarily dealing with patients data. It is almost impossible
to segregate educational institutions from other streams for example health-
care, technology, business, etc. as educational institutions do cater to different
lines of business and impact our lives in many ways.

Some of the notable institutions where such fines have been imposed are
mainly Karolinska university in Sweden, Sahlgrenska university in Sweden,
Bocconi university in Italy, University College Dublin in Ireland, Azienda
sanitaria university in Italy, Cork university in Ireland and many more.
Though the fines on universities have been smaller still it’s very significant
in terms of expenditure as seen for universities in Europe. The money which
is spent by the universities to pay these fines reflects that significant attention
needs to be given on this topic.

Universities and educational institutions are on the forefront of technol-
ogy and innovation. Several researchers perform independent research based
on surveys and primary information collection. In case adequate safeguards
or technological measures as identified in the analysis, are not provided to
the students and researchers in these universities there is a high risk that
the research quality can degrade. Such a move would definitely curtail the
innovation which may have been seen with a liberal privacy regulation or
with easy-to-follow guidelines, privacy protection and privacy preservation
technology adoption by such institutions.

In the absence of appropriate measures and appropriate technology for
compliance, the Ethics Committee in these universities may be regarded as
the dreaded body by researchers. The Ethics Committee which forms a very
critical and important part for any research may work as an inhibitor for
innovation rather than being a protector of individual rights.

5 Road to Future

Information commissioners in United Kingdom, has set out a revised
approach to working more effectively with public authorities [10] in June
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2022. Institutions like Technology University Munich [11] have come
out to support data anonymization technologies. Though there are several
technologies and approaches which are being currently used and trialed by
several organizations a clear path to future is not there. The analysis in this
paper has observed that there are many ways in which different institutions
are trying to deal with data privacy. One of the major areas where technolo-
gies have been adopted for, is the identification of personal information [12].
It appears to be the first step to identify where is personal information which
falls under the purview of GDPR and privacy regulations. The next step
is definitely then to take action and ascertain that personal information is
adequately protected and preserved. These different steps may or may not
be done in sequence rather these can run in parallel as most innovations do.
Innovations do not wait for milestones. A general practice to start privacy as
a consideration right from the beginning when information is collected can
change the way privacy is looked at today.

6 Conclusion and Further Work

The researcher in no way suggests reducing the compliance requirements for
GDPR and other privacy regulations as these are very necessary in the grow-
ing digital world. Rather the findings indicate to enhance the technical and
organizational measures in addition to a general awareness and compliance
for data by all the institutions whether private or in public sector.

Another major finding in the analysis is the fact that different countries
show the impact of regulation in very different ways. Though some countries
have come with fines which are more in value and less in quantity other
countries have come with fines which are small in value and very high in
numbers. A more detailed analysis per fine needs to be conducted to be
conclusive. The work presented in this paper merely scratches the surface
of the problem which is evident in the public sector.

Further to this paper more research needs to be conducted in identifying
how the situation can be improved. Public sector organizations and most
public bodies which are liable to collect decimate, and process personal infor-
mation do have requirements for having a data privacy officer as per GDPR.
Further research should be conducted with interviews and interaction with
such authorities to understand and analyze in a deeper way on how the reg-
ulations are affecting innovations in different countries at the same time how
the situation can be improved and what measures should be adopted to have
a more compliant society with more compliant institutions public or private.
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