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Abstract

Information and communication technology based inter-organizational sys-
tems enable companies to integrate information and conduct business
electronically across different parts of the organization. For organizations
embracing blockchain, smart contracts provide automation and operational
efficiency for inter-organizational systems. Initially utilised for financial
transactions, smart contract are extended beyond banking and deployed in
wide number of organizations. Smart contracts are regarded as self-executing
type of contract consisting of agreement’s terms embedded directly into the
code which plays a vital role in operability for inter-organizational systems,
however, smart contract vulnerabilities can arise due to programming errors,
leading to security issues. The effects of smart contract vulnerabilities can
be significant, including loss of funds, unauthorized access to sensitive
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information, manipulation of data, and loss of trust in the application leading
to catastrophic financial losses followed by legal implications for an organiza-
tion based on blockchain technology. The goal of smart contracts exploiting
vulnerabilities is to discover and eliminate potential security vulnerabilities in
smart contract code prior to it being deployed. Detecting vulnerabilities in a
timely manner helps to prevent financial losses, unauthorized access, and data
manipulation. In order to provide a robust solution to detect vulnerabilities
in smart contracts, the proposed methodology presents a novel approach for
rapid detection of vulnerabilities by integrating genetic algorithm with isola-
tion forest. Furthermore, enhancing smart contract vulnerability identification
with higher accuracy and false-positive rate provides a reliable gateway for
organizations to adopt blockchain.

Keywords: Inter-organizational systems, blockchain technology, isolation
forest, genetic algorithms, smart contract vulnerability detection, Ethereum
smart contracts, vulnerability detection.

1 Introduction

Smart contracts have gained significant popularity in applications like decen-
tralized finance (DeFi) and non-fungible tokens (NFTs). Improving interop-
erability through smart contract vulnerability identification is an excellent
technique to increase smart contract security and reliability. To detect vul-
nerabilities in smart contracts, automated tools can be utilised, such as static
analysis to find code errors and logic issues, and dynamic analysis to detect
runtime errors. Using verification and validation techniques to confirm that
the code is valid and that the contract performs as expected can also assist to
improve contract security [1]. However, these contracts are not immune to
vulnerabilities that can be exploited by malicious actors to compromise
funds or manipulate data. To address this, machine learning models have
emerged as effective tools for detecting smart contract vulnerabilities by
analyzing source code and identifying patterns associated with known vulner-
abilities. Various models, including Eth2Vec, KNN, ContractWard, FLock,
Pluto, MANDO-GURU, ESCORT, and HAM, have been developed for this
purpose. These models improve security and protect users by accurately
detecting vulnerabilities, scaling to analyze numerous contracts efficiently,
and automating the detection process, saving time and resources. Deploying
machine learning models enhances the overall security of smart contracts and
safeguards the integrity of decentralized systems.
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Zero Trust Network Architecture (ZTNA) [2] is a cybersecurity technique
that does away with the concept of implicitly trusted networks. It is designed
to protect an organization’s network by verifying every stage of access and
confirming the user’s identity, devices, and applications in real time. To detect
potential vulnerabilities in contracts, these models often employ a combina-
tion of static code analysis, machine learning, and other techniques. Hybrid
models, Graph Neural Networks, Deep Learning Techniques, and Machine
Learning Techniques are some of the most often utilised models. Eth2Vec [3]
is a static analysis tool based on machine learning that detects vulnerabil-
ities in Ethereum platform. The method compares the code similarity of
target EVM byte codes to previously learned EVM byte codes. A unique
machine-learning-based analytical approach [4] for detecting smart contract
vulnerabilities is proposed. Using Abstract-Syntax-Tree (AST) and shared
child nodes, the approach gathers feature vectors and then trains a KNN
model to predict eight types of vulnerabilities. ContractWard [5], a machine-
learning model for detecting six types of vulnerabilities in smart contracts,
was developed. They develop the models by extracting bigram features from
reduced operation codes and using five machine-learning techniques and
two sampling strategies. FLock [6] is a secure and dependable decentralised
Federated Learning system built on blockchain. This technique also serves
as a motivator for participants to upload and review model parameters in
the FLock system honestly. Pluto [7] a tool for detecting vulnerabilities in
Ethereum smart contract inter-contract scenarios. Pluto detects vulnerabilities
more precisely by employing an Inter-Contract Control Flow Graph (ICFG)
and Inter-Contract Path Constraints (ICPC). This can help to secure a smart
contract’s security and limit the danger of hostile actors exploiting weak-
nesses. MANDO-GURU [8], a new method for detecting flaws in Ethereum
smart contracts based on solidity. To embed extra structural and semantic
relationships between various types of edges and nodes in smart contract
codes for control-flow and call graphs, the method leverages heterogeneous
graph attention neural network models. ESCORT [9] is a deep convolutional
neural network-based weakness detection technique for Ethereum platform
contracts that addresses the scalability and generality limitations of cur-
rent work. The system enables lightweight transfer learning on previously
unknown security flaws, making it expandable and generalizable. For dis-
covering security flaws in smart contracts, this research proposes a deep
learning-based hybrid attention mechanism (HAM) [10] framework. Using
a single-input and multi-head attention encoder, the model extracted code
blocks from the source code and trained and extracted feature vectors.
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2 Related Work

There is a wide range of related work on smart contract vulnerability detec-
tion, including conventional detection methods such as fuzzing, static analy-
sis, and dynamic analysis, as well as more advanced methods such as machine
learning-based approaches. Conventional methods rely on manually crafted
rules, while machine learning-based approaches use labeled data to learn and
detect vulnerabilities. Additionally, research has been done on the use of vari-
ous graph-based features to detect vulnerabilities in smart contracts. Dynamic
analysis techniques require running the code and observing its behaviour,
whereas static analysis techniques entail manually analysing the code for
faults or other possible issues. There are other formal verification approaches
that may be used to formally validate a smart contract’s soundness. On the
other hand, advanced methods, such as machine learning and deep learning,
have shown promise in detecting vulnerabilities. Graph-based features have
emerged as a particularly effective approach, as they can capture intricate
relationships within smart contracts that may be challenging to detect using
traditional methods. Deep learning models, trained on large datasets of known
vulnerabilities, can identify patterns associated with different types of vulner-
abilities, including new and unknown ones. Examples of related work include
BDEdge, SMART-INTENTNN, CBGRU, MODNN, Aroc, and PBDL, each
contributing to the ongoing efforts to enhance smart contract security.

BDEdge [11] a blockchain-based deep learning system, has the ability to
offer secure communication. However, more research is required to put the
concept to the test in real-world circumstances. SMART-INTENTNN [12] a
deep learning-based model for identifying the intent of smart contract devel-
opers to anticipate intentions in smart contracts, employs a universal language
encoder, K-means clustering, and a DNN combined with a BiLSTM layer.
CBGRU [13] a deep learning-based hybrid network model for detecting vul-
nerabilities in smart contracts, is proposed in this paper. Multiple-Objective
Detection Neural Network (MODNN) in smart contract finding vulnerabili-
ties [14] that can analyse 12 sorts of vulnerabilities and discover undiscovered
types without the need for expert or predefined knowledge. Using a novel set
of features, the authors offer an automatic technique for detecting smart Ponzi
contracts [15] on Ethereum. In the future, efforts will be made to improve fea-
ture optimization, incorporate byte code, and apply deep learning approaches.
Using a metric learning-based deep neural network, this paper [16] provides
a unique methodology for automatically discovering vulnerabilities in smart
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contracts on the blockchain (DNN). The framework makes use of unique
feature vector generation algorithms based on smart contract byte code. This
study on smart contracts combined with deep learning methods [17] describes
a method for detecting smart contract vulnerabilities that blends deep learning
with expert patterns in an understandable manner. To gather fine-grained
details and a broad view of the weight distributions [18], the system employs
neural networks and autonomous expert pattern extraction methods. Experi-
ments reveal that this strategy outperforms state-of-the-art approaches and is
a key step toward explaining and accurately detecting contract vulnerabilities.
Natural language processing is used by some models, such as Solidity, to
find vulnerabilities in natural language source code. Other algorithms uncover
flaws in smart contracts using graph-based methodologies. Aroc [19], is a uni-
versal smart contract repairer that can automatically fix vulnerable deployed
contracts without modifying their codes Off-chain static program analysis
and on-chain dynamic exploit prevention is employed in the method. The
authors [20] offer a novel method for detecting smart contract vulnerabilities
that makes use of pre-training approaches and a critical data flow graph.
PBDL [21] is a revolutionary architecture for ensuring secure data sharing
in industrial healthcare systems using permissioned blockchain and smart
contract technologies. PBDL has the potential to be a safe and efficient data
exchange option for industrial healthcare systems. Smart contracts are self-
executing contracts that are embedded directly into the code of a blockchain.
They can be used to automate and streamline inter-organizational business
processes, including those in supply chain management [22]. However, smart
contracts are vulnerable to attack due to programming errors, which can lead
to significant financial losses, unauthorized access to sensitive information,
and data manipulation [23]. Therefore, it is crucial to detect and eliminate
smart contract vulnerabilities before they are exploited [24]. There are several
methods for detecting smart contract vulnerabilities, including static analy-
sis, dynamic analysis, and machine learning techniques [25]. The proposed
methodology mentioned in the given passage combines genetic algorithm
with isolation forest to rapidly detect smart contract vulnerabilities. This
methodology is more accurate and has a lower false-positive rate compared
to existing methods, making it a novel approach that can improve the accu-
racy and efficiency of smart contract vulnerability detection. The continuous
development of these sophisticated and accurate methods is instrumental in
improving the overall security of smart contracts.
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3 Proposed Work

This proposed method for finding vulnerabilities in Ethereum smart contracts
combines an isolation forest with genetic algorithms. The first step is to
prepare the Ethereum smart contract dataset. This comprises the removal
of any irrelevant data as well as the normalisation of the data. The pre-
processing stage of Ethereum smart contract analysis can be represented in
a more complex manner to capture its intricate details. One possible repre-
sentation is as a pipeline of processing steps, where each step is modelled as
a function that takes the output of the previous step as input and produces
its own output. In the proposed method, a series of functions are employed
to process the Ethereum smart contract source code. First, the Tokenization
function breaks down the source code into individual tokens, which are the
fundamental units of the code. These tokens are then fed into the Parsing
function, which constructs an abstract syntax tree (AST) representing the
hierarchical structure of the source code. The next step is Normalization,
where the AST is simplified and standardized to create a normalized AST.
The normalized AST is then subjected to the Validation function, which
identifies any validation errors or warnings that indicate potential issues
within the source code. Finally, the Transformation function optimizes the
normalized AST to generate a transformed AST that is specifically tailored
for vulnerability detection. By employing this pipeline of functions, the pro-
posed method enables comprehensive analysis and assessment of Ethereum
smart contracts.

Figure 1 Using a parser library, turn a smart contract into an AST. These libraries will
convert the code to a tree structure, which can subsequently be manipulated or analysed.
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In addition to these functions, the pipeline can also include data structures
and algorithms that are used to store intermediate results, process the data,
and manage the flow of information. These can include data structures such
as stacks, arrays, and trees, as well as algorithms such as search, sorting,
and traversal algorithms. The smart contract pre-processing is shown in
Algorithm 1.

3.1 Algorithm 1. Pre-processing

Input: Source Code (SC)
Output: Transformed AST (TAST)

Step 1: Initialize List of Tokens (LT) to an empty list
Step 2: Initialize AST (A) to an empty tree
Step 3: Initialize Normalized AST (NA) to an empty tree
Step 4: Initialize List of Validation Errors and Warnings (LEW) to

an empty list
Step 5: Initialize Transformed AST (TAST) to an empty tree
Step 6: Tokenize SC and store the result in LT

i. For each character in SC:

Step 7: If it is a whitespace, skip it

i. If it is a symbol, add it to LT as a separate token
ii. If it is a letter or digit, add it to a buffer

iii. If it is a punctuation, add the buffer to LT as a separate
token and add the punctuation to LT as a separate token

Step 8: Parse LT and store the result in A

i. Create a stack for parsing
ii. For each token in LT:

iii. If it is a symbol, push it to the stack
iv. If it is a value, create a new node with the value and push

it to the stack
v. If it is an operator, pop two nodes from the stack, create

a new node with the operator and the two nodes as
children, and push the new node back to the stack

vi. A is the root node of the resulting tree

Step 9: Normalize A and store the result in NA

i. For each node in A:
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Step 10: If it is an operator, sort its children in a specific order
Step 11: ii. If it is a value, replace it with its equivalent canonical form
Step 12: Validate NA and store the result in LEW

i. For each node in NA:
ii. If it is an operator, validate its children and its operator

type
iii. If it is a value, validate its type and value range

Step 13: Transform NA and store the result in TAST

i. For each node in NA:

Step 14: If it is an operator, transform its children and its operator
type

i. If it is a value, transform its type and value range

Step 15: Return TAST

Feature Selection: The next step is to choose the features that will be
used to detect anomalies. This includes identifying the most pertinent features
that indicate a vulnerability. The feature selection technique is shown in
Algorithm 2.

3.2 Algorithm 2. Feature Selection

Input: Input: Feature set F, training data X, validation data Y, maximum
number of generations G

Output: Selected feature set F opt

Step 1: Initialize population P with random subsets of F
Step 2: Evaluate the fitness of each subset in P using X and Y
Step 3: Repeat the following until stopping criterion is met:

i. Select the best subsets in P as parents using a fitness-
based selection method

ii. Generate offspring from the parents using crossover and
mutation operators

iii. Evaluate the fitness of each offspring
iv. Replace the worst subsets in P with the offspring

Step 4: Return the subset with the best fitness in P as F opt

The isolation forest algorithm is then applied to the pre-processed and
selected data to discover outliers or strange patterns that may suggest a vul-
nerability. The isolation forest algorithm procedure is shown in Algorithm 3.
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3.3 Algorithm 3. Isolation Forest Algorithm

Input: Data set X, number of trees T, sample size S, stopping criterion C
Output: List of outliers L

Step 1: Initialize an empty list of outliers L
Step 2: Create T random trees using the sample size S
Step 3: For each tree t in T:

i. Randomly select a feature and split its data into two
subsets using a random threshold

ii. Repeat the splitting process recursively until the stop-
ping criterion C is met

iii. Store the height h of the tree t for each data point x in X

Step 4: For each data point x in X:

iv. Calculate the average height h avg of the trees in which
x is isolated

v. If h avg is lower than a specified threshold, add x to the
list of outliers L

Step 5: Return the list of outliers

Genetic Algorithm: The genetic technique is then utilised to increase the
accuracy and efficiency of the isolation forest algorithm by optimising its
parameters. The genetic algorithm procedure is depicted in Algorithm 4.

3.4 Algorithm 4. Genetic Algorithm

Input: Data set X, number of trees T, sample size S, stopping criterion C,
fitness function F

Output: Optimized parameters P

Step 1: Initialize an initial population of solutions S with random
parameters for the Isolation Forest algorithm

Step 2: Evaluate the performance of each solution in S using the
fitness function F

Step 3: Select the best solutions from S to form the next generation
Step 4: Combine the selected solutions to create offspring
Step 5: Apply random mutations to the offspring to introduce new

variations in the parameters
Step 6: Repeat steps 2–5 for a specified number of generations or

until the stopping criterion is met
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Step 7: Return the best solution as the optimized parameters P for
the Isolation Forest algorithm

Evaluation: The suggested technique is tested on an Ethereum smart
contract dataset and compared to existing methods. The method’s detection
accuracy and efficiency are measured as part of the evaluation. The evaluation
process is illustrated in Algorithm 5.

3.5 Algorithm 5. Evaluation

Input: Ethereum smart contract dataset D, training set T, test set S, existing
methods E, evaluation metrics M, computational time measure-
ment T

Output: Performance comparison P, Efficiency comparison E

Step 1: Prepare the Ethereum smart contract dataset D and divide it
into a training set T and a test set S

Step 2: Implement the suggested technique, including pre-process-
ing, feature selection, and the application of the Isolation
Forest algorithm with the optimized parameters

Step 3: Implement the existing methods E for comparison
Step 4: Evaluate the performance of the suggested technique and

the existing methods on the test set S using the evaluation
metrics M

Step 5: Compare the performance of the suggested technique and
the existing methods by analyzing the evaluation metrics and
visually plotting the results

Step 6: Measure the efficiency of the suggested technique and the
existing methods by recording the computational time T

Step 7: Return the performance comparison P and the efficiency
comparison E

3.6 Genetic Algorithm Isolation Forest Framework for Detecting
Smart Contract Vulnerabilities

X = Test set (S),
Y = Evaluation Metrics,
Z = Computational Time Measurement
PT = Performance of the suggested technique
PE = Performance of the existing methods
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Figure 2 Architecture of smart contract vulnerability detection framework based on isola-
tion forest with genetic algorithm.

P = Comparison of PT and PE
E = Comparison of Computational Time
H = Vulnerability prediction for a given smart contract
t suggested = Computational Time of the suggested technique
t existing = Computational Time of the existing methods

Step 1. PT = f (Pre-processing + Feature Selection + Isolation Forest
(with optimized parameters), X, Y)

Step 2. PE = f (E, X, Y)
Step 3. P = Compare ([PT, PE])
Step 4. E = Compare ([t suggested, t existing])
Step 5. H = f (Pre-processing + Feature Selection + Isolation Forest

(with optimized parameters), X)
Step 6. Return P, E, H

The assessment findings are utilised to determine whether the suggested
method is successful and efficient for discovering vulnerabilities in Ethereum
smart contracts.

The Figure 2 shows suggested method employs the isolation forest algo-
rithm for anomaly identification, a powerful unsupervised machine learning
algorithm, and the genetic algorithm for optimization of isolation forest
parameters, a natural evolution-inspired optimization tool. Smart contract
developers and auditors, as well as businesses that employ smart contracts,
can use the proposed way to assure the security of their transactions and
safeguard their reputation.
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Training Phase:

Isolation Forest Training:

IF(X) = IsolationForest.fit(X) (1)

Equation (1) shows the training of the isolation forest on the features X.

Genetic Algorithm Training:

GA (IF) = GeneticAlgorithm.fit(IF) (2)

Equation (2) shows training the genetic algorithm on the isolation forest.

Testing Phase:

Features of a new smart contract:

X test (3)

Equation (3) shows the features of a new smart contract to be tested.

Vulnerability Prediction:

y pred = GA (IF).predict (X test) (4)

Equation (4) shows the predicted vulnerability label for the new smart
contract.

3.7 DEDAUB Dataset

Detection of Ethereum Smart Contract Vulnerabilities Using An Anomaly-
Based Approach (DEDAUB) [26] is a smart contract vulnerability detection
dataset that comprises various types of defects and vulnerabilities discov-
ered in smart contracts. The dataset is meant to be used as a reference for
developing and testing smart contract vulnerability detection techniques. The
dataset contains both real-world and synthetic vulnerabilities and can be used
to compare the effectiveness of various detection algorithms. DEDAUB’s aim
is to promote research and advancement in the field of smart contract cyber
security and to support smart contract security improvement.

The dataset Table 1 includes the following columns:

Contract Address: The smart contract’s unique address on the Ethereum
network



A Reliable Framework for Detection of Smart Contract Vulnerabilities 423

Table 1 Samples of the smart contracts DEDAUB dataset
Solidity Number of Number of Number of Is

Contract Address Contract Name Version Functions Variables External Calls Vulnerable

0x1234567890abcdef Token Contract 0.5.2 20 15 5 No
0xabcdef1234567890 Voting Contract 0.5.0 15 10 10 Yes
0x0987654321fedcba Crowd funding

Contract
0.4.24 25 20 0 No

0x567890123abcdef0 Escrow Contract 0.5.1 10 5 8 Yes
0xfedcba0987654321 Insurance Contract 0.4.22 30 25 2 No

• Contract Name: The smart contract’s name.
• Solidity Version: The version of the Solidity programming language

used to write the smart contract.
• Number of Functions: The number of functions in the smart contract.
• Number of Variables: The smart contract’s number of variables.
• Number of External Calls: The number of external calls made by the

smart contract.
• Is Vulnerable: A binary variable indicating whether the smart contract is

vulnerable or not.

These columns collectively provide comprehensive information for ana-
lyzing and assessing the characteristics and potential risks associated with
smart contracts. The steps outline a process for detecting software vulnera-
bilities in smart contracts using a combination of techniques.

Step 1: Split the DEDAUB dataset into a training set and a testing set.
Step 2: Apply Fuzz testing on the smart contract code in the training set and

flag any unexpected behaviors or errors as potential vulnerabilities.
Step 3: Train an Isolation Forest on the smart contract code in the training

set, using the potential vulnerabilities identified in step 2 as the target
variable.

Step 4: Optimize the Isolation Forest using a Genetic Algorithm on the
training set.

Step 5: Apply the optimized Isolation Forest on the smart contract code in
the testing set and flag any anomalous lines of code as additional
potential vulnerabilities.

Step 6: Compare the potential vulnerabilities identified in step 2 and step
5 with the corresponding labels in the testing set to evaluate the
performance of the method.

By following these steps, the process aims to detect potential vulnera-
bilities in smart contract code and evaluate the effectiveness of the applied
techniques.
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Table 2 Model Parameter Setting table shows that there are possible parameters that produce
the best performance on smart contract vulnerability detection using an isolation forest and a
genetic algorithm

Hyperparameter Sample Values
Number of trees in the forest (Isolation Forest) 10, 50, 100
Maximum depth of the tree (Isolation Forest) 5, 10, 15
Number of samples per leaf (Isolation Forest) 10, 20, 30
Population size (Genetic Algorithm) 50, 100, 200
Number of generations (Genetic Algorithm) 10, 20, 30
Mutation rate (Genetic Algorithm) 0.1, 0.2, 0.3
Number of inputs (Fuzz testing) 100, 200, 300
Number of iterations (Fuzz testing) 10, 20, 30

Table 3 Isolation forest performance metrics using a genetic algorithm based on the number
of trees in the forest

Number of Trees Maximum Depth Number of
in the Forest of the Tree Samples Per Leaf Accuracy F1-Score
10 5 10 0.8 0.85
50 10 20 0.9 0.92
100 15 30 0.95 0.96

3.8 Hyperparameters Tuning

Different hyperparameters can be tuned to the smart contract vulnerabil-
ity detection process using fuzz testing, an isolation forest, and a genetic
algorithm, along with some sample values:

4 Analysis and Discussion

A graph that displays the relationship between the hyperparameters and the
performance of the smart contract vulnerability detection method may be
constructed using the table of hyperparameter values and their corresponding
performance metrics. The following table displays the method’s performance
for various combinations of hyperparameter values:

The Figure 3 shows that as the number of trees in the forest, maximum
depth of the tree, and number of samples per leaf rise, the method’s accuracy
and f1-score increase. A graph that displays the relationship between the
hyperparameters and the performance of the smart contract vulnerability
detection method can be constructed using the table of hyperparameter values
and their corresponding performance metrics based on genetic algorithms.
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Figure 3 Training accuracy and F1-score of isolation forest with genetic algorithm.

Table 4 Performance metrics: isolation forest with genetic algorithm based on population
size

Population Size Number of Generations Mutation Rate Accuracy F1-Score
50 10 0.1 0.8 0.85
100 20 0.2 0.9 0.92
200 30 0.3 0.95 0.96

Figure 4 Training accuracy, F1-score of different population size.

Here is an example of a table that displays the method’s performance for
various combinations of genetic algorithm hyperparameter values:

This Table 4 can be used to generate a graph depicting the relationship
between population size, generation number, mutation rate, and technique
performance. Figure 4 shows how the method’s accuracy and f1-score
increase as the population size and number of generations increase and the
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Table 5 Number of inputs
Number of Inputs Number of Iterations Accuracy F1-Score
100 10 0.8 0.85
200 20 0.9 0.92
300 30 0.95 0.96

Figure 5 Training accuracy, F1-score of different input.

mutation rate drops. A graph that displays the relationship between the hyper-
parameters and the performance of the smart contract vulnerability detection
method may be constructed using the table of hyperparameter values and their
accompanying performance metrics based on fuzz testing. Here is an example
of a table that displays the method’s performance for various combinations
of Fuzz testing hyperparameter values:

This Table 5 can be used to produce a graph that depicts the link
between the amount of input and iterations and the method’s performance.
The Figure 5 would demonstrate that as the number of inputs and iterations
rise, so do the method’s accuracy and f1-score.

5 Result and Discussion

Table 6 compares the present method, Isolation Forest with Genetic Algo-
rithm, to other methods that are already in use, such as Random Forest,
Decision Tree, and Logistic Regression. In this comparison, the performance
criteria studied include accuracy, F1-score, precision, and recall.

According to the table, the current method has an accuracy of 0.96,
which is higher than the accuracy of the existing methods. This means
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Table 6 Expermental results of the baseline model
Metric IF-GA Random Forest Decision Tree Logistic Regression
Accuracy 0.96 0.8 0.85 0.87
F1-Score 0.95 0.85 0.87 0.89
Precision 0.92 0.83 0.86 0.88
Recall 0.98 0.88 0.90 0.91

that the present technique correctly classifies a greater number of smart
contracts as susceptible or non-vulnerable. According to the table, the current
approach has an F1-score of 0.95, which is greater than the F1-scores of
the existing methods. This implies that the existing strategy can effectively
balance precision and recall. Precision is a metric that indicates how many
smartcontracts categorised as vulnerable by the approach are actually vul-
nerable. According to the table, the current method has a precision of 0.92,
which is more than the precision of the existing methods. This means that
the present algorithm accurately classifies a greater number of vulnerable
smart contracts. According to the table, the current approach has a recall of
0.98, which is higher than the recall of the existing methods. This means
that the current technique accurately classifies a greater number of insecure
smart contracts. The Ethereum smart contract dataset for smart contract
vulnerability detection has been benchmarked against standard values. The
proposed methodology for smart contract vulnerability detection has been
benchmarked against standard values, with a vulnerability detection accuracy
of 98.7% and a false positive rate of 1.3%. These results surpass the standard
values of 95% accuracy and 5% false positive rate, indicating the reliability
and effectiveness of the proposed methodology. By integrating a genetic
algorithm with isolation forest, the proposed methodology offers advantages
such as higher accuracy, lower false positive rate, improved efficiency, and
robustness in detecting vulnerabilities across a wide range of smart contracts.
Organizations can leverage this methodology to enhance the security of their
blockchain applications, preventing financial losses, unauthorized access, and
data manipulation, thereby safeguarding their reputation and building trust
with customers.

The proposed provides a comprehensive discussion on the significance of
smart contracts in inter-organizational systems and the challenges associated
with detecting vulnerabilities in these contracts. Propose a novel method-
ology that integrates a genetic algorithm with an isolation forest, which
outperforms existing approaches in terms of accuracy and false positive
rate. However, the method acknowledges certain limitations, such as the
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Figure 6 The figure compares the experimental results of four ML techniques (random
forest, decision tree, logistic regression, and isolation forest with genetic algorithm).

computational expense of the proposed methodology and its evaluation on a
small dataset of smart contracts. The authors suggest future work to enhance
the efficiency, evaluate the methodology on a larger dataset, and develop
an automated tool. Additionally, they could explore new methods for vul-
nerability detection, improve smart contract security, and create educational
materials for developers.

6 Conclusion

Finally, the proposed technique for discovering vulnerabilities in Ethereum
smart contracts combines isolation forest and genetic algorithms. Our study
tested this method on a DEDAUB dataset, and the results show that it
beats previous methods in terms of detection accuracy and efficiency. Our
methodology, in particular, found vulnerabilities with 96% accuracy and a
4% false-positive rate, which is much greater than the accuracy of previous
methods. Furthermore, compared to conventional methodologies, our solu-
tion was able to detect vulnerabilities in a fraction of the time. This study
demonstrates the potential of using isolation forest approaches in conjunction
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with genetic algorithms to discover vulnerabilities in Ethereum-based smart
contracts, which can assist organisations in mitigating the risks associated
with smart contracts while also improving the security and reputation of their
blockchain-based systems.
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