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Abstract

The Southern regions of India, Myanmar, Thailand, Laos, and Indonesia are
where teak originated. Teak is a high-value wood that used to be an export
good for Thailand, bringing in a lot of money. Thailand produced approxi-
mately 71,954.53 m3 of teak plantation timber and exported wood products
worth 1.1 billion baht overseas in 2018, according to the Forest Industry
Organization (FIO). Due to its high demand, there is also a chance that smug-
gled wood from within the country or wood that has been illegally obtained
abroad will enter the supply chain. Encroachment and illegal logging are still
major problems in Thailand. Blockchain technology has become extremely
popular due to its distinctive immutability and traceability properties, which
have the opportunity to overcome a variety of issues. In order to get rid
of illegal teak timber and achieve traceable, transparent, and reliable teak
data that is moved through the teak supply chain, we present a decentralized
application (DApp) based on the Ethereum blockchain that implements a
traceability system for teak identity. According to the findings of the exper-
iment, our DApp achieves a good trade-off between the system’s gas cost
of 116K (2.53 USD) to store data in the Ethereum blockchain and provide
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high security, transparency, privacy, resilience, and robustness. We observed
that the newly proposed blockchain-based system can reduce illegal logging,
the usage of paper-based documentation, and the time needed to validate the
documentation in teak supply chain controls when we compared it to the
traditional process used in the supply chain.

Keywords: Blockchain technology, traceability, ethereum decentralized
application (dapp), teak supply chain.

1 Introduction

Teak forests grow naturally on roughly 29 million hectares of land in the
Asia-Pacific area, including India, Laos, Myanmar, and Thailand [1–3]. Asia
constitutes 94 percent of global teak plantations. The northern region of
Thailand is where teak plantations are mainly found. One of the most expen-
sive tropical hardwood species on the world timber market is teak (Tectona
grandis L.f.) [4]. It has strong natural durability, good dimensional stability,
and resistance to termites, fungi, water, and the elements [5–7]. Teak wood
is used to manufacture railroad ties, boats, and furniture as well as for con-
structing poles, sawn timber, and housing materials [8]. Thailand produced
approximately 71,954.53 m3 of teak plantation timber and exported wood
products worth 1.1 billion baht overseas in 2018, according to the Forest
Industry Organization (FIO) [14]. However, teak logs produced from natural
teak forests are declining due to illegal logging, over-cutting, deforestation,
and land-use changes [3, 4, 9, 10]. Since 1953, there has been a 94% decline
in Thailand’s important natural teak forests [11].

Forests are well recognized for having a positive effect on the environ-
ment, due to it play a crucial role in shaping climatic patterns, regulating
water supplies, and influencing temperature levels. Forests have a crucial
role in the preservation of biodiversity, mitigation of soil contamination
resulting from chemical substances, functioning as a carbon sink, and
safeguarding watersheds. These multifaceted contributions yield significant
advantages for both human societies and the natural environment [15]. Illegal
logging causes serious environmental problems such as global deforesta-
tion leading to reductions in carbon stocks, degradation of biodiversity,
lowering water quality and discouraging sustainable logging practices and
forest management thus undermining the competitiveness of the legitimate
forestry industry. Furthermore, the degradation of forests also results in
the impairment of their protective role, as evidenced by the occurrence of
natural disasters including extensive landslides and flooding subsequent to
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intense monsoon precipitation [16]. The occurrence of illegal logging has
a detrimental impact on socio-economic development in several regions
around the globe. The subsequent enumeration outlines the socio-economic
consequences resulting from the extensive practice of illegal logging: deserti-
fication, drought, erosion of traditional cultures, heightened runoff, economic
decline, degradation of soil fertility, breaches of human rights, and an ele-
vated prevalence of homelessness [17]. Illegal logging, also known as wood
poaching, is a serious issue in Thailand’s natural forests. Even while it
happens far less frequently now than it did in the past, illegal cutting of
teak and other wood trees from natural forests is not unheard of [18]. Some
illegally harvested timber enters local domestic markets, and there have been
intricate operations to move timber unlawfully cut in Thailand over national
boundaries and “import” it back into Thailand as legitimately bought from
neighboring nations. As a result, there is a possibility that timber that has been
unlawfully harvested within the country will make its way into the supply
chain and/or be transported outside. There are still major problems with
encroachment on protected areas and illicit logging in Thailand. Thailand
reported 1,749 logging offenses in 2019 and 1,726 encroachment offenses. A
total of 7,731 m3 of round logs and sawn wood were seized in the same year.
Smuggling illegally harvested wood, especially high-value woods like teak,
out of the nation is a severe issue. There is also a chance that illicit lumber
is making its way into the supply chain from Thailand, however the exact
amount of wood that is unlawfully supplied there is yet unclear [19]. There is
an urgent need to solve these problems.

Applications of blockchain and other new technologies are being
explored across a wide range of industries, including agriculture [20, 21],
mining [22–24], food [23, 24], apparel [25, 26], etc., with the hopes of
lowering operational costs and increasing data transparency and accessibility.
Blockchain is a distributed ledger that can encrypt and store information.
The blocks are totally shielded from future modifications and encrypted.
They are available to vendors, purchasers, and everyone else and are trans-
parent. Contract payments are all done instantly without going through banks
or other financial middlemen. This reduces transaction costs and saves time.
Blockchain is a distributed system that ensures constant information avail-
ability by storing a copy of each transaction on each network node [25].
Blockchain not only eradicates illicit logging but also significantly improves
global wood trade standards and forestry practices [26]. A new and promising
technology is blockchain. Because of this development, blockchains would
aid in our job, providing advantages such as immutability of data and
verifiability of transactions [27].
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Research on blockchain’s potential in a variety of other contexts has
already been conducted in large numbers. Healthcare [28], education [29],
agriculture [30], energy [31], logistics and supply chains [32], tourism [33],
insurance [34], and many more sectors have all been the subject of existing
blockchain research. Commercial blockchain applications for the agri-food
industry, including those for coffee, cattle, seafood, etc., were studied by
Antonucci et al. [30]. In their study, Antonucci et al. found that blockchain
technologies have promise in agri-food distribution networks. Applications
of blockchain have been researched in the field of education [29]. The pri-
mary use cases for blockchain applications in education have been in the
areas of credential management, tracking learning outcomes, and assessing
students’ professional aptitudes [29]. The advantages and disadvantages of
using blockchain technology in logistics and supply chains were exam-
ined by Tijan et al. [32]. According to the report, blockchain technology
might be used in logistics for a variety of purposes, including locating fake
goods, streamlining the filing of paperwork, making it easier to monitor an
item’s origin, and managing the internet of things [32]. The potential of
blockchain technology in the energy industry has also been studied [31].
Electric car charging, e-mobility, and growing peer-to-peer energy trade
are all areas that Andoni et al. [31] investigated in order to better under-
stand how blockchain technology may be used in each of these areas.
According to research by Hölbl et al. [28], healthcare organizations are
increasingly turning to blockchain applications for tasks including informa-
tion exchange, record keeping, and permission management. At this time, we
are unaware of any research that specifically examines blockchain technol-
ogy and its potential uses in the forestry industry, such as the teak supply
chain.

This study aims to design and implementation of the “Blockchain-based
Traceability for Teak Identity: A Transformational Approach”, which can
serve as a solution to eliminating illegal teak issues in the teak supply chain
due to the features of blockchain such as unchangeable ledger, distributed,
secure and shared. The distributed database (also known as the blockchain)
contains registration information for each piece of teak wood. The legitimacy
of each teakwood or timber can be verified using Ethereum decentralized
application (DApp). On the Ethereum Blockchain Network, Solidity is used
to create the decentralized application. The decentralized application can-
not be created without employing Web3.js, an essential module that is
typically employed while establishing a link to smart contracts. The user
can begin engaging with the smart contracts by doing transactions with a
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Metamask-based digital wallet once Web3.js has been injected into the front-
end (NodeJS). In order to work on the DApp, participants in this DApp must
register their information, which will be kept as a data in the smart contract.
The front-end user interface receives the inputs. Once the information has
been saved, it may be accessed for validation and verification. This research
focuses on the requirement analysis from teak industrial and stakeholder
groups to extract crucial metadata to keep on the Ethereum blockchain before
creating a decentralized application (DApp).

Designing a decentralized implementation of a traceability system for
teak identities using the Ethereum blockchain is the goal of this study.
We define our research question in accordance with the study objective:
(1) Does the “Blockchain-based Traceability for Teak Identity: A Transfor-
mational Approach” eliminate illegal teakwood within the teak supply chain?
(2) How much does it cost to keep all stakeholder data on the Ethereum
blockchain in terms of gas? In an effort to find an answer to this question,
we carried out this research in the following manner: In Section 2, the
comparison and identification of the pros and cons of blockchain technology
in the teak sector, a requirements analysis from teak supply chain control
in Thailand is presented along with the system architecture, design, and
practical implementation of “Blockchain-based Traceability for Teak Iden-
tity: A Transformational Approach”. We present our experiments and results
in Section 3. We compile our discussions in Section 4 and conclusions in
Section 5.

2 Materials and Methods

In this section, we’ll go over the comparison and identification of the pros
and cons of blockchain technology in the teak sector, a requirements anal-
ysis from teak supply chain control in Thailand, the specific metadata that
we extracted from the teak supply chain scenario, a software architecture
we designed based on those requirements, and the implementation details we
covered in this section.

2.1 Comparing and Identifying the Advantages and
Disadvantages of Blockchain Technology for the Teak
Supply Chain

The implementation of blockchain technology not only addresses the issue
of illicit logging but also significantly enhances the standards of the teak
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sector and worldwide wood commerce, surpassing any previous levels
of advancement [35]. The blockchain technology is considered to be an
emerging yet very promising innovation. The fast advancement witnessed in
recent years across diverse industries highlights the advantages and disadvan-
tages that necessitate meticulous evaluation before implementing on a large
scale. The material for the study is comparison and identification of the pros
and cons of blockchain technology in the teak supply chain.

Blockchain has the following advantages over traditional teak industry
traceability solutions:

Accuracy, confidentiality, and utmost transparency. The utilization of
blockchain technology facilitates transparent and expeditious data accessi-
bility, enabling the verification of the complete teak supply chain. In this
particular scenario, the data is promptly subjected to encryption measures,
ensuring its entire transparency. Simultaneously, both suppliers and con-
sumers of teak wood items will possess comprehensive knowledge regarding
the origins of those products. Transaction transparency is attained by the
utilization of temporal and location-based markers for the goods. Every indi-
vidual log that is obtained is recorded in the blockchain system, accompanied
with its corresponding GPS coordinates. Subsequently, these logs are sent
to the customer following a certain route. Therefore, the issue of the illicit
trafficking of timber has been successfully addressed.

Falsification of data is literally impossible. The blockchain technology estab-
lishes a decentralized system of blocks, wherein each following transaction
relies on the preceding one. Consequently, each transaction recorded in the
blockchain is immutable and cannot be altered or erased. Data encryption and
cryptography offer robust safeguards against unauthorized intrusion and data
compromise.

The potential for data loss is well mitigated. DLT, or Distributed Ledger
Technology, is what makes blockchain work. This implies that the identi-
cal database is distributed throughout a vast number of computer systems.
The technology achieves ubiquitous accessibility and has invulnerability to
destruction.

Fraud, embezzlement, and corruption are not included. Mobile blockchain
apps are utilized by loggers. The GPS coordinates of each felled tree are
inputted into the database. Moreover, the wood processor conducts a com-
parison between the acquired data and the database containing information
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on permissible cutting activities and designated protected areas. If there is a
discrepancy, the next block in the blockchain cannot be generated. The act
of reselling wood becomes unfeasible. Any departure from the established
norms or regulations would serve as an indication of an illicit wood trade.
The blockchain technology has the capability to provide comprehensive
visibility and traceability along the full supply chain of wood, spanning from
its origin at the stump to its ultimate consumption.

Forest management that is guaranteed to be sustainable. The implementation
of blockchain technology for the purpose of forest monitoring is antici-
pated to enhance the security and accessibility of forest resources, while
simultaneously mitigating the risk of unauthorized exploitation of forested
areas.

Cost savings result in the production of less expensive goods. The utilization
of blockchain technology necessitates substantial expenditures on computer
hardware, software infrastructure, power consumption, and ongoing main-
tenance. Such investments are expected to enhance production efficiency
and generate higher revenues. The implementation of blockchain technology
effectively eliminated the need for logistics, banking services, and foreign
intermediaries. All individuals involved in the transaction are provided with
extensive information on the advancement of the transaction as well as the
marketing and financial promotion of items in the market. This practice
mitigates potential hazards, facilitates the mobilization of financial resources,
conserves valuable resources, and ultimately leads to a reduction in the cost
of wood processing goods.

Enhancing quality in the teak industry. The utilization of blockchain tech-
nology has the potential to successfully eliminate the practice of illegal
logging, rendering it obsolete in contemporary times. The implementation
of blockchain technology is expected to enhance several aspects of the teak
sector, including the quality of teak products, forestry practices, forest man-
agement strategies, conservation efforts, and protection measures. In the teak
wood business, whereby teak wood is carried across extensive distances and
undergoes processing to provide a multitude of diverse goods, the sequence
of teak wood operations is predominantly centered within a singular teak plot.
Hence, the use of the new blockchain technology offers advantages in terms
of ease, cost-effectiveness, and improved traceability. The implementation
of blockchain technology has the potential to enhance the organization and
quality standards within the teak sector.
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The disadvantages associated with blockchain technology mostly stem
from its inherent benefits and its status as an emerging innovation:

Upsetting incomprehensibility and novelty. The blockchain is a novel tech-
nological innovation that emerged in 2009. Cryptocurrency represents the
prevailing utilization of blockchain technology. Cryptocurrency has garnered
significant traction within global financial markets and has been increasingly
integrated into the daily lives of countless individuals. The utilization of
blockchain technology in the forestry sector, particularly in the teak busi-
ness, significantly lags behind other areas of the economy like as banking.
However, it possesses an equal amount of potential for the implementation of
novel technological advancements.

The intensity of energy. Data mining is characterized by a high demand
for energy and substantial costs. Each transaction involving one bitcoin
consumes around 200 kilowatt-hours (kWh) of energy. A ordinary VISA
transaction utilizes 0.01 kWh of energy, but the energy consumption of
the process in question is 20,000 times more. Nevertheless, advancements
in technology are always progressing. There is a growing introduction of
more sophisticated data-processing techniques [36]. These techniques effec-
tively mitigate the energy consumption associated with the operation of the
blockchain.

The phenomenon of blockchain data loss. The potential consequence of
forgetting or misplacing the access key is the irreversible loss of data for
the user.

The phenomenon of heightened competitiveness. Competition within the
forestry sector of the economy engenders a diverse array of blockchain
platforms. The level of competition among the platforms is increasing. The
combined presence of the most prominent financial institutions in the United
States and China encompasses about 50% of all blockchain deployments,
66% of investments in blockchain technology, and 89% of blockchain-related
patents [37]. There is a risk that Thailand may fall behind the rest of the
world and be forced to adopt foreign blockchain standards and platforms as
it struggles to keep up with rising competition.

Cybercriminals may abuse blockchain technology. Blockchain transactions
are characterized by a high degree of anonymity, which has led to heightened
scrutiny from criminal elements and individuals involved in terrorist activi-
ties. The utilization of blockchain technology has the potential to be wielded
as a perilous instrument by malicious actors.
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2.2 A Requirements Analysis from Teak Supply Chain Control in
Thailand

A requirements analysis from teak supply chain control in Thailand is shown
in Figure 1. Land in Thailand is divided into two categories: privately
owned and publicly owned. In accordance with the Forest Plantation Act
B.E. 2535, the landowner who plants teak on their own property must
first obtain a registration certificate. Both commercial and government-run
plantations are required to be registered with the Royal Forest Department

Figure 1 A requirements analysis from teak supply chain control in Thailand.
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under the Forest Plantation Act B.E. 2535 (1992) and the Forest Plantation
Act (No. 2) B.E. 2558 (2015). Teak (Tectona grandis), yang (Diptercarpus
alatus), and rosewood (Dalbergia spp.) are the tree species that need special
permission to be cut down, however on privately held land, permits are
necessary. Even if cultivated on private property, harvesting these endan-
gered species is illegal without special permission. In 2017, 156 cutting
licenses were awarded by RFD for teak and yang harvested from private
plantations [38].

Those who hold Sor Por 3 (Plantation Certificates) and wish to harvest
timber from registered plantations on private lands must first submit a Noti-
fication of Harvest to provincial authorities, which is then acknowledged by
the Registrar of Plantations, who issues a Sor Por 13 (Certificate of Cutting
or Felling Notification), as required by the Commercial Forest Plantation
Act [18]. In addition, a Sor Por 8 (Seal Registration) and a Sor Por 9 (Seal
Certificate) for using the operator’s private seal on harvested timber must be
obtained before any harvesting may begin. An acknowledged letter of timber
account or Plantation Timber Packing List (Sor Por 15) must also be prepared
by the operator at the time of harvest [39].

When a harvest is about to take place, the operator must alert the appro-
priate authorities (often RFD) so that they may check the area and the logs.
A Removal Pass (Transportation Certificate) is subsequently issued by the
competent officer, and it describes the species of logs being transported, the
seal or tag that has been placed on the logs, the logs’ sequence numbers, and
any applicable royalties [18]. Additionally, transport companies are required
to give advance notice to a forest checkpoint, allowing at least five days
for the verification of paperwork upon arrival [38]. Because of this, officers
at forest checkpoints will double-check paperwork to ensure the transport
document is still current.

Primary processing facilities as well as timber suppliers are required to
have a license in order to conduct business [38]. A license is also needed for
anyone who intends to sell the finished goods made from legally restricted
wood products (teak). Every piece of wood that passes through a main
processing or trading facility must have its details documented (such as the
type of wood, quantity, wood mark, and provenance) in the facility’s inven-
tory system. In order to ensure that the load and paperwork are legitimate,
primary processing facilities must check them before allowing them entry.
There are three books they need to keep track of: (i) sawn wood transported
out, (ii) the round logs that were received, and (iii) an inventory of all the
materials.
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2.3 Extract Metadata from the Teak Supply Chain Scenario

Metadata is a description of your program written in Extensible Markup
Language (XML) [40]. It may include information on databases, assemblies,
tables, objects, columns, attributes, and so on. The majority of the metadata
refers to information about the database that your program utilizes, but it
can also include information about the user interface. Metadata, for instance,
is embedded in the Supply Chain’s information flow from beginning to
end. The term “supply chain” (SC) refers to a “functional chain structure”
that links “upstream” entities like suppliers and “downstream” ones like
manufacturers and retailers and ultimately “end users” [41].

We make use of information that was derived from a requirements anal-
ysis from teak supply chain control in Thailand in Section 2.2 to assess
what data must be maintained on the Ethereum blockchain. The metadata are
extracted from the teak supply chain scenario and stored in smart contracts
in Section 2.6. As stated in Table 1, the extraction of metadata for this
study is concentrated on the three stakeholder groups of Farmers, Forestry
Officers, and Manufacturers. The metadata extracted from the farmer includes
the following 19 elements: the grower’s name, varieties of planting teak,
date of planting, identified number of teak, grower farm’s name, grower’s
phone number, location of the plantation, fertilizer used, the teak growing
season, the teak produce flowering date, the teak growing temperature, the
teak soil moisture, soil type, the teak planting patterns (spacing), Certificate
of Land Registration as a forest plantation (Sor Por 3), Certificate of Cutting
or Felling Notification (Sor Por 13), Seal Registration (Sor Por 8) and Seal
Certificate (Sor Por 9), Plantation Timber Packing List (Sor Por 15) and
transport document. The metadata extracted from the forestry officer includes
3 elements as follows: the officer who verified the teak’s name and phone
number, as well as the verified date. The manufacturer’s metadata comprises
four elements: the manufacturer’s name, phone number, the date of receipt,
and the name of the company that made the wood. Finally, the completed
metadata information for each stakeholder in the teak supply chain is then
stored on the Ethereum blockchain so that the end user may trace it.

2.4 System Architecture

The application’s architecture is a crucial factor in the outcome of designing
and developing a complex software solution. An effective architecture guar-
antees that the system meets the most important requirements [42] and gives
an abstract overview of the system for analysis and critique.
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Table 1 Extract metadata from the teak supply chain scenario
Stakeholder Metadata Element Metadata Value

Farmers Grower’s name Mr. Sai Sai

Varieties of planting teak Golden Teak

Date of planting 08/01/2005

Teak identified number HS789167

Grower farm’s name Sai Sai Farm

Grower’s phone number +66878789167

Location of the plantation Chiang Rai

Fertilizer used 15-15-15 (or) 16-16-16,

12-12-17-2 (or) 13-13-21, 0-0-50

Teak growing season The dry season

Farmers Teak produce flowering date 09/02/2007

Teak growing temperature 26–37◦C

Teak soil moisture 60%

Soil type Loamy Sand

Teak planting patterns (spacing) 3 × 3 m, 4 × 3 m

Certificate of Land Registration as a
forest plantation (Sor Por 3)

Book no. 25478

Certificate of Cutting or Felling
Notification (Sor Por 13)

Book no. 25478

Seal Registration (Sor Por 8) and
Seal Certificate (Sor Por 9)

Book no. 581

Plantation Timber Packing List (Sor
Por 15)

Book no. 1408

Transport document Book no. 618

Forestry Officers The officer’s name Mr. Mg Mg

The officer’s phone number +6681237441

The verified date 12/07/2022

Manufacturers Manufacturer’s name Mr. Aung Hla

Manufacturer’s phone number +6697414760

Date of receipt 15/07/2022

The name of the company that made
the wood

Aung Hla Co., Ltd.

The application’s architecture is shown in Figure 2. Utilizing the
Windows 10 Home Single Language operating system, the suggested solution
was created using Truffle and Ganache. In order to immediately execute
commands and run tests, Ganache builds a local blockchain based on
Ethereum. For the smart contract’s implementation, truffle is utilized. It is a
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Figure 2 The proposed system architecture.

comprehensive mechanism for putting together textual smart contracts and
uploading them to the Ethereum network. The application is built on the
Web3.js JavaScript framework, which enables connection with the Ethereum
network and the execution of smart contracts.

Now, we explain the main components of the application’s architecture:

• Truffle – An open-source toolkit for developing decentralized appli-
cations. In order to compile, test, debug, and deploy any blockchain
project running on the Ethereum Virtual Machine (EVM), the Truffle
framework is widely used [43]. Truffle helps with every step of the
smart contract creation process. It takes care of contract artifacts, library
linking, custom deployments, and other complex Ethereum operations
so the developer can concentrate on other aspects of the development of
the DApp.

• Ganache – An advanced development tool that enables the operation
of a local blockchain for the creation of decentralized applications using
Ethereum. [44] Projects and smart contracts can be developed, deployed,
and tested in a secure and deterministic setting on the local chain.

• MetaMask – Decentralized apps (DApps) built on the Ethereum
blockchain that can interact with a complete Ethereum node through
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a plug-in for the Chrome and Firefox web browsers [45]. All queries to
and from the blockchain network are handled by Metamask. In addition
to supporting sending and receiving ether, Metamask may serve as an
Ethereum wallet.

• Web3.js – A library package written in JavaScript that facilitates com-
munication within the Ethereum network [46]. The Ethereum node
can be either locally installed or hosted elsewhere, and web3.js uses a
provider to facilitate communication with the network.

• Node.js – A JavaScript runtime environment that supports server-side
execution of JavaScript code and is based on Chrome’s V8 JavaScript
engine. It’s easy to join the NodeJS community because it’s open
source [47]. All popular operating systems, including Windows, macOS,
and Linux, are compatible with it. Many helpful online resources exist
for Node developers looking to further their knowledge of Node.js.

• Frontend – The user interface (UI) is the face the product presents to
the customer. It’s written in a variety of languages, including JavaScript,
HTML, and CSS, with heavy reliance on the Web3.js API. To provide
Ethereum wallet integration, it also integrates with Metamask. With
the help of this frontend application, users may communicate with the
NodeJS and Ganache Ethereum blockchain. A DApp’s backend consists
of one or more smart contracts that have some logic in them, while the
front end is similar to a website or app.

• Blockchain – Communication between the blockchain and the appli-
cation is handled by the blockchain interface. This is the area of the
program where all of the transactions and program codes are kept.
On the Ethereum blockchain, all the data pertaining to teak owners,
forestry officers who authenticate teak, and manufacturers that purchase
teak are kept.

• Smart contracts – With the use of software that prevents conflict-
ing or duplicate transactions from being permanently recorded in the
blockchain network, smart contracts may be characterized as the ver-
ification or arbitration of transactions without the involvement of a
person [48].

2.5 System Design

The application’s architecture was developed following a requirements anal-
ysis from teak supply chain controls in Thailand. As much as possible, this
design aims to accommodate all of the needs of the specified scenario. Based
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on the architecture, a design for the decentralized application’s user interface
was created. The decentralized application’s user interface is composed of the
following 3 stakeholders:

• Farmer – The farmer page has a form that must be filled out. Each field
on the form must be filled out before it can be submitted. For viewing,
the Ethereum Network can be queried for the given details as seen in
Figure 4.

• Forestry Officer – The Forestry Officer Page addresses the validation of
teak at the time of examination, as seen in Figure 5. Once the validation
is completed, the details of the forestry officer data need to be submitted
and stored on the Ethereum blockchain.

• Manufacturer – The Manufacturer Page includes a form that has to
be filled up with specifics about the manufacturer information. Once
the manufacturer received the teak, the details of the manufacture data
need to be submitted and stored on the Ethereum blockchain as seen
in Figure 6. QR Code Generate Page generates a QR code that allows
end-users to follow the history of the teak logs depicted in Figure 7 by
scanning it.

Figures 3–6, and 7 show a snapshot of the decentralized application’s
home page and its three users.

Figure 3 Home page.
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Figure 4 Farmer page.

The following data related to the farmer page has been captured and
linked to the Ethereum blockchain:

• Farmer Metamask account.
• Farmer’s Name, Phone Number, and Farm Address with GPS.
• Create Teak Metadata Profiles including Teak Species Name, Teak

Identification Code, Location of Planting Teak, Certificate of Planting
Teak, Certificate of Harvest Teak, Certificate of Seal Teak, Plantation
Timber Packing List, etc.

• Generated at a timeframe when the blockchain’s related farmer’s data
was present.

The following data related to the forestry officer page has been captured
and linked to the Ethereum blockchain:

• Forestry Officers Metamask account.
• Forestry Officer’s Name and Phone Number.
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Figure 5 Forestry officer page.

• Teak metadata profiles are verified by the respective forest officers and
their data is stored on the blockchain at a date, at which point the
transaction is generated.

The following data related to the manufacturer page has been captured
and linked to the Ethereum blockchain:

• Manufacturer Metamask account.
• Manufacturer Name and Phone number.
• When the matching manufacturer gets teak logs and stores their infor-

mation on the blockchain, a timestamp is produced.
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Figure 6 Manufacturer page.

Figure 7 QR code generate page.
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2.6 System Implementation

In this section, the implementation details of the decentralized application
will be explained. We built the “Blockchain-based Traceability for Teak
Identity: A Transformational Approach” in our suggested work. Figure 8
presents a flowchart diagram of a proposed system. The proposed system is
controlled by smart contracts created in the Solidity programming language.
The issues with the teak supply chain are resolved by it. Due to the lack of
a middleman and the ability for consumers to look into the history of the
teak data inside the teak supply chain, it fosters confidence among all parties
involved. The teak supply chain is made more secure and transparent with the
aid of this proposed system. There’s no chance that the data may be changed
using this blockchain technology. Due to the system’s use of the Ethereum
blockchain, we are able to introduce Smart Contracts into the blockchain

Figure 8 A flowchart diagram of a proposed system.
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network. Therefore, the blockchain serves as the system’s backend, and
the smart contracts that make up the system’s backend include all of the
business logic. The decentralized application’s implementation involves the
procedures listed below:

• Farmers will log in to the proposed system by name and password. The
farmer’s name, phone number, home address, the name of the species of
teak, the code used to identify teak, the place where the teak was planted,
if permission had been granted for the planting of the teak, whether it
had been harvested, whether it had been sealed, whether it had been
transported, etc., are all fields on the Farmer Page’s form that need to
be filled out. Each field on the form must be completed before it can be
submitted and stored on the Ethereum blockchain. Farmers may select
the forestry officer to check their teak metadata profiles at any time from
the options on this website.

• Forestry Officer will log in to the proposed system by name and pass-
word. The names of the farmers who ask the forestry officer to check
their teak metadata profiles are listed by Forestry Officer Page. To view
them, the Ethereum blockchain may be queried for information about
the farmer and teak metadata profiles. After the validation is finished,
this page provides a form that must be filled out with the information for
the forestry officer’s name before it can be submitted and saved on the
Ethereum blockchain.

• The manufacturer will log in to the proposed system by name and
password. Manufacturer Page allows the manufacturer to access the
specifics of the farmer’s teak metadata profiles and the forestry officer
who validates teak from the Ethereum Network by entering a farmer’s
name, phone number, and teak identification code. This page provides a
form to complete with the manufacturer’s name and address, which must
be recorded and kept on the Ethereum blockchain after the manufacturer
gets the teak. The ability to create a QR code for tracking teak logs is
always available to manufacturers via this page.

• The history of the teak logs may be discovered by the end user by
scanning a QR code. You may get all the information about the authen-
ticity of teak logs along the whole teak supply chain, from farmers to
manufacturers, using the Ethereum decentralized application (DApp).

Due to the ability to offer end users with verifiable teakwood data along
the supply chain, we can no longer worry about using fake teakwood or teak
log that has been harvested illegally, which greatly aids the development
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of our DApp concept. The framework we’ll employ in this case resembles
an object-oriented methodology. We must be certain of a few things in
order to make the procedure simple. Transparency must come first. All of
the network’s records are accessible to everyone because of the blockchain.
The second issue is the necessity to stop unauthorized teakwood from enter-
ing the supply chain. To do this, we make sure that each participant gathers
accurate data and maintains it on the blockchain. If we employ blockchain as
an underpinning layer on the backend, all of these problems can be fixed.
Once anything is initiated, it cannot be changed due to the blockchain’s
immutable nature. Nevertheless, there are some obstacles to its implementa-
tion. The data pertaining to the supply chain that is recorded on the blockchain
has to be clear of any false or deceptive information. Each participant in
the teak supply chain must first organize and prepare the data before it can
be added to the blockchain. Moreover, in the event that blockchain users
misplace their identification credentials, there exists a significant probability
that they would be denied access to their account, resulting in potential loss
of previously saved data, assets, and configurations.

3 Results

This section’s goal is to evaluate the performance of the proposed system
by putting it through a number of tests. In terms of gas consumption and
system security, this analysis evaluates the effectiveness of the transaction.
This section explains the comparison between traditional traceability system
and blockchain-based traceability system in the teak supply chain.

3.1 Analysis of Trade-Offs Between Gas Costs in Transactions
and Security

This section presents the analysis of trade-offs between gas costs in transac-
tions and security.

1. Gas Cost Analysis

Gas is Ethereum’s native currency used to pay for the computational
resources needed to process a transaction or to run a smart contract. Smart
contracts use a lot of gas for things like storing data in variables, making deci-
sions with loops and if-else-if statements, mapping data, and manipulating
data [49, 50]. Each blockchain transaction requires a certain amount of gas
to complete. The transaction that triggered that execution must have supplied
the necessary gas. In each exchange, a sender specifies both a gasLimit and
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a gasPrice. gasLimit × gasPrice specifies the maximum and minimum prices
per unit of gas that the transaction’s originator is willing to pay. Ether (ETH)
is the currency used to pay for gas; more specifically, gas price is stated in
gwei, which is equal to 10−9 ether. Gas prices are not fixed. Customers can
choose between slow and fast transaction execution modes on the Ethereum
blockchain platform to tailor the gas usage to their specific requirements.
Consumers can raise gas prices to speed up mining transactions [48]. On the
other hand, the miner is free to confirm any transactions they choose. Nat-
urally, the miners typically choose the transactions that specify the highest
gas price in order to maximize their profit. The final amount paid in ETH is
calculated as gasUsed × gasPrice.

By calculating the price of the transaction in terms of gas usage, we
are able to assess the efficacy of the proposed framework. The Ethereum
blockchain stores information in each and every transaction. Therefore, we
created three functions to evaluate how well our DApp actually worked in
practice. Functions for registerTeakProfiles(), verifyTeak(), and manufac-
turerTeak() were examined shown in Table 2. When implemented on our
DApp, the suggested smart contracts consume the following number of gas
units per function as shown in Table 2. According to Table 2, the functions
associated with smart contract deployment require the highest number of
tokens. Gas, which the Ethereum foundation defines as “a measurement
roughly equivalent to computational steps” and is automatically measured
by the EVM [51], is one way we assess the success of our tests. Like reg-
isterTeakMetadataProfile(), running it on EVM consumes a greater number
of gas units. This is primarily due to the fact that this function stored a
lot of information in smart contracts using global variables, local variables,
and data structures. It costs about 54k gas to insert metadata teak profiles
for the registerTeakProfiles() function. On the other hand, forestry officer’s
verifyTeak() function changes have a much lower cost. It costs about 27k
gas to verify teak wood for the verifyTeak() function. As for the remaining
functions, starting with manufacturing Teak(), the costs are slightly increased
as they use the primary information of the manufacturer and the company
name. It costs about 35k gas to keep the data of wood manufacturers on
the Ethereum blockchain for the manufacturerTeak() function. We tested on
our Ethereum network with three stakeholders (including farmers, forestry
officer, and manufacturers), and the total gas cost was approximately 116k
(2.53 USD). Our tests were successful and covered the majority of our
application’s use cases.
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Table 2 Gas cost per function stored in the ethereum blockchain
Gas Transaction Transaction

Stakeholder Functions Cost Fee in Ether Fee in $
Farmer registerTeakProfiles() 54k 0.00108 1.18
Forestry Officers verifyTeak() 27k 0.00054 0.59
Manufacturers manufacturerTeak() 35k 0.00070 0.76

Total 116k 0.00232 2.53

2. Security Analysis

An in-depth security analysis of the “Blockchain-based Traceability for
Teak Identity: A Transformational Approach” is provided here. The high
levels of security, transparency, privacy, resilience, and robustness offered
by the proposed system have been briefly explored. In this brief overview, we
will discuss how our proposed solution addresses critical issues in the present
teak supply chain, such as those with safety, reliability, and transparency.
Moreover, the suggested smart contracts’ security is verified using a smart
contract security analysis tool.

• Integrity – For the purpose of eliminating counterfeit teakwood from the
teak supply chain, our proposed system employs an event-based method
to store metadata on an immutable distributed ledger and transaction
data. The blockchain protects information from tampering using cryp-
tographic methods [49, 52, 53]. Smart contracts’ internal data structure
also helps to safeguard users’ private information. Our blockchain-based
approach guarantees that user information will never be compromised.

• Availability – When it comes to internal and external attacks, blockchain
proves to be a distributed system that can withstand them all [52, 54, 55].
Even if a segment of the blockchain network is under assault, users
will still be able to use the system’s features, such as registering teak
metadata profiles, verifying teak, and manufacturing teak. Because our
suggested system is built on blockchain technology, it will never become
inaccessible, no matter what kinds of attacks are launched against the
blockchain from within or without.

• Non-Repudiation – Digital signatures are a commonly used tool for
authenticating the legitimacy of a transaction, and they are founded
on mathematical concepts [49, 55, 56]. In the system that we have
presented, non-repudiation is ensured by the use of digital signatures,
which also make it impossible for any participant to back out of a trans-
action once it has been committed. For example, if the registration teak
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metadata profiles have been digitally signed with the forestry officer’s
private key, then he cannot reject the transaction. Because blockchain
transactions are permanent, this one cannot be reversed or canceled.

• Confidentiality – Participants’ rights to privacy and access to their data
are protected by the system’s confidential nature [57]. Our method use
functional modifiers to limit access to authorized parties. Furthermore,
our DApp’s registration guarantees that only approved parties may
participate in the network and run the system.

• Smart Contracts – Vulnerabilities It is highly recommended that smart
contracts be meticulously structured to eliminate the possibility of mali-
cious use. Numerous resources exist that can aid in performing function
analysis on smart contracts and offering recommendations for bolstering
their safety. We have utilized the SmartCheck tool to look for any
problems in our code as part of our study [49, 58]. In light of the findings
from SmartCheck’s code analysis, we updated our code to eliminate
potential security flaws including race situations, endless loops, integer
divisions, and locked transfers from our smart contracts.

3.2 The Comparison Between Traditional Traceability System
and Blockchain-based Traceability System

In this section, we compare the traditional supply chain controls in teak
industry and the a newly proposed blockchain-based system in the teak
supply chain to demonstrate the advantages of our approach.

In this study, we choose the process of verifying the documentation in
traditional supply chain controls and a blockchain-based traceability system.
Although the traditional process we choose to compare was designed under
Clause 16 of the RFD Regulation on the Transportation of Timber and
Forest Products B.E. 2552, the issues in the process are common; there-
fore, this newly proposed system was selected for comparative analysis of
Data Recording, Data Sharing, Traceability, Verifying, Time Reduction, and
Assigning and Linking. The analysis results are shown in Table 3.

The newly proposed blockchain-based system can offer six essential
services in the supply chain process:

• Data Recording – Blockchain may be used as a decentralized database
to record and keep track of all transactional data in the supply chain.

• Data Sharing – Distributed ledger technology (Blockchain) may be
used to share data between stakeholders in the agricultural supply
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Table 3 Comparison between traditional supply chain controls in teak industry and a newly
proposed system in the teak supply chain
Comparison Item Traditional Supply Chain Controls Newly Proposed System
Data Recording No distributed storing Distributed storing
Data Sharing No achieved Achieved
Traceability Hard to track the teakwood Able to track the teakwood
Verifying No verifying transactions Verifying transactions
Time Reduction Five days for verifying the

documentation
Within 24 hours for
verifying

Assigning and Linking Not link Link the physical teakwood
to QR codes

chain, including those involved in production, distribution, assembly,
and upkeep.

• Traceability – Blockchain is able to track purchases of teak, verify teak,
receive teak, process teak or other trade-related transactions.

• Verifying – Blockchain technology may be used to check the legiti-
macy of transactions and the characteristics of real objects, such as
determining whether or not a teak log has been certified.

• Time Reduction – Blockchain can shorten the time it takes to validate
the documentation in teak supply chain controls because of the features
of our newly proposed system.

• Assigning and Linking – Blockchain technology may be used to asso-
ciate the real-world teak logs with digital identifiers like QR codes, etc.

As part of the traditional supply chain controls, transport companies are
required to give advance notice to a forest checkpoint, allowing at least 5
days for the verification of paperwork upon arrival [38]. Because of this,
officers at forest checkpoints will double-check paperwork to ensure the
transport document is still current. Verification will involve sampling at least
20% of the load and doing spot checks. Officers at the Forest Checkpoint
will sign and seal the transit paperwork once the samples have been vali-
dated. Verifying the paperwork associated with items in a teak supply chain
is a laborious and time-consuming procedure. At present, the verification
of documentation and traceability pertaining to wood is conducted using
retrospective procedures. The implementation of real-time verification of
documents and real-time traceability is important in order to address exist-
ing difficulties and mitigate the related expenses. The primary benefit of
the newly proposed method is in its utilization of blockchain technology,
which has the potential to revolutionize the verification of documentation
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and traceability of materials throughout teak supply chains. By employing
secure technology, this system has the capacity to eliminate the reliance on
traditional paper-based paperwork.

For the newly proposed system, farmers, forestry officers, and manufac-
turers of the new Ethereum-based system suggested here requires data entry
and queries, and the data entering is visible to the end user. Through their
private key, stakeholders can get entry to the blockchain, retrieve a copy
of their account’s transactions, and engage in commerce with other users.
Along with the timestamp, the transaction records are encrypted and kept
in the copy of the account book. After that, a consensus process broadcasts
the updated information about the transactions to all of the other nodes in
the network. Using a decentralized system to store information makes it
more difficult for malicious actors to access or tamper with sensitive data.
For our newly proposed system approach, forest checkpoint officials will
verify the documentation for a transportation operator can be done within
24 hours. In accordance with their preferences, farmers can choose which
forestry officers they want to validate their teak metadata profiles under our
proposed system. After being selected, farmers upload transaction records
to the blockchain; however, the transaction records of the farmers that con-
tain teak metadata profiles will appear on the Forestry Officers Page. By
logging into our proposed system, forestry officials only need to click the
“Confirm” button once to validate a transportation operator’s documentation.
Our solution can shorten the time it takes to validate the documentation in
teak supply chain controls because of the benefits of our newly proposed
system.

Now, we will compare our solution with the various blockchain-based
traceability systems that are currently in use for the forestry industry.

One of the primary challenges encountered within the forestry industry
is to the issue of data fabrication and the manipulation of information.
In light of this rationale, the author [59] posits the implementation of an
impervious third-party system for digitally tracing wood within a supply
chain. The goal of this project is to create an unchangeable digital ledger
of forest product sales using blockchain technology. However, our proposed
system aims to implement traceability throughout the whole teak supply
chain, starting from the initial stage and extending to the extraction of teak
metadata.

In an alternative perspective, the author [60] introduces a traceability
system architecture that encompasses four distinct layers: the infrastructure
layer, the integration and network layer, and the application layer. This
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architecture is specifically designed to facilitate the collection of information
pertaining to wood goods. Additionally, they offer data on the economic
viability of the traceability system. In contrast, our proposed solution incor-
porates blockchain technology as a primary component for the analysis of
data storage gas costs in transactions and the enhancement of security in teak
wood traceability.

In the same way, the author [27] presents a first initiative aimed at
integrating blockchain technology for the purpose of ensuring the traceability
of wood across its whole supply chain, from its origin as a standing tree to
its ultimate consumption by end users. The present dedication attempts to
include a blockchain framework into the electronic traceability system of the
wood supply chain. Additionally, the concept incorporates the utilization of
RFID sensors and open-source technology. A comprehensive simulation was
conducted to model the complete supply chain of forest wood, encompassing
the many stages from standing trees to the finished product, which undergoes
tree cutting and sawmill procedures. Furthermore, the use of Internet of
Things (IoT) devices was employed, alongside the development of a mobile
application that encompasses the many activities conducted within forest
environments. In contrast, our proposed approach encompasses the initial
three processes outlined as certification, tree cutting/felling, and transport,
with the authors neglecting to address the first stage. From an alternative
standpoint, the utilization of blockchain technology is prevalent in several
industries as a means to provide verifiable documentation of the origins and
traceability of assets along the entirety of the supply chain.

3.3 System Performance Evaluation

The mainnet cannot be used for testing since all transactions must be settled
in actual Ether (ETH). Since the Ganache program replicates the blockchain
environment and its essential calculations, the first development was assessed
in a local test environment using it. Ethereum features a wide variety of
testnets that may be used for rigorous testing at various stages of develop-
ment. In this study, the MetaMask wallet was utilized to get access to the
aforementioned testnets.

Metamask gives you access to not one, not two, but four testnets: Ropsten,
Rinkeby, Kovan, and Goerli. When it comes to Ethereum, these are the most
well-known testnets. Ropsten uses Proof-of-Work (PoW) for its consensus
mechanism, whereas the other three use Proof-of-Authority (PoA). Ropsten
and Rinkeby, two testnets, were utilized in this work. We measured our
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proposed system’s performance by the time it takes for a transaction to
be validated or confirmed on the blockchain network. Since Rinkeby and
Ropsten employ distinct consensus mechanisms, the time it takes to verify
a transaction varies between the two. There are three different types of
transactions that may be processed by the smart contract: registerTeakPro-
files(), verifyTeak(), and manufacturerTeak(). See Figure 9. The time of
each network’s transactions is shown. If we look at Table 4, we can see
that the Ropsten network was the one with the lowest throughput. That’s
because Ropsten relies on the Proof-of-Work (PoW) method, which requires
participants to do complex calculations in order to establish confidence and
tracing. Furthermore, because Ropsten is built on PoW, which is plagued by

  
 

Figure 9 Comparison of the transactions time in Ropsten and Rinkeby.

Table 4 Comparison of transaction times on each network
Transaction Network 1 2 3 4 5 6 7 8 9 10
registerTeakProfiles() Ropsten 59 74 78 43 52 73 99 58 39 57

Rinkeby 44 55 54 57 43 53 59 52 40 39
verifyTeak() Ropsten 43 58 59 52 73 69 38 70 52 63

Rinkeby 29 25 28 29 45 36 35 37 31 47
manufacturerTeak() Ropsten 52 56 47 55 67 88 67 73 65 53

Rinkeby 35 27 48 36 28 26 25 34 24 42
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large fluctuation in validation performance due to the contributors in those
validations being in constant competition for the reward, the findings are less
consistent. Based on these findings, a blockchain that uses PoA or PoS will
be more stable than one that does not.

4 Discussion

This section provides a discussion of the benefits, challenges, and opportuni-
ties associated with the implementation of blockchain technology in the teak
sector. The investigation primarily concentrates on key aspects such as the
mitigation of illegal logging and the management of forestry activities.

The key benefit and rationale for implementing blockchain technology
in the teak industry lies in its ability to establish a proposed system that
effectively mitigates illegal logging and reliance on paper-based documen-
tation. This adoption also brings about enhanced trust in teak wood products
and improves the general trustworthiness of the industry. Furthermore, the
integration of blockchain facilitates efficient traceability, transparency, and
data integrity, while concurrently addressing issues of corruption. Addition-
ally, this technological innovation yields time savings and cost reductions.
The implementation of blockchain technology is a promising alternative for
effectively monitoring the whole supply chain of teak logs and mitigating the
occurrence of illicit activities. The utilization of blockchain technology has
the potential to facilitate the management of permits and documents pertain-
ing to various activities within the teak supply chain. These activities include
but are not limited to the administration of licenses for plantations, cutting
and falling, seal registration and certification, tracking the quantities of wood
cutting, managing sales and payments, as well as overseeing timber process-
ing. The process of verifying papers for items within a teak supply chain is
characterized by a significant reliance on human labor and consumes a sub-
stantial amount of time [61]. At present, the conventional methods employed
for document verification and traceability of teak wood are characterized by
their retrospective nature. Real-time verification of documents and real-time
traceability are needed in order to address existing difficulties and mitigate
related expenses. One significant benefit of employing blockchain technology
is its potential to mitigate the expenses and time required for document
and certification verification. The implementation of blockchain technology
reduces reliance on traditional paper-based documentation by enabling the
digital recording of information. The implementation of blockchain tech-
nology eliminated the necessity of third-party entities or middlemen, hence
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resulting in cost savings. Blockchain technology is utilized in the teak supply
chain to facilitate the recording and visibility of all transactions pertain-
ing to teak wood goods. By recording their information as transactions on
the blockchain, supply chain operators facilitate the identification of those
involved in fraudulent operations. The registration of information on the
blockchain is contingent upon its approval by the network. This presents
challenges in terms of preventing unauthorized manipulation, alteration, or
deletion of the data. The distinguishing characteristic of blockchain, in com-
parison to conventional traceability systems or IT systems, is its decentralized
data sharing and storing capability. Furthermore, it is important to note that
blockchain technology is now in its early phase of growth, with just a limited
number of businesses, such as the teak industry, having implemented supply
chain use cases utilizing blockchain. If the government were to provide finan-
cial support, it could speed up the learning curve for beginners of blockchain
technology and encourage its widespread implementation. The author [62]
states that raising awareness and knowledge about blockchain is an impor-
tant implementation. In addition, if the organization can engage blockchain
experts and form cross-functional teams to train beginner learners, then the
implementation of blockchain becomes easier.

Moreover, it is benefited that the utilization of blockchain technology
might enhance the accessibility of marketplaces for small-scale farmers.
Blockchain-based platforms have the potential to provide small farmers with
advantageous opportunities by facilitating direct access to customers. The
enhancement of information openness facilitates greater accessibility for
farmers to different purchasers, hence augmenting their capacity to nego-
tiate. Blockchain technology has been employed in various applications to
eliminate intermediaries, particularly in the teak sector. These applications
aim to connect small-scale farmers with market information, such as prices
and potential buyers, as well as establish a connection between the buyers
and the farmers’ produce, providing details on its origin, certification, and
other quality-related information. By leveraging blockchain, these applica-
tions have the potential to enhance international trade [63]. The proposed
system presented herein leverages blockchain technology to enable numerous
purchasers to access and evaluate comprehensive information pertaining to
product. This information encompasses several aspects, including but not
limited to growing methods such as farm location, certification, and other
relevant farm data, as well as details on transportation, sales and payments,
and processing. Furthermore, the use of automation in the collecting of
certification data through the utilization of IoT system, together with the
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subsequent exchange of this data through mobile applications and platforms,
has the potential to effectively decrease the overall cost associated with the
certification process. The decreased expenses associated with certification
serve to augment the participation of farmers, as it enables them to access
worldwide markets. This, in turn, allows them to sell their wood products
at more lucrative rates compared to the local markets. The utilization of
blockchain technology at lower stages of the value chain has the potential
to yield advantages for small-scale farmers.

Undeniably, there are some challenges to the application of blockchain.
Convincing all participants in the teak supply chain to join the blockchain and
record data might be challenging. Some suppliers are able to keep their supply
chains short because they know one another, as the author [61] explains. They
have no interest in making the necessary financial and time commitments to
implement blockchain. Bigger companies with more intricate supply chains
and more employees will profit more from blockchain than smaller suppliers
with fewer connections. It might be difficult to get everyone involved in
the supply chain on the same page and for them all to register their data
on the blockchain. Once the blockchain is implemented across the network,
all participants will be required to record data concerning the origins of
teak wood, its movements, the authenticity of its paperwork, and its official
certificates. There are participants willing to join the blockchain and remain
engaged on it. The author [36] adds that many supply chain participants
are not yet prepared to implement blockchain technologies. As a result, the
blockchain’s data becomes incomplete. Because the essential information has
to be registered at every stage of the product’s travel through the supply chain
for verification of forestry compliance and traceability, these gaps might lead
the blockchain deployment to fail. Some suppliers in the network are not
willing to share the information through blockchain because they don’t want
to reveal their operations.

The adoption of blockchain technology faces further challenges. The dif-
ficulty of obtaining qualified blockchain professionals is a real concern.
It might be difficult to work on and monitor the operation of the blockchain
if there are no blockchain professionals present in the firm. Furthermore, the
blockchain may be abused and lose its significance in the absence of strong
governance and protections [64]. Another factor that might lead to ineffi-
cient blockchain adoption is a lack of adequate knowledge and awareness.
It would be challenging to convince all the relevant parties to participate in
the blockchain. It is difficult to increase knowledge and awareness within the
teak industry network when faced with such discouraging obstacles. Perhaps
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the greatest threat to blockchain’s widespread adoption is the general public’s
lack of knowledge about the technology. The author [62] adds that there is a
barrier to blockchain’s widespread adoption due to a lack of understanding.

In addition to these advantages, blockchain technology also presents
opportunities for the forest industry. This research focuses on three key bene-
fits that blockchain technology will offer to the forest industry: (1) Emerging
career prospects: The author [36] draws the conclusion that when blockchain
technology is used in the forestry industry, businesses in the sector may
need to hire new staff with expertise in cryptography, distributed ledger
technology, and smart contracts. (2) New investment: The implementation of
blockchain technology presents new opportunities for investment and entices
investors to the forest sector. Diverse investors may be drawn to blockchain
due of its traceability and transparency [65]. (3) New business opportunities:
SMEs utilizing blockchain technology may become the newest trending idea
for start-ups [36]. SMEs could simultaneously take over the accounting,
financial, and legal functions of several small, medium, and large forest
companies and retail chains as a hub [26].

5 Conclusions

This section provides a summary of the study’s findings and discusses
implications and future directions for the teak industry.

The primary objective of this study was to demonstrate how the advan-
tages of decentralized application (DApp) may be utilized to address the
issues related to the smuggled teakwood that has been illegally obtained
and will enter the supply chain. Based on the Ethereum blockchain, the
proposed system was made so that everyone in the teak supply chain, from
agriculture to target consumers, could check the authenticity of teak wood.
Before creating a decentralized application (DApp), this study focuses on
the requirement analysis from teak industrial and stakeholder groups to
extract crucial metadata to keep on the Ethereum blockchain. In the sys-
tem, three stakeholder groups are involved. Farmers, forestry officers, and
manufacturers are the physical components of the teak wood supply chain.
Manufacturers, forestry officers, and farmers are simultaneously uploading
digital data to Ethereum blockchain. Everyone may check the legitimacy of
the teak wood with a decentralized application (DApp) built on Ethereum.
Stakeholders are able to post data to the systems and then retrieve it from
them. Some of the data that may be uploaded includes the identity of the teak
owner, the unique id of the teak cultivation, the teak profiles, the region of
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the teak cultivation, the confirmed date, and the obtained date. A front-end
user interface (NodeJS) and a web3 library are both parts of the Ethereum
DApp’s two-level architecture. Through the front-end UI, users register and
input data to the Web3 library about teak wood. The Web3 library receives
data from the front-end application, processes it, and then sends a response
to the blockchain on Ethereum.

The results of our study suggest that blockchain technology have signifi-
cant promise in enhancing the efficiency and effectiveness of supply chain
operations, like increasing purchasers’ trust in teak wood products, mini-
mizing illegal logging, ensuring traceability, and forestry staff verification of
documents in the teak supply chain. The utilization of blockchain technology
in this particular context has the potential to significantly transform the
operational dynamics of teak supply networks as they currently exist. The use
of this approach has the potential to mitigate a significant portion of the risks
and issues that are commonly connected with current methods of operation.
The implementation of a traceability system based on blockchain technology
will significantly reduce the time required for document verification and
result in cost savings for many stakeholders involved in the teak supply chain.
The application of blockchain-based traceability system presents the analysis
of trade-offs between gas costs in transactions and security. We implement
three functions in a decentralized application (DApp) to calculate how much
gas it will cost to store data on the Ethereum blockchain. Our findings also
demonstrate that a decentralized application (DApp) achieves a good trade-
off between the system’s gas cost of 116K (2.53 USD) to store data in
the Ethereum blockchain and provide high security, transparency, privacy,
resilience, and robustness. We observed that the newly proposed system can
reduce the usage of paper-based documentation and the time needed to vali-
date the documentation in teak supply chain controls when we compared it to
the traditional process used in the supply chain. The performance evaluation
findings show that a blockchain using Rinkeby (PoA) will be more stable than
one using Ropsten (PoW) when it takes time for transactions to be validated
or confirmed on the blockchain network.

There are several implications of this study. This study created a
blockchain-based traceability system that can be used by all stakeholders
involved in the teak supply chain, including farmers, forestry staff, and man-
ufacturers. Nevertheless, this study did not take into account the assessment
of the blockchain-based traceability system’s adoption by each stakeholder
in the teak supply chain. Moreover, the characteristic of data immutability is
a fundamental aspect that distinguishes blockchain from other technologies.
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The data pertaining to the supply chain that is recorded on the blockchain has
to be clear of any false or deceptive information. Each participant in the teak
supply chain must first organize and prepare the data before it can be added
to the blockchain. Moreover, in the event that blockchain users misplace their
identification credentials, there exists a significant probability that they would
be denied access to their account, resulting in potential loss of previously
saved data, assets, and configurations.

Future research directions may include examining the extent to which
blockchain technology is embraced by all participants within the teak supply
chain, conducting a comprehensive evaluation of the financial and envi-
ronmental implications through a cost-benefit analysis, and exploring the
application of blockchain-integrated Internet of Things (IoT) systems within
the teak industry.
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