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Abstract

The continual development of advanced networks within the Fifth Gener-
ation (5G) of wireless systems, and beyond, has seen the rise of multiple
important research directions. These include cognitive radio (CR) and ultra-
dense networks (UDNs), which are the focus of this article. The CR systems
rely on an accurate assessment of the radio environment, which is provided
by the spectrum sensing functionality. A review of such algorithms that
are characterized by the detection of miscellaneous features of the received
signal, together with their performance comparison, is presented. In addition,
the application of a simple and adequate solution is assessed through its
probability of detection, for a relevant UDN system model under the critical
density limitation for the access point (AP) deployment

Keywords: 5G, densification, cognitive radio, miscellaneous spectrum
sensing, network coexistence, spectrum sharing, ultra-dense networks.

Journal of Mobile Multimedia, Vol. 19_5, 1357-1370.
doi: 10.13052/jmm1550-4646.19510
© 2023 River Publishers



1358 A. Ivanov and I. Bozhilov

1 Introduction

As the scientific community advances the current telecommunications with
more complex technologies and use cases toward the convergence of vari-
ous types of networks in beyond 5G, several research directions have been
focused upon [1-4]. These include Reconfigurable intelligent surfaces (RIS),
CR, UDN, unmanned aerial vehicles (UAVs) and satellite communication
nodes, multiple-input multiple-output (MIMO), and beamforming which
aim to provide an increased spectrum efficiency, lower energy consump-
tion, network coexistence, higher throughput and user density for terrestrial,
marine, aerial and space communications [3, 5]. To this end, the design of
future resource management algorithms necessitates their incorporation into
integrated solutions. Thus, the implementation of CR into UDN for user-
centric wireless access (the network is focused on the user and their mobility
as its access points have much higher density than that of the users) has
been explored to facilitate their deployment together with existing networks
in the most common portions of the frequency spectrum (below 6 GHz)
[6, 7]. In order to achieve accurate resource allocation, a crucial aspect is
the adequate spectrum characterization provided via spectrum sensing, which
provides dynamic assessment of the radio environment by discovering the
portions of underutilized spectrum. Thus, the UDN nodes are allowed to
operate in the available channels as secondary users (SUs) for a limited time
without creating significant interference to the incumbent users. This paper
presents a review of the spectrum sensing methods that are characterized by
a diverse set of features, which are not classified by the traditional categories
of energy, cyclostationary, eigenvalue and matched filter detection of the
primary user (PU) signal [8]. Their performance in terms of probability of
detection Pp of the PU, is compared for the relevant parameters such as
signal-to-noise ratio (SNR) ~y and number of samples /N. On this basis,
design considerations for the further development of such algorithms are
given. Additionally, a simulation of a CR-based UDN for the critical density
of deployment of APs is executed to show the detection performance of a
miscellaneous spectrum sensing method as compared to a standard Gaussian
energy detection (GED). It is shown to be effective in detecting the PU in the
condition of noise uncertainty.

The rest of this paper is organized as follows. Section 2 details the
characteristics of the reviewed miscellaneous spectrum sensing methods.
Then, Section 3 describes the system model and its parameters used in the
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simulations, as well as the results. Finally, the conclusions and lessons learned
from the review, are given in Section 4.

2 Review on Miscellaneous Spectrum Sensing Algorithms

Hereby the miscellaneous spectrum sensing methods are reviewed, which use
either a combination of standard detectors, or some miscellaneous features
while still requiring a priori knowledge of the PU signal, (thus they can be
deemed non-blind), most often assuming it as Gaussian) as they determine
the decision threshold £ in order to differentiate between the zero (Hy) and
the alternative hypothesis (H1) [8]. A structured summary of the reviewed
spectrum sensing methods is provided in Table 1.

Two-stage spectrum sensing algorithms are often devised to improve the
performance of more traditional detectors. The authors in [9] propose the

Table 1 Summary of the characteristics of miscellaneous detection-based spectrum sensing
algorithms

Robustness to ~ Modelling of
Noise and the PU Signal

Fading and Noise’s Notes on the

Reference Conditions Distributions Method’s Performance

[9] Moderate Gaussian Pp >09aty > —7dBfor N =512

[10] Moderate Gaussian Pp >09aty > —11dB for N = 1000
and NRX =2

[11] Moderate Gaussian Pp >0.9aty > —15dB for N = 5000,
Ls =10and psp = 2 dB

[12] High Gaussian Pp >09aty > —18dB for N = 10*
and PdB = 2 dB

[13] Moderate Gaussian Pp >09aty > —-10dB for N = 108

[14] High Gaussian Pp > 0.9 at v > —30 dB for empirically
determined FL rules

[15] Low Gaussian Pp>09aty>0dBfor N <7
empirically determined FL rules

[16] Moderate Gaussian Pp >09aty > —14dBfor N = 3% 10*
and pPdB = 1dB

[18] Moderate Gaussian Pp >09aty > —13dBfor N = 3 10*

[19] Moderate Non-Gaussian Pp > 0.9 aty > —4 dB for N = 1600;

PU power level discrimination at v > 2 dB
[20] Low Non-Gaussian  Pp > 0.9 at GSNR > 25 dB for N = 50
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usage of a sequential energy detector (ED) in high SNR levels, which defines
an upper and lower thresholds (for a traditional ED). The ED processes the
collected samples in segments sequentially, until it can reach a test statistic
(TS) that is either below the lower, or over the upper thresholds. If its decision
is uncertain, a symmetric CAF method is employed, which use the symmetry
property of the cyclic autocorrelation function (CAF):

By ll2 = 1R, “ll2, (1

i.e. that for a fixed time delay 7 (measured in number of samples), the [y
norm of the CAF for a cyclic frequency (CF) a. is equal to the same for
its mirror CF —a,. This property is retained for a signal y processed via
compressed sampling which decreases the method’s complexity. For different
signal types, this method achieves Pp of 0.9 at v = —7 dB, N = 512 and
probability of false alarm Pgry = 0.1. In a similar fashion, the authors in [10]
evaluate a combination of the standard ED and eigenvalue-based detectors.
Simulations show that the latter two exhibit the same performance, reaching
Pp of 0.9 at v = —15 dB for N = 5000, Pr4 = 0.1 and noise uncertainty
pap of 2 dB. In addition, they do not have a much higher computational
complexity in comparison to the same methods in the case of smaller smooth-
ing factor Lg. Another two-stage solution [11] is applied in a Npx receive
antennas receiver, based on standard ED, utilizes fixed-threshold ED in high-
SNR levels, and a secondary ED with a threshold adapted with N, when the
former step has a non-determinate decision. The proposed method achieves
Pp =09aty = —15dB for N = 1000, Pry = 0.1 and Npx = 2.
A variant of this approach in [12] employs the traditional ED, and Akaike
information criterion (AIC) applied in the frequency domain. The AIC-based
TS Tarc(fn) for the frequency f, is defined as:

[ () o

7

N1 i Ailf)

Tarc(fu) = —2NN gxin

TR ) ¥
Nt i Ai(fa)

—I—2N(NR)(—1)ZTL NRX"‘Q,

2

where \;(f,,) is the i-th eigenvalue at the n-th frequency f,,, computed from
the singular value decomposition (SVD) of the covariance matrix of y, and
while the maximum number of filter taps /N7 should be smaller than Ngpx.
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If the TS is negative, the H hypothesis is established, and the alternative — in
the opposite case. The proposed method achieves Pp of 0.9 at v = —15 dB
for N = 10000 and pgp = 2 dB. Potential improvement in this type of
methods is investigated in [13] by the hybridization of these two stages of
detection. The authors propose a two-branch decision logic, in the first branch
of which, a sequential decision from an ED and maximum-minimum eigen-
value (MME) is taken (standard procedure), whereas in the second - both of
these detectors are implemented, and their decisions are considered to obtain
the conclusion for this branch. The absence of a PU signal is established
only if all decisions of both branches conclude the zero (Hy) hypothesis.
Simulations show that this approach achieves Pp = 0.9 at v = —10 dB for
N =1000 and Pp4 = 0.1.

Spectrum sensing based on Fuzzy Logic (FL) is proposed in [14], which
performs energy, cyclostationary and matched filter detection (thus, requiring
knowledge of the relevant features), and combines the resulting decisions
using FL to quantify their importance. The rules of FL (which categorize
the received SNR to determine the presence of the PU signal), as well as
the decision threshold, are empirically determined which corresponds to
knowledge of the PU’s signal’s characteristics but their application improves
the performance of all three standard detection methods. Simulations show
nearly perfect empirical Pp at v = —30 dB. Alternatively, the method
proposed in [15] utilizes the measured SNR and mean received signal power
E, to define the FL rules, in a real-time experiment based on a transceiver
hardware platform. A standard constant detection rate (Pp being fixed to 0.9)
energy detection algorithm complements the FL detector, with the decision
threshold, as well as the SNR levels for the corresponding FL rules, being
determined empirically. The inclusion of FL increases the Pp over 90% for
v>0dBand N > 7.

A spectrum sensing method which extracts high order statistics (HOS),
kurtosis K (y) in this case, from the received signal, to determine spectrum
occupancy, is proposed in [16]. The kurtosis is expressed as:

N—1 N—1 2

)~ Byl 3% [ S ) - B O

1

K(y) = —
(y) =+ *
Thus, the TS combines the kurtosis’ real and imaginary parts: T'(K (y)) =
0.5Re{K (y)}+0.5Im{K (y)}. Standard expressions for £ and Pp under the
central limiting theorem (CLT) are assumed [17]. Simulations using recorded
TV broadcast signals, have shown Pp = 0.9 at v = —14 dB for NV = 30000,
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Prs = 0.1 and pgp = 2 dB. The Jarque-Bera TS, based on the kurtosis
and skewness G, of y (thus, leading to higher computational complexity) for
spectrum sensing is applied in [18]:

N K, —3\?
Tip(K,, Gy) = <6> * <G§+< y2 3) ) 4)

G, = (%) * (Znco (y(n) Ey)i))

([ * X0 (w(n) — Ey)*J?)

Gaussian distribution is assumed for the TS, and the decision threshold

is empirically determined. Considering recorded TV broadcast signals, this
method achieves Pp = 0.9 and P4 = 0.1 at v = —14 dB for N = 30000,
with very small gain from increasing IN. Applying larger FFT size yields
about 2 dB of performance gain. The authors in [19] employ multiple high
order cumulants (MHOC) to perform both spectrum sensing, and recognition
of the PU’s transmission power (when the PU signal is present). The received
samples vector y with length IV is characterized with N, time lags (com-

prising the vector 7) and the same number of k-th order cumulants ¢ ,(7),
defined thus:

; 6))

Cry(T) =Y (1P = 1)y gy - ity (6)

v

where the set {01, 02, ..., 0, } denotes the partitions of {1, 2,...,k} (the set
denoting all possible orders of the cumulant, k being the largest), p being the
size of each partition (assumed constant). The corresponding moment of k-th
order for each partition, is calculated as:

io(r) = (3) S ).y ms)

n=0

#ly (n+m-a),.. ¥ (n+7n.-1)], L€[0, N (D

Thus, the cumulants form the vector CA'kvy = [Chyy(T1), -+ Chy, (TN,
which is used for the TS derivation:
TMHOC(Ck,y> = Ck,yzc_,licfs + Ckaszc_,liclfy ®)

where X, is the covariance matrix of C}, (which is also the feature,
extracted by this method), and Cj, 5 contains the cumulants (computed in an
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analogical way) of the PU signal s. Using these parameters, expressions for
Pp and ¢ are derived. The proposed method achieves Pp of 0.9 at v = —4
dB for N = 1600 in correlated noise and uncertainty in.

The authors in [20] propose a spectrum sensing method for the impulse
noise case (most often described via a Cauchy distribution, the probability
density function (PDF) of which is expressed as f(z) = (7(1 + a:Q))fl, x €
(—00,400)) through differential entropy, which is estimated for the his-
togram estimate of the PDF f,,(y) with N}, bins (i.e. the number of distinct

values of ¥). Thus, the differential entropy-based TS is expressed as:

Ny
Tl = = o) alogalfny),), ©)
n=1

where fh(y) ,, 18 the PDF estimate for the n-th bin. The decision threshold
is defined as the differential entropy for limN, — oo, i.e. & = log2(4m).
Due to the assumption of Cauchy distribution, the general SNR definition is
not applicable, thus leading to evaluating the detector for generalized SNR
(GSNR):

N
GSNR = 101og (;f 3 |y(n)2>. (10)
n=1

The proposed spectrum sensing method achieves Pp of 09 at
GSNR = 25dB for N = 50 and Pr4 = 0.1.

3 Low-complexity Miscellaneous Spectrum Sensing
in UDN

The system model developed in [21] that consists of a cellular network
defined by the area of coverage of a macro-base station (BS) that provides
the services to its own incumbent users (which are the PUs), distributing the
available channels of the overall bandwidth (BW) between all PUs at random
(it is assumed that more than half of the overall number of channels will be
allocated to the PUs). The cognitive APs (or CAPs) are also distributed within
the same area, and together with their associated users (SUs) they define the
CR-based UDN. Their access to the time-varying spectrum availability is
provided through the CR interweave mode [22], with the CAPs assessing the
available channels, and allocating them to their respective SUs. The channel
distribution is done by allocating two of the available channels for the opera-
tions of each CAP, while each SU is associated with two distinct CAPs (those
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closest to it). The PUs and SUs move at random direction and speed for each
iteration, with the whole simulation being comprised of 50 episodes, each
with length of 500 iterations. Standard distance-dependent and probabilistic
path-loss is considered for the channels between the cellular PUs and the
UDN users, respectively [21]. The simulation parameters are as follows.
The simulation area is 1 km?, the minimum distance between every two
CAPs is 30 m, while that between every two users is 0.3 m. The considered
bandwidth is 20 MHz, with each channel 180 kHz wide, while the carrier
frequency is 2 GHz. The CAPs’ sampling rate is 360 kSps and their spectrum
sensing time is 0.5 ms. The average probability of a channel being occupied
by a PU is 53%, while the transmission power of the CAPs and the macro-BS
is 24 and 43 dBm, respectively.

The Jarque-Bera detector (JBD) [18] is selected to be compared in the
presented simulation environment, to the standard Gaussian energy detection
(GED) in Figure 1. The simulation results show that in the case of additive
white Gaussian noise (AWGN) only channel (Figure 1a), the JBD has either
zero or maximum efficiency for SNR of —5 dB, while the GED has a gain
of about 2 dB for probability of detection of 0.9. Its performance declines in
close to an exponential manner. In the presence of noise uncertainty of 1 dB,
however, the GED is unable to provide certain accuracy as its PD is close
to 0.5 for the whole SNR range (Figure 1b). In contrast, the JBD retains its
efficiency without increasing its computational complexity. It is unaffected
by the change in noise variance, thus showing the detector’s stability for the
chosen decision threshold value under the CAP critical density. This result is
advantageous in the case of densely-deployed urban environments.

10| — GED 10 {|— GED
8D 8D
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Figure 1 Probability of detection against the PU SNR at the CAPs for the GED and JBD in
(a) AWGN environment (b) AWGN environment with noise uncertainty.
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4 Conclusions

The various miscellaneous spectrum sensing methods reviewed in this paper,
lead to two main research directions, namely: (1) Reduction of sensing time
by applying an adaptive multi-stage detection process, and (2) Achieving
higher performance through non-standard feature extraction. Consider-
ing the overall pursuit of decreasing the number of samples in the design of
many modern spectrum sensing algorithms, it can be seen that combining
traditional detectors which assume Gaussian distribution for the PU signal
under the CLT, may be limiting both in terms of efficiency and computational
complexity gains. Current multi-stage and FL-based detectors (such as [9, 12,
13, 15]), however, give hints to how different spectrum sensing algorithms
with small number of samples (N < 100) can be incorporated together
to yield potentially higher probability of detection. On the other hand, the
application of non-standard feature extraction approaches (such as computing
HOS [16, 18, 20]), despite its advantage of not requiring the knowledge
of any PU signal parameters, still involves pre-processing which may incur
significant computational complexity. There is, therefore, a sufficient argu-
ment for exploring the statistical properties of the wireless signals employed
in modern communications for the application of contemporary machine
learning and deep learning approaches for improvement in miscellaneous
spectrum sensing [23]. The latter will also benefit of such analysis to increase
the interpretability of these methods and their design [24].
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