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Abstract

Functional safety (FS) is a well-established concept to avoid technical sys-
tems to cause harm during operation. Since FS is based on information
exchange, the communication infrastructure plays a vital role to enable FS.
Black channel or grey channel approaches are the basis for achieving effective
and efficient FS schemes. While simple safety functions (SFs) can be imple-
mented using point-to-point (P2P) transmission protocols, they are usually
not suitable to provide FS in dynamic distributed systems (DDSs). This
paper discusses time-sensitive networking (TSN) as an important approach
for providing FS in wireless TSN (W-TSN) and evaluates the achievable
safety integrity levels (SILs) for applications based on PROFISafe running
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over W-TSN. A discussion on initial ideas for providing FS in DDSs reveals
that FS concepts have to be designed and optimized jointly with communi-
cation protocols beyond P2P transmission to improve the resulting efficiency
required for applying the concepts in industrial processes.

Keywords: Dynamic distributed systems, safety integrity level, hard
quality-of-service, time-sensitive networking, black/grey channel approach.

1 Introduction

Complex modern systems are characterized by distributed components and
processes which are interconnected via a specific communication infrastruc-
ture to exchange information among a potentially large number of entities.
Usually, the systems are described in the framework of dynamic distributed
systems (DDSs) [1] which comprise, e.g., road-side units on smart intersec-
tions. In DDSs, the implementation of functional safety (FS) being concerned
with the management of the level of risk in a piece of equipment or a system
is of utmost importance.

The IEC 61508 standard [2, 3] is key to defining general notions and
fundamental conditions to provide FS. A central notion of systems with FS is
the safety integrity level (SIL) being defined in part 5 of IEC 61508. Clearly,
a system can only be functionally safe if the communication among the
different components to characterize the system state is working reliably and
adhering to specific quality-of-service (QoS) requirements. If one considers
the mitigation of a particular hazard, the entity of devices and processes in a
system to implement FS is called a safety function (SF).

DDSs requiring FS and increasingly including wireless links in com-
bination with cloud-edge computing services (CECSs) for implementation
include, e.g.,

* hyperautomation referring to the combination of machine vision,
robotics, communication, and learning with the explicit involvement of
humans [4] or autonomous car networks

* spatially large-scale systems like electrical power distribution (smart
grids) for wind power curtailment in smart grids (beyond regular
re-dispatches) or fleet operation of drones

* smart warehouses and automation with mobile robots and cobots

* more abstract applications like the softwarization/virtualization of pro-
duction processes.
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In the cloud-edge paradigm, the edges in the aforementioned DDSs con-
tain wind power stations, robots or intelligent sensors/actuators at production
sites.

FS approaches are highly dependent on the considered application [5-7].
FS in CECSs is usually implemented using some form of certified virtual
machines while additional application-specific FS aspects can then be imple-
mented and certified individually. DDSs with FS have been investigated for
specific tasks, e.g., for distributed safety within autonomous vehicles [8] and
safety-related wireless machine control systems [9].

All aforementioned applications use IP layer communications over com-
munication networks which are random in nature, time-variant, and, in
general, a combination of wired and wireless transmission links. Usually,
only point-to-point (P2P) communication is implemented which corresponds
to the recursion of steps in the SFs similar to resolving delay-free loops in
recursive filters [10].

In future DDSs with CECSs, several key problems are to be addressed for
which no solution is currently available:

* There is a fundamental self-referential/dynamic problem since dis-
tributed exchange and organization of data in the cloud and/or edges
should be functionally safe themselves under dynamic system condi-
tions.

* A DDS might not just have to deal with dynamic system conditions, but
with time-variant CECS components resulting, e.g., from mobile agents
challenging potential solutions for static systems.

e The P2P communication must be replaced by redundant information
transmission where multicast protocols are to be designed to provide
the required safety integrity level (SIL).

This paper discusses specific aspects of communication systems with FS
in an attempt to continue the design path towards FS in DDSs. Section 2
considers classical SFs with a centralized logic in a system providing FS. In
particular, the so-called black channel approach (BCA) is discussed leading
to a specific communication paradigm. The latter is then complemented by
an adaptive cross-layer approach resulting in a grey channel approach (GCA).
In Section 3, distributed applications are discussed which in a conventional
approach can be treated conceptually in the same way as SFs in Section 2.
However, the requirements are far more stringent due to the distributed
hierarchy of the decision-making logic. In Section 4, a specific architecture
of a classical SF is considered, where time-sensitive networking (TSN) in a
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connection-oriented system set-up with wireless local area (WLAN) trans-
mission serves for providing FS in terms of reliability and latency-bounded
connectivity. Finally, conclusions are drawn in Section 5.

2 Safety Function with Centralized E/E/PES Logic
2.1 Safety Integrity Level

The standard IEC 61508-5, namely part 5 of IEC 61508, defines the SIL [3].
Annex C of IEC 61508-5 is on the determination of SIL values. The SIL is
a function of specific metrics like, e.g., the probability of failure and related
parameters. The higher the probability of failure, the lower the SIL, which can
take values 1, 2, 3 or 4. Increasing the SIL by one corresponds to decreasing
the probability of failure by an order of magnitude.

Table 1 shows the SIL values for two modes of the considered system,
namely the average probability of failure on demand (PFD) for a so-called
low-demand mode and the probability of dangerous failure per hour (PFH)
for a high-demand (continuous) mode, respectively.

In the context of FS in DDSs, mainly the high-demand (continuous) mode
PFH value is relevant.

2.2 Black Channel Approach

The standard IEC 61508-5 is on ‘Functional safety of electrical/electronic/
programmable electronic safety-related systems’ which is usually abbrevi-
ated to “Functional safety of E/E/PES”. Most SFs are implemented using a
conceptual architecture as shown in Figure 1.

Here, we have essentially three safe nodes. The node C containing the
E/E/PES logic is receiving a signal s from node A representing a sensor.
Upon reception and post-processing, node C is transmitting a signal a to node
B representing an actuator. Communication per se is implemented in a way

Table 1 SIL values for low-/high-demand modes; average probability of failure on demand
(PFD) and probability of dangerous failure per hour (PFH), respectively

SIL  low-demand mode: PFD  high-demand (continuous) mode: PFH

1 1072 < PFD < 107! 107 < PFH < 107°
2 102 < PFD < 1072 107" < PFH < 10~¢
3 1074 < PFD < 1073 108 < PFH < 1077
4 1075 < PFD < 107* 107 <PFH < 1078
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Figure 1 Conceptual SF architecture.

depending on the application at hand. Typically, some connection-oriented
fieldbus protocol is being used comprising different functionalities in differ-
ent layers of the Open Systems Interconnection (OSI) model.

The objective of the SF architecture comprising the sensor, the control
logic, the actuator and the safety layers discussed below is to take the system
to a safe state before harm can occur. As can be seen from Figure 1, the com-
munication between the subsystems plays a fundamental role in the ability to
implement FS. Specific quality-of-service (QoS) features are usually required
in this context, where hard QoS is distinguished from weakly-hard QoS. FS
builds upon hard non-functional QoS, in particular upon latency requirements
being apparently crucial for the ability to provide FS. In DDSs, there is
usually a large number of communication links which comprise wired, fibre-
optical and wireless ones using different data link control protocols. The
latter, in particular, are potentially based on best-effort unreliable services.
Since any component, communication link, or process might be subject to
failures, it is required to introduce monitoring of specific link parameters for
providing FS. Therefore, in Figure 1, each node to be made safe is connected
to the communication infrastructure by a so-called safety layer (SAF). The
task of the latter is to ensure a proper reception of data by encapsulating
the potentially unreliable communication infrastructure and to act in case a
transmission error has been detected to bring the associated node into a safe
state. A commonly applied SAF in industrial networks is the IEC 61784-3-3
standard known as PROFISafe [11]. Also, extensions of SAF exist for indus-
trial wireless sensor networks (IWSNs) (Safe-WirelessHART) [12] as well as
the integration between the WirelessHART and PROFISafe protocols [13].
The P2P communication in Figure 1 based on a master-slave operation and
SAFs is called black channel approach (BCA) and contrasted in Figure 2
to a standard application not requiring FS. The name arises from the fact
that the communication between two nodes is considered a black box and is
monitored in an end-to-end (E2E) approach providing FS.
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Figure 2 Black channel approach representation [14].
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Figure 3 SIL optimization in a BCA.

The SAFs measure the SIL S and take actions according to FS stan-
dards like, e.g., the aforementioned IEC 61508 or application-specific ones.
In a BCA, there are different ways to optimize the achievable SIL which
can be parametrized according to S = S(0). Here, the parameter vector
0 = [0q,0q] contains a QoS parameter vector 8¢ and a non-QoS related
parameter vector §Q. The OSI perspective to this set-up is shown in Figure 3.

The non-QoS related EQ addresses, e.g., hardware (HW) redundancy,
complexity and FS interfaces, while 8 contains, e.g., average bit-error rates
(BERs) Py, latency, Fourier and Shannon bandwidths and alike. The SIL
S = S5(0) is calculated as shown in Figure 4.

The blocks G . . . Gg calculate specific parameters, namely R (reliability),
A (error rate), Ag (rate of safe failures), A\pp (rate of dangerous detectable
failures), Ap (rate of dangerous failures), Appy (probability of failure per
hour), Apc (diagnostic coverage) and Agpr (safe failure fraction). Finally,
Gz calculates S = S(0) based on 0, Appy, Apc and Agpp.
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Figure 5 Ranges of achievable SE, S with/without SAF as a function of Apru and the
admissible maximum average BER P}, 1,ax for Bluetooth transmission at 2.4 GHz [15]; left:
data rate DM1 (108.8 kbit/s), right: data rate DHS (723.2 kbit/s).

In Figure 5, the achievable SIL S for Bluetooth transmission in the
industrial, scientific and medical (ISM) band at 2.4 GHz [15] is contrasted
for a transmission with and without SAF as a function of Appg and the
admissible maximum average BER P, 1ax.

As can be concluded from Figure 5, for a given Appy, the range of
admissible I_Dbymax is increased using an SAF by more than two orders of
magnitude to keep a specific value of S for both high and low data rates.

2.3 Grey Channel Approach

Apparently, using a BCA, it is no conceptual problem to achieve FS for a
P2P link. However, one clearly wants to optimize system availability and
thus to maximize the duration of a regular system operation. This can be
done in a so-called grey channel approach (GCA) shown in Figure 6. Here,
the optimization is done jointly for all components of 6.
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Figure 6 SIL optimization in a GCA.
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Figure 7 Dynamic constrained optimization of SIL S(¢;) for updating 6 (ti).

The joint optimization cannot be implemented anymore as in Figure 4
since the jointly optimum 6 does not necessarily have the individually opti-
mized vectors g and EQ from Figure 4 as component vectors. Instead,
and differently from the BCA, 0 is modelled parametrically and optimized
dynamically. Therefore, the BCA’s feedforward optimization is replaced by
the control loop structure in Figure 7.

Here, at time ¢g, the vector @ is initialized by @ = 0, which, for
instance, might contain the individually optimized vectors 8¢ and §Q from
Figure 4. Based on the resulting S (to) and the conditions prevailing at time
t1, a constrained optimization is maximizing S to find 8(t;). Then, the
switch is turned to the right and the feedback control is closed with a delay
T = t;41 — t;. The equality and inequality constraints being used at time
t; contain all conditions on the vectors 8¢ and 6 being valid at time #; 1.
Usually, these conditions represent control information for the next frame to
be transmitted.

2.4 Time-Sensitive Networking

In both BCA and GCA approaches, the optimization in g with regard to
latency as a non-functional QoS plays a fundamental role to provide FS.
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The latter can be implemented efficiently by time-sensitive networking
(TSN). The idea is to characterize an E2E IP transmission as a virtual P2P
link and apply subsequently the BCA/GCA optimization to the corresponding
transmission. TSN is dealt with by the IEEE 802.1 Working Group (WG)
focusing on standards and recommended practices in the following areas [16]:

* 802 Local Area Network/Metropolitan Area Network (LAN/MAN)
architecture,

* Internetworking among 802 LANs, MANs and other wide area net-
works,

* 802 security,

» 802 overall network management and protocol layers above the MAC
and LLC layers.

The TSN Task Group (TG) within the IEEE 802.1 WG deals with deter-
ministic services for IEEE 802 networks where a set of time-sensitive features
over Ethernet are standardized (amongst others), namely time synchroniza-
tion [17], traffic scheduling [18], frame preemption and replication [19] and
network management [20]. In addition to wired networks, W-TSN can be sup-
ported via 5G Ultra-Reliable and Low-Latency Communications (URLLC)
integration with wired TSN, where 5G network behaves as logical bridge
[16, 21, 22]. Next to this, wireless TSN can be achieved by introducing TSN
features (e.g., time synchronization, traffic scheduling) over IEEE 802.11
based networks [6, 23].

To support GCA for FS, the network should provide determinism in terms
of communication reliability and latency as well as mechanisms to verify and
monitor achievable performance. To achieve the first two, TSN makes use
of accurate time synchronization and traffic scheduling, while the latter can
be achieved by in-band network telemetry [7] that feeds back the monitored
information to FS application in real time. As such, GCA is enabled in the
network.

3 Functional Safety in Dynamic Distributed Systems

Alternative approaches to design DDSs with FS are cast in a distributed
control system framework [24, 25] where the latter is built on some type of
control hierarchy with local control tasks being supervised by a higher entity.

Indeed, the processes and topologies of a DDS are not properly rep-
resented by Figure 1. As shown in the exemplary system in Figure 8,
there is usually a large number of sensors and actuators instead which are



166 D. Dahlhaus et al.

Figure 8 DDS with three sensors (in green ellipsoids), three actuators (in red rectangles)
and three control E/E/PES logic units (in blue diamonds).

interconnected with a certain number of E/E/PES logic units. As mentioned
above, a conventional approach to provide FS in Figure 8 is to assign a
local functionality to a nearby actuator given that the corresponding sensor
is also located in close vicinity. The individual SFs may be interconnected
hierarchically via a superimposed control unit. In this context, a contract-
based QoS assurance for centralized, hierarchical systems can be adopted,
which requires local verification only and has the potential to cope with
dynamic changes and uncertainties [1]. As an alternative, in case the individ-
ual processes of the logic units depend on each other, one can conceptually
define a specific sequence of decisions to ‘unwind’ the otherwise temporally
undefined sequence of processing steps. In this case, a consecutive P2P com-
munication approach between the involved nodes may be applied including
the TSN in Section 2.4.

The downside of the aforementioned approach is that the DDS state
might not be available in time to implement the approach in an efficient
way. Instead, one should rather generalize the FS approach as well as the
corresponding communication approach to sensor vector inputs and actu-
ator vector outputs. This results in state space descriptions of the DDS
and a communication infrastructure including redundant transmissions with
multicast, broadcast and diversity capabilities of the employed protocols
instead of the P2P transmissions in Figure 1. In an attempt to solve the
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self-referential/dynamic problem mentioned in the introduction, a completely
new approach must be developed to design the FS requirements and the
underlying communication protocols jointly.

4 Wireless Time-Sensitive Networking (W-TSN)

Since there is no FS paradigm currently available which would allow to
design a DDS architecture according to the approach outlined in Section 3,
we are considering TSN in greater depth and its impact on the achievable
SIL for P2P wireless communication. In this section, we will cover the
time synchronization, traffic scheduling and network monitoring approach
in W-TSN and evaluate the SIL of PROFISafe over W-TSN.

4.1 Synchronization

The general E2E TSN architecture considered in the following is shown
in Figure 9. For bounded communication latency, the E2E network archi-
tecture should support network-wide accurate time synchronization as well
as traffic scheduling on each network hop. While both of these features
are currently supported in the wired TSN, their extension to wireless IEEE
802.11 networks is ongoing. A particular realization has been achieved by uti-
lizing OpenWiFi, an open-source IEEE 802.11 implementation for software-
defined radio (SDR) platforms [26]. Time synchronization is implemented
using Precise Time Protocol (PTP) over wireless links, where timestamp-
ing of PTP packets is performed utilizing Time Synchronization Function
(TSF) [27]. To measure the synchronization error under different network

@
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Figure 9 TSN architecture.
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Figure 10 Experimental set-up for investigating synchronization errors in W-TSN.
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Figure 11 CDF of ASE in us for different types of network load.

loads, the set-up in Figure 10 is being used. A grand master (GM) residing
in a TSN switch is connected via Ethernet (eth) to a WLAN access point
(AP) (cf. left part of Figure 10), which serves as time master for the wireless
clients. For analyzing the absolute synchronization error (ASE) (cf. right part
of Figure 10), the grand master (TSN Switch) and both wireless clients are
connected to a logic analyzer, where they feed their PPS signal generated
based on their clocks The synchronization error between the GM and each of
the wireless clients as well as between wireless clients, resp., is measured by
comparing their respective PPS signals.

In Figure 11, the resulting cumulative density function (CDF) of the ASE
in ps is shown for three different cases, namely one case with no network load
and two cases with additional traffic load over the wireless link. The latter
is either User Datagram Protocol (UDP) or Transmission Control Protocol
(TCP) traffic. In case of UDP, the amount of data sent over the wireless
link is related to the link capacity to not overload the buffers in each of the
clients and the AP. As can be concluded, there are only minor differences
between the cases when the network is loaded with traffic and the case with
no additional traffic.

Independently of the latter, the ASE from client A to client B is consid-
erably less than between the GM and either of both clients. This results from
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Table 2 Mean p, standard deviation o and 90th percentile Pyo in us of absolute synchro-
nization error in us for different types of network load

No Load UDP load TCP Load
Description p(pus) o (us) Poo (us) p(us) o (us) Poo(us) p(us) o (us) Poo (us)
Client A to GM 0.94 1.42 2.88 0.98 1.49 2.98 0.90 1.65 3.16
Client B to GM 0.87 1.43 2.81 0.93 1.42 2.82 0.87 1.68 3.10
Client A to Client B —0.08 0.94 1.54 —0.05 1.02 1.66 —0.03 1.19 1.8
[ |mm 'm0 2 o

Figure 12 Gating mechanism in W-TSN.

the fact that, in the latter case, the synchronization is performed across two
hops (TSN switch to AP and from AP to each of the clients).

Table 2 contains the mean p, the standard deviation o and the 90th
percentile Py in ps. It can be seen that in 90% of the cases, the E2E
synchronization error is smaller than 2.88 us in case of no traffic load, and
smaller than 3.16 us in case of TCP traffic load.

Next to time synchronization, traffic scheduling is the second important
TSN feature to support E2E bounded communication latency. One way
to support this in wired networks is to make use of a time-aware shaper
(TAS) [18] where each traffic class will get a portion of time to access the
channel on a periodic basis. The period is known as the communication cycle
and gate control logic controls which queue can transmit over the medium at
which moment within the cycle. When multiple queues are scheduled at the
same time, channel access is done based on priorities.

To support this for wireless links, in OpenWiFi [26], a similar control
logic has been implemented and applied to 8 hardware queues. As the
wireless channel is a shared medium, dedicated channel access to a certain
node and a certain queue is realized by muting all the other nodes during
that specific time slot inside the communication cycle. For the shared time
slots in the communication cycle, nodes will perform normal contention-
based channel access, while conflicts between different queues are resolved
based on priorities. On the left of Figure 12, the gating mechanism of TSN
is shown, where the communication cycle consists of two time slots with the
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first slot dedicated to queue 7 and the second slot shared amongst all the other
queues. To the right of the gating mechanism in Figure 12, an example of a
schedule cycle and assignment of time slots is shown.

4.2 In-Band Network Telemetry (INT)

For accurate E2E performance monitoring and verification, the concept
of INT has been adopted [7]. In-band network telemetry is extended to
wireless networks with various wireless link information being added, such
as received signal strength indicator (RSSI), signal-to-noise ratio (SNR),
retransmissions, contention window and data rate used, etc. The concept of
INT is shown in Figure 13.

Here, a data packet is modified by an in-band network telemetry logic
on each node to provide the corresponding monitoring information on each
hop in an E2E fashion. The INT data are encapsulated either at layer 2 or
at layer 3 of the OSI layer as IP extension header. Clearly, INT-enabled
packets can also be used to infer service parameters like, e.g., availability
(readiness for correct service), reliability (continuity of correct service),
integrity (absence of improper system alterations) and maintainability (ability
to undergo modifications, and repairs). This approach is being employed in
Section 4.3.

I in-band network telemetry data

B data packet

Kla B L2/L3 Header
wireless e B INT Header
dl] - N || — § INT Daa

— ']]—I .ﬂ]]:l [ Data Packet

Figure 13 In-band network telemetry (INT) concept.
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4.3 PROFINET Fail-Safe Verifiable E2E Traffic Over W-TSN

In this section, a PROFISafe [11, 12] application is investigated to run over
W-TSN. The PROFISafe application runs on two PROFINET devices that are
connected to W-TSN clients. The system set-up is shown in Figure 14 where
one of the devices is a programmable logic controller (PLC) and the other is
an end device controlled by the PLC. The system parameters are shown in
Table 3. The PROFISafe cycle time is set to 32 ms, 16 ms and 8 ms, resp., for
each test case, while the watchdog (WD) time is set to twice the cycle time.

As such, if two consecutive fail-safe packets are lost or any of the packets
experiences a latency larger than the WD time, the system should enter its
fail-safe state. Since the E2E latency is directly impacted by the schedule
cycle length of the W-TSN, the cycle length is set to half of the length of the
PROFISafe cycle time for each of the cases (e.g., 4.096 ms, 8.192 ms and
16.384 ms, respectively). Also, the time slot length is updated accordingly
for each of the schedule cycles applied, as specified in Table 3. In addition,
we fix the physical layer data rate at 26 Mbps using a channel bandwidth of
20 MHz for the wireless links.

WTSN AP

W-TSN client
PLC1 ) TSN Switch
S )
PLC 2 : ((‘_',» W-TSN AP
W-TSN client

Figure 14 PROFISafe set-up: system overview (left), implementation (right).

Table 3 Application and system parameters for the PROFISafe application and W-TSN
system in Figure 14

PROFIsafe application parameters System parameters
TestID  Cycle Time [ms] WD Time [ms]  Parameter Value
1 32 64 Center frequency 5170 MHz
2 16 32 Client bandwidth 20 MHz
3 8 16 Data rate 26 Mbps
Time slot length [256, 512, 1024] ps

Schedule cycle length  [4.096, 8.192, 16.384] us
Measurement time 1 hour
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PROFISafe cycle 32 ms, schedule cycle = 16 ms PROFISafe cycle 16 ms, schedule cycle = 8 ms PROFISafe cycle 8 ms, schedule cycle = 4 ms

Figure 15 W-TSN with shared time slots for three different combinations of PROFISafe and
schedule cycles.

Table 4 PROFISafe shared time slots results

Test ID PFH SIL
1 6*10~% — (HD); SIL 3 (LD)
2 16 %1071 — (HD); — (LD)
3 23 %1071 — (HD); — (LD)

PFH = probability of failure per hour
HD/LD = high/low demand

We consider two different scenarios. In the first one, shared time slots
are employed for three different combinations of PROFISafe and schedule
cycles.

During the shared time slot, the PROFISafe traffic coexists with back-
ground UDP traffic, hence, with increasing competition for channel access
between PROFISafe and background traffic. The latency results are shown
in Figure 15. We see that the E2E latency relates to the applied W-TSN
schedule, however, in many cases, the communication link totally breaks
(discontinuities in the graphs around time 13:15 and 14:17 in case of schedule
cycles of 8 ms and 4 ms, respectively). Table 4 shows the resulting measured
PFH values for each measurement scenario and the associated achievable SIL
values resulting from Table 1. Only for the first case, the system is able to
achieve SIL 1, while for the other cases, the system cannot maintain any of
the SILs either for high demand or low demand specifications.

In the second scenario, dedicated time slots are employed for PROFISafe
traffic and background UDP traffic for the three different PROFISafe cycle
and W-TSN schedule cycle combinations. The E2E latency results are shown
in Figure 16. Here one can observe that the E2E latency results are related
to the applied W-TSN schedule. In addition, the amount of delayed packet
cases (latency above the PROFISafe cycle shown by a red line) is limited
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PROFISafe cycle 32 ms, schedule cycle = 16 ms PROFISafe cycle 16 ms, schedule cycle =8 ms PROFISafe cycle 8 ms, schedule cycle =4 ms

Figure 16 W-TSN with dedicated time slots for three different combinations of PROFISafe
and schedule cycles.

Table 5 PROFISafe dedicated time slots results

Test ID PFH SIL
1 89 * 10~  SIL 2 (HD); SIL 4 (LD)
2 30% 1075 SIL 2 (HD); SIL 4 (LD)
3 70*107% SIL 2 (HD); SIL 4 (LD)

PFH = probability of failure per hour.
HD/LD = high/low demand.

and there are no continuous link breaks like in the previous case. Table 5
shows the resulting measured PFH values for each measurement scenario and
the associated SIL values resulting from Table 1. In this case, SIL of 2 for
high demand systems and SIL of 4 for low demand systems can be achieved,
respectively.

5 Conclusions

The concept of FS in DDSs has been discussed with regard to the required
communication infrastructure. The BCA with P2P communications turns out
to be the architecture to provide FS independently of the underlying protocols
for hard QoS required for sufficient SIL values.

Strategies for FS P2P fieldbus transmissions cannot be used directly
in distributed applications with/without wireless communications. Yet, a
BCA/GCA can be reused to maximize the SIL if combined with TSN.
Specific TSN features like, e.g., high-precision time synchronization or time-
aware scheduling in combination with in-band network telemetry to allow
accurate E2E performance measurements over a communication network
allow to overcome the impact of random/hybrid wired/wireless communi-
cation infrastructure on FS.



174  D. Dahlhaus et al.

It is expected that a cross-layer parametric modeling of the three lower
OSI layers can be used to implement dynamically a highly efficient, yet even-
tually complex, fail-safe network operation with large system availability. For
a long-term and highly efficient FS in DDSs, a more general approach to
distributed control systems must be optimized jointly with a correspondingly
more general communication infrastructure and OSI protocols.
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