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Abstract

Authentication and authorization techniques are essential for any kind of
secure transaction over the Internet. It enables and empowers mechanisms to
implement highly secure systems such as digital financial transition systems,
hospitality management systems, and defence organizations. Most of the
work on these techniques has been done based on single-user authorization.
It is less secure than the multi-user authorization technique. Multi-party
settings require the authorization of the majority user pool, the work is
still in its nascent stage. Hence the presented work includes a multi-user
authentication technique based on the approach of arithmetic greatest com-
mon divisor. This method aims to significantly enhance the security and
reliability of the authorization process. Additionally, the proposed work also
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presented innovative encryption and decryption techniques for the security of
data transformation using a modified N prime RSA algorithm. Furthermore,
this work also discussed the application of the proposed methodology in the
hospitality industry to ensure the security of customer data. The results of
this work indicate that the suggested techniques enhance the security of data
transformation and improve the time efficiency of key generation, encryption,
and decryption techniques.

Keywords: Key generation, encryption, decryption, authentication, N prime
RSA, security analysis, hospitality industry.

1 Introduction

The concept of securing data predates the invention of the computer itself.
The key idea behind this data security is simple, to represent the data in a
form that doesn’t reveal the information contained in the data. This is done
to protect the data from the eyes of unauthorized and unintended recipients.
This simple art of hiding data is what is known as encryption and the
reverse is known as decryption. Together these two concepts form the domain
of cryptography. Data Security is not only about encrypting or decrypting
messages and files. A key concept is authentication and authorization. Not
only encrypting data during transit is important, but also authenticating the
recipient and validating their authorization. While the general growth of the
cryptographic literature involves better encryption and decryption schemes,
very few shed light on key generation and validating methods.

However, in recent years more and more focus is being given to key dis-
tribution techniques using quantum computing algorithms [1]. Even though
a quantum computer now is more than just a theoretical concept and it is
physically feasible via programmable superconducting processors [2], it’s
far from commercially feasibility. Thus, in this paper, we propose a novel
key distribution method using classical techniques. The proposed method is
designed as such that their implementation in commodity hardware including
edge devices is computationally less expensive and feasible. The majority
of the work involves RSA or modified RSA [3]. It focuses particularly on
resisting or overcoming attacks on information systems [4—8]. Our work
focuses on the novelty key distribution method which is designed Modified
N prime RSA algorithm.
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In this work, it has been proposed a novel key distribution technique in
conjunction with the implementation of a modified RSA algorithm with the
help of the “N” prime numbers. The key distribution algorithm is subdivided
into two parts; key generations and key validation. The key generation step
generates N key pairs for a pool of users. In the validation step if the
number of users authenticating with their respective key pair is more than
the minimum number of users required for that pool of users, then only the
validation succeeds.

2 Literature Review

Md. Wasim et al. [8] proposed an algorithm that encrypts on the binary file,
it can be used to encrypt any sort of data, including text and multimedia.
R. Ghosh [9] introduced an adapted version of the RSA cryptographic algo-
rithm, which operates as a public key encryption system. This unique variant
incorporates four prime numbers, employing two public keys for encryption
purposes and a single private key for decryption. N. Kumar et al. presented
a method that used N prime number and bit stuffing to convert message
plaintext to ciphertext. They used N prime number because it is difficult
to change and bit stuffing provides an extra layer of encryption, ensuring
maximum security and efficiency for data sent over the network [10]. Wen-
Kai Yu et al. [11] outlined a multi-party interactive Cryptographic Key
Distribution (CKD) protocol designed for use on public networks. Their
approach involves an intermediary performing joint authentication based on
fragment synthesis. Using a four-particle GHZ state, C. Wang et al. [12]
proposed a robust, centralized multi-party quantum key distribution protocol.
S. Kumar et al. [13] presented an innovative encryption technique com-
bining Elliptic Curve Cryptography (ECC) with the Advanced Encryption
Standard (AES). This hybrid approach aims to enhance data confidentiality
while maintaining computational efficiency, making it particularly suitable
for securing data in cloud storage systems. In the paper [14], Z. Ashraf
et al. proposed a lightweight algorithm for symmetric key exchange to be
used by smart devices with limited processing power. V. Lovic [15] author
mentioned transmission loss in optical fibers is the fundamental problem in
implementing quantum key distribution across long distances and at high
communications rates, around nine out of ten photons are lost for every 50 km
of fiber traveled. S. Kleis et al. [16] pointed out that the local oscillator is
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positioned at the receiver site, and laser phase noise is one of the fundamental
restrictions in continuous-variable quantum key distribution. Ghost imaging
is a concept by Yi Kang et al. [17] presented as a technique for secure
transmission and multiparty key distribution with mutual authentication.

The work done by Y. Ramadhan et al. [18] explored a dual-layer security
mechanism that leverages the RSA algorithm for cryptography and the Low
Bit Encoding (LBE) algorithm for steganography. S.P. Jadhav [19] examined
various cryptographic schemes focused on reducing communication and
computational costs for resource-constrained devices in IoT. J. W. Zhang
et al. [20] introduced an enhanced multiparty quantum private comparison
technique based on quantum homomorphic encryption. In the work done by
S. Bhasin et al. [21], the primary focus of the work was to strengthen the post-
quantum key encapsulation mechanism against side-channel attacks focusing
mainly on the comparison operation of the Fujisaki-Okamoto transform.
Wen-Kai Yu et al. [22] cite introduced a multi-party interactive cryptographic
key distribution (CKD) protocol designed for public networks. Their novel
method entails disassembling a rapid response (QR) code image into several
fragment patterns (FPs) and adding unique watermarks for better security.
F. O. Mojisola et al. [23] presented an encryption algorithm with a 1024-bit
key length that enhances both the confidentiality and integrity of data. Fur-
thermore, they enhanced RSA’s security by implementing a bit insertion
algorithm. A hybrid data security technique that combines conventional RSA
encryption with Gaussian interpolation algorithms was proposed by J. K.
Dawson et al. [24]. RSA is used for encryption and decryption in subsequent
levels, while Gaussian first forward interpolation is used to encrypt ASCII
values.

F. Zhao et al. [25] presented a novel double RSA technique to create
a synthetic modulus that increases the security of the RSA algorithm. In a
recent work by H. Nejatollahi et al. [26] a survey of the trends in lattice-
based cryptographic methods. The work particularly focuses on challenges,
the need of adoption, and fundamental proposals of using lattice in cryp-
tography and their mapping schemes on commodity and special purpose
hardware. M. Gayathri et al. [27] developed a comprehensive two-layer
security model. The first layer involves Intrusion Detection, which aims to
identify and mitigate unauthorized access attempts. The second layer, Bio-
metric Multimodal Authentication, enhances user verification by combining
multiple biometric traits, thus providing a robust authentication mechanism.
R. Omollo et al. [28] explored the factorization of up to 12-digit semi-primes
using Wolfram/Alpha, a powerful mathematical software that facilitates the
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Table 1 Limitation of previous work

Author Year Method Used Algorithm Limitation
F. O. Mojisola 2022  Single user  Bit insertion The expense of
et al. [23] algorithmusing1024- execution time.
bitkeylength
J. K. Dawson 2022  Single user A hybrid data security An increase in file size
[24] technique that results in a longer
combines conventional ~ execution time.
RSA encryption with
Gaussian interpolation
algorithms
Wen-Kai Yu 2022  Multiuser  Presented method It concentrates the
et al. [22] entails disassembling a ~ wrong points more in
rapid response or around the water
(QR)code image into mark embedding
several fragment region when an attack
patterns(FPs) occurs.
Z. Ashraf et al. 2023  Single user Proposed a lightweight ~ Less secure methods
[14] algorithm for and longer
symmetric key synchronization times
exchange
Yi Kang et al. 2023  Multiuser  Presented as a Only wireless key
[17] technique for secure distribution is possible
transmission and in this non-quantum
multiparty key field.
distribution with
mutual authentication.
J. W. Zhang 2023  Multiuser  Introduced an enhanced  Performing quantum
et al. [20] multiparty quantum computations with

private comparison
technique based on
quantum homomorphic
encryption

multiple parties in an
unsecure manner.

exploration of polynomials. Jin et al. [29] proposed a three-dimensional
cube algorithm that can be used to provide resilience against attacks in a
post-quantum computing environment. The work done by J. Shi et al. [30]
introduced a cryptographic scheme based on continuous variable quantum
neural networks for designing quantum cryptographic algorithms. According
to [31] when two monic polynomials composed of integer coefficients yield
square-free outcomes, it is established that all positive divisors of these out-
comes can be expressed as the greatest common divisor of the two polynomial

values at a specific integer value.
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S. Nasreen et al. [32] developed a robust cloud forensic investigation sys-
tem utilizing the Distributed Key Cipher Policy Elliptic Curve Cryptography
(DK-CP-ECC) algorithm. S. Deshpand et al. [33] presented the first Field
Programmable Gate Array (FPGA)-based hardware design for computing the
multiplicative inverse using the recently published fast constant-time Greatest
Common Divisor (GCD) method. D. M. Ghadi et al. [34] implemented an
innovative input-based key generation algorithm. This algorithm employs
two distinct keys for encrypting and decrypting each character, significantly
increasing the complexity for potential attackers J. Liu et al. [35] presented
a fresh key-recovery strategy by resolving a linear equation. This work
mentions the peel-off sophisticated encryption and decryption operations.
S. Basu et al. [36]. Introduced three and five-input symmetric functions based
on nano crossbar circuits and demonstrated how they might be used in cryp-
tography. A thorough investigation of flexible architectures for implementing
cryptographic algorithms is presented by M. Rashid et al. [37], which enables
researchers and designers in the field to choose the best design strategy for
a given algorithm and/or application based on their needs. A reconfigurable
crypto coprocessor was proposed by X. Shang et al. [38], that uses its own
reconfigurable features rather than adding additional resources to support
numerous cryptography algorithms.

3 Proposed Methodology

After extensive literature survey, it has been found that most of the algorithms
described the message encryption and decryption techniques. Every algo-
rithm has some limitations of authentication, execution time, and security.
In this work, it has been proposed a novel method of multi-party authentica-
tion using the arithmetical greatest common divisor technique and proposed
a novel encryption method for the distribution of the authentication keys. Our
approach is to particularly focus on using hard problems from the domains
of classical and modern mathematical theories that specifically depend on
classical computational techniques for implementations.

The concept of key distribution in the proposed method is based on the
property of that the GCD of N prime numbers is 1 i.e. GCD(k,i) = 1,
Vk, i € n combined with the method of mimicking the information transfer
in an artificial neural where the factor of the precise timing of spike (spike
of signal) or sequence of spikes is modified with the cumulative value of
them.
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In the setting of a multi-party authentication scheme, each user of the
Multi Party Pool (MPP) owns a unique key. For a successful authorization,
the number of parties authorizing has to be greater than the threshold. In a
pool of K parties the authorization authorise {ki, ka, ..., k; } succeeds when
i > threshold.

In Section 3.1 the generation of keys for the distribution is being dis-
cussed, along with its significance. The keys have been generated during the
encryption process mentioned in Section 3.2, while using minimum numbers
of well defined threshold number of keys are being used to perfectly decrypt
the message.

3.1 Key Generation for Distribution

In the multi-party authentication scheme, the unique key for each user that
is being generated is done using the Key Generation step. In Public Key
Cryptography (PKC) for a single user, a pair of keys exists public key
(keypublic) and private key (keyprivate)- The encryption of data is done using
the public key and the decryption is done by the user using the private key.

Encrypt(D, keypublic) =C (1)

where D is the plain text or message that needs to be encrypted, C is the cipher
text or the encrypted message and Encrypt() is the encryption algorithm.
When the encrypted message needs to be decrypted, the private key of the
user is used.
Decrypt(cv keyprivate) =D 2

where Decrypt() is the decryption algorithm. For authentication using this
method is done using the private key key,,,,q Of the user. Each user using
the PKC scheme has a unique pair of key.

In the proposed method, a pair of keys is generated for the user. However,
the main difference of our proposed method from the public key cryptography
technique is that one value of each pair is unique to the user while, the
other value for a pool of user is common in our method. For a transaction
T; originating from the pool of user P; to be successful the number of users
authorising it must be greater than or equal to the threshold of the pool F;.

Let’s assume, there are K users in a pool P; i.e. {U;,Us, ..., Uk} € P;.
Each, user U; has a pair of key (key,q,;, key,;.). For users in a particular
pool, the key,,,; 1s same but the key, ., 18 unique i.e.

key 001 (Ui) = key o0 (Uj),  where Ui, U € K 3)
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and
key oo (Us) # key oo (Us),  where, U; #U; and U;,U; € K (4)

The two Equations (3) and (4) together define the key structure in the
proposed authentication scheme:

1. Shared Keyy,,;: All users in the same pool P; share the same keyp.
This means the key,,,; serves as a common key that can be used to
identify or verify membership in the pool.

2. Unique Key,ser: Each user in the pool has a unique key s This ensures
that each user can be individually identified and authenticated within the
pool.

These properties help in distinguishing between users and authenticating
them based on their unique keys while maintaining a common reference key
within the same pool.

For generating the key pairs for K users, K prime numbers are chosen
{p1,p2,...,pr} and a random number 7,4, 4o, is chosen. The random num-
ber is chosen between the range (rangel, range2). The keyyser i generated
following the Equations (5) and (6) is used for generating the key o0

keyuser(i) = Pi X Nrandom (5)

and
keypool = Nyandom X threshold (6)

where keyer(i) for the it user is generated by multiplying the i** prime
number p; with the random number 7.,4,40.,. This ensures that each user U;
has a unique key . since each prime number p; is unique.

The key 001 1s generated by multiplying the random number 7,4p,40rm With
a constant value called the threshold. This ensures that the key,,,; is the same
for all users in the pool.

The threshold is the minimum number of users required for authorisation
of the pool transaction. Once the keys are generated, they are encrypted
as proposed in Section 3.2 and sent to the users. Once the users receives
their key and decrypts their key as per Section 3.2, they input their keys
for authentication. The authentication of the keys are done as the method
proposed in Section 3.3.

Unlike PKC, the key pair for each user are generated every time any kind
of transaction is initiated and the lifetime of the key pairs are that of the
lifetime of the transaction. Once the transaction is over, the respective key
pairs of the users are discarded.
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3.2 Implementation of Key During Encryption and Decryption

The key pair is usually used for authentication and authorization of a trans-
action. By transaction, it is generally referred to as the set of actions that
is to be taken once the generated key is being transferred to the user and
the user inputs are being authenticated [8]. The proposed method follows the
method in Section 3.2.1 for generating the keys to be used in the cryptography
methods in successive steps. Section 3.2.2 explains the encryption method
while Section 3.2.3 lays down the decryption technique.

3.2.1 Key generation for encryption and decryption
» Step 1: The key generation for cryptography methods begins by select
n large prime numbers. The prime numbers pi € PRIME where ¢ € n
must be random and independent of each other.
* Step 2: An intermediate value of N is calculated as per Equation (7)

N = H pi (7)
=1

This means N is the product of all the selected prime numbers pi. The
symbol II denotes the product over the set of primes.

* Step 3: Using the N computed we compute the Euler totient function
¢(N) using the following Equation (8) where ¢ are the prime factors

o o(n)=nx [ (1—1> (8)

Since, N is the product of all prime numbers we can reduce the
computation by doing Equation (9)

o(N) =[] wi—1) ©)

i=1

This simplification is possible because the prime factors pi are unique
and the formula leverages their unique properties.

* Step 4: Now, an integer e is selected such that log(N) < e < ¢(N) and
e and ¢ are co-prime. This will act as the public key.

* Step 5: Another integer d is selected such that log(N) < d < ¢(N)
and e x d mod ¢(N) = 1. This means d is the modular multiplicative
inverse of e concerning ¢ (V). This will act as the private key.
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* Step 6: Another integer kd is selected such that log(N) < d <
o(key qer(Ui)) and key,,.,.(U;) x kd mod ¢(N) = 1. This ensures that
kd is the modular multiplicative inverse of key,,,.(U;) modulo ¢(N).
This kd will act as the decryption key for the user.

This method ensures that messages can be securely encrypted and

decrypted using the generated keys, leveraging the properties of large prime
numbers, Euler totient, and modular arithmetic for security.

3.2.2 Encryption
In the proposed research, the encryption of keys is crucial for ensuring secure
communication. The encryption is done as Equation (10).

1.

c=me*kv . U mod N 10)

Here’s a detailed explanation of this expression:

Message (m): The message m is the plaintext data that needs to be
encrypted. This could be any data that a user wishes to securely transmit.
Here, the message is the generated key pairs.

2. Exponent (e): The exponent e is part of the encryption key.
3. Unique User Key (Key,.,(U;)): The term Key,,.,.(U;) refers to the

unique key assigned to user U;. This key is unique for each user and
is generated as part of the key generation process.

4. Modulus (N): The modulus N is another critical part of the encryption

key, typically derived from the product of two large prime numbers. It
defines the size of the number space for the encryption operation and is
a component of the public key.

Algorithm for Encryption

*» Step 1: Convert each character of the plaintext message into its cor-
responding ASCII value and then convert the ASCII value of each
character to 8-bit binary and store it in a fileb]1.

* Step 2: Select the block size from the user say it bs.

» Step 3: Read the selected block size bits from filebl and convert the
selected block size bits into an equivalent decimal number and store
them in a list. A set of decimal numbers will be generated as per the
block size.

* Step 4: Used the encryption key that is generated in section 3.2.1.
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* Step S: Calculate no. of bit required to represent intermediate modified
value in binary format say as SZ using the equation ceil(log,(N)).

*» Step 6: Read decimal values from the list sequentially and encrypt the
message using the Equation (10). Convert the intermediate output into
SZ number of binary bits and store it in another file such as fileb2.

* Step 7: Count the number of bits in fileb2. If the number of bits is not
divisible by 8, then include the dummy bit at the end otherwise no need
to include the dummy bit at the end of the file.

» Step 8: Select sequentially 8-bit from the fileb2 then convert it into
equivalent decimal numbers. Then generate the symbols from the
decimal numbers and store them in fileb3.

* Step 9: Sent ciphertext message (fileb3) to the receiver.

After the original message or file is being encrypted it is sent to the user
along with the key pair over a secure channel. On receiving the message
and the key pair the decryption and authentication of the keys are done.
The encryption technique is implemented in Python programming language.
Some lines of codes of the encryption function are given below.

ef encrypt step B(self):

self.start jenc time = timgit.default timer ()
‘or 1 in self.Input data in binry coded ascii format:
€ = {(int (i)**e)%n

self.Encript Message ascii format.append (C)
Encript Message binary format=[]
: i in self.bEneript Megsage asegilil format:
temp: Shin@i) [Z: ]
Encript Message binary format.append (temp )

3.2.3 Decryption

In the proposed research, decryption is the process of converting encrypted
ciphertext back into its original message form. The decryption process is
defined by Equation (11):

m = c®* *mod N (11)

Here’s a detailed explanation of this expression:

1. Ciphertext (c): The ciphertext c is the encrypted data that was obtained
from the encryption process. It is the data received by the user, which
needs to be decrypted to retrieve the original key.
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2. Exponent (d): The exponent d is part of the decryption key. Here, d is
the private key component that corresponds to the public key component
e used during encryption.

3. Decryption Key (kd): The term kd refers to the decryption key, which
might be unique or derived from the unique user key used during the
encryption process. This key is crucial for correctly decrypting the
ciphertext.

4. Modulus (N): The modulus N is the same as the one used in the encryp-
tion process. It defines the size of the number space for the decryption
operation and is typically derived from the product of N large prime
numbers.

Algorithm for Decryption

* Step 1: Read each character from the ciphertext message fileb3. Convert
the ASCII value of each character into 8-bit binary and add it in a fileb4.

* Step 2: Select the block size from the user say it is bs. (Block size should
be the same in both encryption and decryption procedures).

» Step 3: Calculate no. of bits required to select the binary value from
fileb4, let’s say SZ using the equation ceil(log2(N )).

* Step 4: Use the decryption key that is generated in section 3.2.1

» Step 5: Read the SZ size bits from fileb4 convert the selected SZ size
bits into an equivalent decimal number and store them in a list. A set of
decimal numbers will be generated as per the size of SZ.

* Step 6: Read decimal values from the list sequentially and decrypt the
message using the Equation 11.

* Step 7: Then convert the output of step6 to binary and represent each
binary bit into bs (block size) no of bit and save in a fileb5.

» Step 8: Read 8-bit data from fileb5 then convert it into equivalent
decimal numbers. Then generate the symbols from the decimal numbers
and store them in a fileb6.

* Step 9: fileb6 will be our original plain text.

This decryption mechanism ensures that the ciphertext ¢ is securely
transformed back into the original message mmm. Only authorized users with
the appropriate decryption keys d and kd can perform this operation, thereby
maintaining the confidentiality and integrity of the communication. This
process is crucial for the overall security of the multi-party authentication
scheme, as it guarantees that only legitimate users can access the original
message. The Python programming language is utilized to incorporate the
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decryption technique. Herein, a snippet of the decryption function’s source
code is presented:

net deceypt shepr 46501 F) :

lase cueput F1le=r e Txe”

_ dec_file = open(last_output_ file,"w")

e t Exception as e:

prinkle+™ &rror occoiured when opensd "+last cutput Tile)
for 1, in self.the read messages

deec filewrite (i)
deg Bl slagse t)det deceypt step & (8ela) ;
self.Input_data_ in binary decoded ascii_format=[]

= i in self.Enciplt Messagée aseii format temp:
ttt=i
m = (ttt**d) % n

self.Input data in binary decoded ascii format.append (m)

The development model illustrated in Figure 1 depicts the key genera-
tion and distribution technique among multiple users within a multi-party
authentication scheme. The process of generating a unique key for each user
is executed during the Key Generation step, designed to accommodate ‘K’
users. Each user receives a pair of keys: a common key (Keyp,,) shared

Generate K prime

numbers.
Generate a random Regenerate original key
number as N andom pairs
Select threshold value Decrypted keys using
private key
Generate threshold for Distribute keys among all
minimum number of users valid users
Generate pair of keys .| Encrypted keys using
(KeYpool , K€Yyser) i public key

Figure 1 Development model for key generation and distribution among multi-party users.
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among all users and a unique key (Key,ser) specific to each user. The detailed
explanation of the proposed key generation and regeneration model is as
follows:

1. Selection of Prime Numbers: K prime numbers (pl,p2,...,pk) are
selected for generating the key pairs for K users.

2. Random Number Generation: A random number n,,,qom 18 generated
within the specified range.

3. Threshold Selection: A threshold value is selected, representing the
minimum number of users required for the authorization of the pool
transaction.

4. Unique Key Generation: The unique key for each user Key,., (), is
generated using the Equation (5) presented in Section 3.1.

5. Common Key Generation: The common key, Key,,,;, 1s generated using
the Equation (6) presented in Section 3.1.

6. Key Encryption and Distribution: Encrypt the generated keys as pro-
posed in Section 3.2 and distribute them to the users.

7. Key Decryption by Users: Upon receiving their keys, users decrypt them
as described in Section 3.2 and input their keys for authentication.

8. Key Authentication: The authentication process of the keys is performed
as described in Section 3.3.

This model appears to be describing a secure key generation and dis-
tribution system, possibly for a multi-user cryptographic application and
secure key management. It incorporates elements of public-key cryptography,
random number generation, and controlled key distribution. It ensures that
keys are generated securely, distributed safely to valid users, and can be
regenerated as needed.

3.3 Key Authentication and Authorisation

The decrypted keys are used for authentication and authorisation of each user
for the initiated transaction to proceed. The decrypted keys that are being
received from the user are unique user keys key,se; and the common user pool
key keypoo1. From this pair of keys received from the users the authentications
is done.

Step 1: Generating nyandom

The authentication of keys in the proposed multi-party authentication scheme
is a multi-step process. In the first stage on receiving the k key pairs (key,,qrq»
key poo1) the Nyandom number is being generated. To generate the nyandom., the
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following Equation (12) is followed
Nrandom = GCD(P;, P;) where, i # j, and P;, P; € key,,,, (12)

* Greatest Common Divisor (GCD): The gcd of two numbers P; and P;
is the largest positive integer that divides both numbers without leaving
a remainder.

* Prime and Integer Combination: When the key pairs are generated, each
Keyyser 18 @ multiplicative combination of a prime p and an integer acZ
(the set of all integers). Thus, for a particular pool of users, the integer
in the multiplicative combination of the Key,ser 1S Nrandom-

* When GCD(P;, Pj) is computed, the common factor n,andom is derived
since it is the common multiplicative component in Keyyse;-

Step 2: Computing the Threshold
When the keys pairs were generated for the users the key,,.,. is a multiplica-
tive combination of a prime p and an integer a € Z, where Z is the Integer
Set. Since for a particular pool of users the integer in the multiplicative
combination of the key,., is the nyundom, S0 GCD(F;, Py) generates the
Nyandom Where Pj = p; X Nyandom, Where p; € Prime Numbers Set.

Once the 1,4n40m 1S calculated, the minimum number of users required
to authenticate the transaction is computed as Equation (13)

threshold = key,,,, ¥ n ! (13)

random

* Key,,,: The common key shared among all users.

» Threshold: This value represents the minimum number of users needed
to authorize a transaction, ensuring the integrity and security of the
process.

Step 3: Calculating Intermediate Value

Now, that we have the n,,;qom and threshold and the number of users
u submitted their key pair, the intermediate value is computed using the
Equation (14) inspired from Leaky Integrate and Fire model [40].

K = U(threshold) | R + Sum(nrandom) (14)

Where R is computed using the formulation in Equation (15)

* Threshold Adjustment: U(threshold) is a function of the threshold that
adjust based on the number of users and the specific threshold required.
e Summation of n,4,40m: The sum of all N,4p40mm values submitted by
users, indicating the combined effect of all random numbers in the pool.
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Step 4: Calculating the Value of R and u(x)

R = (GCD(keyusem'a Keyuse'rj)/keypool) Where i 7é .] € Users (15)
and the function u(x) is computed using the Equation (16)

u(x) = i x abs (g — a) where a = */Mrandom (16)
* R:is derived by normalizing the GCD of key,,.,; and Key,,.,; with the
key 01> providing an intermediate value for the authentication process.
* e: Represents a constant or parameter used in the calculation.
* x: A variable used in the calculation, part of the formulation for
determining a
* a: Represents a value derived from e and x, crucial for determining u(z).
* u(x): A function that computes a value based on X, typically for
validation or verification purposes.

Step 5: Interval for a
In Equation (16), the value of a lines between the open interval of 1 and 2,
i.e. 1 < a < 2 ascan be seen from Equation (17).

a4 = ¢X/Mrandom
log. a = (X/Nrandom)
Thereby
(X/Drandom) < 1
0 < log.a <1
d<axel
l<a<x?2 a7

For authenticating, where 1 represents a successful authentication and 0
otherwise, a step function is equated using the nyandom and the minimum
number of users threshold as per Equation below

Authentication(K, Key ;)

=1 K> Key,,, authentication is successful
0 else authentication is unsuccessful
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Figure 2 Development model for multi-party authentication technique using distributed key
pairs.

* K Number of users who have successfully submitted their valid key
pairs.

* Keypool: Minimum number of users required to authenticate the trans-
action.

* The function returns 1 if K meets or exceeds Key,,,, indicating
successful authentication. Otherwise, it returns 0, indicating failure.

These equations and the authentication function form a structured
approach to ensuring secure authentication in a multi-party environment,
leveraging mathematical operations and logical conditions to maintain system
integrity and security.

Figure 2 represents the development model for a multi-party authenti-
cation scheme using distributed key pairs. The decrypted keys are essential
for the authentication and authorization of each user to proceed with the
initiated transaction. Each user provides a unique user key (Key,ser) and a
common user pool key (Key,,.;). The detailed steps for the authentication
and authorization process are outlined below:

1. Receive Key Pairs: Collect the K key pairs (Keyseri, Keypoor) from the
users.

2. Regenerate Random Number: Regenerate the random number 7,4, 40m
using the Equation (12) presented in Section 3.3.

3. Count User Submissions: Count the number of users who have submit-
ted their keys.
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4.

Calculate Threshold: Once n,4p,40m 1S determined, Calculate the min-
imum number of users required to authenticate the transaction using
Equation (13).

. Intermediate Value Computation: Compute intermediate values R and

u(x) for key verification refer to Equations (15) and (16) in Section 3.3.

. Threshold Verification: Check if the computed threshold is greater than

or equal to the minimum threshold.

(a) If the condition is false, the authentication is unsuccessful.
(b) If the condition is true, proceed to regenerate the key pairs.

. Key Pair Regeneration: Regenerate the key pairs for comparison.
. Compare Key Pairs: Compare the regenerated key pairs with the original

key pairs.

(a) If they match, return a value of 1, indicating successful authentica-
tion.

(b) If they do not match, return a value of 0, indicating unsuccessful
authentication.

This multi-party authentication scheme provides a robust method for

verifying user authenticity in distributed systems. The use of both unique
user keys and a common pool key adds an additional layer of security. The
regeneration process ensures that the system can verify the authenticity of the
keys without storing them, reducing the risk of key compromise. This model
ensures that the transaction proceeds only if the keys from a sufficient number
of users are authenticated successfully, maintaining the integrity and security
of the multi-party authentication scheme. Python programming code of the
authentication technique are given below.

=f Authentication (minus, seed, localotps):
otpsum = 0
ref = GCD({\
localotps [random.randint (0, math. floor(len(localotps)/2))1,\
localotps[random.randint (math.floor (len(localotps) /2),
len(localotps)-1)1])
if(len(set(localotps)) == len(localotps}}:
or i in range(0,len(localotps)-1):
if (GCD(localotps[i],localotps[i+l]) == ref):
k=GCD(localotps[i],localotps[i+1l])
otpsum = otpsum + GCD(localotps[i],localotps[i+l])

ety (False)
f (otpsum >= (seed* (minus-1))}):

(Pruc)
(False)
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4 Result and Discussion

This algorithm has been implemented on several different data files with
different types of content and a large range of sizes. In this algorithm, we
are test results on text, image, audio, pdf, and exe file with a wide range of
sizes and analysis the results of encryption time, decryption time, and key
generation time. The specialty of this algorithm is that, if we change the key
size and the number of prime numbers then the encryption and decryption
time will be different at each time for each type of file.

Table 2 has been formed with the data of the different sizes of the file
from 967 KB to 42168 KB. Here it has been clearly visible encryption time is
being varied from 0.1144494 to 75.2570445 seconds whereas the decryption
times fell in the range 9.1965504 to 364.9413392 seconds.

In Table 3 we show the encryption time and decryption time per byte for
a varying range of sizes of the files. Encryption time and decryption time

Table 2 Relation between file size along with the encryption and decryption time
Encryption Time  Decryption Time

SI. No File Name File Size in (KB) in (Second) in (Second)

1 msgl.txt 967 0.1144494 25.8857628
2 imagel.png 1,344 0.1827378 9.1965504
3 msg2.txt 2,248 0.1931635 33.3378576
4 image2.png 2,872 1.279183 17.4180415
5 Audiol.ogg 5,629 1.7392502 9.8239028
6 image3.png 5,700 3.1734976 36.8553448
7 msg4.txt 6,359 1.6937247 35.1927572
8 plaintext1.pdf 8,153 2.9109038 12.0046962
9 plaintext2.pdf 8,952 5.483414 63.0005261
10 msg5.txt 10,254 0.4462556 55.8647128
11 Audio2.0gg 10,322 4.7383874 114.2166945
12 Audio3.ogg 12,570 7.3152153 155.6710366
13 image4.png 13,493 6.6243297 6.3726097
14 image5.png 18,231 12.8300466 18.9314566
15 plaintext3.pdf 19,705 17.5951668 33.3748388
16 Audio4.ogg 21,844 27.2614083 32.5343995
17 msgexel.exe 25,768 36.7238134 265.6873735
18 plaintext4.pdf 26,263 37.2741209 161.9591405
19 plaintext5.pdf 29,557 37.2410171 11.1103561
20 msgexe2.exe 31,400 50.3036763 330.9571857
21 AudioS.ogg 35,363 48.3952452 364.9413392
22 msgexe3.exe 42,168 75.2570445 288.1425202
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Table 3 Comparative study between file size, encryption time and chi-square value of
encryption

Encryption Time/  Encryption Time/
File Byte for Random  Byte for Particular

Size Generate Public Value of Public Chi-square
SI. No File Name (KB) Key (second) Key (Second) Value
1 msgl.txt 967 0.0001183551 0.0000926560 5742.371295
2 imagel.png 1,344 0.0001359656 0.0001376399 13174.74561
3 msg2.txt 2,248 0.0000859268 0.0000989079 36150.73125
4 image2.png 2,872 0.0004453980 0.0001306622 65442.74255
5 Audiol.ogg 5,629 0.0003089803 0.0001428621 15337.78589
6 image3.png 5,700 0.0005567540 0.0001946756 34464
7 msg4.txt 6,359 0.0002663508 0.0000738053 67134.71024
8 plaintextl.pdf 8,153 0.0003570347 0.0003131271 158955.0924
9 plaintext2.pdf 8,952 0.0006125351 0.0003497455 218772
10 msgS.txt 10,254 0.0000435201 0.0000991349 97836
11 Audio2.0gg 10,322 0.0004590571 0.0004336135 107424
12 Audio3.ogg 12,570 0.0005819583 0.0005279775 41115.25356
13 image4.png 13,493 0.0004909457 0.0005397355 312435.0277
14 image5.png 18,231 0.0007037489 0.0007288003 342724435
15 plaintext3.pdf 19,705 0.0008929290 0.0007863658 424356
16 Audio4.ogg 21,844 0.0012480044 0.0008557902 121992.0938
17 msgexel.exe 25,768 0.0014251713 0.0009821911 150840
18 plaintext4.pdf 26,263 0.0014192636 0.0010578924 257402.9415
19 plaintext5.pdf 29,557 0.0012599728 0.0012168229 257402.9415
20 msgexe2.exe 31,400 0.0016020279 0.0012679882 305210.7171
21 AudioS.ogg 35,363 0.0013685277 0.0014440643 372021.3979
22 msgexe3.exe 42,168 0.0017846956 0.0018893420 506016

both will be increased according to the file size. In Table 3, the fourth and
fifth columns from the left show the time taken for encrypting the particular
bytes for each different file. In Table 3, the fourth column from the left shows
encrypting time per byte on random generates public key based on ‘e’ valid
as range 1 < ‘¢’ < ®(n). Here it has been clearly visible encryption time
per byte is being varied from 0.0001183 to 0.0017846 seconds. In the same
table, the fifth column from the left shows encrypting time per byte on the
particular value of ‘e’ in the public key as per the algorithm. Here it has been
clearly visible encryption time per byte is being varied from 0.0000926561
to 0.0018893420 seconds. In this table, we also mention the chi-square value
in column no. sixth from the left side. The value of chi-square significantly
varies from 5742.371295 to 506016.
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Table 4 Key generation and regeneration time based on number of prime numbers

Number of Key Generation Key Regeneration
Prime Numbers  Time (Second) Time (Second)
2 0.0643183000 0.0000318000
3 0.0772252000 0.0000392000
4 0.1576525000 0.0001568000
5 0.0745648000 0.0000483000
6 0.0754701000 0.0000519000
7 0.1910504000 0.0001304000
8 0.0805093000 0.0000594000
9 0.0738529000 0.0000648000
10 0.0823818000 0.0000968000

Table S Key generation and regeneration time based on number of digits of prime number

Number of Digits ~ Key Generation Key Regeneration
SLno  of Prime Numbers  Time (Second) Time (Second)
1 2 0.0868604000 0.0000660000
2 3 0.1063464000 0.0000626000
3 4 0.0894444000 0.0000737000
4 5 0.0802372000 0.0000854000
5 6 0.0886877000 0.0001074000
6 7 0.0954053000 0.0001087000
7 8 0.1040706000 0.0001299000
8 9 0.1227227000 0.0001333000
9 10 0.2263527000 0.0001400000

In Table 4 the second column from the left shows the time it takes to
generate the keys at the time of encryption. Whereas regenerating the specific
key at the time of decryption from the set of distributed keys is required. The
number of prime numbers in the range of 2 to 10 is shown in the first column
from the left of this table. The key generation time based on the value of the
first column from the left in the same table has ranged from 0.0643183000 to
0.1910504000 seconds. Table 4 shows the corresponding regeneration time
of the key based on the value of the first column in the third column from the
left with a fluctuation of 0.0000318000 to 0.0001568000 seconds.

Table 5 shows important key generation and regeneration times based on
the number of digits in prime numbers. The second column from the left in
this table shows the number of digits of prime numbers in the range of two
to ten. In the same table, the key generation time is listed in the third column
from the left. It has fluctuated between 0.0802372000 and 0.2263527000
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seconds. The key regeneration time is indicated in the fourth column from
the left in Table 5. It has been varying from 0.0000626000 to 0.0001400000
seconds.

5 Comparison and Performance Analysis

In this section, we have analyzed all of the results of section 4 of all different
file sizes, file types, encryption times, and key generation times. We also use
a frequency distribution graph and chi-square value to analysis all results.

A graphical representation for Table 3 is shown in Figure 3 with a contin-
uous solid line and dotted line. In this figure dotted line indicates encrypting
timeper byte on random generates a public key based on ‘e’ validated as range
1 < ‘e’ < ¢(n) and the solid line indicates the encrypting time per byte on the
particular value of ‘e’ in the public key as per the algorithm.

It has been observed that the two lines in the graph are almost the same in
nature. It is actually reflected much more difference in times per byte does
not happen for the randomly selected value of ‘e’ and the specific value
of ‘e’. The graph also shows times per byte are increased exponentially with
the incremented size of the file. So after a certain file size implementation
of this algorithm takes a huge amount of time during the encryption. This
algorithm increases encryption time per byte exponentially in both cases for
the randomly selected value of ‘e’ and the specific value of ‘e’. However,
generating ‘e’ at random improves the algorithm’s security. The analysis of

Encryption time
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Figure 3 File size versus encryption time per byte.
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Figure 4 Key generation time based on number of prime numbers.

time complexity is done to show the feasibility of the implementation of our
proposed method.

A graphical representation for Table 4 is shown in Figure 4 with a contin-
uous solid line. In this figure, the solid line indicates the key generation time
on a number of prime numbers. According to the graph, there is a tendency for
key generation time to fluctuate between 0.05000000 to 0.2000000 seconds.
Here, it generates prime numbers randomly that are also affected in the
graph. It is analyzed that if the number of prime numbers increases then key
generation time sometimes increases and also sometimes decreases because
key generation time depends on the value of prime numbers but not the
number of the prime numbers.

Figure 5 shows a continuous solid line as a graphical representation of
Table 5. The solid line in this diagram represents the key generation time
for a number of digits of prime numbers. Here it is considered six prime
numbers. According to the graph, the time it takes to generate a key gradually
increases. It generates prime numbers randomly, which have an impact on the
graph. In this graph, it shows key generation time gradually increases after a
certain number of digits of the prime number. It has been observed from the
graph that key generation time exponentially increases after more than eight
digits of the prime numbers. There are some problem may arise regarding
time management if we used prime numbers having more than ten digits in
our algorithms.
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Figure 5 Key generation time based on number of digits of prime number.

Chi-Square Test

Here we use the ‘“Pearsonian Chi-Square Value,” also known as the
“Goodness-of-Fit Chi-Square Test,” to check the non-homogeneity of the
source file and the matching encrypted file, using the formula x? =
S (f0 — fn)?/fn. The frequency of a character in the source file and the fre-
quency of the same character in the associated encrypted file are represented
by fO and fn, respectively. The Chi-square values for sample pairs of all sizes
and types of files have been determined using this chi-Square formula, and
the chi-square values of all encrypted files are listed in the sixth column from
the left of Table 3. We get very high Chi-square values for all type of files.
This high chi-square values indicate that there is very little similarity have
between the original and encrypted data. This procedure is safer as the value
of Chi-Square high are very high, and it is a widely accepted technique in the
field of cryptography.

Graphical Test for Frequency Distribution

The objective of this frequency distribution is to determine whether there
exists a consistent relationship between characters in both the source and
encrypted files. This evaluation aims to measure the security level of the
proposed method against cryptanalytic attacks. It involves a graphical com-
parison of the frequency distribution of all 256 characters in the source file
and their equivalent characters in the encrypted file.
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Comparison

This section conducts a comprehensive comparison and analysis of encryp-
tion and decryption times across original RSA, modified RSA, and proposed
RSA methodology. Tables 6 and 7 outline the performance metrics for the
original RSA algorithm developed by Rivest, Shamir, and Adleman [3],
a modified version of RSA [22], and the newly proposed N prime RSA
algorithm. Table 6 specifically focuses on encryption time results, while
Table 7 presents findings related to decryption time. Furthermore, a visual
representation of the performance, encapsulating the encryption and decryp-
tion times for the original RSA, Modified RSA, and N prime RSA schemes
is illustrated in Figures 7 and 8, respectively.

Table 6 Comparison of encryption between RSA, MRSA and N Prime RSA

File Size Traditional Modified N Prime

in (KB) RSA (Second) RSA (Second) Modified RSA (Second)
278 0.0048 0.007 0.023612848

569 0.0082 0.0091 0.037225697

923 0.0102 0.0191 0.080838545
1130 0.0175 0.0344 0.114451394

1435 0.0283 0.0626 0.128064242

1728 0.0339 0.0792 0.146770904

1977 0.0461 0.0905 0.165289939
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0.12
2 901
W
E o008
=
0.06
0.04
0.02 I I
0
278 569 923 1130 1435 1728 1977

Data size (KB)

M Encryption time in RSA M Encryption time in Modified RSA M Encryption time in proposed methodology

Figure 7 Encryption time comparison between RSA, MRSA and N Prime RSA.

Table 7 Comparison of Decryption between RSA, MRSA and N Prime RSA algorithm

File Size Original Modified N Prime Modified
in KB RSA (Second) RSA (Second) RSA (Second)
278 0.0319 0.0818 0.65898

569 0.0632 0.1569 1.02389

923 0.079 0.2344 1.25498
1130 0.0946 0.3422 1.52671

1435 0.1098 0.4027 1.71652
1728 0.1267 0.4863 1.85815
1977 0.1547 0.6716 1.96769

Table 6 and Figure 7 display a comparative analysis of encryption times.
The graphical representation indicates a noticeable increase in encryption
time with a corresponding rise in file size. It is evident from the analysis
that the proposed methodology exhibits a higher encryption time compared
to both the original RSA and the modified RSA. This extended encryption
time in the proposed N prime RSA technique can be viewed as advantageous,
as the added complexity contributes to heightened system resilience, making
it more challenging to breach within a reasonable timeframe.

Table 7 provides a comprehensive overview of the decryption times for
RSA, Modified RSA, and the proposed methodology, with a corresponding
visual representation in Figure 8 using a bar chart. The graphical comparison
highlights the escalating decryption times as file sizes increase, showcasing
the efficiency disparities among RSA, Modified RSA (MRSA), and the
proposed N prime RSA techniques.
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Figure 8 Decryption time comparison between RSA, MRSA and N Prime RSA.

The observed results indicate a notable extension in decryption time
for the proposed methodology compared to both RSA and Modified RSA
algorithms. For example, with an input file size of 1130 KB, the original RSA
demonstrates a decryption time of 0.0946 seconds, the Modified RSA takes
0.3422 seconds, while the proposed N prime RSA methodology requires
1.52671 seconds.

The graphical representations in Figures 7 and 8 collectively underscore
that both encryption and decryption times surpass those of RSA and Modified
RSA. This increase in time is deemed acceptable due to its proportional
enhancement in security within the proposed N prime RSA methodology.

6 Security Analysis and Application

The proposed N prime RSA methodology is widely used in the hospitality
industry and enables secure communication over an insecure network. Secur-
ing a Hotel Management System (HMS) is crucial to protect sensitive guest
information, booking information, and financial transactions, and ensure the
smooth operation of the business. The proposed N RSA methodology ensures
higher security of hospitality data. Security in the proposed techniques relies
on the difficulty of factoring the product of randomly generated N large
prime numbers. It is also directly related to the size of the keypool, keyuser,
and threshold value which generate some higher mathematical computation
suck as a prime number, greatest common divisor, Euler talent function,
modular arithmetic, etc. The proposed methodology generates random prime
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numbers to prevent attackers from predicting or influencing the prime selec-
tion. The suggested encryption techniques encryption typically use padding
schemes to add randomness and structure to the plaintext before encryption.
Padding helps prevent certain types of attacks, such as those based on the
mathematical properties of the proposed methodology. The implementation
of the suggested must be resistant to various side-channel attacks, such
as timing attacks and power analysis attacks as the proposed methodology
includes multi-party authentication techniques. The security of the suggested
technique is increased as compared to the original RSA and modified RSA as
suggested techniques take larger encryption and decryption time.

Applications in the Hospitality Industry

A Hotel Management System (HMS) is a comprehensive web application
solution designed to streamline and automate the operations of the hospitality
industry. It encompasses various modules and functionalities to help manage
different aspects of hotel operations efficiently. Securing a hotel management
system is crucial to protect sensitive guest information, and financial trans-
actions, and ensure the smooth operation of the business. The proposed N
prime RSA cryptography technique plays a crucial role in securing various
aspects of a hotel management system, especially when it comes to pro-
tecting sensitive data such as guest information, reservations, and financial
transactions.

Table 8 Comparison of existing hospitality industry applications

Author

Methodology

Finding Application Area

A K. Tripathy [39]
S. Cheong et al. [40]

Y. Ge et al. [41]

Manish Verma [42]

Aditya Kumar Sahu
et al. [43]

M. Dammak et al. [44]
J. T. Wosu et al. [45]

RSA Methodology
Encrypted Steganography
Quick Response (ESQR) key
Elliptical curve cryptography
and block cipher algorithm
Blockchain Technology
grayscale steganography

Internet of Things.
Embedded IoT-Enabled
Database

Management System

Smart tourism

Hotel access control system

Data security protection
system

Hostel room booking system

Hotel services

Smart hotels

Hotel room reservation
accountability
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Figure 9 Workflow diagram of N prime modified RSA in Hospitality Industry.

HMS used the proposed multi-party authentication and authorization
technique for secure user authentication. It provides higher security in the
authentication process. Only authorized users can authenticate in the system.
The proposed encryption methodology is used to encrypt customer data such
as guest information, reservation data, credit card data, and financial data. As
data is transferred unreadable format it is very difficult for an attacker to read
the content of the data. The suggested decryption process is used to convert
data unreadable to readable using our proposed N Prime RSA algorithm.
These high secure key generation, encryption, and decryption techniques
provide higher security in the hospitality industry to enhance the security of
the customer data.

7 Conclusion

This work emphasizes the crucial importance of authentication and authoriza-
tion techniques in ensuring secure transactions over the Internet, especially in
high-risk defense systems, digital financial systems, and hospitality manage-
ment systems. While single-user authorization methods have been prevalent,
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this work emphasizes the need for more robust multi-user authorization
techniques. In this paper, it has been presented a novel multiparty key
distribution method. Our experimental results show that the proposed work
successfully generates and validates keys for multiple users. In addition,
it can easily be coupled with any cryptography technique. This innovative
methodology not only bolsters security but also improves the efficiency of
multi-party authentication processes. The results of this work demonstrate
notable improvements in time complexity and resilience against various
forms of attacks, underlining the promising prospects of these methods in
enhancing online security. The proposed multi-user authentication, encryp-
tion, and decryption techniques are used in the hospitality industry to enhance
higher security of data transformation.

However, it is important to acknowledge a limitation in the proposed
method is encryption time increases exponentially. It is observed that the
encryption time exhibits exponential growth as the file size expands which
is leading to significant delays in the encryption process for larger files.
To address this challenge, a promising avenue for future research entails
devising strategies to reduce encryption time, particularly for substantial file
sizes.
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