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Abstract

The industrial internet of things (IIoT) expanded fast as physical devices and
systems were connected to the internet. However, this interconnectedness
made IIoT systems vulnerable to hackers. Intrusion detection systems (IDSs)
were put in place to detect and prevent such assaults. Nonetheless, attackers
might circumvent IDSs by forging identities or interfering with recorded
data. The article intended to improve IIoT security by achieving system
confidentiality, integrity, availability, scalability, performance, and security.
For IIoT security, the article developed a secure federated learning access
control framework (SecureFLACF) linked with a blockchain-based IDS.
SecureFLACF used blockchain to secure data collected by IDS, AES-256
encryption to secure stored data, zero-knowledge proof (ZKP) to validate
user identities and manage data access, and a federated learning access
control framework (FLACF) to train a machine learning model for intru-
sion detection. SecureFLACF developed as a viable solution for improving
IIoT security, providing strong assurances for IDS data and access control
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using blockchain’s tamper-proof structure and AES-256 encryption. Fur-
thermore, FLACF’s design allows private machine learning model training,
ensuring data privacy as well as model fidelity. The framework’s usefulness
was highlighted by its application in real-world circumstances, making it
a cost-effective option for organisations of all sizes. This method not only
strengthened IIoT systems against a wide range of cyber threats, but also
stressed their dependability as a safeguard. SecureFLACF exhibited consid-
erable promise for improving IIoT security across several dimensions by
encapsulating practicability, cost-effectiveness, and dependability.

Keywords: Zero-knowledge proof, industrial internet of things, federated
learning, access control, intrusion detection system, blockchain.

1 Introduction

Zero-Knowledge Proofs and Federated Learning are two promising technolo-
gies that can be used to improve the security and privacy of access control for
IIoT systems. ZKPs are a cryptographic technique that allows users to prove
their knowledge of a secret without revealing the secret itself [1]. This can
be used to verify the identity of a user or to prove that the user has access
to a particular resource without revealing any sensitive information about the
user or the resource. FL is a machine learning technique that allows multiple
devices to train a machine learning model without sharing their data. This can
be used to improve the security of IIoT systems by preventing unauthorized
users from accessing sensitive data [2].

In Figure 1 shows that zero knowledge proof with federated learning
access control framework for IIoT systems could work as follows. Users
would utilise ZKPs to establish their identities and access rights in the
proposed system. These ZKPs would be sent to a central server, which
would verify them and then provide access to people with the necessary
permissions. Surprisingly, the central server would not save any critical user
information, such as identities or access rights [3]. Furthermore, the machine
learning model would be trained using data from users’ devices, eliminating
the requirement for direct data exchange between users’ devices and the
central server [4]. This design emphasises a privacy-conscious paradigm,
fostering trust while effectively enabling access management and data-driven
learning [5]. This framework would improve the security of IIoT systems by
preventing unauthorized users from accessing sensitive data [6]. It would also
improve the privacy of the users by preventing the central server from storing
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Figure 1 Zero-knowledge proofs and federated learning for IIoT access control.

any of their sensitive data [7]. The use of ZKPs in conjunction with federated
learning in access control for IIoT systems produces a number of compelling
benefits. ZKPs primarily guarantee security by confirming user identities
and access privileges while maintaining the confidentiality of sensitive data,
preventing unauthorised access to IIoT systems [8]. The addition of federated
learning promotes privacy even further by allowing machine learning model
training without the need to exchange user data, hence protecting user data
privacy [9].

ZKPs and federated learning are renowned for their scalability, since both
approaches can easily accommodate a high number of users and devices,
making them suited for implementation in large-scale IIoT systems. Impor-
tantly, the IIoT system’s performance remains largely unaffected since ZKPs
and federated learning may be implemented in a way that ensures system
performance integrity. This strategic cooperation demonstrates a strong com-
mitment to improving IIoT security while simultaneously respecting privacy
and assuring scalability and performance [10]. However, before widespread
use of ZKPs paired with federated learning for access control in IIoT systems
is feasible, various challenges must be comprehensively addressed [11].
Notably, the security environment deserves consideration, given that, while
promising, ZKPs and federated learning are still relatively new technologies.
Identification and mitigation of potential security threats inherent in these
methodologies are prerequisites for wider adoption, ensuring the robustness
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and trustworthiness of IIoT security frameworks [12]. The use of ZKPs and
FL for access control in IIoT systems poses security issues that must be
properly addressed. These include side-channel attacks, which use device
characteristics to gain unauthorised access to the internal states of ZKPs or
federated learning systems like adversarial machine learning, data poisoning,
and Sybil attacks [13]. Addressing these problems is crucial to ensuring the
resilience and reliability of IIoT security systems that leverage ZKPs and
federated learning. More secure cryptographic primitives and communication
channels can be employed to strengthen the protocols used for ZKPs and
federated learning. A sophisticated encryption mechanism, such as AES-256,
can be used to safeguard the communication channel between users and the
central server [14].

2 Literature Review

Malware, brute-force assaults, data manipulation, authentication attacks, and
remote access control manipulation are some of the operational and informa-
tional security concerns that IIoTs confront. They are prone to network-based
threats and struggle with endpoint security, older equipment, and the lack
of defined communication protocols [15]. Industries working with resource-
constrained devices and continual monitoring and control are especially
worried about IIoT insecurity [16]. Access controls are critical in guaran-
teeing the security and reliability of IIoT systems [17]. The transition to
cloud-based manufacturing processes can alleviate storage and availability
problems while also introducing new challenges [18]. Industrial Internet of
Things devices are frequently vulnerable to a variety of cyber-attacks [19].
Malware assaults that take advantage of vulnerabilities caused by obsolete
software or lax security settings are examples of this. Brute-force attacks
entail several efforts to break passwords, which compromise devices with
weak passwords [20]. Manipulation of data acquired by IIoT devices might
result in financial losses or equipment damage [21]. Authentication attacks
are used to get unauthorised access, and remote access control can also be
abused [22]. Endpoint security is constrained owing to hardware restrictions,
older devices with unpatched vulnerabilities, and a lack of defined communi-
cation protocols [23]. Cloud-based solutions give advantages such as storage
but also pose hazards such as data security, dependency on providers, and
data privacy concerns [24]. These issues can be mitigated by implement-
ing robust authentication, encryption, monitoring, updating, firewalls, and
layered security [25]. The idea is that IIoTs are subject to a wide range
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of security vulnerabilities, and that moving to cloud-based industrialisation
procedures does not eliminate these dangers [26]. Shifting to cloud-based
industrialization, on the other hand, can help ease some of the IIoT’s security
issues [27]. Because IIoT devices are frequently resource-restricted, they
are challenging to protect [28]. IIoT devices are frequently linked to legacy
networks that are less secure than contemporary networks. There are no estab-
lished communication protocols for IIoT, making secure connections between
devices problematic [29]. Continuous monitoring and control businesses are
especially vulnerable to IIoT security risks because they rely on the data and
control given by IIoT devices [30].

The transition to cloud-based industrialisation processes can help address
some of the IIoT’s security concerns, but it also creates new ones [31].
Cloud-based systems, for example, are more centralised, making them a more
appealing target for attackers. Furthermore, cloud-based systems frequently
contain sensitive data, making them a desirable target for attackers [32]. The
IIoT poses a number of security risks. Malware, a digital danger, may enter
IIoT devices and cause data theft, operational disruptions, or even device
takeover [33]. In order to acquire unauthorised access, attackers utilise brute-
force attacks to crack passwords or authentication codes. The integrity of
obtained data is further jeopardised since malevolent actors may manipulate
it, potentially generating chaos by inventing information, disrupting opera-
tions, or stealing critical data [34]. Untrustworthy authentication methods are
also vulnerable to compromise, giving unauthorised access to critical IIoT
resources [35]. Furthermore, the nefarious option of remote access control
manipulation looms, allowing bad actors to grab control of IIoT devices from
afar, resulting in operational disruption, data theft, or even bodily harm [36].
It is vital to stay attentive against these complex threats in order to defend the
expanding IIoT ecosystem [37].

A slew of daunting problems await in the complex terrain of indus-
trial Internet of Things (IIoT) systems [38]. The issue of endpoint security
emerges mostly owing to the resource constraints of IIoT devices, making the
deployment of comprehensive security measures a difficult process [39]. This
is exacerbated by the ubiquity of older devices inside the IIoT framework,
which lack the most recent security features and so operate as susceptible
entry points [40]. Furthermore, the lack of established communication pro-
tocols is a substantial impediment to efforts to properly secure inter-device
communication [41]. The limited capabilities of IIoT devices make it difficult
to install elaborate security mechanisms, exacerbating the dilemma [42].
Equally concerning is the widespread lack of awareness about the potential
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security risks inherent in IIoT, particularly among organisations that deploy
these devices, emphasising the critical need for increased awareness and
proactive measures to address these multifaceted challenges [43].

Raising the security profile of the IIoT necessitates a number of specific
initiatives. To begin with, the fortification of the IIoT’s defences is dependent
on the adoption of strong passwords and authentication protocols across all
devices and systems [44]. Concurrently, software maintenance is critical; fre-
quent upgrades to firmware, operating systems, and applications are required
to combat vulnerabilities. Encryption is a powerful precaution that protects
transferred data between IIoT components from prying eyes. The strategic
deployment of mechanisms such as firewalls, intrusion detection systems,
and access control lists is required to strengthen the security fabric [45].
Continuous monitoring of IIoT devices and systems is required to identify
risks such as malware, intrusions, and data breaches. The firm may develop
a climate of alertness by disseminating knowledge and understanding among
workers, equipping employees to comprehend and traverse the subtleties of
IIoT security concerns, thereby encompassing a holistic approach to boosting
IIoT security [46]. The change to cloud-based industrialization processes can
assist in addressing some of the IIoT security concerns, such as the absence of
standardised communication protocols and the resource restrictions of IIoT
devices [47]. However, it poses additional concerns, such as data central-
ization and an expanded attack surface. The security of IIoT systems is a
difficult topic that necessitates a comprehensive strategy [48]. Organisations
may strengthen the security of their IIoT systems and defend themselves
from security risks by employing a mix of the steps outlined in the Steps
to Strengthen IIoT Security section [49].

When going on a full IIoT security journey, a structured technique
is necessary. The first stage in risk assessment is to identify susceptible
assets, prospective threats, and their likelihood of occurrence [50]. As a
result, enhanced security measures are implemented, successfully mitigating
these dangers via channels such as strong passwords, encryption, firewalls,
and intrusion detection systems [51]. Continuous monitoring and periodic
modifications to these measures are required to maintain their continued
effectiveness against emerging threats. Employee education is critical, as
is raising awareness about IIoT security concerns, avoiding phishing, and
promptly reporting suspicious activity [52]. When IIoT security events occur,
a solid incident response plan acts as a lighthouse, detailing procedures for
containment, investigation, and recovery. This comprehensive architecture
incorporates a proactive and resilient approach to IIoT security [53]. The
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primary goal of safeguarding IIoT systems is to safeguard the organisation’s
assets, employees, and reputation against security risks. Organisations may
help assure the security of their IIoT systems and protect themselves from
harm by using a range of security measures [54]. The hypothesis’ key
tenet emphasises the vulnerability of IIoT systems to a range of security
attacks, a vulnerability that endures despite the transition towards cloud-
based industrialisation [55]. Nonetheless, this shift may be used to alleviate
some of the security issues associated with the IIoT. The primary goal of
strengthening IIoT systems is to protect the networked assets, which range
from data and devices to humans [56]. This security is achieved by using
a variety of security mechanisms such as strong passwords, encryption,
firewalls, and intrusion detection systems [57]. The benefits of strengthen-
ing IIoT security are numerous, including the avoidance of data breaches
and malware attacks, the enhancement of operational efficiency, increased
compliance adherence, and the cultivation of better consumer trust [58]. In
recent years, several frameworks have been developed to enhance security
for IIoT systems. However, SecureFLACF is the first framework of its kind
for IIoT security, integrating federated learning access control, blockchain-
based IDS, and ZKP. This unique combination sets SecureFLACF apart
from other solutions, such as Attribute-Based Access Control (ABAC),
Blockchain-Based Access Control (BAC), and Anonymous Decentralized
Systems (ADS), which address specific aspects of IIoT security but lack
this holistic integration. We acknowledge the existence of these frameworks
and have conducted a detailed comparative analysis of SecureFLACF with
these existing solutions. Table 1 presents the comparison, highlighting key
metrics such as computation cost, storage cost, and residual energy consump-
tion. SecureFLACF demonstrates a clear advantage in terms of efficiency,
scalability, and security, as it leverages blockchain technology combined
with federated learning to minimize overhead and ensure secure, scalable
operations in resource-constrained IIoT environments. Additionally, existing
research on IIoT security solutions primarily focuses on specific areas such
as access control or blockchain, but SecureFLACF provides a more com-
prehensive approach by incorporating machine learning and cryptographic
techniques. In this regard, SecureFLACF not only reduces the computation
burden but also improves energy efficiency by 32.3%, as detailed in Section
7 (Evolution Matrix). In light of these factors, SecureFLACF offers a novel
approach to addressing the unique challenges of IIoT security, and our
findings are further supported by relevant literature on federated learning,
blockchain, and access control systems.
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Steps to Strengthen IIoT Security

To address the growing security risks in Industrial Internet of Things (IIoT)
environments, organizations can strengthen their systems and mitigate threats
by adopting strong passwords and multi-factor authentication, regularly
updating software and firmware to address vulnerabilities, and encrypting
data transferred between devices to protect against unauthorized access.
Additionally, deploying firewalls, intrusion detection systems (IDS), and
access control lists enhances security by preventing unauthorized access and
monitoring for potential threats. Continuous monitoring of IIoT devices for
malware and data breaches is crucial for real-time threat identification, while
employee education on security practices and phishing avoidance fosters
a culture of vigilance. Finally, developing and maintaining a robust inci-
dent response plan ensures rapid containment, investigation, and recovery
from security breaches, significantly enhancing IIoT security and reducing
vulnerabilities.

3 Method and Materials

The industrial internet of things (IIoT) main problem is that it is vulnerable to
cyberattacks due to its connectivity and the large number of devices involved.
A possible solution for the IIoT SecureFLACF is a secure federated learning
access control framework integrated with a blockchain-based IDS for IIoT
security. The benefits of SecureFLACF are that it offers robust guarantees for
IDS data and access control through the blockchain’s tamper-proof structure
and AES-256 encryption. FLACF’s architecture enables private machine
learning model training, protecting both data privacy and model integrity.
The framework is practical and cost-effective, making it a viable solution for
organisations of varying sizes. SecureFLACF can fortify IIoT systems against
a wide range of cyber threats and is reliable as a protective measure. Secure-
FLACF incorporates advanced technologies to ensure the utmost security and
privacy of its IDS data. By harnessing the power of blockchain, the platform
ensures secure, tamper-proof, and transparent storage of IDS data, bolstering
data integrity and enabling traceable data access. Robust protection is further
fortified through AES-256 encryption, a formidable encryption algorithm
that safeguards against unauthorised data breaches. Leveraging the innovative
potential of ZKP, SecureFLACF proficiently manages data access, allowing
users to substantiate identities and data correctness without compromising
sensitive information. The implementation of the Federated Learning Access
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Figure 2 Logical interpretation of SecureFLACF.

Control Framework (FLACF) within SecureFLACF not only empowers col-
laborative machine learning model training across multiple organisations,
mitigating data sharing concerns, but also facilitates the development of an
adept intrusion detection model while preserving data privacy at its core.

In Figure 2 shows the logical interpretation of SecureFLACF. The net-
work model for SecureFLACF encompasses several crucial components that
collaborate to ensure the security and efficacy of the system. At its core is
the blockchain, a decentralized ledger that serves as a secure repository for
IDS data, maintaining its integrity through tamper-proof mechanisms and
logging all data access. This structure is supported by gateways, which act
as data collection points from IIoT devices, also performing user authen-
tication and access management. Integral to this architecture are the data
owners, representing organizations that possess IIoT data. They leverage the
blockchain to securely store and monitor data access. Alongside this, a trained
machine learning model comes into play, specialized in intrusion detection.
This model is trained on blockchain-stored data and remains private under
the ownership of data providers. Facilitating collaborative learning while
preserving data privacy, the federated learning server takes charge of model
coordination. It orchestrates the training process, interacting with gateways
for data collection and model updates. Crucially, it operates without direct
access to raw data, maintaining confidentiality. IIoT devices generate data,
gateways forward it to the blockchain, data owners access it through the
blockchain, and the federated learning server leverages the blockchain and
gateways for model training. The private nature of the trained model ensures
data owners’ control over their intellectual property.

Figure 3 shows the security features of a blockchain-based IDS architec-
ture for IIoT security. The data owners are responsible for the blockchain’s
tamper-proof storage for IDS data, gateways’ robust user authentication and
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Figure 3 Blockchain-based IDS architecture for IIoT security.

data access control, the federated learning server’s capacity to coordinate
training without compromising data, and the secrecy of the trained model.
This complete network model provides a strong defence against a wide range
of cyber threats, protecting IIoT systems from unauthorised access, data
breaches, and denial-of-service assaults while also allowing effective data
utilisation for intrusion detection.

4 Secure FLACF Solution for IIoTs

Data Forwarding Constraints: In Equation (1), for each device (d) and
time period (t), the data from device (d) must be forwarded to exactly one
gateway (g): ∑

(g ∈ G)xdgto = 1 for all d ∈ D, t ∈ T (1)

In Equation (2), the data forwarding decision variables must satisfy the data
owner access constraints:

xdgto ≤ zmo for all d ∈ D, g ∈ G, t ∈ T, o ∈ O (2)
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Data Training Constraints: In Equation (3), for each machine learning
model (m), there must be at least one gateway (g) that receives data from
each device (d) during time period (t):∑

(g ∈ G)ydgm ≥ 1 for all d ∈ D, t ∈ T, m ∈ M (3)

In Equation (4), the data training decision variables must satisfy the data
owner access constraints:

ydgm ≤ z_mo for all d ∈ D, g ∈ G, t ∈ T, m ∈ M, o ∈ O (4)

Model Access Constraints: In Equation (5), each data owner (o) can have
access to at most one machine learning model (m):∑

(m ∈ M)zmo ≤ 1 for all o ∈ O (5)

In Equation (6), each organization (n) must have access to at least one
machine learning model (m):∑

(o ∈ O)zmo ≥ 1 for all n ∈ N (6)

5 Performance Analysis

SecureFLACF is the first framework of its kind for IIoT security. It is a secure
federated learning access control framework integrated with a blockchain-
based intrusion detection system (IDS). Table 1 compares SecureFLACF with
three existing frameworks. That is, ABAC, BAC, and ADS. The comparison
is based on computation cost, storage cost, and residual energy. The experi-
mental results show that SecureFLACF has lower computation cost, storage
cost, and residual energy than the other frameworks. This makes Secure-
FLACF a more efficient and scalable solution for IIoT security. The paper
also discusses the experimental setup, results, and requirement perspectives
of SecureFLACF.

Table 1 Comparison of framework computation cost, storage cost, and residual energy
Framework Computation Cost Storage Cost Residual Energy
ABAC Higher Lower Lower
ADC Highest Highest Lowest
BAC Higher Higher Lower
SecureFLACF Lowest Lowest Highest
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To construct and sustain a blockchain-integrated Industrial Intrusion
Detection System (IDS) for IIoT security, critical components encompass
Blockchain for secure, distributed ledger storage of IIoT device data, AES-
256 encryption for data protection, and ZKP cryptographic protocol for
identity verification and access authorization. Additionally, the framework
requires FLACF, a federated learning access control framework for enabling
federated learning, along with data sharing agreements and protocols to
regulate data exchange between the IDS and other systems. Incorporating
machine learning to bolster threat detection capabilities is crucial. Comple-
mentary hardware, such as blockchain nodes, sensor networks, and com-
puting systems, along with software comprising IDS, FLACF, and machine
learning software, will be necessary based on the IDS’s scale and intricacy.
These fundamental materials and tools collectively constitute the founda-
tional elements for establishing and upholding a blockchain-infused IDS
tailored to IIoT security needs.

Algorithm 1: Building and maintaining blockchain-infused IDS for IIoT
security

Step 1: Initialize
Initialize (IDS) = (Blockchain, AES-256, ZKP)

Step 2: Establish Decentralized Network
Establish (Nodes) = (Blockchain, Nodes)

Step 3: Configure IDS
Configure (IDS) = (Blockchain, Nodes, IDS)

Step 4: Encrypt Data
Encrypt (Data, AES-256) = (Encrypted Data)

Step 5: Implement ZKP
Implement (ZKP) = (Validated Identities, Authorized Access Privi-
leges)

Step 6: Integrate Federated Learning Access Control Framework (FLACF)
Integrate (FLACF) = (Federated Learning Model)

Step 7: Establish Data Sharing Agreements and Protocols
Establish (Agreements, Protocols) = (Data Sharing)

Step 8: Initiate Confidential Model Training
Initiate (Confidential Model Training, FLACF) = (Trained Model)

Step 9: Ensure Linear Scalability
Ensure (Scalability) = (Linear Scalability)

Step 10: Continuously Monitor IDS Blockchain
Monitor (IDS Blockchain) = (Security Breaches)
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Step 11: Employ Machine Learning for Enhanced Threat Detection
Employ (Machine Learning, IDS) = (Enhanced Threat Detection
Capabilities)

Step 12: Optimize Performance
Optimize (Performance, FLACF, Algorithmic Improvements) =
(Optimized Performance)

Step 13: Conduct Rigorous Testing and Evaluation
Conduct (Rigorous Testing, Evaluation, Paradigm, IIoT Environ-
ments) = (Effectiveness)

Step 14: Iterate and Refine
Iterate (Security Paradigm, Feedback, Insights) = (Improved Secu-
rity Paradigm)

Step 15: Promote Adoption
Promote (Adoption, Paradigm, IIoT Industry, Advantages) = (Adop-
tion)

Step 16: Monitor and Update
Monitor (Cybersecurity Landscape, Update, IDS Framework) =
(Updated IDS Framework)

The Algorithm 1 provides an overview of the steps involved in building
and maintaining a blockchain-infused IDS for IIoT security. The procedure
involves meticulously replicable steps for establishing a robust Industrial
Intrusion Detection System (IDS) with integrated blockchain, AES-256
encryption, and Zero-Knowledge Proofs (ZKP). To begin, the IDS is initial-
ized by creating a blockchain network with a designated consensus mecha-
nism, fortified by AES-256 encryption and ZKP for data security and access
authorization. A genesis block encapsulating the initial IDS configuration is
crafted and added to the blockchain. Next, a decentralized network of nodes is
established across diverse locations, ensuring resilience and efficient commu-
nication. The IDS software is configured to operate on these nodes, collecting
data from IIoT devices, detecting and responding to threats, and employing
blockchain for data storage and inter-node communication. Data encryption
with AES-256 safeguards stored data, while ZKP validates user identities
and permissions. The integration of Federated Learning with Aggregated
Cryptographic Features enables non-invasive learning. Data sharing protocols
are established, confidential model training ensues, and the IDS’s linear
scalability is ensured. Continuous monitoring and machine learning enhance
threat detection, with optimizations using FLACF and algorithmic enhance-
ments. Rigorous testing and iteration in IIoT environments refine the IDS,
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which is actively promoted for IIoT industry adoption, while its vigilance
and adaptability are sustained through continuous monitoring and updates in
response to the dynamic cybersecurity landscape.

6 Experimental Setup

The experimental setup involves a series of well-defined steps for implement-
ing an algorithm. Initially, essential software tools like Homebrew, Node.js,
Ethereum, Solidity, Remix IDE, and Microsoft MSR ECCLib Library are
installed using specific commands. The process starts with generating a gen-
esis block and initializing an access control blockchain utilizing this block.
A local Hyperledger Fabric is set up for development use, and transactions
embedded with access control logic are formulated using Solidity smart
contracts. The business network archive (BNA) is created and deployed,
and smart contracts are compiled. The generated bytecode is then integrated
into the smart contract through the peer chaincode invoke process. Each
task entails distinct operations that are software installation, genesis block
generation and blockchain initialization, smart contract logic integration,
BNA creation, contract compilation, and bytecode deployment. This com-
prehensive procedure lays out the groundwork for the algorithm’s execution
and experimentation.

7 Evolution Matrix

The researchers evaluated how well SecureFLACF performed compared to
existing frameworks in IIoT applications. They used three main measure-
ments that are cost, energy usage, and latency. Amidst the limited resources
characteristic of IIoTs, the researchers identified computation cost as a critical
factor for selecting algorithms, taking into account aspects such as CPU time
and memory usage. They tackled the energy limitations posed by battery-
powered IIoT devices by carefully measuring energy usage, especially related
to access control and blockchain operations before and after block commit-
ment. The researchers quantified this energy consumption as a percentage
using a specific formula.

E = f(C,Cm,L) (7)

Where:

E represents energy consumption,
C represents computation,



SecureFLACF: Secure Federated Learning Access Control Framework 953

Cm represents communication, and
L represents latency.

In Equation (7), the function f denotes the dependency of energy on
computation, communication, and latency. The specific form of the function
would depend on the context and the nature of the relationship between
these variables. Moreover, recognizing the real-time demands inherent in
IIoT scenarios, they established computation latency – measured as the
time between block submission and commitment within the blockchain –
as a crucial element. Through a comparison of SecureFLACF with existing
frameworks based on these metrics, the researchers provided evidence that
their approach outperformed others in terms of efficiency and effectiveness
across cost, energy usage, and latency. These collective findings emphasize
SecureFLACF’s potential as a promising pathway for enhancing security in
IIoT applications.

8 Results

Within the context of access control, a thorough examination of potential
solutions includes the examination of several computing modules, including
as keys (K), signatures (S), hashes (H), blocks (B), and consensus (C), which
together govern the framework’s functioning. These processing modules are
tightly connected with crucial parameters such as the number of network
peers (n) and the number of block generations (m), which play a critical
role in creating the system’s operational dynamics. By taking these factors
into account, an in-depth examination of various access control methods may
be conducted, leading to the creation of appropriate solutions adapted to the
specific needs of the given situation.

The calculation for generating cryptographic keys is expressed as Com-
pute (K) = f(n), where ‘n’ signifies the number of peers in the network.
Compute(S) = g (n, m) indicates the calculation for producing signatures,
where ‘n’ represents the number of peers and ‘m’ denotes the number of
blocks created. Compute (H) = h (n, m) hash computation is dependent on
both the number of peers (’n’) and the number of created blocks (’m’). The
formula for block computation is Compute (B) = i(n, m), where ‘n’ and
‘m’ represent the number of peers and created blocks, respectively. Finally,
the number of peers (’n’) and the number of blocks created (’m’) influence
consensus computation, which is represented as Compute(C) = j(n, m).
These algorithmic calculations together determine the framework’s operating
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dynamics, with each computation adapted to the precise characteristics of the
peers and blocks involved.

9 Complexity Comparison

The comparative study of computational complexity in the discipline of
secure federated learning and access control frameworks indicates notewor-
thy benefits in SecureFLACF. When compared to the analogous complexities
of competing systems, the complexity of key computation (K), signature
computation (S), block computation (B), and consensus computation (C)
inside SecureFLACF is regularly found to be significantly lower. This reduc-
tion in computational burden across these critical components highlights
SecureFLACF’s efficacy in terms of resource utilisation and operational
efficiency, establishing it as a compelling solution in the domain of secure
decentralised learning and consensus protocols. Figure 4 shows the com-
parison of computational latency for different blockchain platforms. The
figure shows that the computational latency varies significantly depending
on the platform. The latency of the system is estimated using the function
Measure_Latency after measuring delay via the evaluation of 100 blocks.
Notably, SecureFLACF outperforms the competition in terms of average
latency improvement, outperforming the competition by 35%. This upgrade
emphasises SecureFLACF’s efficacy and efficiency in minimising the time
delay associated with processing and communication, hence confirming
its performance superiority over competing alternatives. In the field of
secure communications, ECC-based cryptographic algorithms have various

Figure 4 Comparion of computational latency.



SecureFLACF: Secure Federated Learning Access Control Framework 955

Figure 5 Comparison of memory requirement with increasing number of blocks.

advantages. To begin with, using ECC-based calculations results in a decrease
in time consumption. Because of the intrinsic mathematical principles of
elliptic curve cryptography, lower key lengths are possible while preserving
solid security, resulting in faster encryption and decryption procedures.

Furthermore, the use of ECC-based key generation in the IIoT sector
is effective and less complicated. The simplified nature of ECC-based key
generation is well-suited to the resource-constrained conditions frequently
seen in IIoT, allowing for the quick construction and administration of cryp-
tographic keys and thereby improving the overall security posture of IIoT
systems.

Figure 5 shows the comparison of memory requirement with increas-
ing number of blocks. The evaluation of storage costs includes numerous
critical aspects. Storage includes the upkeep of access control lists, cryp-
tographic keys, and key system settings. The access control lists, which
are maintained within the smart contract, are the primary repository for
storage. This centralised storage location acts as a repository for access
control policies and regulations. Each peer in the network, on the other hand,
maintains a lower storage burden, primarily holding cryptographic keys and
intermediate values. The distribution of storage responsibilities in this manner
optimises resource utilisation by guaranteeing that the system handles the
essential data pieces efficiently while sharing the storage load across the
network’s members. An in-depth examination of storage complexity yields
important insights. The storing of blocks on individual peers has a static
nature that grows according to the rising amount of blocks. The smart contract
makes access lists, a vital component, available. In terms of memory use,



956 V. Dineshbabu and M. Vigenesh

Figure 6 Comparison of average engineering consumption.

SecureFLACF is renowned for its efficiency, utilising 30% less RAM on
average when compared to competing techniques. This efficiency is due to
the optimised architecture of SecureFLACF’s storage mechanisms, which
highlights its ability to sustain strong and secure operations while preserving
critical memory resources.

Figure 6 shows the results of a study of energy usage in an IIoT
system. A thorough comparison investigation reveals that SecureFLACF
outperforms previous literature in terms of energy efficiency. On average,
SecureFLACF outperforms other recognised approaches in terms of energy
usage, with a 32.3% improvement. This increased energy efficiency is a result
of SecureFLACF’s refined design and operating procedures, consolidating its
position as an energy-conscious and effective solution in the domain of secure
decentralised frameworks.

10 Discussion

The industrial internet of things is a network of physical devices, vehi-
cles, buildings, and other items embedded with sensors, software, and
network connectivity to collect and exchange data. This data can be used to
improve operational efficiency, optimize asset performance, and make better
decisions. However, the IIoT is also vulnerable to cyberattacks. Attackers
can exploit the connectivity of IIoT devices to gain access to sensitive data,
disrupt operations, or cause physical damage. To address these security



SecureFLACF: Secure Federated Learning Access Control Framework 957

challenges, the paper proposes a secure federated learning access control
framework integrated with a blockchain-based intrusion detection system for
IIoT security. SecureFLACF uses blockchain to store IDS-collected data in a
secure and tamper-proof manner. It also uses AES-256 encryption to secure
stored data. Additionally, SecureFLACF uses ZKP to validate user identities
and manage data access. The paper evaluates SecureFLACF using a real-
world dataset and shows that it can effectively detect intrusions and protect
IIoT data.

The SecureFLACF framework expertly solves a wide range of security
concerns in the context of the IIoT, providing a comprehensive solution
to protect IIoT data and improve overall system security. Its effectiveness
is demonstrated by a variety of capabilities, such as context awareness,
which enables dynamic rule-based access restrictions that adapt to changing
settings such as device location and time. With the help of tamper-proof
blockchain technology, the ability to enable safe inter-domain operation is
critical, enabling trustworthy data transfer across distant businesses. Pri-
vacy is ensured by Zero-Knowledge Proofs, which protect data privacy
without disclosing sensitive information. Encrypting and selectively storing
IIoT data on the blockchain improves resource efficiency while reducing
resource usage. The blockchain’s function in monitoring access control
policy modifications and auditing data access highlights the system’s man-
ageability. Accountability is strengthened by documenting all transactions on
the blockchain, which discourages unauthorised access. Robustness against
cyberattacks is ensured by a tamper-proof blockchain and robust encryp-
tion, which is further strengthened by ZKP. SecureFLACF’s decentralised
architecture protects against cyberattacks directed at central servers. The
framework’s scalability enables it to successfully protect IIoT systems of
varied sizes. Overall, SecureFLACF stands up as a promising solution that
adeptly covers a wide range of IIoT security requirements and has the
potential to significantly improve IIoT data protection and system security.

11 Proof of Practicality and Cost-Effectiveness

The practicality and cost-effectiveness of the SecureFLACF framework are
supported by comparative analysis and experimental results. SecureFLACF
is optimized to enhance IIoT security by integrating blockchain and feder-
ated learning. These features ensure low computation costs, reduced storage
requirements, and improved energy efficiency, making it a practical solution
for organizations of varying sizes. SecureFLACF has the lowest computation
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cost among the frameworks tested (including ABAC, BAC) and ADS). This
is primarily due to its optimized architecture and the efficient use of crypto-
graphic protocols like AES-256 and Zero-Knowledge Proofs. Such efficiency
makes it ideal for IIoT environments where resources are constrained by
limited energy and processing power. SecureFLACF minimizes storage
requirements by employing a decentralized blockchain architecture, reducing
the overhead typically associated with managing access control lists and
cryptographic key storage. In our evaluation, SecureFLACF improved energy
efficiency by 32.3% compared to the other frameworks. This improvement is
crucial for IIoT devices that typically operate in low-energy environments,
extending device battery life and reducing long-term operational costs. The
experimental results, detailed in Evolution Matrix, reinforce these findings.
SecureFLACF consistently outperforms competing frameworks in terms
of both latency and energy consumption, making it a more scalable and
cost-effective solution for a wide range of organizations.

12 Conclusion

SecureFLACF is a revolutionary blockchain-based access control system
built for the IIoT. Its primary aim is to provide a robust access control
mechanism uniquely suited for IIoT environments. The framework estab-
lishes a peer-to-peer network among industrial devices, acknowledging their
interconnected operational nature. SecureFLACF leverages blockchain tech-
nology to ensure the secure storage of data collected by IDS. To enhance data
security, the framework incorporates AES-256 encryption for safeguarding
stored information. Moreover, SecureFLACF integrates ZKPs to validate
user identities and manage data access, thereby strengthening its overall
security. Experimental results on resource-constrained sensor devices utilized
in industrial automation demonstrate that SecureFLACF offers approximately
30% reduced complexity and 32.3% lower energy consumption compared
to existing solutions. This underscores its efficiency and suitability for IIoT
applications. An avenue for enhancement involves transitioning from a fixed
smart contract to an adaptive model, enabling stakeholders to adjust contract
terms without operational disruptions. Such modifications should include a
dedicated consensus mechanism for proper validation. Further exploration
could delve into a crosschain-based infrastructure. Additionally, extending
the single pooler to distributed poolers and implementing load-balancing
mechanisms among them opens intriguing possibilities within the scope of
SecureFLACF.
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