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Abstract

This study presents a detailed survey on the use of the Internet of Things
(IoT) for predictive maintenance and monitoring of cultural heritage, focus-
ing on museums and exhibitions. The integration of IoT in these fields
offers significant potential for optimizing maintenance and supervision of
heritage resources while also enhancing maintenance strategies. This review
examines the application of IoT devices, data analysis, and predictive algo-
rithms in monitoring the state of heritage resources to improve tourist
experiences and conserve cultural resources. Key enabling technologies can
enable adaptive interactions and engagement with enhanced navigation. Visu-
alization technologies are also common, offering hands-on displays. The
study also emphasizes the value of accessibility and interactivity, providing
personalization and content sharing features. Several initiatives prioritize the
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delivery of digital content through mobile applications, internet browsers,
and downloadable resources.This study examines how IoT-enabled predictive
maintenance systems can recognize potential hazards, like resource decay or
environmental dangers, enabling immediate action. This survey also high-
lights trends, challenges, and future research in IoT and cultural heritage
monitoring.

Keywords: IoTs, heritage monitoring, predictive maintenance, trends.

1 Introduction

Hazards for heritage buildings includes potential losses related to fears and
ecological susceptibility. These threats can be minimized by decreasing
susceptibility or by optimizing environmental circumstances. Operative risk
managing strategies are vital for heritage buildings in order to decrease expe-
riencing threats and reduce penalties. Current researches in precautionary
preservation have concentrated on evaluating and discussing these threats in
order to shelter heritage resources [1].

Predictive maintenance (PM) and monitoring in CH involve the practical
usage of technology in order to predict and report possible problems before
they increase. This technique guarantees the conservation of valuable objects,
shrines, and places for future generations. This method is substantial because
it permits the timely recognition and minimization of dangers to CH, avoid-
ing permanent loss. By implementing innovative technologies, researchers
can promise the sustainable conservation of CH, protecting these precious
resources for up-coming generations [2].

At present, the preservation and supervision of CH deal with several chal-
lenges in Pakistan. Previous approaches depended upon reactive methods, in
which maintenance was conducted once degradation turned out to be visible.
This method can result in great damage, particularly to delicate historical
objects. In addition, insufficient grant worsens the challenges related to
preserving and monitoring CH [3, 4].

Innovative technological solutions are demanded in order to overcome
these challenges. PM proposes a practical substitute for outdated approaches
by using sensors, data evaluation, and predictive algorithms to monitor the
state of CH instantly. PM can sense initial indications of damage by collecting
and examining data constantly [4].
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In our integrated global community, the conservation of cultural heritage
(CH) is a supreme responsibility that requires careful monitoring as well
as maintenance [5]. But conventional strategies for heritage management
(HM) usually meet noteworthy challenges, which comprise limited resources,
ineffective monitoring strategies, and complications in timely action [6, 7].
These challenges present a risk to enduring sustainability as well as the
preservation of valuable heritage resources [5].

In order to tackle these challenges in Pakistan, the Internet of Things
(IoT) technology can propose several advantages in the area of HM as well
as predictive maintenance (PM) [8]. IoT integrates objects in order to deliver
continuous communication along with related information to anybody, at any
instant and anywhere [8]. By integrating IoT devices and sensors along with
data analytics, heritage sites in Pakistan can be constantly monitored in real-
time, facilitating the initial discovery of damage as well as the application
of timely initiatives so as to lessen possible damage [8, 9]. This pioneering
method not only contributes to the development of durable and robust cultural
landscapes in Pakistan but additionally improves the efficiency of heritage
conservation initiatives. Wireless Sensor Networks (WSNs) play a vital part
in IoT network for the preservation of CH. WSNs comprise of sensors
installed all over the heritage spots to monitor ecological conditions, physical
strength, along with possible dangers continuously [9]. Also, the addition of
supporting technologies for instance Building Information Modeling (BIM)
optimizes the abilities of IoT in the management heritage resources. BIM
is beneficial in imagining, integrating, and investigating the physical and
functional features of buildings throughout their lifespan [10–16]. It com-
bines multidisciplinary data and helps in resourceful collaboration along
with informed decision-making [17]. The implementation of BIM in cultural
buildings has demonstrated to be effective. Reconstructing 3D models is
the foremost task to integrate culturally historical buildings into a BIM
atmosphere. Numerous researchers have concentrated on this prerequisite,
whereas several other researchers have discovered different characteristics
of BIM. For an instance, the study [18] employed an organized method to
heritage preservation, comprising of different studies. The study employed
remote sensing methods, 3D modeling in a BIM environment, along with
conceptual framework applied to Heritage BIM (HBIM) in order to pro-
duce an inclusive Digital Twin for the management of architectural objects.
Figure 1 a) shows vertical connectors via longitudinal injections, whereas
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Figure 1 b) horizontal injections. Similarly, in order to develop a Digital Twin
health monitoring system for buildings, the study [19] integrated BIM with
3D model registering spatial locations and sensor-based data for the Nanjing
Museum Old Hall as a case study.

A lot of work has been put forward for optimal management of heritage
buildings. For an instance, the study [20] employed digitization processes,
3D modeling as well as simulation to optimize management of heritage
buildings. In addition to that, the study also presented intervention policies
and highlighted the combination of BIM and HBIM tools for efficient preser-
vation of heritage buildings. Similarly, the study [21] developed a HBIM
framework in order to solve the issues in management of historic buildings,
utilizing BIM for optimal project management, documentation, as well as
data incorporation amongst shareholders.

These studies shows how BIM methodology contributes to the preserva-
tion of heritage buildings and proves the capability to integrate supporting
technologies. This integrated method makes best use of BIM, introducing
innovative boulevards for continuous development in heritage preservation.
It represents BIM’s enormous potential to revolutionize in management and
maintaining historical buildings.

The importance of heritage monitoring and predictive maintenance is
examined in this study, along with exploring the challenges met by conven-
tional methods. It is also analyzed how IoT can transform the area, leading to
enhanced as well as effective conservation approaches. In previous years, the
researchers have mainly focused on IoT-based smart environments for CH,
concentrating on information presentation, visitor excitement [8] as well as
application development, with limited focus on monitoring cultural heritage
and predictive maintenance, especially in Pakistan.

The aim of this article is to conduct an inclusive survey on the application
of the IoT for predictive maintenance and the monitoring of CH, concen-
trating mainly on museums and exhibitions globally, with an explicit focus
on Pakistan. The article also discovers the incorporation of IoT technologies
in heritage conservation, hence emphasizing their advantages and challenges.
This paper provides valuable insights for Pakistani scholars and policymakers
in the fields of heritage preservation and predictive maintenance. The rest of
the paper is as follows:

• Section 2 discusses smart cultural heritage and how it evolves. Whereas,
the IoT based application for cultural heritage predictive maintenance
and monitoring are discussed in Section 3.
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(a) Vertical injections

(b) Horizontal injections

Figure 1 3D-construction model [18].

• In Section 4, IoT enabled cultural heritage case studies are investigated
• Section 5 discusses evolving trends, obstacles, and future research

directions in cultural heritage monitoring, predictive maintenance and
IoT.

• Conclusions is discussed in Section 6.
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Figure 2 Mohenjo-daro: An IoT-enhanced cultural heritage site for smart preservation.

2 Smart Cultural Heritage – How it evolves

The technologies vital for monitoring CH and predictive maintenance are
discussed in this section. Also an illustrative example for IoT in cultural
heritage monitoring is shown in Figure 2.

2.1 Enabling Technologies

In this section. the key enabling technologies are discussed which include
Wireless Sensor Networks (WSN), Bluetooth Low Energy (BLE) bea-
cons, mobile broadband, and Near Field Communication (NFC). These
technologies enable adaptive interactions and engagement with enhanced
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navigation. Visualization technologies such as geo-visualization, augmented
reality (AR), and 3D visualization are also prevalent, offering hands-on
displays.

2.1.1 Wireless sensor network
WSN consists of independent sensors that gather necessary data and coopera-
tively transmit the gathered information to the Base station (BS) in a wireless
fashion [22]. The dynamic supervision of heritage buildings by means of
WSN are still directed in a standardized manner. Also, the researches prove
that WSN can be utilized in heritage buildings deprived of causing any
disturbance, impairment, or permanent variations [23–25]. Actually, the
implementation of these procedures in the field of heritage buildings finds
problems related with:

• Selecting the accurate sensor arrangement and system design for moni-
toring cultural resources and heritage buildings,

• Management of information from enduring monitoring systems, and
• How environmental features and damages can impact physical proper-

ties?

For an instance, a wireless supervising system is designed in [23] with
numerous categories of sensors for example accelerometers and environ-
mental sensors. Where, every single sensor has explicit requirements for
information collection as well as broadcast. The data synchronization is the
key for examination, also sensors are made to sense minor readings too. The
system shields against interference also appears to be visually attractive on
heritage buildings. The system architecture is shown in Figure 3 that repre-
sents a message queue telemetry transport (MQTT) broker which is utilized to
achieve communication amongst sensors and receivers which ensures sensor
diversity along with distant structure control.

2.1.2 Internet of Things
A network of physical nodes (objects) implanted with sensors that empower
them to interconnect and exchange information with each other by means
of an internet is termed as internet of things. These device can range from
everyday items like home appliances, historical buildings, cultural objects,
vehicles, etc [6, 26]. Figure 4 portrays how IoT empowers diverse applica-
tions to communicate by means of Internet [27]. It displays equipment can
interconnect internationally hence permitting employers to access numerous
facilities globally. Such as, a police department car can regulate and con-
trol road traffic lights in the time of tragedies [27]. IoT model empowers
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Figure 3 Wireless Monitoring system [23].

connectivity extension of Structural Health Monitoring (SHM) tools which
permits the transmission and processing of information by means of Internet.
This invention outspreads Structural Health Monitoring to building structures
hence supervising cultural resources to avoid ruins and notice impairment.
Structural Health Monitoring integrates smart objects with abilities related
to identification and communication [28]. SHM-IoT structures decrease
expenses and improve sensitivity. The architecture for SHM-IoT is presented
in Figure 5.

2.1.3 Short-range wireless technologies
Short-range wireless technologies comprise of the technologies such as
Bluetooth, Near-Field Communication (NFC), Wi-Fi, Zigbee, and Zensys
Wave (Z-Wave). Bluetooth is basically used for short-range communication,
whereas WiFi is used for data transfer over longer distances with high data
rates. Zigbee and Z-Wave are designed for applications that consume low-
power along with low-data-rate, for an instance in home-based automation
as well as IoT [29]. Table 1 presents the comparison of these technologies.
All these technologies supporting instantaneous transmission of information
from sensors to main servers This information transmission enables con-
stant monitoring of ecological conditions as well as structural integrity, thus
assisting in the conservation and preservation of CH resources [29]. Various
constraints of Bluetooth and WiFi are computed in [29]. The effectiveness
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Figure 4 General Representation of IoTs (Adapted from [27]).

is then computed by means of the wait age factor. Figure 6 represents
the prioritization of Bluetooth and WiFi by blue and red line respectively.
Whereas numerous standards of wireless networks is represented in Figure 7
graphically [29].

Combining Near-Field Communication (NFC) technology with Blue-
tooth Low Energy (BLE) enables the wireless exchange of information
among devices over short distances. These abilities are mainly important for
location-sensitive environments [30].

2.1.4 Cloud computing and mobile broadband
Cloud computing refers to a virtualized technology network where computa-
tion can effectively reach 10 trillion times per second [32,33]. This constantly
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Figure 5 IoT based Structural Health Monitoring system (Adapted from [28]).

Table 1 Comparison of Short-Range Wireless technologies [31]
FEATURE Bluetooth WiFi Zigbee Z-Wave
Time for
network
communication

10 sec 3 sec 30 ms 100 ms

Transmission
rate

1 Mbps Up to 54 Mbps 250 kbps 100 kbps

Number of
nodes

7 20–250 > 65,000 232

Latency 200 ms 150 ms 30 ms 100 ms
Range Low (10 m) High (100 m) Medium

(10-100 m)
Medium (up to
100 m)

TX power 0–10 dBm 15–20 dBm -25 to 0 dBm -20 to 0 dBm
Bit rate 2.1 Mbps 600 Mbps 250 kbps 100 kbps
Channel BW 1 MHz 20–25 MHz 2 MHz 9.6 kHz
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Figure 6 Prioritization of standards of Bluetooth and WiFi [29].

Figure 7 Bluetooth and WiFi standards (Adapted from [29]).
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developing platform includes a network of informational devices, employing
tools and technologies in order to improve the quality of life. Simultane-
ously, mobile broadband has appeared as a foundation, empowering wireless
Internet access over mobile gadgets. This shift highlights the requirement
for mobile-friendly algorithms, focusing on the vital part of connectivity in
recent technological environments [34].

2.2 Visualization Technologies

Visualization is necessary for shaping smart CH progress in addition to
connecting individuals with primary technologies. It improves information
access along with representation in CH understanding. The visualization
allows the representation of varied information sources and permits individu-
als to discover huge datasets at the same time. Visualization technologies such
as info-graphics, Augmented Reality (AR), Geo-visualization, and 3D visu-
alization are being used in a number of smart CH initiatives. Research in the
field of visualization of CH has improved progressively with a distinguished
rise from 2010 to onwards [35], as represented in Figure 8. The surge in
CH statistics has stimulated the implementation of information visualization
technologies which helps in data explanation [35].

2.2.1 Info-graphics
Info-graphics are visual aids that effectively convey complex data and infor-
mation. Info-graphics are crucial for conveying facts and knowledge about

Figure 8 The development of CH information visualization publications.
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cultural heritage in an understandable manner. Optimizing comprehension
and interaction with legacy narratives requires striking a balance between
text and images, particularly in circular forms [36].

2.2.2 Augmented reality (AR)
AR is a developing idea influencing several areas, for example, business,
promotion, travel, gaming, human-computer interaction (HCI), and several
industrial applications [37]. AR technology integrates real-time 3D virtual
objects with a real environment. AR shapes on virtual reality technology;
however, it utilises the real world as a background instead of looking for an
alternative for it [38].

2.2.3 Geo-visualization
Using tools and methods to evaluate geographic data using interactive maps is
known as geo-spatial visualization. Geo-visualization allows you to superim-
pose additional information on top of maps by using GIS or map coordinates.
This allows you to add to or modify the appearance of a map and explore
different areas of a map at different scales [39].

2.2.4 Three-dimensional (3D) visualization
3D scanning is a method used to capture digital information regarding the
shape and appearance of a real-life object [40]. This information can then
be utilized to in order to produce an extremely precise and complete digital
duplicate of the original object. This replica is also called 3D model. 3D
scanning is used in variety of applications, for an instance manufacturing,
health care, entertainment, product design and cultural heritage (CH) [40].
Figure 9 represents an illustration of integration of 3D scanning and 3D
printing procedures leading to the end result. Whereas, the use of portable
3D Scanner in scanning a glass artifact is represented in Figure 10.

Figure 9 An integration of 3D scanning and 3D printing procedures (Adapted from [40]).
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Figure 10 The scanning of a glass artifact utilizing a portable 3D scanner [40].

3D scanning is capable of rapidly capturing the geometry of real-world
objects, hence producing digital replicas. In addition, 3D scanning optimizes
efficiency by automating quality control procedures, empowering fast and
detailed examination as well as measurement of chunks hence minimizing
the requirement for manual examination. On the other hand, 3D scanning is
applied in the entertaining sector in order to generate digital resources for
movies, AR experiences, hence optimizing the efficacy of the manufacturing
process for the purpose of making it more rapidly as well as inexpen-
sive [41, 42]. Nevertheless, 3D scanning has some downsides as well which
comprises the price and complexity of the equipment and software program.
The precision of 3D scans can also be impacted by many factors such as type
of object, illumination, as well as atmosphere. Confidentiality concerns arise
when scanning persons. In spite of these disadvantages, 3D scanning plays a
vital part in the preservation of CH [43].

There are numerous kinds of scanners, for instance structured light
scanners, photogrammetry as well as laser scanners. The photogrammetry
utilizes pictures captured from different angles of an artifact in order to
produce a 3D model as shown in Figure 11. This procedure is named as
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Figure 11 Overlapping images of an artifact from different angles for photogrammetry [42].

structure-from-motion (SfM). Photogrammetry is sensitive to illumination
and shadows, although it is beneficial for greater structures as well as outdoor
environments [42, 43].

3 IoT Application for Predictive Maintenance and
Monitoring of Cultural Heritage

Early fault detection and monitoring of CH items or places can make use of
IoT technologies to forecast and lessen possible dangers, hence guaranteeing
the enduring conservation of valuable resources. IoT-based systems activate
instant responses as soon as they recognize a risk. For instance, computerized
signals to maintenance staff or adjustments to ecological controls. Immediate
actions lessen the influence of recognized risks, avoiding additional damage
to cultural resources. By addressing issues quickly, IoT-based predictive
preservation policies ensure complete conservation of heritage resources. It
helps in minimizing restoration expenses as well as conserving historical
integrity. There are various IoT applications involved in cultural heritage
building, for instance, water utilization, day-lighting, citizen preference,
security problems, inside and outside quality of heritage, water efficiency,
as well as preservation and monitoring of heritage resources. These proce-
dures utilize a momentous amount of money, time, and effort, consequently
improving the conservation method and saving costs.

Several groups are needed for preserving and protecting historical sites
in societies that value heritage. These groups are also involved in using IoT
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for this purpose [44]. For an instance, study [45] discussed the problem of
natural degradation of heritage objects as well as buildings by implementing
an IoT-based system. The study was conducted in Italy. The IoT-based system
combines predictive maintenance, decision-making as well as monitoring
in order to preserve heritage assets. By deploying affordable technology as
well as interconnected sensors, this IoT-based system produces a coherent
computer-generated virtual environment for monitoring as well as initial
discovery of possible damage. The system was verified in an experimental
operation and it showed promising outcomes, presenting the system’s capa-
bility to optimize the competence and effectiveness of necessary strategies
for the conservation of cultural heritage resources.

Similarly, the study [46] recommended an IoT-based system prototype
for CH preservation as represented in Figure 12. The study also highlights
the requirement for effective monitoring and preservation approaches. By
implementing IoT and affordable sensors, the projected method purposes
to monitor CH sites from distance, for example the Archaeological Park
of Pompeii. The study verified promising results in successfully handling
and conserving cultural heritage places by means of testing model with
professional users.

Figure 12 System architecture (Adapted from [46]).
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Similarly, an innovative method to conserving CH buildings using IoT is
proposed in [47]. The study highlights the significance of availability of these
buildings to forthcoming generations. By means of affordable sensors and IoT
based devices, the study proposes that recent technology can gather as well
as handle data in order to develop Digital Twin of surrounding environment.
This Digital Twin enables supervision, managing, and defensive actions. The
study also familiarizes the idea of Heritage Building Information Modeling
(HBIM) and present a case study on Archeological Park of Pompeii. In
this case study, the information is gathered, managed, and shared by means
of a web-based cloud-IoT platform. The information gathered experience
investigation using a Generative Adversarial Network (GAN) in order to
answer upcoming problems associated to CH buildings.

4 IoT Enabled Cultural Heritage Case Studies in Pakistan
and Across the World: Investigating Mutual Attributes
and Opportunities

For this study, a variety of case studies have been gathered in order to
discover the similarities and differences in smart CH plans, accompanied
by gaps and future directions. The case studies have been chosen depend-
ing on multiple factors like technology integration, existing data, adoption
within organizations, applications based on locations, as well as visualization
methods. The examples have been included concentrating on archaeological
sites, museums, university buildings and galleries. We have included case
studies from 2021 and onwards. The case studies are characterized into one
of three foremost purposes however these groupings are not fixed because
several examples might fit into multiple purposes:

1. Conservation and Renovation: Includes preserving and renovating CH.
2. Digital documentation of artifacts: It delivers a virtual tour practice

permitting tourists to discover numerous exhibitions.
3. Exhibition Tour: Emphases on subject-based displays in selected spaces.

The case studies are discussed below:

4.1 Chakdara Museum, KPK Pakistan

The study in [8] represents the application as well as the assessment of
a Smart Navigation and Information System (SNIS) installed in Chakdara
Museum in Khyber-Pakhtunkhwa, Pakistan. The 3-D View of Chakdara
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Figure 13 3-D View of Chakdara Museum, KPK [8].

Museum is represented in Figure 13. The SNIS uses a smart IoT-enabled
environment as well as smartphone technology in order to retrieve data. The
SNIS architecture as represented in Figure 14 comprises sensor modules, a
network layer, and an application layer for various facilities, for instance,
pre-visit, during-, as well as after-visit guidance, the description of events,
in addition to user interfaces. The authors have used BLE in their model
because of its low cost in addition to its easy deployment. The device is
directly attached to historical items and establishes the setting and premise
for each object. As soon as a tourist with a smartphone comes nearby, the
heritage object senses the smartphone and delivers its position and other
related information.

The authors also developed a smartphone application, MuApps, that
provides customized information based on visitors’s user profiles. RSSI-
based location tracking is used to guarantee accuracy in spite of WiFi-BLE
interference. The visitors validate upon museum entrance, choose profiles,
and select from area-specific histories for navigation guidance. User com-
munication as well as content delivery are delivered by MuServer, whereas
object-based proximity detection is permitted using MuSens. The system also
encompasses navigation to neighboring historical spots, with distance as well
as direction guidance. The visitors mostly specified positive feedback for the
helpfulness and approval of the system that was collected via feedback forms.
However, experimental investigation discovered that SNIS performed effec-
tively with a smaller number of visitors but nevertheless presented reduced
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Figure 14 SNIS Architecture (Adapted From [8]).

performance with a larger number of visitors. Hence, the system can be
enhanced with new hardware, expanded support for larger museums to ease
traffic, and visitor instruction on SNIS usage. In Figure 15, the system-level
representation of SNIS is represented.

The smart navigation and information system (SNIS), tested at Chakdara
Museum, received positive feedback from 381 users, highlighting its potential
for smart cultural heritage. Leveraging IoT technology, it offers an interactive
and immersive visitor experience, transforming static exhibits into dynamic
elements through storytelling-based information delivery. Future improve-
ments may focus on accommodating larger visitor volumes and optimizing
system performance. This work also needs to optimize scalability problems.

4.2 NED UET campus in Karachi, Pakistan

The article [48] represented an implementation of the Heritage Building
Information Modelling (HBIM) technology framework in the supervision
and renovation of heritage buildings. Figure 16 represents the procedure of
developing an HBIM model. As a case study, the authors used the NED
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Figure 15 SNIS system-level Representation (Adapted From [8]).

campus in Karachi. Five steps are utilised in this study in order to develop
and apply the conceptual framework as depicted in Figure 17. The BMI
framework encompasses four layers, which include the information gathering
and processing layer, the integration layer, the BIM mode layer, and the appli-
cation layer. BIM tools were employed in order to generate an inclusive 3D
model incorporating facility management information in addition to digital
information. The efficiency of the model was proven in handling scheduled
maintenance as well as restoration efforts. The Integrated HBIM Framework
for heritage buildings has multiple drawbacks, such as a narrow scope, a small
sample size, subjectivity in the assessment process, technical complexity,
resource requirements, time limits, and vulnerability to outside factors.

4.3 Conserving Colonial Heritage in Saddar Bazaar Quarter,
Karachi, Sindh, Pakistan

With a focus on Saddar Bazaar Quarter, [49] investigates the preservation
of Karachi’s colonial legacy. Difficulties include legal gaps, financial strains,
and deteriorating buildings. In order to effectively preserve in the face of
urban expansion, community engagement and adaptive reuse are emphasized.
The main purpose was only awareness-building, decline factor analysis, and
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Figure 16 The procedure of developing an HBIM model [48].

conservation strategy advocacy. In addition to using AutoCAD for documen-
tation, the study made use of mapping, fieldwork, and archive research.Even
though IoT was not used, the researchers could use sensor networks to track
environmental factors affecting preservation, monitor the structural integrity
of historic buildings, or implement smart management systems for adaptive
reuse to improve the article using IoT. These approaches would ensure
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Figure 17 Research Methodology by [48].

sustainable conservation efforts and improved decision-making processes.
The focus of the study seems to be on traditional research methods such as
literature review, fieldwork involving mapping, drawing, archival research,
interviews, and photographic surveys.

4.4 Wadhumal Odharam (Jail) Quarter in Karachi, Sindh,
Pakistan

The authors in [50] conducted a study on built heritage inventory in Karachi
Pakistan by means of comprehensive documentation and investigation frame-
work (CDIF) technique to evaluate the Jail Quarter. The results exposed
ownership nepotism affecting preservation efforts. Also, shortage of financial
inducements for private owners was noted. The study also highlighted the
necessity for balanced conservation methods and emphasized the developing
state of culturally historic quarters. In spite of several issues like information
inadequacy and availability, the investigation proposes valuable insights for
upcoming preservation efforts as well as policy-making. Figure 18 shows the
statistics from the inventory process specifies that only 6 constructions are
well-preserved. These buildings are state-owned and have reliable exteriors,
and have reserved their original frontages for the reason that they obtain
fundings from government for preservation and renovation. Overall, 88%
historic buildings are partially preserved.

4.5 Using XML, RDF, and LiDAR to Manage Heritage Sites:
Gorkhatri, Peshawar, Pakistan

An approach for combining architectural and archeological data is shown in
the case study of Gorkhatri, Pakistan [51]. Various data sources were obtained
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Figure 18 Statistics of Wadhumal Odharam (Jail) Quarter (Adapted from [50]).

and transformed into Resource Description Framework (RDF) triples and
Extensible Markup Language (XML) format using Light Detection and
Ranging (LiDAR) scanning and legacy database collecting. Architectural
data was represented through BIM in a comprehensive data model that
included both tangible and intangible historical components. This made
using RDF graphs more interoperable. By showing how unified data models
may efficiently address preservation needs, the study’s complete approach
intends to support the protection, restoration, and management of constructed
heritage sites such as Gorkhatri. The study has presented a methodology for
designing of data model in order to combine structural as well as historical
components of built heritage which includes information acquisition, prepro-
cessing, classification, alignment with standards like International Committee
for Documentation of Cultural Heritage – Conceptual Reference Model
(CIDOC-CRM) and building information modeling (BIM), in addition to
demonstration in RDF stands for Resource Description Framework (RDF)
triples. The procedure is demonstrated in Figure 19.

4.6 Integrating AI and Satellite Remote Sensing for Heritage
Preservation: Pakistan, Syria and Cyprus

The study [52] is largely focused on using satellite remote sensing and Artifi-
cial Intelligence (AI) technology rather than IoT for mapping and protecting
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Figure 19 Modelling of built heritage information by means of BIM and semantic web
technologies [51].

archaeological sites. With examples from Syria, Pakistan, and Cyprus, it
highlights the importance AI plays in identifying and safeguarding cultural
assets through the analysis of large data sets. The study emphasizes the value
of digital technology in the preservation of historical places and the potential
of Copernicus data in conjunction with AI to enable effective global heritage
management.

The study’s scope would be expanded by using IoT technology, which
would allow for thorough cultural heritage site management, monitoring,
and preservation. Using IoT sensors to integrate real-time environmental
and structural monitoring of archaeological sites, for example, can optimize
preservation efforts. Alternatively, deploying security technologies to protect
historical sites and using IoT-enabled drones for effective aerial surveys and
3D mapping.
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4.7 Improving the Tourist Experience by using AR at Taxila
Museum, Pakistan

The authors in [53] developed an assessment model using the Museum Expe-
rience Scale (MES) along with the Interaction Triptych Model to evaluate
the influence of introducing AR technology at Taxila Museum, Pakistan. The
study presented a user-centric survey in addition to investigation concerning
treatment and control groups. Statistical analysis was also achieved in order
to determine substantial differences among groups. The study also employed
IoT technology, an AR Museum Android application, in order to improve
the experience at Taxila Museum by providing multimedia content related to
objects by means of smartphones.

4.8 Buddhist landmarks in KPK, Pakistan

The study [54] digitally conserved Buddhist landmarks in KPK, Pakistan,
such as Julian Monastery and Takht-i-Bahi, using Terrestrial 3D Laser Scan-
ning. This project improves global access to cultural artifacts through intricate
3D models in spite of security concerns.

There are several other case studies across the world. For an instance,
using GIS and 3D computer models, the University of Cape Town and its part-
ners mapped the cultural sites and landscapes of Africa [55]. The initiative
produced a data repository with geo-visualizations and model reconstruc-
tions that subscribed institutions can now access. Nevertheless, there’s no
indication that this project makes use of IoT technologies.

The study [56] looks at how conflict affects cultural heritage and how
architectural conservation helps to maintain identity. By utilizing the Pales-
tinian situation as an example, they draw attention to the initiatives taken
by institutions such as Riwaq to preserve architectural legacy while under
occupation. The study promotes universal adherence to cultural heritage
preservation in order to preserve local identity and historical authenticity.

The uses of wireless IoT technology in the monitoring or surveillance
of civil engineering architecture have been studied in [57], with a special
emphasis on damage assessment and structural health monitoring (SHM).
The paper explains how innovations in technology have transformed SHM
by replacing conventional wire-based techniques with, for instance, real-time
wireless sensors based on the IoT. The study lists a number of uses for IoT
sensors, including estimating the rate of deterioration in buildings, estimating
the strength of concrete, identifying cracks, and evaluating seismic risk.
The preservation of cultural heritage can benefit from this study. Real-time
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data monitoring ensures the long-term preservation of heritage structures by
assessing and protecting them using IoT-based sensors.

The study [58] utilized digital twins for simulation and monitoring of
wooden artifact. The digital twins were integrated with sensor for distant
monitoring, risk forecast, as well as taking an immediate action. This process
permitted initial risk discovery, action analysis, as well as response hence
guaranteeing operative and enduring preservation approaches for mobile
wooden artifacts.

The corrosion sensors on substrates were developed in [59] to sense
Volatile Organic Compounds (VOCs) that damage museum artifacts. Sensors
were initially tested with three significant VOCs (acetic acid (CH3COOH),
formic acid (HCOOH), and formaldehyde (CH2O)), which represented high
sensitivity and selectivity among CH3COOH and CH2O in a IoT system.

Conserving CH from human as well as natural hazards demands imme-
diate resource management policies. Regardless of the potential of advanced
procedures like Building Information Modelling (BIM) in addition to laser
scanning, their implementation experiences several challenges, like limited
information, reluctance to embrace change, and inexperienced teams. In
order to avoid these challenges, [60] proposed an IoT system that integrated
BIM, chatbots, and blockchain. The system enhanced information security
and maintenance procedures. This framework facilitated easy access to BIM
statistics by means of chatbot communication, whereas blockchain guaran-
teed information integrity. The model validated its effectiveness in heritage
conservation using Omar Toson Palace as a case study in Cairo, Egypt.

The article [61] observed monitoring policies for a UNESCO-protected
cultural location in Matera, Italy, expecting terrorizations and empowering
taking actions immediately to preserve its honor. By means of several IoT
sensors, a crowd behaviour dynamic with Markovian agent models was
designed, notifying the design of advanced monitoring systems.

The study [62] suggests an indoor area design that improves visitor
engagement in community exhibitions. It depends on wearable devices,
which deliver customised content information by means of image recognition
as well as localization. This system improves user engagement by providing
individual content as well as information about ecological status, which
enables communication over devices.

The article [63] incorporated IoT technology, using a sensor network con-
nected all over the museum. The network gathered statistics based on specific
visits and supervising tourist behavior. Furthermore, statistical evaluations
were directed at understanding the information, revealing patterns in room
selection as well as time consumed. The application focused on non-intrusive
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and varied IoT-driven connections to improve museum experiences strongly
personalised to tourists.

This study [64] conducted a survey on digital preservation of architectural
heritage in emergencies. The results exposed that leading contributors were
Italy, US and China, concentrating on Historic building information mod-
elling (HBIM) modeling along with earthquake threats. They proposed differ-
ent policies comprising of defensive maintenance, corrective and sustainable
repair. Information Technology (IT) supports in capturing, conservation,
decreasing expenses as well as avoiding damage.

The authors in [65] presented a review on combining IoT and AI with
Unmanned Aerial Vehicles (UAVs) for examination of construction site.
The computer vision, Convolutional Neural Networks (CNNs), as well as
image processing for fault detection, dealing issues similar to safety were
also analyzed in this work. The projected solutions comprised of hybrid
algorithms in addition to innovative sensors. The study also highlighted
increasing safety and efficiency for online and offline construction sites by
means of an integration of AI and IoT.

The study [66] talks about the “5 cities in 5G” project’s smart monitoring
system for Matera, Italy’s St. Domenico Church. It collects data and is in
operation. They intend to extend to additional structures and make predictions
using machine learning. Managing historic sites in a changing world is their
goal. IoT technology now makes it possible to save historic buildings in a
more comprehensive way.

The study [55] has implemented a digital trail guide (O-device) at the
Museum of New and Old Art (MoNA) in Hobart, Tasmania, Australia. O-
device employs an internal positioning system in order to supervise tourists
inside MoNA’s exhibition places. It delivers customized or selected content,
which comprise of videos, textual descriptions, in addition to audio regarding
neighboring exhibition places or artworks. Visitors can customize and save
content for future access by means of an Internet browser. The O-app is
downloadable to only iPhones by means of using MoNA O-device, Wi-Fi
or can be used remotely.

4.9 Developing Pakistani Communities: Techniques for
Inclusive Participation and Cultural Preservation Without the
Internet of Things

In order to preserve the Kalash community’s legacy, the author in [67]
addresses issues such as culture eroding, poverty, and environmental haz-
ards. To address these issues, the author promotes government assistance,
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community involvement, and education. Without utilizing IoT technol-
ogy, programs like museum development and educational outreach seek to
empower the Kalash and protect their identity.

The State Bank of Pakistan Museum & Art Gallery’s accessibility initia-
tives and community involvement are examined in [68]. In order to engage
various groups, it places a strong emphasis on inclusive design, participatory
activities, and economic stimulus programs. The museum seeks to empower
people and preserve history through educational initiatives, partnerships with
special schools, and accessible exhibitions.

The China-Pakistan Economic Corridor (CPEC) is analyzed in [69] with
particular attention to the region’s potential for tourism growth and pros-
perity. A comparative analysis is conducted across the globe, highlighting
the significance of regional collaboration, conservation of cultural heritage,
and efficient governance in ensuring the triumph of economic corridor
initiatives [69].

Using a comparative analytical approach, the study [70] investigates the
transformational potential of cultural resources in Shahi Guzargah, Lahore.
The study emphasizes the value of cultural heritage preservation for socioe-
conomic growth and tourism enhancement, demonstrating its positive effects
on the community through interviews with stakeholders and officials.

Without using IoT technology, the article [71] suggests using social media
data and CNN to predict harm to cultural assets caused by disasters. It seeks
to lessen the amount of manual labor required to find pertinent photos for
analysis.

5 Evolving Trends, Obstacles, and Upcoming Directions in
IoT for the Preservation of CH

The area of preserving CH is observing momentous developments and
opposing prominent challenges in the implementation of IoT. Existing trends
specify a rising implementation of IoT technology for increasing predictive
maintenance systems in CH conservation initiatives. However, this imple-
mentation still continues to face complications. One of the evolving trends
is the growing integration of IoT devices and sensors in CH locations in
order to simplify predictive maintenance, sense possible threats, and monitor
ecological conditions. These IoT-based systems offer real-time information
and understanding of the condition of heritage resources, which allows for
preventive measures in order to lessen risks and guarantee enduring conser-
vation. In spite of the possible advantages, employing IoT-based PM systems
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Table 2 The integration of Technologies used in CH and PM across Pakistan

Conservation & Restoration

Wireless Short 3D
Broadband WSN Range AR GeoVis Vis

NED UET campus in Karachi [48] ∗ ∗ ∗ ∗ ∗ ✓

Digital documentation of Artifacts

Wireless Short 3D
Broadband WSN Range AR GeoVis Vis

Buddhist landmarks in KPK [54] ✓ ∗ ∗ ∗ ∗ ∗
Saddar Bazaar Quarter, Karachi [49] ∗ ∗ ∗ ∗ ∗ ∗

Museums and Exhibitions

Wireless Short 3D
Broadband WSN Range AR GeoVis Vis

Chakdara Museum, KPK [8] ∗ ✓ ✓ ∗ ∗ ∗
Taxila Museum [53] ∗ ∗ ∗ ✓ ∗ ∗
Note: * Embraces features of technology’s functionality, while it’s not explicitly utilized
for a specific application.

Table 3 The integration of Technologies used in CH and PM across the world

Conservation & Restoration

Wireless Short 3D
WSN Broadband Range Vis GeoVis AR

Preservation of wooden artifact [58] ✓ ∗ ∗ ✓ ∗ ∗
Landscapes of Africa [55] ∗ ✓ ✓
Omar Toson Palace [60] ∗ ∗ ∗ ✓ ∗ ∗
Matera, Italy [61] ✓ ✓ ✓ ✓ ✓ ∗
St. Domenico Church, Italy [66] ✓ ✓ ✓ ✓ ✓ ∗

Museums and Exhibitions

Wireless Short 3D
WSN Broadband Range Vis GeoVis AR

[59] ∗ ∗ ∗ ∗ ∗ ∗
[62] ✓ ✓ ✓ ✓ ✓ ✓
[63] ✓ ✓ ✓ ✓ ∗ ∗

Note: ∗ Embraces features of technology’s functionality, while it’s not explicitly utilized
for a specific application.
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in CH encounters numerous challenges, which comprise issues associated
with information security, compatibility of IoT devices and platforms, and
the high preliminary price of implementation and maintenance. Furthermore,
CH site managers and sponsors might feel resistant to modifying their current
practices or implementing novel technologies; therefore, it’s imperative to
have good policies in order to help them understand as well as adapt. Numer-
ous solutions as well as recommendations are considered in order to answer
these challenges and create a path for future research inventions. These
comprise protocol development for the execution of IoT in CH conservation,
forming partnerships between heritage institutions and tech companies, as
well as offering funding for IoT projects in the CH sector. Hence, there are
abundant opportunities for investigation in the area of IoT for CH conser-
vation. Forthcoming research guidelines may comprise examining innovative
sensing technologies, for instance, AI and machine learning (ML), for precise
predictive analytics as well as risk management. In addition, there is room for
discovering the utilisation of IoT in the CH tourism sector, immersive experi-
ences, and digital storytelling to improve tourist knowledge and engagement.
Prospective developments in IoT technology, such as more affordable and
energy-efficient sensors, better data analytics techniques, and decentralised
IoT designs, could be helpful in tackling the particular difficulties associated
with historic preservation. These developments have consequences not only
for researchers and professionals but also for policymakers in Pakistan and
other countries. Researchers, policymakers, and politicians in Pakistan can
play a significant role in promoting and preserving the nation’s rich cultural
legacy for future generations by utilising IoT technologies.

6 Conclusions

The importance of IoT-based solutions in forecasting maintenance demands
for CH is increasing in Pakistan, offering advanced solutions to mainte-
nance and preservation challenges. This study represents the role of IoT
in the preservation of CH, emphasizing its potential to improve mainte-
nance practices, visitor experiences at museums, as well as guaranteeing
the enduring conservation of cultural resources. The upcoming era of IoT
in CH conservation in Pakistan holds potential, providing groundbreaking
solutions for sustainable preservation initiatives. By implementing IoT tech-
nologies, the researchers and policymakers can optimize monitoring, preser-
vation approaches and management while guaranteeing the preservation of
Pakistan’s rich CH for upcoming generations.
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