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Abstract

With the emergence of IoT, many aspects of our daily life are being trans-
formed. Billions of smart devices are being connected globally to perform
efficient decision making for individuals. This increases their requirement
to qualify as dependable systems. Thus, the performance of such systems
becomes crucial and inherently depends upon the proper functioning of its
components and the underlying network. Conventionally network perfor-
mance has been measured by measuring factors like packet loss, packet
delivery ratio, throughput and delay, but these metrics have not provided a
satisfactory measure of system dependability. In this contribution, we present
analytical formulations that are used to analyze the behavior of the IoT net-
works, under different types of payloads, such as video, voice and text traffic.
We also examine network resilience as an example of FTP (File transfer
protocol) and CoAP (Constrained Application Protocol). These measures
are systematically correlated with the quality characteristics that have been
defined in ISO/IEC 25010, thus providing a cohesive framework of assessing
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the performance as well as the dependability of an IoT network. The approach
suggested gives a greater understanding of those factors that influence the
network connectivity and the overall robustness of the system in the case of
IoT application.

Keywords: Internet of Things (IoT), functional correctness, availability,
responsiveness, reliability, resilience.

1 Introduction

IoT brings together different physical objects, analytics and user interface
together with the help of the Internet. To evaluate the performance of
an loT-based system, various characteristics are needed to be taken into
consideration for predicting its quality. These characteristics depends upon
various parameters such as properties of SUT (System under test), types
of protocols used and amount of time to service a request. Using software
metrics, we come across numerous measurement techniques to evaluate the
dependability performance of a software product. Dependability in software
is characterized by specific attributes like availability, safety, security, relia-
bility and resilience [1]. Being a non-functional requirement, dependability
for a software focus on the predictability of performance and output besides
user satisfaction. Contrarily, in case of hardware systems, it is concerned
with successful operations under events of internal and external failure. At
times, it is related to the degree of tolerance of a system against inconsisten-
cies. As a study of dependable systems, system failure has been mentioned
as a major issue in affecting the system performance [2-4]. In terms of
resilience, it is the inability to cope up with any malfunctioning that has
occurred in a system. It degrades the quality of performance thereby leading
to low-level performance of any system [5, 6]. An IoT system comprises
of both the software logic and hardware devices in addition to an underly-
ing network that carries the required decision-making, solely on the basis
of collected data. Also, it is constrained by a variety of application pro-
tocols, network protocols, and device capabilities with respect to storage
and computation. Therefore, a need arises to compute dependability of
such systems that intertwine logic, device and network as a whole. It can
be ascertained that IoT systems vary from conventional software systems
based on:

* Involvement of hardware along with software.
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» Large degree of heterogeneity in the technology, devices and protocols
used.
* High amount of interoperability among the devices.

Though individual quality metrics such as reliability and availability
have been studied in IoT applications [7], there is no consolidated metric
to efficiently predict its dependability and quality. We were able to assemble
the parameters used for performance analysis and we established that most
of the analyzed parameters are either purely network based or application
based. For example, studies on distributed systems like cloud, Fog and IoT
upholds that systems should remain dependable under attacks, faults and
dynamic workloads. However, it is observed that though many literary works
focus on fault tolerance or resilience mechanism, they lack a consolidated
mapping of techniques, metrics and open challenges spanning infrastructure,
platform and application layers [8]. Though literature also mentions the ISO-
9126 model [9, 10] with characteristics that map the network performance
to the application, its actual implementation and analysis in context of IoT
applications needs to be addressed. Acknowledging that software code is
usually simple in logic for most IoT applications, with basic decision-making
and related actuation, we focus on the network related metrics that impact
the software performance as a whole. We propose to correlate the conven-
tional network metrics with IoT applications’ functional correctness (FC),
responsiveness, reliability and resilience. We ascertain that software logic
has an inherent dependence on the success of [oT application. Thus, the mere
observation on network performance in terms of delay and throughput is not
sufficient for analysis.

Under the pretext of simplicity of IoT software and the availability
of varied protocols, we compute FC, availability, responsiveness, reli-
ability and resilience as a metric to evaluate the underlying enabling
network for IoT applications. Ideally, ISO/IEC software quality models
(ISO/IEC 250101) include reliability, security maintainability usability and
performance-efficiency. Dependability theory typically includes attributes
like reliability, availability, safety, maintainability and integrity. The objective
is to map considered metrics like FC, availability, reliability, responsiveness
and resilience to functional efficiency and fault tolerance as per ISO/IEC
25010 mapping.

Typically, FC has been used as a metric for software systems that relate
the input and output behavior of the system. Another terminology that is fre-
quently used is functional appropriateness that ensures whether the intended
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system meets its purpose, user expectations and needs. It is specifically suited
in our case as it ensures correctness even after something goes wrong. Instead
of binary correctness, acceptable correctness is proposed and systems may
degrade but still remain functionally valid. For example, a video stream drops
resolution but still conveys usable information.

The other two metrics that become important in this context are avail-
ability and responsiveness of the application that is being analyzed. We also
estimate reliability and resilience as important parameters in our case study.
System dependability models can be translated into resilience as a form of
FC over time. In non-ideal environments such as IoT networks, FC is based
on resilience. It means that a network disturbance (packet loss, delay, node
failure) does not compromise the FC of the system forever but activates
adaptive mechanisms which restore the system’s correct operation. Resilience
is an extension of FC, where the system continues to function correctly,
adapts to faults, or quickly recovers from faults and dynamic environments.

The protocols that our study considers for analysis are HTTP and CoAP
(Constrained Application Protocol), usually adopted for communication by
web-based applications. Monitoring applications typically use the same type
of applications for analysis of IoT systems. Protocols like MQTT and AMQP
are popular IoT protocols, but they feature a publish—subscribe pattern, with
broker-based message delivery, adding some other architectural requirements
like queueing, buffering and routing by topics. This study, however, aims
to assess network-level dependability in the presence of controlled client—
server interactions. To allow a fair assessment of the behavior of the protocol
without the interference of intermediary-based messaging systems, CoAP is
compared to FTP (File transfer protocol)/HTTP for the sake of consistency
in the mode of communication. Each traffic type is a different QoS (Quality
of Service) requirement, and allows the system behavior to be evaluated
under different load types. FTP and CoAP protocols are chosen as represen-
tatives of two contrasting communication paradigms (reliable bulk transfer
and lightweight constrained communication) to make it possible to perform
resilience analysis for various behaviors of the protocols.

In the context of large-scale IoT deployments like Smart City and Indus-
trial IoT (IIoT) there are scalability problems because of the large number of
devices, diverse traffic and dynamic network conditions. Lightweight proto-
cols like CoAP increase scalability by minimizing communication overheads
but might be less reliable in certain conditions. The findings show that
traditional QoS metrics are not enough to describe the behavior of the system
when it is scaled up. Rather, the attributes that are important for systems to
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be dependable become significant: systems outputs do not change meaning,
and they do not lose information in the event of a network disruption. This
demonstrates the importance of resilience-aware protocol design to ensure
dependable operation under real world IoT environment.

2 Literature Review

Relevant literature mentions protocols IEEE 802.15.4 (Zigbee Alliance) and
Bluetooth LE (low energy), mainly used by sensors to gather audio data in
IoT scenarios. Likewise, FTP suits best when we deal with big data in an
IoT environment. A major advantage of FTP is speed, efficiency and secu-
rity (where login is required). Also, CoAP is an application-level protocol
designed by IETF (Internet engineering task force) for web-based applica-
tions. It is quite similar to HTTP but is comparatively light weight which
makes it ideal for IoT applications. It is well established that CoAP works
effectively in an IoT environment with applications running on constrained
devices and low bandwidth networks and is therefore considered for our
analysis.

Despite significant advances in IoT communication protocols, network
optimization techniques, and QoS evaluation methods, assessing the over-
all dependability of 10T networks remains a challenging research problem.
Existing studies predominantly focus on communication efficiency and ser-
vice quality, whereas comparatively less attention has been devoted to
comprehensive dependability evaluation.

Literatures also present ideas for evaluating the performance of IoT
applications on the basis of four quality parameters: QoD (Quality of Data),
Qol (Quality of Information), QoE (Quality of Experience) and QoC (Quality
of Cost) [1]. Simulation tools OMNet++, INET and FloRa framework have
been used to study an loT-based air quality monitoring system. Studies have
also been performed for different environments like rural, suburban and
urban. Evaluation of performance of CoAP, Observe and CoCoA in [11] has
been performed using two different scenarios: single hop GPRS emulated
link and multi-hop 60 node IEEE 802.15.4 testbed. Reference [12] high-
lights congestion control mechanism in case of unreliable transmission in
CoAP. It is clearly observed that CoCoA performed better than CoAP which
is not effective under congestion and experienced packet loss. Similarly,
literatures mention use of Constant Bitrate (CBR) [13] employed in most
networks. According to References [14, 15], two test applications have been
implemented where latencies induced by different communication protocols
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were measured with message encodings as well as graphics rendering per-
formance. They also compared the performance of different Web platform
implementations. Likewise, a probabilistic resilience approach was defined
for handling system failure issues in designing an [oT system [16, 17]. Studies
on performance of IoT [18] propose both qualitative as well as quantitative
metrics for comparing the middleware solutions [19, 20]. For predicting
wireless link quality in an IoT network, machine learning classifier tools
like Logistic Regression, Linear Support Vector Machine, Support Vector
Machine and Random Forest have also been used [21]. To assess WBAN
(Wireless Body Area Networks) and suggest improvement in the performance
of such type of networks [22], metrics such as power, accuracy, reliability
and scalability have been evaluated for determining the QoS of the sys-
tem. Performance metric is also computed for CloT (Cognitive Internet of
Things) which mapped IoT with high intelligence [23]. Further, a model for
transmission in case of WPSN (Wireless Paging Sensor Networks) based
on LoRaWAN (Long Range WAN) has been used to evaluate the quality
of transmissions [24]. An efficient way of planning an IoT network have
also been discussed with the help of ILP (Integer Linear Program) that
involves selecting numbers of gateways along with their locations and their
respected transceivers [25], to obtain a low-cost network that justifies QoS in
any network. Similar studies are performed by considering different traffic
scenarios and different network topologies. Two different metrics namely
RSSI (Received Signal Strength Indicator) and ToF (Time of Flight) is used
to evaluate the performance with respect to the distance between transmitter
and receiver [26].

Most of the works in the literature are devoted to the study of only single
aspects like throughput, delay, PDR (Packet Delivery Ratio), RSSI, SDR,
energy usage, QoS and QoE. The first type of study focuses on protocol
efficiency, and the second type of study on link quality prediction and network
optimization using machine learning techniques. Likewise, the concepts of
resilience, reliability and fault tolerance are studied in particular application
scenarios but without creating a link between their respective concepts and
dependability of the network as a whole. Therefore, there is still no single
framework that relates traditional network performance metrics to more
abstract dependability properties, like FC, availability, responsiveness, reli-
ability and resilience. This gap inspires the current research that seeks a full
dependability-oriented assessment framework of IoT networks in different
traffic types and communication protocols. Table 1 shows current research
done in evaluating the IoT network.
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Table 1 Related literature on evaluating IoT networks

Existing
Study Category

Representative
Reference

Key Focus

Protocol Evaluation

[11,12, 14, 15]

Performance evaluation of CoAP,
observe, CoCoA; latency analysis of
communication protocols; protocol
efficiency under different traffic
conditions

QoS/QoE/QoD/Qol [1, 24] Evaluation of QoD, Qol, QoE, QoC,
Studies SDR, delay, power consumption
Machine [21-23] Link quality prediction using RSSI
Learning-Based and PDR; WBAN performance
Prediction enhancement using ML; cognitive
IoT performance assessment
Resilience and [16, 17] Probabilistic resilience approaches
Reliability Studies and fault handling in IoT systems
Middleware [18-20] Comparative analysis of [oT
Performance middleware platforms using
Evaluation qualitative and quantitative metrics
Network Planning and [25, 26] Gateway placement, transceiver
Deployment allocation, installation cost
Optimization reduction, sensor placement
optimization
Communication IEEE 802.15.4 (Zigbee Communication protocols and

Technologies for IoT Alliance), Bluetooth LE,

FTP, CoAP

technologies used in [oT
deployments

3 Metrics Used

3.1 Functional Correctness

In our case, correctness is a metric that applies to the packet delivery mech-
anism of a network. When related to IoT application, FC [27] becomes
imperative of the satisfactory delivery of packets, the acceptability of the
data carried by the packets, and then the correctness of the software code.
Moreover, this too has to be achieved within the given time constraints of
most [oT applications. Pertaining to these facts, we define FC for determining
the reliability of a system with respect to the failure rate occurring in that
system. Mathematically it is expressed as:

n — Ntas
FC — total failure (1 )
Ntotal
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where

Neota; = total packets transfer operations occurring in a given time
period,

Nfailure = total no of packet transfer operations that failed during a given
time period.

As failure rate is the most important factor for determining FC, and relates
differently to different levels of the network protocol stack, we try to obtain
FC at different levels, i.e., physical, network and transport. Failure can be
evaluated based on various metrics generated by the Netsim simulator for
UDP, IP and Zigbee protocols at the respective layers. Failure is expressed
at different layers in terms of number of packets errored, discarded and
retransmitted at the receiver side. Thus, FC at different levels has been
mathematically expressed as:

* At Physical Layer:
>~ failed CCA

FC (Zigb tric) = 1 — )
(Zigbee metric) S il aTiorpl 2
* At Transport Layer:
dat wed
FC (UDP metric) = > datagram receive 5

> datgram sent
(Segment Sent + Segment Retransmitted

—Segment Received)

FC (TCP metric) = 1 —
( metric) (Segment Sent + Segment Retransmitted)

“4)
* At Network Layer:

> discarded packets
> total packets sent

FC (IP metric) = 1 — &)

3.2 Availability Metrics

Data availability is the confirmation that data is provided to the user when
needed [27]. Consider the case where different sensors are communicating
with each other in an IoT environment. Availability can be computed based
on number of packets generated and number of packets that collide due to net-
work congestion. To estimate the number of collisions forcing retransmission,
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we collect the related packet delivery information from a packet trace data
sheet using a cisco packet tracer. Mathematically it is expressed as:

number of collided packets

6
total packets (successful + collided) ©

Availability = 1 —

3.3 Responsiveness Metrics

Responsiveness refers to the extent to which any system reacts to a particular
request during a given time [28]. In case of an IoT network, responsiveness
can be obtained from the RTT (Round Trip Time) of any packet. RTT is
the time (duration in milliseconds) it takes for a network request to go
from source to destination and back. The value of RTT for any request is
obtained through the simulation and is used to calculate responsiveness which
is expressed as:
2

7
meaac ( )

Responsiveness = 1 —

where

fx, = round trip time for i*? packet,
finax = maximum round trip time among all packets.

3.4 Application-Level Metrics

To analyze the performance of any IoT-based system on the application level,
we generally use four different parameters as follows:

* Throughput: Rate of successful message delivery over a channel.

* Energy: Amount of energy consumed.

* Delay: Amount of time a bit takes to travel from one endpoint to another
endpoint in a communicating network.

* PDR: Ratio of total number of packets received to total number of
packets generated in a network.

3.5 Reliability

By the term reliability, we refer to the ability of any system or product
to perform its required functionality over a given time period without fail-
ing [29]. When we deal with conventional software products, reliability is
the probability that the given software product would fulfil its job for a given
number of test cases, under ideal scenarios with no occurrence of hardware
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or software fault variations. To determine reliability, MTBF (Mean Time
Between Failure) is used and is defined as the average time between the
failures occurring in a system. Mathematically, Reliability and MTBF are
calculated by:

Reliability = eMit?F (®)
MTBF — total operating tz’me of any system . )
Number of failures occuring in the operating time
where

Total operating time = Network establishment time

+ Communication time

3.6 Resilience

Resilience can be defined as the capability to regain its original or modified
functionality after the occurrence of any failure or fault in a system [30]. It
serves as an important criterion for designing of an loT-based system.

4 Methodology

The objective of this study is to evaluate IoT network dependability by
integrating traditional QoS metrics with dependability attributes such as FC,
reliability, availability, responsiveness and resilience under varying traffic
types and protocol conditions. To analyze the performance of an IoT-based
system, a model was implemented via NetSim version 11.0.21 as shown in
Figure 1. Details are given in Table 2. The model comprises of a hypothetical
outlay of four sensors randomly deployed in an area of 500%250 (grid length
500 m and sensor grid length 250 m). Using basic IoT architecture, these
four nodes are connected through Zigbee (IEEE 802.15.4) via a gateway to
a wireless server with the help of a router and an access point. The nodes
are static, and we assume an application between source (sensor id ‘1’) and
wireless node (id ‘8’) as the destination for our simulation. The scenario also
considers standard environmental conditions of path loss and fading. The path
followed by the packet generated by the sensor node follows four connections
out of which two are wired and two are wireless. An ad hoc connection exists
between the sensor node and gateway (IEEE 802.15.4), while the 6LowPAN
gateway, router and access points are connected using wired connections.
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Figure 1 Node and device connections of the considered scenario.

Table 2 Simulation parameters

Parameter Value and Variation

Node placement Random, Deterministic, Uniform
Initial energy 6480 nJ

Routing protocol RPL, AODV
Transport layer protocols TCP, UDP
Application layer protocol CoAP, FTP, Voice, Video
Networks Wi-Fi, 6LowPan, Zigbee, Wired

We illustrate it as such, to imply that the observations of the performance of
network parameter are strictly for the wireless connections of two different
networks: Wi-Fi (between access point and wireless node 8) and Zigbee
(between sensors and gateway).

5 Results
5.1 Functional Correctness

It can be observed from Figure 2 that in case of Video, Voice and FTP
applications the value of FC at the physical layer is high. Video and Voice
applications are basically multimedia streaming over UDP because fast
delivery of data is required. FTP, which operates over TCP, involves simple
transfer of multiple files from client to server thereby leading to very less
flaws in its functioning. CoAP running over UDP doesn’t include any flow
control mechanism which leads to a reduction of data in performance. For the
network layer, we obtain an insignificant number of discarded packets which
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M FC (Physical Layer) ® FC (Network Layer) mFC (Transport Layer)
Figure 2 Functional correctness at different layers and protocols.

Table 3  Availability measures obtained for different IoT applications
Applications  Availability  Responsiveness

Video 0.980 57%
Voice 0.877 25%
FTP 0.998 5%
CoAP 0.814 56%

leads to high FC for all applications. This is due to assumption of a noise-free
environment where packets do not get corrupted during transmission. At the
transport layer, however, FTP exhibits a low value as we observed a large
segmentation of the packets and TCP instead of other protocols that used
UDP.

5.2 Availability

It can be observed in Table 3 that value of availability is least for CoAP.
As discussed earlier that availability metric depends upon the number of
collisions. Since CoAP works on request—response model, it totally depends
upon the ACK message received for successful delivery of packet. There may
be chance that for certain packets when CON message is sent by the client,
server responds with an empty ACK message which means to resend this
message. When the sender gets ready to response the previous request, it



Comparison of Network Performance Metrics for Dependable IoT Systems 465

sends a CON message to client. Client responds it by sending ACK message
to confirm it. Again, the request is retransmitted, and corresponding response
will be obtained. This entire process leads to a high number of retransmis-
sions of a packet. This leads to more chances of collision of packets thereby
leading to decrease in the availability metric.

5.3 Responsiveness

On conducting the simulation for a time interval of 100 ms, large number of
packets get generated for Video, CoAP and Voice applications. For FTP, only
16 packets are generated in the given time interval. Therefore, we consider16
packets for observing the responsiveness metric for all the aforementioned
applications as depicted in Figure 3.

1e10 COAP RTT vs Packet ID 1el0 VIDEO RTT vs Packet ID
2.00 §
1.75'1 8
1.50 1
1.25 6
) m
E 1.00 4 é
4
© 0.751 «
0.50 4
>4
0.25 1
0.00 1
2 4 6 8 10 1 1 2 4 6 8 10 12 12
Packet ID Packet ID
(a) (b)
1e10 VOICE RTT vs Packet ID 1el2 FTP RTT vs Packet ID
8
1.5
7
1.4
1.3 6
212 gs
E.s Ea
1.0 3
0.9 2
0.8 1
2 4 6 8 10 12 14 2 4 6 8 10 12 14
Packet ID Packet ID

() (d

Figure 3 Round-trip time values for different applications (a) CoAP (b) Voice (c) Video
(d) FTP.
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Table 4 Responsiveness values obtained for different applications

Application  Responsiveness

Video 57%
Voice 25%
FTP 5%

CoAP 56%

Table 5 Application-level metrics

Throughput Energy Delay Packet
Application (in Mbps) Consumed (inmJ)  (in Microseconds)  Delivery Ratio
Video 0.050933 1794.4 29835.3 0.998
Voice 0.063946 1986.2 9066.6 0.999
CoAP 0.000055 1187.0 7327.9 0.934
FTP 0.005616 2490.5 14599773.6 0.0351

Responsiveness obtained was least for FTP as shown in Table 4. Respon-
siveness depends upon the round-trip time taken by a packet. For same
number of packets, it was observed that a large number of segments was
present for each packet in FTP. This leads to more chances of collision of
packets which further leads to unsuccessful transfer of packets. Collided
packets need to be retransmitted. This leads to a rapid increase in RTT value
for each packet and the least amount of responsiveness.

5.4 Application Metrics

Since CoAP operating over UDP doesn’t provide any flow control technique,
it leads to less throughput in a wireless network. Table 5 shows that, due to
the generation of a large number of segments for each packet in FTP, chances
of collision increase thereby leading to large amount of delay for a packet
to reach the destination. Thus, a very low value of PDR is obtained for FTP
as compared to other applications. Table 5 represents the application-level
metric performances of Video, Voice, CoAP and FTP.

5.5 Reliability Metrics

In order to compute reliability and resilience metrics for studying the network
performance of an IoT application, link throughput curves provided by the
simulator was employed as shown in Figures 4(a)-4(d).

Link throughput curves for all four applications were generated for
different scenarios. To determine reliability, we compute MTBF with the
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Figure 4 Link throughput graph (a) CoAP (b) FTP (c) Voice (d) video.

Table 6 Reliability metrics for Video, Voice and FTP

Applications n (No. of Failures) T (Communication Time) MTBF  Reliability
Video 11 58 5.27 537
Voice 23 90 3.91 €391
FTP 30 90 3.00 e300

help of the moving average curve as depicted in Figure 4 (denoted by the
red line). In case of Video, Voice and FTP applications the large number
of packets are fragmented due to the size and need of streaming purpose.
For Video application, we consider discrete time slices for our analysis.
The total operating time was split into two categories, namely, network
establishment time and time for communication. In our case, we assume
negligible network establishment time. Therefore, further computations were
carried on the basis of communication time only. The statistics generated after
multiple simulation runs are given in Table 6. In case of CoAP application, we
compute failure by calculating the average throughput for all the readings. On
substituting the values in Equation (10), the readings obtained are mentioned
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Table 7 Reliability metrics for CoAP application
Z throughput value for each instance 6090 kbps

Communication time 90
Average throughput 67.67
Number of failures 41
Reliability obtained e 1o
1.0 1
0.8 -
0.6
x
7
<
L]
0.4
0.2 1
0.0

0.0 2.5 5.0 7.5 10.0 12.5 15.0 17.5  20.0
t

Figure 5 Network reliability obtained for different applications.

in Table 7 pertaining specifically to CoAP.

A i hout > throughput value for each instance
verage throughput =

total operating time

X (only communication time to be considered)

(10)

From Tables 6 and 7, we can observe that CoAP has the least reliability
value as compared to other applications. For Video, Voice and FTP based
applications we usually communicate by sending a large number of packets
and they are sent at high frequency. Therefore, in these applications, reliabil-
ity achieved is higher as a smaller number of failures was observed thereby
leading to higher value of MTBF. The reliability obtained for discrete time
slices considered from the link throughput graph is depicted in Figure 5.
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Performance Level

d s . 1
Time ’

Figure 6 System performance curve (adapted from [32]).

Note:

Fo = original stable system performance level.

Fq = performance level just after the disruption.

F.« = performance level after initial post disruption equlibrium is attained.
F; = performance level of the new stable state after recovery.

ts = time before recovery phase starts.

ty = time to finally recover from disruption.

5.6 Resilience

Resilience was evaluated using the link throughput graph for the different
applications that had been considered for the study. In order to obtain the per-
formance curve from the link throughput graph, random time samples were
considered. In order to calculate resilience, we use the system performance
curve illustrated in Figure 6.

According to Francis and Bekera [32], resilience (p) can be calculated as:

Fr Fd
P=Sop (1)
where S, = Speed recovery factor obtained from recovery times to new
equlibrium (t, — tq).

It can be observed that CoAP is the least resilient as compared to other
applications. As mentioned in Table 8, there is a significant amount of
difference in the values of F, and Fq in case of CoAP thereby leading to
a low resilience factor. While Table 8 presents the computed resilience metric
of the network subject to different requirements of applications, Figures 4(a)—
4(d) depict the diagrammatic outlay of the resilience curve obtained under
the simulations conducted. These results together present the resilience curve

time samples and evaluation which are presented in Table 8.
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Table 8 Resilience metric for Video, Voice, CoAP and FTP applications

CoAP FTP Video Voice
(Time Slice: (Time Slice: (Time Slice: (Time Slice:
68-74 ms Interval)  20-30 ms Interval) 74-83 ms Interval) 71-81 ms Interval)
Fo 90 190 185 150
Fa 50 120 155 135
F, 100 210 190 155
Sp 5 5 5 5
p 3.08 349 4.30 4.65

6 Conclusion

Our article presents six different metrics to enable the estimation and study
of network performance. These metrics could be adopted for evaluating
dependability of the underlying network. Through our simulation results we
depicted behavior of the network under four different applications: Video,
Voice, FTP and CoAP. Evaluation of functional correctness (FC), availability,
and throughput revealed that CoAP achieved the lowest performance among
the protocols. Similarly, among the evaluated protocols, FTP showed the
lowest responsiveness and PDR. The results from our analysis clearly depict
that the performance of an application in terms of throughput, delay and
PDR relate to the FC of the data delivery channel as well as the reliability
and resilience of the network. We show that application characteristics and
dependability are a reflection of how effectively the network manages to
communicate data. This paper depicts an elaboration of how metrics could
be applicable and measured using a simulation environment. This work will
be extended by implementing the same scenario on a physical model (part of
a future study).
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