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Abstract

In Internet of vehicle network, security of data transmitted by nodes is of
Prime concern. This paper presents an algorithm for effectively classifying
the trustworthy and non-trust worthy nodes for secure communication of
vehicles. The categorization is done based on probability distribution curve
drawn using statistics of nodes. The nodes will be considered as normal when
the PDF of the nodes lies in the range of mean +/-2 standard deviation of the
curve. Simulation is performed for three trust threshold (θ = 0.65,0.7,0.75)
and two metrics i.e. trust value and Packet delivery ratio. The proposed model
is compared with rater and ratee based model in terms of transaction number
growth. From the results, it can be found that average trust maximizes with
time for trusted nodes and becomes zero non trusted nodes. Results also
depicts that the Packet Delivery Ratio is 0.065 for normal nodes and 0.015
for abnormal nodes. The proposed model distinguishes between trusted and
malicious nodes efficiently, providing a better, scalable and lightweight trust
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mechanism for IoV environments without relying on cryptographic methods.
Future work will focus on improving the model’s adaptability to real-world
network conditions and incorporating dynamic trust thresholds for greater
accuracy in various vehicular scenarios.

Keywords: Internet of Vehicles, IoV, security, trust, trust model, joint
probability distribution.

1 Introduction

Internet of Vehicles (IoV) is defined as distributed network used for wireless
exchange of information between vehicles, infrastructure, pedestrians and
internet, based on communication protocols and standards [1]. It is combina-
tion of vehicular network (VANET) [2] and internet of things IoT [3]. Internet
of vehicles has significantly boosted intelligent traffic management [4]. It
also overcomes limitations of traditional VANETs, like lack of coordination
between distant vehicles, communication with remote RSU’s, scalability,
information insufficiency etc. The Internet connectivity widens the network
globally. However, internet connectivity makes the network more vulnerable
to security threats and questions the reliability of data [5]. The state of art
in IoV networks depicts that research is focused on IoV architectures and
reliable delivery of data but less focused on evaluation of the reliability
of data sent by the nodes [6]. This motivated us to work on evaluating
the of data transmitted by nodes. Evaluation of data quality and reliability
is quite necessary for a node to make reliable decision. The data quality
can be measured by estimating the trust on the sender node. By measuring
the trust level, a trusted, malicious, faulty and selfish node can be easily
differentiated [7]. But modelling trust is a challenging task in IoV network.
In this paper a trust model is proposed for segregating trusted and malicious
nodes.

The rest of the paper as below. Section 2 presents related work. Section 3
defines the proposed system model followed by result and discussion in
Section 4. Lastly, Section 5 concludes this paper and highlights the future
work.

2 Related Work

Various trust models have been proposed by different researchers for VANET,
e.g. [8–14]. But trust management in IoV network is still in infant stage.
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Few trust models have been proposed so far for the IoV network [15–18].
Prevailing trust models for VANETs suffers with various limitations which
hampers their implementation practically [7]. For example, some trust models
use history of past interactions for trust calculation which is not feasible to
implement in vehicular network. Some of the existing trust models make
use of the email ids of senders or unique identities of each node for trust
computation which violates user privacy. Some trust models are not resilient
against attacks in network. Furthermore, most of the trust models are rater-
based which do not work efficiently when a node encounters an unknown
node. Some are rater-based which also has limitations that are unaddressed
i.e. cold start problem and scalability problem. To fill these gaps, we propose
a probability-based trust model that efficiently handles the above-mentioned
limitations

3 System Model

The proposed PDBTM for IoV works as distributed data protocol where
nodes act as client and online trusted centers act as server. PDBTM is an
probabilistic distribution based trust model to compute the direct trust in a
node Figure 1. By doing so, we evaluate the communication nodes that are
immediately next in both trustworthiness and sincerity. As soon as it sends
out a data or control packet, the node will put its receiver into promiscuous
mode. As soon as the transmitting node hears that its immediate neighbor
is forwarding the packet, the transmitting node does an integrity check on
the packet and Infers, by either confirmation or modification. If the integrity
check fails, or the forwarding node behaves in a non-compliant manner your
corresponding trust vector is decreased. In either of these cases we say that
trust goes down. We express the trust of node A for node B as TAB, with the
following formula:

TAB = P (S1|PNs1)× P (S2|PNS2) . . . P (Sm|PNSm) (1)

Figure 1 Probability distribution for estimating the trust of the nodes.
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where P (S1|PN ) represents the estimated trust of node B by A if using
statistic S1 given the Trust distribution of S1 as Ps1 and Conditional probabil-
ity being P (S1|PNs1). The P (S1|PNs1) estimates the probability of having
normal statistic S1 if the trust distribution for statistic S1 is given as PS1.

The normal distribution given input variable X, mean µ and standard
deviation σ2

Normal Distribution (x, |µ, σ2) =
1√
2πσ2

e−
(x− µ)2

2σ2 (2)

the PDF(Probability density function) of a given statistic Sm can be
modeled as

PDF (Sm, |ρ, τ2) = 1√
2πτ2

e−
(Sm−ρ)2

2τ2 (3)

where the ρ is the mean of statistic Sm and τ2 is the standard deviation, the
ρ and τ2 are collected by executing the network in normal mode without
presence of malicious nodes. We have utilized three direct PDF and two
derived PDF as parameters for evaluation including Packet delivery ratio
(PDR), Packet Loss Ratio (PLR), Average Speed (ω) of the nodes in network
and two standard PDR given mean speed and PDR given distance. These
PDR and PLR metrics will allow for real-world calibration of the statistical
distributions.

The classification is done for any metric Sm given the mean ρ is standard
deviation τ2 as,

if

{
Sm > ρ+ 2τ2

Sm < ρ− 2τ2

}
Abnormal Behaviour (4)

and

if

{
Sm ≤ ρ+ 2τ2

Sm ≥ ρ− 2τ2

}
Normal Behaviour (5)

Thus, the statistical behaviour Sm is bounded by [µ−2σ2 ≥ ω ≤ µ+2σ2]
for normal node, if the behavior of the node crosses the bound the node is
marked as abnormal node.

The proposed trust model works on the following assumptions.

• Initial trust values all nodes in the Internet of Vehicles (IoV) network is
assumed as 0.5. This uniform assumption is considered because at the
start of interaction, nodes doesn’t have no prior knowledge or history of
interactions between nodes.
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• The model assumes that the behaviours of nodes, such as Packet Deliv-
ery Ratio (PDR), Packet Loss Ratio (PLR), and speed, follow a normal
distribution.

• The trust classification algorithm assumes a binary outcome, where
nodes are either normal (trusted) or abnormal (non-trusted).

• The algorithm assumes that nodes have short-lived interactions and
vehicles may not have the opportunity to form long-term communication
histories.

• The model implicitly assumes that environment conditions such as
signal interference and weather conditions do not impact the vehicular
communication significantly.

4 Result and Discussion

To accomplish the simulations, Simulation of Urban MObility (SUMO) as a
traffic simulator and MATLAB as event simulator are used. We consider an
IoV environment in which some of the nodes are randomly set as abnormal
nodes. We assume that every node has the trust value of 0.5 initially. The con-
ducted simulations show easily how the normal (trusted) nodes are separated
from abnormal (non-trusted) nodes based on trust value and Packet delivery
ratio. The proposed PDTM model is compared to existing ratee based scheme
[22] and rater-based scheme [23] in terms of transaction number growth.

4.1 Average Trust

The value of average trust gradually increases with every successful inter-
action and decreases with every misbehavior of non-trusted node. Figure 2
shows the average trust of the normal node gradually increases with time
maximum value of trust is 1. This increases their margin of safety for being
good node even when there is any bad interaction accidently.

Figure 3 shows the average trust of the abnormal node gradually decreases
and become zero with time. Threshold policy does not have much effect on
the average trust.

4.2 Packet Delivery Ratio

It defines how many numbers of packets transmitted have be received
successfully by the target node. The conducted simulations show how the
average PDR varies with time for both normal as well as abnormal nodes.
The graphs in Figures 4 and 5 shows that average PDR for the normal nodes
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Figure 2 Average trust of normal nodes.

Figure 3 Average trust of abnormal nodes.

is 0.065 whereas the PDR for abnormal node is 0.015. It means the PDR
of normal nodes is more in comparison with abnormal nodes. Both graphs
presented that the progression of PDR is higher for less strict threshold
policies.

4.3 Transaction Number Growth

Transaction number is defined as no. of transactions/ communications that
takes place amongst any two of the nodes. In this simulation, we have
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Figure 4 Average PDR of normal node.

Figure 5 Average PDR of abnormal node.

recorded the number of transactions taking place between vehicular node for
10 hours, and the transaction growth is calculated every hour for all the three
methods. The simulation outcomes are shown in Figure 6.

During first simulation hour, growth of transaction no. is less in PDTM
as compared to ratee methods and rater method is slowest. The reason behind
the same is that in the early stage of network, few nodes are interrelated
and share the information which is to be accumulated to evaluate trust. The
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Figure 6 Transaction number growth in each hour.

transaction number growth for rater-based models is quite less as compared to
both ratee- based and PDTM throughout the simulation. But the comparison
of the transaction number of ratee based models and PDTM shows that the
transaction growth is initially low in proposed PDTM in comparison with
Ratee model. This is because in PDTM we have allocated preliminary trust
to all given nodes so malicious nodes may also participate in network and
does not allow the transaction to take place. But as the time progresses,
the proposed model works well as compared to ratee based model as the
transaction number growth in PDTM is increasing in a continuous manner
with progression of time and peaks at more than 2300 transactions in 9th
hour. In long run PDTM has more transaction growth in each hour whereas
continuous manner with progression of time and peaks at more than 2300
transactions in 9th hour. In long run PDTM has more transaction growth in
each hour whereas transaction number growth in ratee-based model fluctuates
up and down. During first four hours the transaction growth of ratee based is
very high having peak at more than 2000 transactions. But after t= 4 hours it
starts fluctuating with peak at 1800 transactions.

5 Conclusion

This work presented a trust model that is neither ratee based nor rater based
as Trust values are stored online at trusted center making use of Internet of
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things. The simulation shows that this model easily segregates abnormal/non
trusted nodes and normal node based on trust values. Malicious nodes can
be easily separated from ideal ones using this model as their average trust
value will undergo graceful degradation with each misbehavior. The model is
scalable in the sense that every node stores the trust value of limited sets of
nodes only that are required for it. The model does not make use of cryptogra-
phy for the authentication of entities in network discovery phase that reduces
the computation and time complexity of the model. The simulation -based
comparison of proposed model with rater and ratee based model concludes
that the proposed PDTM outperforms the rater based as well as ratee based
model in terms of transaction number growth.

Despite its strengths, the PDBTM has certain limitations, including
its reliance on a fixed threshold for trust classification and the potential
inability to adequately address outlier behaviors or anomalies. Future work
will focus towards the adaptability of proposed model to real-world condi-
tions by using dynamic trust thresholds and integrating advanced anomaly
detection techniques. Additionally, further empirical validation through real-
world deployment is necessary to assess the model’s performance in diverse
vehicular environments.

Overall, the PDBTM offers a scalable and lightweight solution for trust
management in IoV systems, providing a foundation for future advancements
in secure vehicle communication. By addressing its limitations and evolving
the model, we aim to contribute significantly to the development of robust
and secure IoV networks.
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