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Abstract

Therefore, Vehicular Ad-hoc Networks (VANETS) are the fundamental
infrastructure required for the deployment of Intelligent Transportation Sys-
tems (ITS), which will facilitate enhanced safety, efficiency and comfort
by interconnecting vehicles. Trust establishment is first and foremost for
the smooth operation of VANETSs, with trust appearing as necessary in
the case for safe dissemination and preventive measures against malicious
behaviours for nodes making use of inter-communication within the network.
This paper provides a comprehensive summary of the existing trust-based
models in VANETS, and takes an in-depth look into associated issues. We
go through entity-centric, data-centric and hybrid models providing their
strengths and limitations. This is backed by the statistics which indicate
that implementing emerging technologies such as block chain and machine
learning can greatly improve the reliability mechanisms. Moreover, they
overcome the limitations suggested by trust models including dynamic net-
work topology, scalability and problems related to privacy and security etc.
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This systematic review will facilitate the insight of researchers regarding the
state-of-the-art research in trust and also highlight necessary enhancements
in order to produce stable and efficient models for trust in VANETs. This
highlights the need for interdisciplinary teamwork in integrating crypto-
graphic techniques, machine learning solutions, and informative messages
to develop resilient trust systems against adversarial activities on vehicular
communication networks.

Keywords: Vehicular ad-hoc networks (VANETS), trust-based models,
intelligent transportation systems (ITS), block chain, machine learning,
network security.

1 Introduction

Vehicular Ad-hoc Networks (VANETSs), a subset of Mobile Ad-hoc Net-
works (MANETS), are specially designed to support communications among
vehicles and vehicle-to-infrastructure. Their applications in Intelligent Trans-
portation Systems — ITS — are expected to improve road safety, traffic
management efficiency and passenger comfort by real-time information
exchange and coordination. Due to the high mobility and frequent topology
changes, VANETSs require efficient design principles aimed at a fast data
dissemination. In VANETS, a major challenge is to build trust among involved
parties. VANETSs are an open and dynamic networking environment in which
several security threats and attacks may exist on the account of without
deploying trust mechanisms effectively. VANET communications SOLU-
TIONS Trust based models. These models assess and verify the information
being propagated is reliable, and certify the network nodes. Trust of VANETSs
can be divided into entity-centric, data-centric and hybrid trust models. The
user entity writes data through the write interface, and each of its transactions
are processed by a Quorum node in the system that assign a trust scores
QS to bother other node and related data. A hybrid model fuses the two
types for an inclusive evaluation. Novel technologies like block chain and
machine learning are getting incorporated with trust models for VANETs.
On the one hand, the decentralized and immutable characteristics of block
chain improves transparency and trust management, while on the other side
machine learning/Al provides highly sophisticated techniques to measure
and predict trustworthiness across extensive data patterns. In the last hour
of my paper I organize this paper as follow: The Current status of Trust-
based models in VANETSs will be overviewed in Section 2 which focuses on
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Related Work. In Section 3, we delineate the main challenges encountered in
deploying trust-based models in real VANET environments, such as dynamic
network topology, scalability, as well as privacy and security issues. Section 4
outlines some points to think about for future research and also suggests
approaches to overcome the current challenges. In Section 5, conclusions are
drawn for the main findings of the review and contributions.

2 Related Work

V. Karanam et al. [8] The main goals of safety applications are decreasing the
number of accidents and improving travel efficiency. Traffic Accident and a
resulting delay on road. If there is a crash the appropriate information will
need to be sent out as a broadcast message so other vehicle can change their
pathways accordingly.

P. Jain et al. [9] Vehicular ad hoc network, also known as VANET is
another widely popular research area. These networks where cars are repre-
sented as nodes move fast and hence high mobility wireless connections. With
the automobile sector expanding like never before, it becomes necessary to
have a methodized form of this for driving assistance and traffic monitoring.
Deciding which node is the best to have the next one in line when connecting
the starting point and its destination consists of multiple levels with increasing
complexity.

Liu Qingzi, et al. [10] Butier: Recently, the security of VANET has
attracted loud attentions from researchers with multiple academic back-
grounds. Civil life and property protection can be achieved only if both
transportation security as well as VANET throughput are maintained. Given
the emphasis on the importance of addressing VANET security in our system,
while there may still be vulnerabilities this architecture represents a buffer
against potential threats.

Coti, R. B., et al. [11] The proposed VANET architectures contain three
unique V2X cases; the first one is to transfer collected data in secure Manner-
the prompt manner using a vehicle-to-vehicle (V-V), where all vehicles
communicate with each other, but not necessarily via Roadside Unit an
example of DSRC standard. This paper proposes a multi-agent safety infor-
mation transmission approach for enhancing the V2V communication. In the
proposed dissemination method, we have applied far-end node selection at
out range for data forwarding with less number of transmissions. Our primary
contribution to the ongoing research is designing and building significant
information delivery systems with minimal end-to-end latency.
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T. Diab et al. [12] The model relies on cryptographic algorithms and
tunnels to use digital signatures with authentication mechanisms. We improve
the security of the designed protocol in terms of data confidentiality, non-
repudiation, anonymity and integrity. We show that our model is efficient and
safe by describing several instances of anonymity with performance results.
Our simulations have been launched on the NS3 platform.

3 Trust-Based Models in VANETSs

The VANET System Components package includes essential entities like
Vehicle Nodes, Roadside Units (RSUs), Centralized Authority, and User
Devices, highlighting their roles in data communication and interaction
within the network. The Trust Management Framework consists of compo-
nents like Trust Evaluation, Trust Update Mechanism, Trust-based Decision
Making, and Trust Information Database, which collectively manage and
update trust metrics for effective decision-making. Additionally, the Commu-
nication Security Layer encompasses Secure Communication Protocol, Data
Authentication, Encryption Mechanism, and Data Integrity Check, ensuring
that communications within the VANET are secure and reliable [18]. The
connections between components illustrate the flow of data and trust assess-
ments, ensuring that reliable feedback is provided to vehicles and users. This
structured approach facilitates enhanced security and scalability in VANETS,
essential for safe and efficient vehicular communication.

3.1 System Architecture for Trust-Based Models in VANETs

In Trust Based Models for System Architecture in VANETS, the authors
present several important components to be considered while implementing
a system architecture that collectively contributes towards receiving reliable
and secure information together with an assurance that vehicular communi-
cation can result in efficient results. The Trust-Based Models module is the
heart of our architecture implementing models to deal with different trust
concerns in a VANET. It is further broken down into: Entity-Centric Models,
Data-Centric and Hybrid trust models which concentrate on different aspects
related to the management of trusts. Entity-centric models [16] serve as a
basis for how the trustworthiness of individual vehicles or “entities” in your
network will be measured. Reputation-Based Trust and Behavior Based-Trust
These models are dependent on relations one has with others as well as the
other people have seen how we operate to make conclusion about our trust
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levels. Reputation-Based Trust is founded on trust that arises when many
other nodes give positive feedback regarding a node entity past behavior,
and Behavior-Based Trust is based on the monitoring of behaviors (actions)
over time in real-time from potentially anomalous actors. This guarantees that
just vehicles with demonstrated conformance may participate on the network,
improving safety at all. Meanwhile, Data-Centric Models address the data-
awareness of network messages exchanged between them. These are built
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to prevent data being altered in transfer, and make sure both you and your
customer is getting accurate information [17] from a credible source.

Data Authentication validates the information source and correctness
which is important for accurate QoS traffic control, and Message Integrity
Verification uses cryptographically methods to detect if messages have NOT
been mangled with.

3.2 Types of Trust-Categories

In the Trust Categories section, models such as Reputation-Based, Feedback-
Based, Certificate less, and Context-Aware trust are presented, each visually
differentiated by distinct colors to enhance clarity. This categorization high-
lights the different approaches to establishing trust among vehicles and
roadside units. The Assessment Mechanisms package details how trust
is evaluated, featuring methods like Direct Assessment, Indirect Assess-
ment, Hybrid Assessment, and Dynamic Assessment, which underline var-
ious strategies to gauge trustworthiness based on direct experiences, peer
feedback, or a combination of both. Lastly, the Update Methods section
encompasses trust maintenance techniques, such as Continuous Update and
Event-Driven Update, indicating how trust metrics are regularly revised to
adapt to changing conditions. Overall, this diagram provides an intuitive
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Figure 2 Types of trust-categories in VANETs.
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understanding of trust management in VANETS, which is crucial for ensuring
secure and reliable communication in intelligent transportation systems.

3.3 Types of Attacks in VANETs

VANETS (Vehicular Ad-hoc Networks) are dynamic and completely isolated
networks in which vehicles can communicate with each other as well as
roadside infrastructure to improve the overall traffic efficiency, safety, and
provide information services. There are several attacks possible on VANET's
because, despite their advantages and extensibility in terms of services pro-
vided by them, these networks also possess many threats which can threaten
their performance, security and reliability. We need to know about these
attacks for developing efficient security strategies that secure the VANETS
from abnormal activities. Sybil Attack is one of the most popular attacks in
VANETs. In such an attack, a single malicious vehicle generates.

3.4 Machine Learning-Based Techniques in VANETs

Recently, machine learning (ML) techniques have shown great potential in
mitigating new challenges arising due to the dynamic and complex nature
of Vehicular Ad-Hoc Networks (VANETS). Data-driven methods combined
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with machine learning (ML)-based technologies increase effectiveness, relia-
bility, and scalability of VANETSs by supporting the decision-making process
through advanced processing techniques based on data analysis for traffic pre-
diction detection, anomaly detections or network optimization. The following
section discusses pertinent machine learning techniques used in VANETS,
and how they are integrated into the network for improved performance.

1. Security and Anomaly Detection
Security is one of the most important challenges in VANETS since they
are open, and distributed systems. Its security is improved by employing
the ML techniques such as anomaly detection and intrusion prevention.

2. Vehicle Behavior Modeming
In VANETs, ML techniques are used to model and predict vehicle
behavior as well.

3. System Optimization / Resource Allocation and Traffic orchestration
High performance of VANETSs is characterized by efficient resource
allocation and network optimization.

4. Context-Aware Services
The context-aware services in VANETSs must receive and process the
contextual knowledge of vehicles and infrastructure. These contextual
factors include location, speed and environmental conditions;

5. Recommendation Systems with Collaborative Filtering
In VANETS, formats that adopt collaborative filtering and recommenda-
tion system to serve user with customized services are used as a medium.
In this study, ML techniques in the form of Matric Factorization.

3.5 Blockchain-Based Techniques in VANETs

Initially being practiced in cryptography because of cryptocurrency transac-
tions, the blockchain technology has been instigated into other sectors and
areas with it having its purposeful application to Vehicular Ad-hoc Net-
works (VANETSs) Given its characteristics of being decentralized, transparent
and immutable it makes even more sense to use blockchain for solving
many issues in the automotive field including VANETs. To secure VANETS,
this section addresses the use of blocking technology and describes how
implementing it impacts the security improvements in network: — defines
mechanisms over data integrity control and management.

1. Enhanced Security and Trust
Some of its key advantages in VANETSs are improved security and
trust by the network participants using blockchain technology. VANETS
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are characterized by open and decentralization but also susceptible
to numerous attacks such as Sybil attack, Jamming/Spoofing, Data
tampering in traditional VANET.

2. Hexolab: Communication Security and Information Sharing
The secure exchange of information and data between road vehicles,
roads authorities (and their structures), or any kind of fixed infrastructure
are made possible by blockchains. Vehicles must share information
about traffic conditions, road hazards or safety warnings in VANETSs

3. Self-sovereign Identity Management
One of the essential applications of blockchain technology is decentral-
ized identity management in case of VANETS. Centralized authorities
that manage these identities are fallible and easily hacked or breached.
The self-sovereign identity is the idea that my personal data are mine
and untouchable from any other people or entities, then can we make it
a thing?

4. Efficient Resource Management
Blockchains help in better management of resources which VANETS
require to function efficiently. It offers the ability for network resources
to be tracked and managed through decentralized party service providers
using blockchain technology.

5. Auditability of Data along the data lineage.
Thus, because of the immutability and transparency that blockchain
provides, we believe it can be useful for providing data provenance and
audit capabilities in VANETS.

3.6 Algorithm
Algorithm: GENERALVANETOPERATION(V, P, T, R)
Input:
o V ={wy,vg,...,u,}: Set of vehicles
e P: Set of packets/messages to be transmitted
e T Trust parameters and evaluation function (optional)
e [: Routing protocol or rules

Output: Reliable message delivery and updated trust states
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1. for each vehicle v; € VV do

2 Initialize communication interfaces and buffers

3. Determine neighbors within communication range
5
7

4. for each message p € P generated by v; do
) Select next-hop vehicle v; based on routing protocol R
6 Transmit p to v;
if acknowledgment not received then
8. Retry or select alternate route
9 end if
10.  Log interaction outcome (success/failure)
11.  if trust model is enabled then
12. Update trust score T;(v;) based on interaction
13.  end if
14. end for

15.  Periodically broadcast beacon or hello messages

16.  Update neighbor tables and network topology

17. Respond to received messages or alerts

18.  Apply security rules or intrusion detection if applicable
19. end for

General VANET Operation algorithm models the core functioning of a
Vehicular Ad-Hoc Network (VANET), outlining how vehicles dynamically
communicate and route messages in a decentralized environment. Each
vehicle initializes its communication module, discovers neighbouring nodes
within range, and prepares to exchange messages. For every packet generated,
the vehicle selects a next-hop neighbour based on a routing protocol (e.g.,
GPSR, AODV), attempts transmission, and handles failures via retries or
alternate paths. These steps ensure that the highly dynamic and mobile nature
of VANETSs is accommodated through continuous message relaying and
adaptive routing strategies.

Additionally, the algorithm supports optional trust evaluation, enabling
vehicles to assess the reliability of neighbours based on past interactions. This
is useful for detecting and mitigating malicious behaviour or routing failures.
Vehicles periodically send beacon messages to maintain up-to-date neighbour
tables and network topology. They also respond to received messages or alerts
and may integrate security mechanisms like intrusion detection. Overall,
the algorithm captures both communication and decision-making aspects of
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VANETsS, forming a foundation upon which advanced features such as trust
models, security protocols, or machine learning-based optimization can be
built.

3.7 Challenges in Trust-Based Models for VANETs

Vehicular Ad-hoc Networks (VANETS) — which are the sub-set of Mobile ad
hoc networks(manet)are a new and promising paradigm in automotive tech-
nology that allow vehicles to communicate real-time information between
them as well as with the roadside infrastructure [22]. Central is trust based
models that are responsible for the network’s reliability, security and effi-
ciency. On the one hand, VANETS need efficient trust-based mechanisms to
add transparency and robustness most of its applications but on other side
these models also suffer from numerous challenges during their implementa-
tion and operation. The dynamic nature of VANETS, the open environment in
which they are deployed and a constantly changing threat landscape all play
into these challenges.

1. Dynamic Network Topology
The highly dynamic nature of the network topology represents one of
the main challenges for VANETS. Since vehicles move in and out of the
network constantly, this represents a fluid environment (vehicles will
join and leave at any time). The dynamism of trust models makes it hard
to provide current and accurate assessments.

2. Scalability Issues
Another significant issue regarding trust-based models in the context
of VANETSs is Scalability. The increase in the number of vehicles
and infrastructure nodes will ultimately raise the problem complexity
regarding trust management and evaluation.

3. Security and Privacy Concerns
Trust-based models that could be proposed to assemble the trust in
VANETs should maintain their efficiency as well as deal with secu-
rity and privacy issues, since this can solve efficiently the traditional
“byzantine fault” problem. Trust needs to be able to handle all kind
of attacks, including but not limited Sybil-attacks — where a single
malicious node pretends their many nodes and Collusion attack — when
multiple bad-eyed trust proofers work against the system.

4. Data Integrity and Accuracy
Data integrity and accuracy is utmost important in trust-based models
of VANETs. The fidelity of the trust model relying on true data to
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determine a level of trust. Mistakes based on data inaccurate or incom-
plete can create false confidence ratings causing the entire network to be
thrown into controversy.
5. Resource Constraints
Vehicular Ad Hoc Network (VANET) is built by vehicles that are
equipped with limited computational resources such as processing
power, memory and energy. Trust-based models have to comply with
these limits and at the same time provide meaningful trust evaluations.
6. Adapting to Evolving Threats
Moreover, the VANET threat landscape remains dynamic in nature
and new attack vectors may not only keep on emerging but colluding
methods are being developed concurrently. If trust is the foundation
of this model, it follows that as the threats change so should how we
provide these types of services.

4 Future Research Directions in Trust-Based Models for
VANETs

As problems have arisen and new technologies have been developed in
Vehicular Ad-hoc Networks (VANETS), the field of trust-based models is
rapidly growing to help researchers and practitioners address them. Research
directions are critical to enhancing the effectiveness, reliability, and security
of trust-based models. Key areas of interest include the development of new
methodologies and integration techniques, scalability issues, and addressing
anomalies at the intersection of theory, design, and implementation.

5 Conclusion

It is quite up to the mark that trust management model shows some con-
siderable challenges to achieve success in vehicular communication system
especially in the case of VANETSs. Trust needs are changing fast, given the
rapid pace of change in automotive technology, so new solutions for trust
have become an urgent requirement. These traditional trust models do not
work very well in VANETs, as they assume that trust in the network is
static and thus ignored mobility aspect of nodes in a particular technology
domain unlike other portable networks. The blockchain technology with
the help of machine learning, and NLP methods can help in improving
trustworthiness reliability through a dynamic analysis of emerging patterns
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over extensive datasets. These are big challenges to integrate, especially as
vehicle and data traffic continue to scale up. These frameworks should be
scalable and may have many decentralized components with cryptographic
protocols to manage trust and provide privacy and security. But theory needs
to be checked and adjusted in practice. In order to close the chasms and
transform the trust models to feasible mechanisms, it is important that these
are tested and integrated with our partners from industry. Future research
should concentrate on developing adaptive trust models that deal with the
complex and inter-domain nature of VANETS.
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