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Abstract

Remote patient health monitoring systems have acquired vital attention
because of its significant potential to enhance healthcare services. With the
advancement of Internet of Things and “cloud computing technologies”, the
development of secure and energy-efficient remote monitoring systems has
become more achievable. The ability to remotely monitor a patient’s vital
signs is one of the most impactful applications in the medical field. The
COVID-19 pandemic underscored the need for systems that enable patients
to transmit vital health data to hospitals without physically visiting them.
Remote health monitoring systems integrate various cutting-edge technolo-
gies, including IoT, machine learning, and virtual machines. However, one of
the primary challenges in these systems remains security. This paper provides
a in-depth review of the technologies currently in use, categorizing them
based on parameters such as the type of sensors employed and the attributes
they monitor. Additionally, it highlights the limitations of existing mod-
els, identifying potential areas for future research that can guide emerging
scholars in this field.
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1 Introduction

In the recent past world has witnessed scarcity of medical infrastructure.
Especially, during COVID-19, almost every party of globe felt the need of
a system through which patients can be monitored remotely. Such a system
avoids the need to move patients to hospitals unless and until the condition
is very critical, saves need of large medical in hospitals as infrastructure is at
the patients location. The evolution of Internet of Things (IoT) has brought
tremendous changes in every aspect of life including healthcare. IoT has been
widely adopted in healthcare, revolutionizing the way medical resources are
utilized to deliver reliable, intelligent, and efficient care. In the past, health
monitoring systems were characterized by bulky and complex circuitry that
consumed significant amounts of power. However, advancements in semi-
conductor technology have led to the development of compact sensors and
microcontrollers that are faster, more energy-efficient, and affordable. These
innovations have made it feasible to implement remote health monitoring
systems, which play a critical role in modern healthcare.

The following scenarios demonstrate the practical applications of remote
health monitoring systems:

i. When a new medication is administered to a patient with an existing
medical condition, their vital signs can be closely monitored to assess
the effects of the drug and detect any adverse reactions in real-time.

ii. To maintain the stability of a patient’s general health, vital signs pertain-
ing to vital body functions, such as heart rate, blood pressure, breathing
rate, and oxygen saturation, can be regularly monitored.

iii. For patients with pre-existing cardiac conditions or those at risk of heart
attacks, remote monitoring allows the tracking of vital signs to predict
and provide early warnings of potential cardiac events, enabling timely
medical intervention.

iv. Patients in critical or deteriorating health conditions can be monitored
to predict the onset of life-threatening events, allowing for prompt
responses to emerging medical crises, which could be lifesaving.

v. Remote monitoring is also valuable for tracking long-term health
trends in chronic conditions such as diabetes or hypertension, helping
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physicians make data-driven decisions to optimize ongoing treatment
plans.

vi. The system can be used to monitor post-operative patients, ensuring
their recovery process is smooth, and any complications that arise can
be addressed immediately. In the last decade many researchers have
proposed models for remote health monitoring for different types of
diseases like diabetes, and chronic diseases as presented in [1–4]. We
emphasized on privacy and security of systems for remote health mon-
itoring. The remaining paper contains ‘Section 2’ discusses operations
or performance, thereafter ‘Section 3’ provides the analysis By Com-
parison and finally ‘Section 4’ ends the survey. The development of
secure and energy-efficient remote health monitoring systems, along
with improved network performance, remains a challenging task. In this
literature review, we aim to integrate and synthesize research findings
related to this topic and identify knowledge gaps to suggest potential
future research directions.

1.1 Energy-Efficient Communication and Fault Tolerance

While designing such a system energy efficient and fault tolerant are
two features which are very important. In [5], authors have proposed ‘a
cooperative fault-tolerant and energy efficient Communication approach for
WBANs’,1 which can enhance the reliability of (health monitoring systems).
That highlighted the importance of fault tolerance in ensuring continuous
and reliable data transmission in WBANs. Furthermore, [6] introduced ‘an
energy-efficient data collection method with an adaptable rate for wireless
body sensor networks used for health monitoring, emphasizing the need for
energy-efficient communication protocols to prolong the network lifetime.

1.2 Security and Privacy Preservation

Security of the remote monitoring system and privacy of the data in storage
and transit is very important. In [7] authors have presented ‘a lightweight
anonymous authentication Scheme for WBAN that preserves privacy and
Confidentially’, addressing critical aspects of security and privacy in remote
health monitoring. Additionally, [8] proposed wireless body area network
using a better lighter authentication mechanism, focusing on enhancing the
security of communication in WBANs. However, [9] discussed the issues and

1Wireless Body Area Network.
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advancement in WBAN’s safe routing procedures for healthcare, emphasiz-
ing the need for further comparative analysis of existing secure routing proto-
cols to identify the most suitable approach for health monitoring applications.

1.3 Energy Harvesting and Resource Management

In [10] authors have reviewed the application and hybridization of tribo-
electric nano-generators for energy harvesting in oceans. The study high-
lighted the potential of energy harvesting techniques to power remote health
monitoring systems in resource-constrained environments, such as oceanic
settings. Furthermore, [11] proposed an ‘A deep reinforcement learning
system-based solution to resource management and network virtualization
for IoT-assisted physical education instruction’, emphasizing significance of
efficient resource management to optimize network performance and energy
consumption.

1.4 Future Research Directions

Despite the significant developments in the creation of energy-efficient and
safe remote health monitoring systems, several knowledge gaps and poten-
tial research directions can be identified. Firstly, Future studies must to
concentrate on creating comprehensive frameworks that integrate energy-
efficient communication, fault tolerance, security and privacy preservation
for ‘Remote health monitoring’ applications. Furthermore, exploration of
innovative energy harvesting techniques, such as miniature battery-free bio-
electronics [12], could significantly contribute to sustainability of ‘Remote
health monitoring’ systems. Additionally, optimization of node deployment
algorithms in wireless sensor networks [13] can further enhance the network
performance and energy efficiency of (health monitoring systems). Finally,
the incorporation of energy-efficient communication, fault tolerance, secu-
rity, privacy preservation, energy harvesting, and resource management is
essential for the development of secure and energy-efficient remote health
monitoring systems with improved network performance. Future research
should focus on addressing the identified knowledge gaps and exploring
the suggested research directions to advance the state-of-the-art in this
domain.

2 Operational Performance

Numerous technologies, such as “modern communications and artificial intel-
ligence (AI)” and the “Internet of Things (IoT),” can help lower the cost of
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medical services while improving their quality. [14] The goal of standard
“Remote Patient Monitoring-RPMs” is to enable doctors to frequently moni-
tor utilizing sensors and gather medical data. The following is a summary of
the main steps involved in creating a patient monitoring system:

i. Data acquisition: Both invasive and non-invasive methods are used
to routinely monitor vital signs. This main objective is to extract
vital indicators, such as heart rate, blood pressure, ECG, and EEG.
Devices are utilized to gather other background variables, including
room temperature, pressure.

ii. Data transmission and storage: All information is collected and sent
to the cloud for processing, sorting, and analysis. A variety of sources,
such as laboratories, ambulances, clinics, pharmacies.

iii. Backend systems: Medical professionals will be able to make informed
decisions about patients’ conditions in real time once all the data has
been collected and carefully examined. The general architecture of
RPMs is depicted in Figure 1 [3].

A portable “patient monitoring system-PMs” that is based on the Inter-
net of Things (IoT) can be attached to a distant patient without requiring
wire restraints. Additionally, the gadget can continuously monitor a patient’s
health, which is essential for improved medical care. The monitoring system’s
central controller is a Raspberry Pi. Selected Sensors transmitted data to
the database using Wi-Fi, which is built into the “Raspberry Pi” platform.
Similar to this, each of the related sensors – the “LM35 temperature sensor,”
“AD8232 ECG sensor,” and “MAX30100 pulse oximeter sensor” – transmits
data to NodeRed and “ThingSpeak” for monitoring via the “MQTT” server
protocol. The “ThingSpeak” can be seen on a webpage and shows data from
real-time sensors. If necessary, an alarm is also transmitted via “ThingTweet.”
The data collected by the sensors is stored on a database webpage for the
patient’s future offline smart pattern analysis [15].

Some issues that impact QoS include security, energy loss in IoT devices,
and communication delays. Therefore, it is expected that a “Remote patient
monitoring system-RPMs” that uses energy-efficient IoT sensors will sat-
isfy security requirements. So, the proposed “SS-ROW algorithm,” which
combines the “squirrel and sparrow” characteristics with “Ciphertext Key
2 Policy (CK2P) encryption” on data, optimizes “network clustering” and
“cluster head” selection based on trust, “inter and intra-cluster distance,”
and energy level. Additionally, “CP-ABE (Ciphertext-Policy Attribute-Based
Encryption) and KP-ABE (Key-Policy Attribute-Based Encryption)” provide
a crucial trust mechanism [16].
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Figure 1 Architecture of RPM [3].

The present approach uses active technology to connect sensors to the
patient’s body without giving them any discomfort. An explanation of RPMS
demonstrates how the design may change depending on how many levels
are created. such as wireless connectivity, the type of sensor, and the Mobile
Control Unit being used. as illustrated in Figure 2 [17].

Healthcare issues are growing commonplace in developing countries as
the population grows and so does the demand for medical care. It may
be possible to boost the reliability of complex instruments and reduce the
amount of time needed for personalized training. In order to ensure the
precision and safety of the vital’s real-time signal, this study supports “a real-
time remote patient monitoring system-RPMS” built on the Internet of Things
(IoT). The “Message Queuing Telemetry Transport (MQTT)” protocol is
used to transmit the vital’s real-time signal from the predicted technique to
the website. A “MQTT” broker that functions as both a receptor (website
or mobile application) and a communication module. Vital indicators such
as body temperature, heart rate, and blood pressure (BP) will be noted.
Then, a variety of sensors are used to integrate these data. The Raspberry
Pi microcontroller will use Wi-Fi 33 to transmit the assimilated data to the
“(MQTT)” broker. These readings are then published to the web server or
mobile application by the “MQTT” broker. Data from the heart patient is
gathered using a sensor called a “AD8232.” Starting with the electrical activ-
ity of the heart muscle, it locates and intensifies the signal. An “Arduino ESP
32” with WiFi 33 serves as the main controller for the system. The primary
controller will examine the data it has already gathered before sending real-
time data to a “MQTT” broker via a Wi-Fi 33 module. The data is sent to the
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Figure 2 Remote patient monitoring system [17].

website using a “MQTT (Message Queuing Telemetry Transport)” broker
that runs on a Raspberry Pi 3 [18].

After performing a thorough various reviews, the identified gaps are
mentioned as follows:

i. Security of Remote Health monitoring system is a major concern where
relatively less work is done.

ii. Lack of error detection and prevention, only few studies available on
Tele-medicine Integration.

iii. Energy efficiency of Remote patient Health monitoring are the major
issues.

iv. Accuracy of sensors /devices is another concern.
v. There are only limited number of papers on the Predictions of diseases

using AI/ML.
vi. Prediction of physical parameters of patient and prevention actions are

less explored area.
vii. Most of the researchers generally focused on particular diseases like-

diabetes, chronic fever, heart disease etc.

3 Analysis

In this section we do a comparative analysis of the existing models. Our focus
is primarily on nature of attributes being monitored and the type of sensors
used. We have also recorded the limitations of each such systems.

The findings are tabulated in Table 1.
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4 Conclusion

In conclusion, reviews highlight the importance of developing secure and
energy-efficient remote patient health monitoring systems. While several
studies have contributed to various aspects of remote health monitoring,
there is a need for further research to integrate these findings and address
the knowledge gaps in the development of comprehensive and secure mon-
itoring systems. Future research should focus on the assimilation of IoT,
cloud computing and blockchain technologies to create scalable, flexible and
energy-efficient systems. The major concern while designing a remote patient
health monitoring system is Security and energy efficiency. The objective is
to provide more Accuracy and to develop Energy efficient RPHMS and this
can be done by using Fog computing. Various work on similar field have been
already developed, still more work needs to be done in this field.
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