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Abstract

The rapid adoption of the Internet of Things (IoT) is changing almost all
aspects of life and the use of these technologies is increasing in different sec-
tors such as education, healthcare and manufacturing. Within the healthcare
sector, smart clinics are coming up as new generation of healthcare facilities
connected with loT-enabled medical devices like cameras, diagnostic devices
and sensors to aid in patient care. However, this paper has established that
security is a major concern in the use of IoT devices due to the fact that
most of them are unprotected and therefore prone to attacks. In response
to this problem, the Internet Engineering Task Force (IETF) suggested the
Manufacturer Usage Description (MUD) framework to specify safe commu-
nication behaviors for IoT devices. This paper proposes the adoption of MUD
profiling to improve the security position of IoT powered smart clinics. When
MUD profiles were applied to devices in the ECU-IoHT dataset, we were
able to get a better anomaly detection using Machine Learning (ML) models.
Random Forest and XGBoost classifiers had a gain in accuracy of 1.43%
and 1.74% respectively, MLP increased by 2.80% and CatBoost increased
by 0.51%. These results show that MUD based security mechanisms can be
useful in protecting 10T based healthcare environments.

Keywords: Smart healthcare, smart clinics, manufacturer usage description
(MUD), security, internet of healthcare things, ECU-IOHT dataset.
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1 Introduction

The Internet of Things (IoT) has recently come into its own as an important
technology across a number of sectors, including healthcare, where it has
been one of the most affected industries. IoT has been adopted in the health-
care sector to develop smart clinics equipped with connected devices like
patient monitoring sensors, surveillance cameras and diagnostic equipment.
However, the realization of these innovations has been accompanied by major
security risks. Most IoT medical devices are insecure by design, posing a risk
of exploitation through cyber attacks. These issues are important because they
threaten patient safety, data integrity, and operational reliability.

The growing interconnectedness of healthcare devices has resulted in an
uptick of cyberattacks on IoT infrastructures. Many IoT medical devices are
equipped with limited security features that make them easy to hack and
access. The Gartner report says cyber attacks on operational technology (OT)
environments will increase significantly and threaten critical infrastructures
by 2025 [1]. The SonicWall Mid-Year Threat Report 2024 also showed
a 107% increase in IoT-based cyber attacks, which highlights the need to
deploy better security measures [2].

IoT devices works on top of existing protocols like Bluetooth, Wi-Fi, and
Zigbee for smooth connectivity. But that’s also opened up the attack surface,
since many of these devices are insecure right out of the box. With default
passwords, insecure firmware, and poorly isolated networks, they are a major
attractor for attackers. Many of these devices are bare bone when it comes to
security controls, and that has greatly ascribed to the attack surface.

As per the SonicWall Mid-Year Threat Report of 2024, there has been a
107% rise in 10T targeted attacks in the first half of the year and this shows
that there is a great need to enhance the [oT security solutions [2]. This sharp
rise shows that attackers are now more likely to go after [oT devices than
ever before, and this is probably because they are easier to hack being weak
in security.

So that attackers cannot use IoT devices as ‘low hanging fruits’, security
has to be done in the network. IoT devices should be secure for themselves
but being resource constrained they are incapable of achieving this. Hence
security at network level is required. Securing the routing protocols is a good
way to enhance network security [3, 4] to the best of our knowledge.

The disclosure of a patient’s information is usually a major issue of
concern in the health care sector. Even a simple interception attack can open
the door to more severe threats like malware injection. The use of default
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passwords in medical IoT devices is a major vulnerability in smart clinic
environments that can be exploited to gain unauthorized access to the network
and cause a lot of damage [5].

To enhance the security of IoT installations, the Internet Engineering
Task Force (IETF) suggested the Manufacturer Usage Description (MUD)
framework. The purpose of MUD is to assist device manufacturers to define
the normal communications that a device should have with the network and
for the network administrators to enforce them, thus reducing the chances
of unauthorized or malicious activities [6]. Hence, MUD offers a way
of limiting unauthorized or anomalous traffic, thus being a good way of
defending against cyber attacks to enhance the reliability and security of IoT
networks [7].

MUD can be used to explain the expected behaviour of an IoT device in
certain ways, in terms of specific communication policies [8]. This ensures
that any unapproved activity is not performed by the device since all com-
munication is being watched [9]. In this way, the restricted communication
features and the legitimate uses of IoT devices can be put to the development
of good security policies on network devices like switches and routers [10].

The idea of MUD standards are a good concept and are based on the
concept of defining the expected communication behaviors of IoT devices.
MUD profiles are not enough to solve the problem of the dynamic nature
of cyber threats. These profiles are static and predefined that makes them
failure in real time to mimic new attack patterns. This gap leads to the burning
question of the need for more adaptable security solutions that can detect
and respond to threats as they emerge especially in critical areas such as
healthcare where the costs of breaches are high.

Today’s security solutions for IoT networks are based either on static,
predefined policies — for instance, those enabled by MUD profiles — or
on dynamic anomaly detection with the help of Machine Learning (ML).
However, there are some disadvantages of both approaches. MUD profiles
are practical in constraining the normal operation of devices but are static
and incapable of accommodating the dynamic communication phenomena
which are characteristic of healthcare environments. However, standalone
ML models are good at anomaly detection but have high false positive rates,
especially in healthcare where device interactions are strenuous and vital.

This paper proposes a hybrid approach of integrating MUD based prede-
fined behavioral profiles with ML models to enhance the detection accuracy
and reduce false positives in real-time for healthcare IoT environments as
it faces challenges of device richness, patient data sensitivity and service
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continuity requirements. The key aim of this research is to design a solution
that can help minimize the occurrence of false positives in anomaly detection
models, thus increasing the reliability and efficiency of the detection process
in healthcare environments.

1.1 Research Gap

While previous studies have explored the application of MUD in securing IoT
networks, few have combined this approach with Machine Learning mod-
els to enhance anomaly detection capabilities. Existing research primarily
focuses on either using MUD for static policy enforcement or employing
Machine Learning for dynamic intrusion detection, but the integration of
these two approaches has not been thoroughly explored, especially in the
context of healthcare IoT systems.

This research tries to bridge this gap through a novel method that com-
bines MUD profiling with Machine Learning algorithms to enhance the
real-time detection and classification of network anomalies in IoT-enabled
healthcare clinics.

1.2 Study Objectives and Contributions

In this research, we propose the application of MUD profiling to improve
the security of IoT-enabled smart healthcare environments. Thus, by creat-
ing MUD profiles for every device, we can identify typical communication
patterns that can be used as a reference point when identifying suspicious
behavior. Then, the machine learning models are trained to detect anomalies,
i.e., deviations from the learned communication patterns, which can help to
detect potential security threats in the network in real-time.

We specifically assess the effectiveness of applying MUD profiles to
healthcare-related IoT systems using the ECU-IoHT dataset of Edith Cowan
University [11]. The study investigates the effectiveness of integrating
MUD with machine learning algorithms such as Random Forest, MLP,
XGBoost, and CatBoost to enhance the detection and classification of net-
work anomalies. The results indicate that the integration of MUD enhances
the performance of these models in identifying abnormal activities.

* Adding MUD profiling to each device in the Edith Cowan University-

Internet of Health Things (ECU-IoHT) dataset [11].

* Evaluating how well the Intrusion Detection System (IDS) performs

after including MUD profiling.
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* Comparing the performance of different Machine Learning models
such as XGBoost, CatBoost, Random Forest and Multilayer Perceptron
(MLP).

2 Related Work

With more IoT devices being deployed and more risks that come with it,
securing these systems has thus become an important issue [12]. The MUD
standard was developed to improve the security of IoT devices by defining
what a normal operating condition of a device is in terms of the commu-
nications it is expected to make, which enforces the communication within
allowed paths and therefore protects against bad practices. Many works have
employed the MUD profiling for different IoT security scenarios.

In their work, Heeb et al. [13] suggested employing MUD profiles in
combination with machine learning techniques to enhance anomaly detection
in IoT networks. Their hybrid approach employed deep autoencoders with
random forest classifiers to identify variations in the network traffic and
gained superior improvement in the accuracy of intrusion detection. To this
end, the authors suggested employing MUD profiles as a normal device
behavior reference, which in turn reduced the number of false positives and
increased security in IoT environments.

To enhance the use of Intrusion Detection Systems (IDS) in IoT envi-
ronments, Machine Learning (ML) and Deep Learning (DL) techniques
are employed. In this paper, Xu et al. [14] suggested that anomaly detec-
tion models can be trained on normal traffic to detect suspicious network
activities.

Similarly, Alsoufi et al. in [15] pointed out that deep learning models are
suitable for large scale and complex datasets for the detection of complicated
cyber threats.

To improve the anomaly detection accuracy, Yasaei et al. [16] proposed
the model IoT-GRAF that uses graph learning and multi-modal data fusion.

In their work, Imad et al. [17] compared various techniques and stated
that improved versions of ML increase the detection rates of different attack
types in IoT networks.

Baich et al. [18] also pointed out that ML-based intrusion detection
systems are better than the conventional security mechanisms and are a
mandatory requirement to protect [oT networks.

The real-world implementation of MUD profiling has been studied in
works including the research by Lastdrager et al. [19], in which the authors
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proposed SPIN (Security and Privacy for In-home Networks). SPIN com-
plements privacy management applications and reverse firewalls that employ
MUD policies to form a safe and customizable in-home network. This paper
described how MUD could be applied in practice to stop threats in residential
IoT networks.

As IoT systems get larger, secure communication of devices is crucial to
manage. Previous studies show how MUD can be used to fight cyber threats
and enhance IoT security. Morgese in [20] proposed MUDscope, a tool to
help in the analysis of network traffic using MUD profiles to identify and
counter threat. Using MUD policies as a reference, MUDscope aggregates
rejected network packets into similar clusters and generates valuable threat
intelligence from it.

A similar concept was also described by Wannigama et al. [21], who
proposed a different implementation of MUDscope to analyze IoT security
risks. Their results supported the effectiveness of using MUD profiles in
identifying and isolating unauthorized network traffic, thus validating the
potential of MUD-based monitoring.

Attacks on IoT devices have been on the rise and MUD has been found to
play a crucial role in reducing the attack surface of these devices through the
use of defined communication patterns. Heeb et al. [13] explained that MUD
manages the device relations to prevent DDoS attacks and unauthorized data
leakage. However, they noted that MUD has some weaknesses, including
susceptibility to spoofing and the need for robust authentication mechanisms.
Although MUD profiles offer a more systematic way of securing devices,
they have a major drawback of being unable to cope well with the dynamics
present in IoT environments. Previous research has widely applied MUD
in the context of IoT network security [13, 20] and the application of ML
models for anomaly detection [14, 15]. But, these approaches have some
major constraints in healthcare environments. MUD by itself is inert to the
changes in device behaviors, whereas the conventional IDS based on the ML
model is prone to a large number of false positives because of the intricacy
of the traffic in the healthcare network. This demands a combination of MUD
profiling and ML to increase the accuracy and toughness of the detection
system.

The integration of MUD into IoT security frameworks has been stud-
ied in several papers. In [22], Matheu Garcia et al. described how MUD
can be integrated into the cyber-physical system model to develop struc-
tured security frameworks that describe the expected behavior of a device.
Hamza et al. [23] highlighted the significance of developing, validating, and
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enforcing behavioural profiles of IoT devices based on MUD to enhance
anomaly detection through controlled device communication. In their sub-
sequent paper [24], they explained how the SDN monitoring of MUD can
help in identifying volumetric attacks and enhance the current security mech-
anisms. In [25], De Keersmaeker et al. suggested a profile-based firewall
for smart homes and how MUD-based supervision improves the security of
devices and prevents unauthorized data communication.

Despite these advancements, research is primarily focused on generalized
IoT environments rather than sector specific applications like healthcare.
Furthermore, existing studies primarily focus on either MUD or ML based
security, and do not aim to explore the potential of their combination. This
gap is bridged by our research which integrates MUD profiling with machine
learning algorithms to secure IoT enabled healthcare clinics and achieves
better security performance using real world data from the ECU-IoHT
dataset.

In this paper, we design a new security framework for IoT enabled
healthcare clinics which combines MUD profiling together with a machine
learning based anomaly detection to increase the overall security of the
system. The proposed framework uses MUD to set up a reference model of
typical network traffic and uses machine learning to detect any new flows
that are not consistent with the model, thus detecting suspicious traffic. This
approach not only improves the accuracy of intrusion detection but also
strengthens the robustness of the security framework against new threats.

The security of IoT systems is enhanced by the application of MUD in
conjunction with anomaly detection based on ML. This combined strategy
increases the sensitivity of intrusion detection and at the same time provides
a structured and adaptive security structure for IoT ecosystems.

3 Motivation

The application of IoT devices in the healthcare sector has changed the way
of patient monitoring and diagnosis and has greatly enhanced the delivery of
medical services. But this reliance on the IoT technology has also uncovered
some critical security risks. Normal IT systems are different from such
devices as [oT devices function with limited computational resources hence it
is difficult to embed strong security features. This is particularly a challenge
in the healthcare sector where the data is very sensitive and any security
breach may have severe implications including legal consequences and loss
of patients’ trust. Wearable smart devices, patient monitors, and diagnostic
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equipment and smart sensors are medical IoT devices that help in managing
and monitoring of health care facilities and patient care in real time. However,
for this reason, they are more vulnerable to cyber attacks than ever before.
Recent research shows that cyber attacks on IoT based healthcare systems
are on the rise and the impacts of which may include risks to patient safety
and reliability of critical medical infrastructure. These increasing threats have
therefore called for the need to strengthen the security mechanisms of IoT
based healthcare environments.

Conventional cybersecurity measures are failing for IoT networks due
to the heterogeneity and resource constraints of connected devices. Current
security protocols, which were developed for general-purpose computing
environments, are not well suited to the specificities of IoT ecosystems.
To this end, the Internet Engineering Task Force (IETF) proposed the
Manufacturer Usage Description (MUD) framework to define the expected
communication behaviors of IoT devices. Thus, for example, healthcare
managers can restrict the device interactions to certain patterns through
MUD profiles — which in turn helps to avoid unauthorized access and
misuses. The use of MUD in the healthcare IoT environments has been
observed to be efficient in the protection of communication by setting
up strong policies [14-16]. However, as the IoT infrastructure is further
developed and intensified, MUD may not be enough to block new cyber
threats.

Various research efforts have delved into the utilization of MUD in con-
junction with other security technologies. For example, Chowdhury et al. [26]
examined how MUD can moderate the communication of devices in health-
care contexts, thus reducing the probability of unauthorized manipulation.
Anomaly detection techniques were also combined with MUD by Quintero
et al. [27] to increase the accuracy of detection of unauthorized behaviors in
IoT networks. Also, Ramakrishnan et al. [28] proposed a novel extension of
the MUD concept to include blockchain technology to increase the security
and data integrity of loT-based healthcare systems. These studies demonstrate
the functionality of MUD in the context of healthcare security. However, as
the cyber threats are increasing in complexity, there is a growing need for
new and smarter security frameworks. Gupta et al. [29] examined the role of
Al-based Intrusion Detection Systems (IDS) in healthcare IoT and illustrated
how advanced Al models can enhance the real-time identification of threats.
Therefore, this research seeks to develop a secure and robust architecture that
can be readily implemented in future healthcare applications to secure data
and networks.
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3.1 Existing Solutions and Limitations

To address the risks in IoT environments the IETF introduced the Manufac-
turer Usage Description (MUD) framework to secure by restricting device
communications to predefined, expected patterns. While MUD does effec-
tively limit unauthorized access, it can’t detect emerging threats that aren’t
part of previously detected behaviors because it is static. On the other hand,
traditional Intrusion Detection Systems (IDS) use machine learning models
to detect anomalies dynamically in network traffic. But these models incur
high false positive rates in IoT ecosystems because of the complex, diverse
communication patterns of connected devices.

3.2 Research Gap

Although MUD provides a step by step approach to securing IoT devices, this
rigidity makes it ineffective in situations of environmental complexity where
device behaviour is constantlychanging. On the other hand, ML based intru-
sion detection systems although able to detect new threats, have a tendency
to fail to distinguish between normal and abnormal deviations in resource
constrained IoT networks. Nonetheless, there is a growing need for adaptive
security solutions, yet there is limited research on combining MUD profiles
with machine learning for improved security of IoT devices in healthcare
settings. This paper fills this gap by proposing a hybrid model that integrates
MUD profiles with machine learning models to detect anomalies in real time.

Therefore, this paper aims at proposing a hybrid model that combines
MUD and ML to detect anomalies in healthcare IoT environments.

The remainder of this paper is organized as follows: section two presents
the related work. In section three, the proposed model is explained in detail.
This paper presents the implementation of the model in a healthcare IoT
environment in section four. In section five, the results of the detection model
are discussed, and in section six, the conclusions of the paper are presented.
In this paper, a hybrid model that integrates MUD and ML to detect anomalies
in healthcare IoT environments is proposed. The remainder of this paper
is organized as follows: section two presents the related work. In section
three, the proposed model is explained in detail. This paper presents the
implementation of the model in a healthcare IoT environment in section four.
In section five, the results of the detection model are discussed, and in section
six, the conclusions of the paper are presented.

This research is aimed at integrating MUD profiles with enhanced
machine learning algorithms in order to design a new Intrusion Detection
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System (IDS) for IoT-enabled healthcare environments. The authors believe
that utilizing MUD’s defined behavioral constraints in conjunction with the
dynamic detection capabilities of machine learning can improve the accuracy
of anomaly detection while minimizing false positives.

The proposed security framework consists of a two-layered defense
mechanism: The first layer of the framework consists of using MUD policies
to enforce restrictions on the expected device communication behaviors and
the second layer of the framework consists of machine learning models
that analyze the deviations and perform the detection tasks. The ultimate
objective of this research is to design a adaptive security framework for secure
communication of sensitive medical data and functioning of IoT enabled
healthcare systems. Also, the proposed system is able to evolve with new
cyber threats and provides a scalable and real-time security solution for smart
healthcare environments.

4 Comparison with State-of-the-Art Methods

Several approaches have been suggested to improve the security of IoT
devices, including the use of MUD profiles and machine learning algorithms.
However, existing approaches have their limitations when applied to more
complicated environments, such as healthcare IoT. This section compares the
state-of-the-art security techniques, and the following table illustrates how
our proposed model contributes to addressing the identified challenges. The
table clearly shows that our proposed model, which integrates MUD and
ML, effectively addresses all of the challenges identified in the framework
by the IMB. Additionally, our model ensures interoperability among diverse
IoT devices and applies a unified framework for securing both new and
existing devices within the healthcare environment. This approach enhances
the overall security of the healthcare network.

4.1 MUD-Based Approaches

In their work, Heeb et al. [13] proposed the integration of MUD profiles with
machine learning for better anomaly detection in IoT networks. Though their
approach improves security, it is mainly aimed at typical IoT environments
and does not take into account the low latency needs essential for healthcare
networks.

Morgese [20] proposed MUDscope, a tool to analyze network traffic
that has been rejected by MUD profiles. Although MUDscope is good at
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identifying security threats, it does not have real-time anomaly detection and
does not use machine learning for adaptive threat mitigation.

Our Contribution: Our model is different from these MUD-only
approaches, our model synergistically combines MUD profiling with multiple
machine learning algorithms like Random Forest, XGBoost, CatBoost, and
MLP. This makes it particularly dynamic and timely in detecting known and
new threats in healthcare IoT environments.

4.2 Machine Learning-Based Approaches

Xu et al. [14] designed an automated machine learning framework for detect-
ing anomalies in IoT systems. Because there are no predefined behavioural
constraints, the rate of false positives is higher, lowering the reliability of the
system.

Alsoufi et al. [15] used deep learning models for intrusion detection
systems and were able to identify complex cyber threats effectively. Never-
theless, the computational complexity of deep learning models renders them
unsuitable for deployment on resource-limited IoT healthcare devices.

Our Contribution: Our method minimizes false positives by using MUD
profiling with machine learning models to build a baseline of normal
device behavior. The method is more accurate in threat detection in critical
healthcare applications because it follows a structured approach.

4.3 Hybrid Approaches

Yasaei et al. [16] proposed the [oT-GRAF model to improve anomaly detec-
tion by using graph learning and fusion of multi-modal data. Although
the model is successful for generic IoT environments, it is not specific to
healthcare and therefore cannot be easily applied to clinical settings.

Hamza et al. [23, 24] suggested an SDN-based MUD monitoring solution
for smart home security applications. This model is not fully scalable to
dynamic healthcare environments, which are characterized by many different
types of medical devices and highly sensitive data.

Our Contribution: For healthcare IoT, we propose an approach to tailor
MUD-ML integration for: a combination of static security policies with
dynamic anomaly detection. The dual layered security strategy improves
adaptability and guarantees real time threat detection which is critical for
healthcare applications.
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4.4 Summary of Contributions
Our method overcomes the limitations of existing security frameworks by:

* Combining MUD profiling with machine learning algorithms to enable
adaptive, real-time detection of cyber threats.

* Reducing false positives by leveraging MUD profiles to establish a
baseline for normal device communication.

* Designing a scalable and efficient security model tailored to the unique
challenges of healthcare IoT networks.

A comparative evaluation of state-of-the-art approaches is presented in
Table 1, summarizing the strengths, weaknesses, and key contributions of
each method.

5 Research Methodology

To assess the effectiveness of MUD profiles in enhancing IoT security,
we employed the ECU-IoHT dataset, which contains network traffic data
from IoT devices commonly used in healthcare environments. Our research
methodology consists of multiple stages, including data preprocessing, MUD
profile generation, machine learning model integration, and real-time moni-
toring.

The process of integrating MUD profiles with the ECU-IoHT dataset and
evaluating the performance of machine learning models follows a structured
sequence of steps.

Figure 1 illustrates the methodology employed in this study.

5.1 Data Collection and Preprocessing

5.1.1 Dataset selection — ECU-lIoHT dataset

» The ECU-IoHT dataset was chosen for its relevance in IoT-enabled
healthcare applications. It contains detailed network traffic data from
various medical devices.

* This dataset provides both normal and anomalous traffic, which aids in
effectively training machine learning models for anomaly detection.

* Load Data: The dataset is imported into the working environment for
preprocessing.

5.1.2 Preprocessing the data
* Encode categorical features using label encoding.
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Table 1 Comparison of state-of-the-art methods with our approach

Method Strengths Limitations Our Approach

Heeb et al. [13] MUD-ML Limited to general MUD-ML hybrid
integration IoT, lacks model tailored for
enhances anomaly healthcare-specific healthcare IoT,
detection optimizations enabling real-time

Morgese [20]

Xu et al. [14]

Alsoufi et al. [15]

Yasaei et al. [16]

Hamza et al.
[23, 24]

DeKeersmaeker
et al. [25]

Threat analysis
using MUD-based
rejected traffic

Automated ML for
anomaly detection

Deep learning
improves detection
accuracy

Graph learning
with multi-modal
fusion

SDN-based MUD
monitoring for IoT
security

Profile-based
firewall for smart
home device
interactions

No real-time
detection, lacks ML
integration

High false
positives, lacks
predefined behavior
validation

Computationally
expensive for
resource-limited
10T devices

General IoT focus,
lacks specialization
for healthcare

Smart-home
oriented, lacks
scalability for
healthcare

Static approach,
lacks adaptability
for evolving threats

detection

Incorporates real-time
ML-driven anomaly
detection using MUD
profiles

Reduces false positives
by utilizing MUD
profiles to set baseline
behavior

Optimizes lightweight
ML models to
integrate with MUD,
ensuring efficiency

Healthcare-specific
integration of static
MUD profiling with
dynamic ML detection
Adaptive healthcare
IoT security solution
integrating MUD with
ML for real-time
learning

Combines static MUD
profiling with flexible
ML models for
healthcare IoT security

* Normalize numerical features using MinMaxScaler.

* Split the dataset into training and testing sets.

5.2 MUD Profile Creation

MUD profiles define the expected network behavior of IoT devices, spec-
ifying parameters such as communication protocols, port numbers, and IP
addresses. These profiles are stored in JSON format, making them adaptable
for real-time policy enforcement.
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1. Data Collection and Preprocessing

2. MUD Profile Creation

3. Integration of MUD Profiles with Machine Learning Models

v

4. Train Machine Learning Models

5. Evaluate Models

6. Real-Time Monitoring and MUD Policy Enforcement

!}

7. Compare Performance with and without MUD Profiling

Figure 1 Process flow for integrating MUD with the ECU-IoHT dataset and evaluating ML
performance.

5.2.1 Generate MUD profiles
Define MUD profiles for each device, specifying allowable communication
patterns.

5.2.2 Save MUD profiles
Store MUD profiles in JSON format for real-time monitoring.

5.3 Integration of MUD profiles with machine learning models

The integration process involves real-time traffic monitoring and detecting
deviations from predefined MUD profiles. Deviations are analyzed using
trained machine learning models.

Figure 2 illustrates the integration of MUD profiles with Machine
Learning models.

5.4 Training Machine Learning Models

To make sure that the anomalies are identified correctly, the training of
various machine learning models is performed using the features that are
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Figure 2 Flow diagram for integration of MUD profiles with ML models.

extracted from network traffic data. Each model is chosen for the specific
type of attack that it can help to identify and prevent, while also minimizing
the number of false positives.

* Random Forest Classifier: An ensemble learning model that works by
building many decision trees and then combining them to reduce the
prediction error.

» CatBoost Classifier: A gradient boosting model specifically tuned to
deal with categorical features, preventing overfitting and performing
very well with structured datasets.

* XGBoost Classifier: A powerful gradient boosting algorithm that is
optimized to work with large datasets and to improve detection perfor-
mance.

* MLP Classifier: A deep neural network based multi layer perceptron
for detecting complex patterns in network traffic anomalies.
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5.5 Evaluating Models

* Determine performance metrics: accuracy, recall, Fl1-score and preci-
sion.
* Save evaluation results for future comparison.

5.6 Real-time Monitoring and MUD Policy Enforcement

* Watch network traffic and clean it up.
*» Use trained models to detect anomalies.
* Implement MUD policies to validate that the behavior is normal.

5.7 Comparison of Performance With and Without MUD Profiling

» Compare detection accuracy, false positive rates and F1 scores.
* Evaluate how MUD affects anomaly detection in IoT environments.

6 Experimental Setup

The experiment is performed using the ECU-IoHT dataset on Google
Colab, a cloud based computing platform that provides necessary computing
resources to train the machine learning models. This makes the model easy
to deploy and also helps in incorporating MUD profiles to improve IoT
security.

To achieve this, the free-tier version of Google Colab [30] is employed,
which gives you a Tesla K80 GPU, 12.69GB of RAM, and around 358.27
GB of disk space. It has some essential Python libraries like pandas, scikit-
learn, keras, catboost, and xgboost already installed and ready to use for data
preprocessing, training and evaluating machine learning models.

The ECU-IoHT dataset is imported using pandas, which enables struc-
tured data handling and analysis. Catalognic variables are processed by
LabelEncoder and numerical features are normalized by MinMaxScaler from
scikit-learn to scale feature values to improve model efficiency. The computa-
tional power of Google Colab is leveraged to perform training and evaluation
without having to rely on local hardware.

6.1 Real-Time MUD Policy Enforcement Mechanism

To guarantee that IoT devices converse according to set rules MUD policies
are enforced in real time.
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The enforcement mechanism consists of three key steps:

 Traffic Monitoring: Packet sniffers are used to capture live network
traffic to real-time data from connected IoT devices.

* Preprocessing: The captured traffic data is processed using the same
transformations which were used during model training to ensure
consistency.

* Anomaly Detection and Response: Pre-trained machine learning mod-
els compare network traffic against MUD defined behaviors to detect
deviations and trigger security actions, such as blocking unauthorized
traffic or generating alerts.

This real-time enforcement mechanism provides rapid responses to secu-
rity threats, which is especially important in healthcare settings where rapid
intervention is crucial.

6.2 Dataset Selection Mechanism

The ECU-IoHT dataset is a particular collection of network traffic data from
healthcare environments where IoT devices are deployed. It holds features
like device addresses, port numbers, packet sizes and network security indi-
cators that can be used to distinguish between typical and atypical traffic
flows.

For model training and evaluation, an 80-20 ratio of the dataset is used to
split it into training and testing sets.

6.3 Machine Learning Algorithms Selection Mechanism

To analyze network security and detect anomalies, multiple machine learning
models are employed, each selected for its efficiency in handling complex
patterns in IoT traffic.

* Random Forest: An ensemble learning model that improves classifica-
tion accuracy by aggregating multiple decision trees while minimizing
overfitting.

» CatBoost: A gradient boosting algorithm optimized for categorical data,
preventing overfitting and improving model generalization.

* XGBoost: A high-performance boosting algorithm designed for large-
scale data analysis with optimized regularization techniques.

* MLP Classifier: A neural network-based model that captures complex
relationships in network traffic data, enhancing anomaly detection.
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Table 2 Selected features of the ECU-IoHT dataset

Feature

Description

Dir
SrcAddr
DstAddr
Sport
Dport
SrcBytes
DstBytes
Temp
Sp0O2
Pulse Rate
SYS

DIA

Heart Rate
Resp Rate
Attack Category
Label

Direction of network traffic

Source IP address of the device
Destination IP address of the device
Source port number

Destination port number

Number of bytes sent from the source
Number of bytes sent to the destination
Temperature sensor reading

Blood oxygen saturation level

Pulse rate of the patient

Systolic blood pressure measurement
Diastolic blood pressure measurement
Heart rate measurement

Respiratory rate measurement

Type of network attack detected
Indicator of normal or malicious traffic

Each model is trained on network traffic features extracted from the

dataset, ensuring precise anomaly classification.

6.4 Performance Evaluation Metrics

The effectiveness of each model is measured using standard evaluation

metrics:

* Accuracy: Measures the overall correctness of model predictions.
* Precision: Evaluates how many of the detected anomalies are actual

threats.

* Recall: Measures the model’s ability to detect all relevant anomalies.
* F1-score: Provides a balance between precision and recall, offering a

comprehensive evaluation metric.

6.5 Real-Time Traffic Monitoring and Anomaly Prediction

During real-time monitoring, the trained machine learning models classify
network traffic into normal or malicious categories. This process involves:

* Live Traffic Monitoring: Observing network activity and analyzing
real-time traffic patterns.
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* Anomaly Prediction: Machine learning models classify network pack-
ets based on learned behavioral patterns.

* Policy Enforcement: MUD profiles are enforced dynamically to restrict
unauthorized device communications and mitigate security risks.

6.6 Impact of MUD Profiling on Model Performance
The role of MUD profiling in network security is evaluated in two settings:

* Without MUD Profiling: Machine learning models are trained on raw
network traffic data without enforcing MUD-defined communication
rules.

* With MUD Profiling: The same models are trained with MUD pro-
files applied, establishing baseline communication patterns and reducing
false positives.

A comparative analysis highlights the impact of MUD enforcement
on anomaly detection, demonstrating its effectiveness in improving secu-
rity while maintaining model accuracy. This experimental setup presents a
comprehensive approach to securing IoT-enabled health-care networks by
integrating MUD profiles with machine learning. By leveraging Google
Colab’s scalable computing resources, applying robust classification models,
and enforcing real-time security policies, this study offers valuable insights
into strengthening IoT security in real-world healthcare applications.

7 Results

The incorporation of Manufacturer Usage Description (MUD) profiles into
Machine Learning (ML) models has led to significant improvements in
performance across multiple evaluation metrics. The enhancements were
consistently observed across various models, including Random Forest,
Multi-Layer Perceptron (MLP), XGBoost, and CatBoost.

7.1 Performance Improvements with MUD Profiling

For the Random Forest algorithm, integrating MUD profiles increased
accuracy from 0.975 to 0.989, precision from 0.966 to 0.977, recall from
0.956 to 0.968, and Fl-score from 0.982 to 0.992. Similarly, in the MLP
model, accuracy improved from 0.965 to 0.992, precision from 0.986 to
0.995, recall from 0.954 to 0.996, and F1-score from 0.967 to 0.994. These
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Table 3 Performance improvement with MUD profiling (relative improvement %)

Model Accuracy Precision Recall F1-Score
Random Forest 1.43% 1.14% 1.26% 1.02%
MLP 2.80% 0.91% 4.40% 2.79%
XGBoost 1.74% 1.42% 2.06% 0.71%
CatBoost 0.51% 0.71% 1.03% 0.92%

Impact of MUD Profiling on Random Forest (RF) and MLP Algorithms

0.992

0.99

0.975

MetricValue

0.965
0.962

0.952

N D &
R
& N
< <
RF MLP

mmm RF Without MUD  mmmm RF With MUD
@ MLP Without MUD  ——]MLP With MUD

Figure 3 Evaluating impact of MUD profiling on random forest (RF) and MLP algorithms.

findings confirm that MUD profiles significantly enhance ML models’ ability
to distinguish between normal and anomalous network traffic.

The enhancements for Random Forest and MLP are illustrated in Fig-
ure 3.

Further analysis of the XGBoost and CatBoost models showed similar
performance enhancements. The XGBoost model exhibited an increase in
accuracy from 0.977 to 0.994, precision from 0.984 to 0.998, recall from
0.969 to 0.989, and Fl-score from 0.988 to 0.995. The CatBoost model
also benefitted from MUD profiling, with accuracy improving from 0.986
to 0.991, precision increasing from 0.985 to 0.992, recall rising from 0.972 to
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Impact of MUD Profiling on XGBoost and CatBoost Algorithms

1 0.998

MetricValue

XGBoost CatBoost

I XGBoost Without MUD [ XGBoost With MUD
[ CatBoost Without MUD [ CatBoost With MUD

Figure 4 Evaluating impact of MUD profiling on XGBoost and CatBoost algorithms.

0.982, and Fl-score improving from 0.974 to 0.983. These enhancements
highlight the role of MUD profiling in improving ML models’ ability to
accurately detect network anomalies.

Results for XGBoost and CatBoost are represented in Figure 4.

The Table 3 below summarizes these relative performance improvements
across all models.

7.2 Impact of MUD Profiling on Reducing False Positives

Incorporating MUD profiles significantly reduces false positives by estab-
lishing a baseline for normal device behavior, allowing models to more
accurately detect genuine anomalies. This is particularly evident in the
MLP model, which saw a 4.40% improvement in recall, demonstrating its
enhanced ability to detect true anomalies while minimizing false alarms.

8 Conclusion and Future Work

In this study, we sought to combine Manufacturer Usage Description (MUD)
profiles with machine learning algorithms to enhance anomaly detection in
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IoT networks. Using the ECU-IoHT dataset, we investigated the effects of
MUD profiling on different models (Random Forest, Multi-Layer Perceptron,
MLP, XGBoost, and CatBoost). The results indicated that the employment
of MUD profiles enhanced the accuracy, precision, recall and F1-scores of
the models. Furthermore, the MLP model had a 4.40% improvement in
recall, which indicates its efficiency in reducing the number of false positives.
These results indicate how MUD profiles can assist in enhancing security by
specifying a known good baseline of device behavior to distinguish between
genuine network traffic and possible threats.

However, while MUD profiling improves security, its implementation
in real life has certain difficulties. Since developing accurate MUD profiles
for many IoT devices is time-consuming, and even small errors in profiling
may result in misclassification or false alerts. Furthermore, real-time traffic
monitoring and enforcement of MUD policies is computationally intensive
and may be unfeasible in resource-limited IoT environments. Although this
research was conducted on healthcare 10T, the approach can be applied to
other areas, including industrial automation and smart homes that also have
security issues.

In the future, there is a possibility to use reinforcement learning for
the development of adaptive MUD profiles that would change their settings
according to the real time traffic trends. Adaptive MUD profiles would be
dynamic in nature and would therefore update themselves with respect to
changing network behaviors, thus providing a better defense against the
sophisticated cyber threats. This would mean that IoT security systems could
learn and improve their detection capabilities automatically, with little or no
human involvement.

Another interesting paradigm shift is the use of federated learning for
distributed anomaly detection in large-scale IoT networks. Federated learning
shares traits with ML as it trains models using data collected from different
IoT devices and networks without the need to collect and store data cen-
trally especially for sensitive applications like healthcare. Security systems
designed to use a decentralized learning framework could improve detection
of threats while also meeting privacy requirements.

Last but not least, deploying these adaptive models in real-life IoT
applications including smart hospitals or telemedicine could give a better
understanding of their practicality and performance. The real-world testing
would help to reveal their computational costs and robustness in real-world
conditions, so that the security mechanisms would be both effective and
practical in various IoT environments.
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Thus, this paper has shown that combining MUD profiling with machine
learning is an effective way to improve security in IoT environments.
Although challenges exist, improvements in adaptive learning and distributed
security frameworks may further improve the applicability of this approach
to develop more sophisticated and self-dependent IDSs for next generation
IoT networks.
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