Towards Byzantine Fault-resistance in
Workflows: Challenges and Directions

Sofia Vaz!?*, Vitor A. Cunha'? and Rui L. Aguiar'?

nstituto de Telecomunicacées, Universidade de Aveiro, 3810-164 Aveiro, Portugal
2Departamem‘o de Eletronica, Telecomunicagoes e Informdtica, Universidade de
Aveiro, 3810-164 Aveiro, Portugal

E-mail: sofiateixeiravaz @ua.pt

*Corresponding Author

Received 01 September 2025; Accepted 16 February 2026

Abstract

As distributed workflows increase in complexity, they become more vulner-
able to Byzantine faults, wherein components may demonstrate adversarial
behavior. Addressing such faults is critical for ensuring system reliability,
especially in fields such as MLOps, Blockchain, and quantum computing.
Byzantine Fault Tolerance (BFT) encompasses concepts wherein systems
can continue to operate correctly in the presence of faulty nodes. This paper
explores core concepts in Byzantine fault-tolerant systems and discusses their
relevance to modern distributed environments, such as serverless approaches
applied to scientific workloads, IoT, and APIs that may power 6G and the
compute continuum. Several defensive strategies and aggregation techniques
are analyzed to underscore their role in alleviating the impact of Byzantine
faults. Ultimately, this study highlights the continued significance of Byzan-
tine fault tolerance in safeguarding distributed systems’ resilience, security,
and functionality for a new era facing increasing threats.
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1 Introduction

Workflows are redefining the computing paradigm by enabling automated,
scalable orchestration of complex, interdependent tasks across heterogeneous
systems. Their ability to integrate diverse tools — such as Machine Learning
(ML) models, stream-processing data transformation tools, diverse High
Performance Computing (HPC) workloads, various event-driven functions
for services in the cloud and the edge — while ensuring reproducibility
and fault tolerance makes them indispensable for modern scientific, indus-
trial, and data-driven applications [3, 10]. For example, climate modeling
and bioinformatics workflows leverage distributed architectures to process
massive datasets efficiently, enabling previously infeasible breakthroughs
[8,9].

Workflows operate as a specialized subset of parallel computer systems,
inheriting challenges such as task scheduling, load balancing, and faults [3].
However, they also introduce unique complexities, such as managing data
dependencies across distributed environments (e.g., cloud and the com-
pute continuum), ensuring temporal constraints in time-sensitive pipelines,
and standardizing interoperability between domain-specific tools [8, 10].
These challenges are particularly evident in multi-facility workflows, where
data movement and coordination across geographically dispersed systems
introduce additional layers of complexity [9].

Because the workflow may use functions (i.e., tools), data, or infras-
tructure provided by third parties, ensuring system reliability is further
complicated by the potential for Byzantine faults [15]. Byzantine faults occur
when system components (e.g., a function) exhibit arbitrary and potentially
malicious behavior, such as sending conflicting or false information to differ-
ent system parts. These faults can severely disrupt the operation of a workflow
by causing inconsistencies and making consensus difficult to achieve [19].

The significance of Byzantine Fault Tolerance (BFT) has grown as work-
flows are increasingly deployed in critical domains such as machine learning,
blockchain, and cloud computing. In these environments, Byzantine faults
can arise due to hardware malfunctions, software bugs, or even deliberate
attacks, posing severe risks to the reliability and security of the system [17].
For instance, in ML systems, Byzantine failures can corrupt training data
or model updates, leading to degraded model accuracy or even model fail-
ure [4]. Similarly, in blockchain networks, Byzantine nodes can attempt to
alter transaction records or disrupt consensus, threatening the integrity of the
decentralized ledger [20].
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Byzantine Fault Resistant Systems (BFRSs) [7] provide mechanisms to
mitigate the impact of such faults by ensuring that the system can continue
to function correctly, even when some components behave unpredictably.
These systems typically rely on consensus protocols that require agreement
among multiple participants, redundancy, and careful information validation
to withstand the presence of Byzantine nodes.

This article takes three highly relevant and emerging domains that
benefit from workflow approaches — distributed machine learning/MLOps,
blockchain systems, and quantum cryptography — to identify the existing
challenges and potential solutions, creating a body of knowledge for future
directions where Byzantine fault tolerance can be achieved in these work-
flows. By employing the perspective offered by BFT on these heterogeneous
environments, it becomes feasible to determine, with some degree of preci-
sion, which methodologies from the respective domains are most efficient for
specific workflows, depending on the task, environment, and anticipated data
characteristics.

After this chapter, Section 2 gives a theoretical overview of Byzantine
faults and some typical resistance methods. Then, Byzantine faults in ML
(Section 3) and other areas (Section 4) are explored. Section 5 outlines
the future directions for tackling these issues in workflows. Finally, some
conclusions and closing remarks are drawn in Section 6.

2 Byzantine Faults

Byzantine faults, as introduced in the pioneering work of Lamport, Shostak,
and Pease, first published in 1982, characterize a category of failures within
distributed systems wherein components may demonstrate arbitrary and pos-
sibly malicious behaviors [15]. Contrary to conventional failure models that
presume nodes either operate correctly or fail completely, Byzantine faults
encompass more intricate failure modes, including malfunctioning nodes
that propagate conflicting or erroneous information to various segments of
the system. This unpredictable behavior can significantly compromise the
reliability and consistency of distributed systems, thus making BFT a pivotal
area of investigation within disciplines such as distributed computing, parallel
processing, blockchain, and machine learning.

The term “Byzantine” originates from the Byzantine generals problem,
which serves as a metaphorical representation of the difficulties inherent in
reaching consensus among distributed agents when confronted with actors
exhibiting noncompliant behavior. In this scenario, multiple generals, each
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commanding a segment of an army, are required to agree on a unified strategy
for the battle. However, some generals may act as traitors, attempting to create
confusion by transmitting contradictory messages. The goal is for the loyal
generals to achieve consensus notwithstanding the presence of these disloyal
actors. This abstraction highlights the inherent challenges of establishing con-
sensus within systems where components may operate erratically. Byzantine
faults, moreover, can manifest in various forms; while a Byzantine agent
typically engages in outright deceit, it may also disregard communications.

The most general type of attack is the gambler [22], in which attackers
change a portion of the data on the communication, such as physical wires
or network interfaces. They may also pick up data and maliciously change it.
Another attack is the omniscient attack. This is more applicable to distributed
ML systems, as the attacker knows the gradients sent by all workers and uses
the sum of them, scaled by a large negative value, to replace some of the
gradient vectors. The goal is to mislead Stochastic Gradient Descent (SGD),
making it go in the opposite direction. Then, there is the Gaussian attack, in
which Byzantine actors, instead of sending specific values or vectors, send
random data sampled from a Gaussian distribution with large variance. These
attacks tend to be weaker; however, attackers do not require any information
from workers.

A system is considered fault tolerant if it possesses the capability to
detect, tolerate, and recover from errors or crashes induced by faults, thus
maintaining continuous operation without the need for manual interven-
tion [5]. Concerning Byzantine fault tolerance, the objective is to ensure the
system’s continued correct functionality, even when a subset of its compo-
nents demonstrate Byzantine behavior. To achieve this end, the system must
incorporate a consensus mechanism that enables the correct nodes to reach
an agreement on the system’s state, notwithstanding the existence of faulty
nodes.

Nevertheless, a Byzantine fault-tolerant system is constrained to having,
at most, one-third of its nodes as faulty, as expressed in Definition 1. Should
the proportion of faulty nodes exceed this threshold, it would render resis-
tance unattainable. This principle is established in the foundational 1982
paper and is reaffirmed in subsequent literature.

Definition 1 (Byzantine fault-tolerance constraint) A system of n nodes
can only be Byzantine-fault tolerant if, considering f faulty nodes,

n>3f+1.
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A historic approach to fault tolerance is Practical Byzantine Fault Tol-
erance (PBFT), which was proposed by [7]. This is seminal work, seen as
the first state-machine replication protocol that correctly survives Byzantine
faults in asynchronous networks. The service is modeled as a state machine
that is replicated across different nodes in a distributed system. Replicas move
through a succession of configurations, which are called views. In a view,
one replica is the primary, while the others are backups. The primary of a
view is a replica p such that p = v mod |R)|, where v is the view number
and R is the number of replicas. Views change when it appears the primary
has failed. The algorithm has the following steps, where f is the maximum
allowed Byzantine nodes the system can sustain:

1. A client sends a request to invoke a service operation to the primary.

2. The primary multicasts the request to the backups.

3. Replicas execute the request and send a reply to the client.

4. The client waits for f + 1 replies from different replicas with the same
result; this is the result of the operation.

This algorithm is visible in Figure 1.

There are, however, two requirements, that are typical of state machine
replication techniques. First, they must be deterministic, and they must start
in the same state.
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When the primary, p, receives a client request, m, it starts a protocol of
its own. It has three phases — pre-prepare, prepare, and commit.

In the pre-prepare phase, the primary assigns a sequence number, n, to
the request and multicasts a pre-prepare message, with m piggybacked, to all
the backups. This message is also appended to the log. A backup will accept
the pre-prepare message if it meets the following conditions: the signatures in
both the request and the pre-prepare message are valid, the message belongs
to the current view, it has not already accepted a pre-prepare message for
the same view and sequence number that contains a different digest, and the
sequence number falls between the low water mark, h, and the high water
mark, H.

The pre-prepare phase is visible in Figure 2.

If a backup accepts a message, it enters the prepare phase by multicasting
a prepare message to all other replicas. This message is also logged. If the
backup does not accept the message, nothing happens.

A replica, including the primary, accepts prepare messages and adds them
to its log, as long as their signatures are correct, their view number is the
current one, and their sequence number is between h and H. It is vital to note,
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- appends PRE-PREPARE to its own local log

Figure 2 PBFT pre-prepare phase.
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All Replicas
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- Enters prepare phase
- Multicasts PREPARE(v, n, d)
- Appends the PREPARE to its own local log
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]
Upon receiving a PREPARE message, each replica
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- Signature is valid
- View number is current view v

- Sequence number satisfiesh <n <H
I

Prepared condition (local to each replica):
A replica is PREPARED for (v, n, d) if:
- The PRE-PREPARE(v, n, d) is in its local log

- It has accepted and logged > 2f PREPARE messages
from different backups that match the PRE-PREPARE
T

All Replicas

Figure 3 PBFT prepare phase.

however, that a replica is only prepared once it accepts 2 f prepare messages
from different backups that match the pre-prepare.

A diagram of the prepare phase is visible in Figure 3.

Once a replica becomes prepared, it enters the commit stage. Once again,
every replica will multicast a commit message, and replicas will only accept
commit messages and insert them in their logs if they are properly signed,
the view number in the message is equal to the replica’s current view, and the
sequence number is between h and H.

A replica commits locally once it is prepared and has received 2f + 1
commits from different replicas that match the pre-prepare for m. Once a
replica commits locally, it will finally execute the operation requested by m
and send its reply to the client.

A diagram of the commit phase is visible in Figure 4.

An overview of this algorithm is shown in Figure 5. In this case, C is the
client, 0 is the primary, and replica 3 is faulty. As visible, in the request phase,
the client simply sends a packet to the primary. Then, in the pre-prepare
phase, the primary broadcasts its pre-prepare packet to every replica. In the
prepare phase, every available replica will broadcast their prepare packets, as
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Figure 4 PBFT commit phase.

request | pre-prepare | prepare | commit | reply

N0 77
X

1 : A/
, N XK T XK/
i | \|X|\|

I ~ i I
Figure 5 Example of a PBFT flow.

in the commit phase. Once all of them are locally committed, they all reply
to the client.

Although PBFT is an old approach, many blockchain frameworks still use
it [1].

Another vital work is DLS [12]. The DLS algorithm relies on partial
synchrony, and a decision is made per round. The protocol operates by
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choosing a leader, who proposes a value to all participating nodes. The
nodes exchange messages during multiple rounds of communication to verify
the leader’s proposal and detect potential inconsistencies. Byzantine nodes
may attempt to send conflicting information, but through the exchange of
messages among the nodes, the protocol ensures that non-faulty nodes can
detect and reject faulty proposals. The DLS algorithm guarantees that as long
as fewer than one-third of the nodes are faulty, the remaining nodes will
eventually agree on a common value after sufficient communication rounds,
even under initially asynchronous conditions.

However, these approaches face challenges when applied to other modern
distributed systems, such as distributed ML, where malicious participants
may send arbitrarily harmful updates. Recent developments in Byzantine
resilient aggregation techniques, such as median-based and trimmed-mean-
based defenses, have been proposed to mitigate the influence of Byzantine
clients in these domains.

In the median-based defense, the central server aggregates client updates
by calculating the element-wise median of the values received from all
clients. If we denote the update vector from client 7 as u;, and assume n
clients are sending updates for each model parameter j, the server computes
the median for each parameter j as expressed in Equation 1.

Median(uy[j], ualj], - .., unlj]) (1)

where
U1, U2, . . . Uy: update vectors
J: parameter.

This elements-wise median is computed across all n clients for each j
in the model. By selecting the median instead of the mean, this approach
ensures that extreme values, which might result from Byzantine behavior, do
not disproportionately affect the global model. For example, if there are three
clients, and for a value, they submit 3, 4 and 100, the median-based method
would select the value 4, effectively ignoring the outlier.

In the trimmed-mean-based defense, the server aggregates client updates
by first sorting the values for each parameter and then trimming a fixed
proportion of the highest and lowest values before computing the mean.
Specifically, for each parameter j, the server receives update vectors from
n clients and trims a fraction « of the largest and smallest values. The
remaining values are then averaged to compute the trimmed mean for each
parameter. Mathematically, let ui[j], ua[j], ..., u,[j] represent the updates
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for parameter j, sorted in ascending order. After trimming the top and bottom
an values, the trimmed mean is given by the expression in Equation 2

(1—a)n
, , 1 .
TrimmedMean(j) = m Z u;[4] (2)
i=oan—+1

where

n : number of clients
u; : update vector

J : parameter

« : pre-defined trim.

Here, o represents the proportion of values to be trimmed from both ends,
s0 (1—2a)n is the number of remaining values after trimming. By discarding
the extreme values at both ends of the sorted list, the trimmed-mean approach
reduces the influence of outliers caused by Byzantine clients, while still using
more data points than the median-based method. For example, if five clients
submit updates —50, 3, 4, 5, 100 for a parameter and the system trims the top
and bottom 20% of the values, the updates —50 and 100 are removed, and the
mean is only calculated using the apparently valid values, which are 3, 4 and
9, resulting in 4.

Both methods offer robust solutions to the Byzantine fault problem in
distributed systems. The median-based defense provides strong protection
against outliers when Byzantine clients form a significant fraction of the
system, as long as the number of Byzantine clients is less than half of the
total participants. This guarantees that the median reflects the majority of
honest client contributions, ensuring the model’s integrity. Any approach may
discard useful information when there is natural variability in the updates
from honest clients. However, the trimmed-mean defense strikes a balance
by retaining more information from the honest clients while still filtering out
extreme updates. It is particularly effective when the number of Byzantine
clients is smaller and the updates from honest clients have some inherent
variance. However, it is vital to note that these defenses are only applicable
in systems in which the Byzantine fault can be triggered due to numeric input.

This is the case of federated learning and other distributed ML system:s,
wherein these defenses are vital for maintaining the integrity of the global
model. Byzantine clients can attempt to poison the learning process by
submitting corrupted gradients or model updates, which, if aggregated using a
simple mean, could cause significant model degradation or even divergence.
The median-based and trimmed-mean-based defenses protect against these
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attacks by ensuring that the influence of any malicious or extreme updates is
minimized.

3 Byzantine Faults in Machine Learning

With the growth of large-scale neural networks, it was found that training
these models on a single machine posed significant challenges [5]. This led
to the adoption of distributed learning, which improves the efficiency of
optimization algorithms in terms of computational and communication costs
while maintaining accuracy.

In distributed ML systems, however, it is necessary to coordinate multiple
agents to build learning models, dealing with gradient aggregation, data
partitioning and ensuring that the model converges to a global solution [18].

However, there is a chance that there may be Byzantine participants
during the training phase, injecting erroneous or malicious data samples,
making it harder to ensure convergence [5]. A Byzantine participant in the
training process can choose arbitrary inputs, increasing the risk of inference
attacks that extract sensitive model information [16].

A vulnerable distributed learning framework is that of a Parameter Server
(PS) [23]. In this architecture, there are two types of nodes: server nodes
and worker nodes. The server nodes maintain a global copy of the model,
aggregate gradients from workers, apply the said gradients to the current
version of the model, and broadcast the model to the workers. The workers,
on the other hand, pull the latest model, compute the gradients from their
local portion of the training data, and send the gradients back. However, it is
vital to note that gradients are assumed to be calculated honestly, instead of
guessed. A diagram of this framework is present in Figure 6.

But these are, of course, only assumptions. There is a risk a node could
be Byzantine, and instead of calculating their gradients, is taking part in a
Gaussian attack. Some works focus on this question.

For example, [6] proposes a system that will help ensure the correct gra-
dient calculation by regularly obtaining small, clean datasets and setting them
as the ground truth. The authors provide both mathematical and practical
proofs of their method’s efficiency.

Another approach focusing on gradients, this time on distributed imple-
mentations of SGD, is proposed by [4]. Their approach, also known as Krum,
is argued to be the first provably Byzantine-resilient algorithm for distributed
SGD. The paper proposes that some values should be discarded, similarly
to the median-based and trimmed-mean defenses. However, no means nor
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medians are used as the authors prove that no linear combination of the
vectors can tolerate a single Byzantine worker. Krum is defined in Definition
2. The value selected for Krum is the one used to calculate the new gradient.

Definition 2 (Krum) Taking into account that the system has n workers, f
of which are Byzantine, and that the system is, in fact, solvable, which means
thatn > 3f + 1.

For any i # j, denote by i — j the fact that V; belongs to the n — f — 2
vectors closest to V;.

Then, each worker i has score s(i) =
run over the n — f — 2 closest vectors to V.

Then KR(V1,Va, ..., V) = V,,, where i, refers to the worker minimiz-
ing the score, s(i.) < s(i) for all .

iy Vi = V;||? where the sums

However, Krum has some limitations. When there are no Byzantine work-
ers, the usage of Krum slows learning, as valid vectors are discarded. How-
ever, when there are Byzantine workers, models are still able to converge,
even when averaging is unable to.

The authors also propose Multi-Krum, which is an extension of Krum.
In this version, distances are still calculated; however, the lowest scores of
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m workers are selected and averaged, m € {1,2,...,n}. If m = 1, regular
Krum is applied and if m = n, then averaging is applied. The parameter
m can be used as a trade-off between convergence speed and resilience to
Byzantine workers, as a higher m makes the system less resilient.

However, [22] argues that Krum is not dimensional Byzantine resilient.
They argue this from Theorem 1 and Theorem 2.

Theorem 1 Any aggregation rule Aggr({v; : i € [n|}) that outputs Aggr €
{v; : i € [n]} is not dimensionally Byzantine resilient.

Theorem 2 Averaging is not dimensional Byzantine resilient.

Theorem 1 makes Krum not dimensional Byzantine resilient. The the-
orem may seem bizarre, but the authors provide mathematical proof. It is
vital to note that dimensional Byzantine resilient is also a subtype of Byzan-
tine resilience. Theorem 2 makes Multi-Krum not dimensional Byzantine
resilient. The theorem is empirically deducible.

Instead, the authors propose three aggregation methods and mathe-
matically prove their Byzantine resilience under certain conditions. These
approaches are the use of geometric median, marginal median, and mean-
around-median.

The geometric median of {v; : i € [n]}, denoted by GeoMed({v; : i €
[n]}), is defined in Equation 3.

GeoMed({v; : i € [n]}) = argmin,cga Z llv — vil] 3)
i=1

The marginal median aggregation is defined in Definition 3.

Definition 3 MarMed({v; : i € [n]}), where for any j € [d], the jth
dimension of p is p; = median({(v1);),...,(vn)j}), (vi); is the jth
dimension of the vector v;, median is the one dimensional median

The mean-around-median aggregation, or MeaMed, also takes the same
arguments. It is defined in Defition 4

Definition 4 MeaMed({v; : i € [n]}), where for any j € [d], the jth
dimension of p is p; = niq Zwﬁi(vi)j, mu; — i is the indices of the
top (n—q) values in {(v1)j, ..., (vn);} nearest to median i, (v;); is the jth
dimension of the vector v;.
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Regarding practical tests, it was found that the three proposed aggregation
functions react similarly to Krum when there are no attacks, and when a
Gaussian attack is in place. When an omniscient attack takes place, MeaM ed
reacts as though there is no attack, and Multi-Krum, although not as
good, reacts similarly. Krum converges slowly, but GeoMed and MarMed
converge to bad solutions. However, in a gambler attack, MeaMed and
MarMed can converge, when neither Krum nor Multi-Krum can.

Later in the same year, the same authors proposed the usage of the
trimmed mean and Phocas, a newly proposed algorithm based on the
trimmed mean defense [23]. Phocas, mathematically, is defined in Equa-
tion 4.

S P/ Trimmed M ean(b)
m —b

Phocasy({u; : i € [m]}) = 4)

In plain English, the result of Phocas is the average of the first m — b
elements closest to the b-trimmed mean.

When testing TrimmedMean and Phocas against Krum and Multi-
Krum, the results are interesting. In a Gaussian attack, all approaches
converge; however, Phocas reacts as if there were no Byzantine failures
at all. In an omniscient attack, Phocas remains the best approach and
TrimmedMean converges to bad solutions. Regarding both the bit-flip
attack and the gambler attack, Phocas and T'rimmedM ean are able to react,
while Krum is not.

Another work, this time focusing on the problem of distributed stochastic
convex optimization, is [2]. The authors propose ByzantineSGD, an algo-
rithm that theoretically is the first tight (up to logarithmic factors) sample
and time complexity bounds for distributed SGD in a Byzantine setting.
The authors accomplish this by using concentration bounds to obtain a new
set of detection criteria for malicious machines. However, there are some
problems with this work. First, it requires there to be strong concentration of
the gradients, meaning that in more scattered settings this approach may not
work. Another problem is the fact that, although supposedly robust, it is not
applicable in a fully decentralized setting. Finally, there is the problem that
the work is merely theoretical, meaning that there is no practical evaluation
of their approach.

However, there is no guarantee that, in a Byzantine system, the Byzantine
nodes will remain the same over time. At any point, a Byzantine node could
become benign, and a benign node could become Byzantine.
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DynaBRO, proposed by [11], deals with these identity changes while
achieving the asymptotic convergence rate of a static setting. The authors
use a Multi-Level Monte Carlo (MLMC) gradient estimation technique and
integrate it with a fail-safe filter, enhancing its robustness against dynamic
Byzantine strategies.

However, another problem with Byzantine defense is its computational
overhead. What some authors have proposed to counter this issue is to
implement Byzantine defense at the network level. Some, such as [18],
propose that the layer two switch has this responsibility, meaning it should
both filter and aggregate packets according to a predefined defense scheme.
As a proof of concept, they implement two defense methods — median-based
defense and trimmed-mean-based defense. Preliminary results show that the
solution, Netshield, can offer significant performance advantages in terms
of computational overhead and communication efficiency when compared to
current state-of-the-art CPU-based solutions.

4 Byzantine Faults in Other Areas

However, it is vital to note that Byzantine faults are not necessarily limited to
ML.

When it comes to the blockchain, there exists, of course, the risk of a
Byzantine node. A common approach to dealing with Byzantine faults in
blockchain is state machine replication [13].

Hyperledger Fabric! is an open-source blockchain framework that has
been considered useful by both industry and academia. It has a BFT system
in place, called SmartBFT. This protocol is based on PBFT and, according
to [1], it has challenges in terms of scaling and performance. Thus, the authors
propose the usage of a protocol based on the DLS approach, which has also
been adapted to the blockchain. This protocol is known as BDLS, and it was
proposed by [21]. The way it works is by first establishing a reliable broadcast
channel, stopping communication as soon as an honest participant decides on
a message. Another adaptation is that for each blockchain height h, the BDLS
protocol runs from round to round until it reaches an agreement on height h.
Then and only then does it move to height h + 1.

Returning to [1], the authors found that their approach offers a substantial
performance advantage over SmartBFT. This is in part due to the change in

"https://www.lfdecentralizedtrust.org/projects/fabric



112 Sofia Vaz et al.

the consensus mechanism, which effectively handles transaction validation
and block generation while ensuring BFT. In fact, performance is similar to
that of Raft, which is surprising, as Raft is not a BFT solution. With smart
contracts, the problem of nondeterminism becomes apparent, which in term
is a problem for most state machine replication protocols.

A modular asynchronous system called Block-ND [13] has approached
this complex problem. In short, Block-ND separates agreement on transaction
ordering from agreement on replica state. The authors also propose a new
distributed computing primitive, DO-MBA, and provide an efficient con-
struction. Preliminary tests show that the solution incurs marginal overhead
when compared to conventional BFT systems dealing with deterministic
operations.

In the area of post-quantum cryptography, BFT may even bridge the
gap, making aggregate signature schemes viable. At least, that is what [14]
proposes. They present two BFT aggregate signatures. Their first proposition
is a synchronized few-time aggregate signature scheme based on lattice
assumptions which, based on the authors’ knowledge, is the first to secure
against quantum adversaries. The second construction is a practically and
asymptotically efficient BFT aggregate signature scheme. To the best of
the authors’ ability, theirs is the most efficient signature scheme under the
assumptions they make that is also secure against quantum adversaries. More-
over, the authors were able to reduce their mathematical problems, which
attackers would have to “guess”, to problems that are assumed to be hard,
even for quantum computers.

5 Future Directions

Distributed workflows are very diverse, as their architectures, trust mod-
els, and operational priorities differ across application scenarios. Scientific
workflows like climate simulations rely on deterministic task scheduling
and high-fidelity data dependencies. At the same time, decentralized busi-
ness processes (e.g., multi-party supply chains) prioritize adversarial-proof
coordination among mutually untrusted entities. These structural and envi-
ronmental disparities inherently shape the threat landscape. Byzantine faults
in a tightly coupled scientific workflow might propagate as cascading data
corruption, damaging the experiments/simulations, causing the results to be
misleading/counterproductive/damning to the reputation of those asserting
them as true. Whereas, for instance, in a decentralized business process,
these faults could manifest as maliciously altered contractual terms or
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fraudulent consensus, with consequences more directly linked to monetary
losses.

Even within similar application scenarios, workflows diverge. Some
employ centralized orchestrators vulnerable to single-point compromise,
while others adopt decentralized choreography susceptible to omniscient
attacks. Trust assumptions further fragment the landscape; workflows in
controlled cloud environments may assume semi-honest participants, while
those in public edge networks must guard against fully malicious actors.
Such variability ensures that Byzantine faults cannot be reduced to a universal
adversary model or mitigated through one-size-fits-all protocols.

The explored BFT solutions can be divided into two distinct categories —
calculated BFT, and protocol-based BFT.

Calculated BFT refers to cases in which the system has a centralized
server, and the calculations made with the provided values already deal with
the Byzantine fault. This is the case of, for example, Phocas, GeoMed,
and many other defenses typical to distributed ML systems. Transposing this
concept to distributed workflows, these methods will be most practical for
MLOps, and other settings in which model training occurs on the workflow.
Moreover, other workflows in which distributed calculations exist will also
benefit from these methods.

Protocol-based BFT, in this case, refers to when the protocols used are,
in and of themselves, BFT. These methods are extremely useful when the
system cannot be changed — for example, legacy workflows, or workflows
in mixed-ownership situations. In these cases, the system may not be BFT,
however, an added protocol makes it so. This is useful in cases such as smart
contract transactions.

However, a known problem with BFT is the underlying resource con-
sumption. Some works already take this into account and try to create
methods to offload these tasks. While task offloading is feasible, distributed
workflows are ultimately constrained by the finite number of available pro-
cessing units. As the system reaches capacity, the ability to further offload
tasks becomes limited, leading to resource saturation. Instead of offload-
ing, then, there should be a focus on optimizing already existing BFT
mechanisms.

Moreover, most BFT solutions do not take node heterogeneity into
account. Considering how they may have vastly different computing power
or operating systems, the resource consumption mentioned above is a big-
ger problem. Moreover, the solution used must be able to deal with these
differences, which is more of an implementation problem.
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Adaptive workflows, such as those that need to react to external events by
scaling, changing the functions used, or reconfiguring existing executions, are
another problem. In this case, BFT will necessarily need to be able to adapt
to an arbitrary number of nodes on the fly, changing functions, and impacts
of the reconfiguration.

Looking at future directions for the compute continuum and emerging
technologies (e.g., 6G, Internet of Everything, Industry 4.0+), it is more
productive to select a few promising workflow types. First and foremost,
we must verify if BFT is even a requirement for that workflow. If the
distribution happens within a self-controlled environment, with our functions
or curated functions, with our data or curated party data, then, BFT should
not be a concern because Byzantine faults are unlikely to be in that threat
model.

For distributed scientific workflows, it is necessary to ensure that the BFT
mechanisms chosen are reliable, lightweight, and energy-efficient. Because
scientific workflows usually have their custom-built functions, faults can
arise from data, infrastructure, or the functions supply chain (e.g., a compro-
mised library). Scientific workflows often span hundreds, if not thousands,
of machines, so ensuring a scalable BFT solution is used is also critical.
Blockchain technologies for the supply chain are a possible approach to
achieving BFT, ensuring the provenance of data and functions. Moreover,
there are many settings and computations being done across diverse environ-
ments, and resource availability tends to vary widely. Some machines may
be extremely powerful, while others may not. Thus, any BFT mechanism
for the computations must also be context-aware and is an open field of
research.

For the serverless Internet of Things (IoT) that may power the smart
everything trend and the next industrial revolution, attacks driven by mon-
etary considerations are now a strong consideration. In these cases, the
business logic may be centralized on the controlling entity (i.e., the business
owner), but scaling to different platform providers and other opportunistic
machine-to-machine type communications may still be a factor. BFT is
required when crossing trust boundaries (i.e., within the untrusted domains)
but may be relaxed within the controlled environments (i.e., trusted domains).
Establishing trust and proper validation when crossing boundaries is crucial
and the most significant open research question. Outside of these particulars
caused by the monetary considerations, similar solutions from scientific
workflows may also be applicable here whenever distributed data processing
takes place.
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When it comes to APIs that power the future web and enriched mobile
applications (e.g., augmented reality), such as those with crowdsourced
elements and active use of the edge in the compute continuum, addi-
tional considerations must take place regarding the context. Therefore,
BFT from crowdsourced elements must follow the data and processing
through the entire workflow, allowing for a late resolution (maybe even
post-mortem) not to disrupt lower-latency communications, but still prevent
continued abuse of the system. Such balance is a tightrope that needs further
research.

6 Conclusion

Byzantine fault-tolerant systems are fundamental in maintaining the integrity,
consistency, and reliability of distributed workflows, especially as these
workflows become more complex and integral to domains such as machine
learning, blockchain, and cloud computing. Byzantine faults, where system
components can exhibit arbitrary or even malicious behavior, pose signifi-
cant challenges to achieving consensus in such workflows. These faults can
result from hardware failures, software bugs, or deliberate attacks, and their
potential to disrupt distributed processes highlights the importance of BFT
mechanisms.

Seminal works such as PBFT and the DLS algorithm have established
the foundation for managing Byzantine faults in distributed systems. These
protocols ensure that, even with faulty or malicious nodes, non-faulty nodes
can agree on a shared state, keeping the workflow progressing correctly.

As distributed workflows expand into areas such as machine learning,
cloud-native applications, and decentralized networks, new challenges have
emerged, requiring adaptations of BFT techniques. Byzantine fault tolerance
is now used to safeguard the integrity of distributed workflows, ensuring that
tasks are coordinated correctly, even in the presence of faults or adversarial
behavior. These developments highlight the ongoing importance of Byzantine
fault tolerance for ensuring the stability and security of complex distributed
workflows.

In conclusion, Byzantine fault-tolerant systems are key to secure and
reliable distributed workflows. As workflows grow in scale and complexity,
the ability to resist Byzantine faults remains crucial for maintaining reliability
and robustness in the face of unpredictable behavior. Continued innovation in
BFT protocols will be essential to addressing evolving threats and ensuring
the resilience of distributed workflows in various domains.
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