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Abstract

In the last few years, advanced software for processing medical images has
gained agreat interestin modern medicine. Infact, it providesvaluableclinical
information, and hence, can significantly improve diagnosis and treatment.
Nevertheless, implementing these imaging tools often requires an important
capital budget in both I'T applications and hardware. This solution can unfor-
tunately cause adramatic increase in operational expenses and medical costs.
To mitigate this problem, medical providers are shifting their interest onto
using cloud computing, particularly the Software-as-a-Service (SaaS) model,
instead of in-house data centres. In this case, healthcare professionals rely
on remote applications delivered by an external provider to process patients
digital records. Interestingly, in this paradigm, consumers are billed based
on software utilization. Besides, cloud computing promises to offer a better
Quality of Service(QO0S), including avail ability, elasticity, trust, responsetime,
security assurance, etc. Regardless of its significant financial benefits, the
transitiontothe cloud environment givesriseto security and privacy problems,
especidly in the healthcare domain. Recently, various security measures
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and mechanisms have been suggested to overcome these challenges and
accel erate the adoption of cloud computing services. In thisregard, numerous
cryptographic techniques are used to safely process digital medical images,
techniques that make use of homomorphic cryptosystems, Secret Sharing
Schemes (SSS), Service-Oriented Architecture (SOA) and Secure Multi-party
Computation (SMC). Although these methods are deemed very promising,
they can negatively impact the performance of cloud services. Most precisely,
they are not yet mature enough to satisfy Service Level Agreement (SLA)
constraints. The main contribution of this study consists of presenting anovel
approach to secure cloud-based medical image processing. This proposed
solution combines segmentation techniques and genetic algorithms together
in one model. Based on this method, we rely on pixel intensity and entropy
measurements to split an image into a number of regions to maintain data
privacy. The principal reason for using genetic algorithms is to optimize
the number of generated regions. Furthermore, we opt for an architecture
based on multi-cloud systems and CloudSec module to enable distributed
data processing and prevent accidental disclosure of medical information. As
shown in the simulation results, the proposal is an appropriate framework
for fuelling the integration of cloud applications in the healthcare sector. In
particular, it enables clients to securely use remote image processing tools.

Keywords: Cloud computing, medical image processing, security, segmen-
tation, genetic algorithms.

1 Introduction

Basically, cloud computing is aterm that refers to a new distributing system
that permits clients to use computational resources and software as a service.
To achieve this objective, cloud utilizes diverse techniques and emerging
trends in computer technology, including Parallel and Distributed Systems
(PDS), data deduplication, virtualization and Service-Oriented Architecture
(SOA). As a matter of fact, there is a variety of definitions related to cloud
computing. Today, the widely accepted one is provided by the National
Ingtitute of Standards and Technology (NIST) [1]. The latter defines this
paradigm as an efficient way for delivering on-demand resources to the
consumers via the Internet. The essential characteristics of this model are
depicted in Figure 1.
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Figurel NIST Definition of cloud computing [1].

For an optimal usage of cloud services, these resources are billed basically
according to pay-per-use business model sthat rely on the time and bandwidth
consumption. In addition, various parameters are used to measure the QoS
of cloud services, parameters such as security, availability, response time,
etc. These attributes are designed principally to determine the credibility
of the third party. More specifically, Service-Level Agreement (SLA) is an
official commitment used mainly to set expectations for both clients and
cloud providers. Essentially, cloud computing permitsan easy accesstoremote
shared services. Normally, four deployment models are suggested to perfectly
match the needs of healthcare organizations. Thus, clients have the ability to
either deploy public or private cloud servicesaccordingtotheir needs. Thefirst
concept allows clients to make economies since resources are used by many
different organizations. In contrast, the second oneis very expensive because
cloud resources are devoted exclusively to one customer. Alternatively, it is
possibleto useamixture of private cloud and public cloud servicesto comeup
withahybrid cloud model. In ageneric context, community cloud hasrecently
been proposed to serve the specific needs of different members with common
interests or profiles. Technicaly, cloud providers offer many options as to
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the implementation of a cloud solution, responding to consumers’ needs and
challenges. More precisely, this new paradigm encompasses three popular
types of cloud computing services namely Software as a Service (SaaS),
Platform as a Service (PaaS) and Infrastructure as a Service (1aaS). In most
cases, the SaaS|ayer providesthe required applications and imaging tool s that
are necessary to manage and process health records remotely. In the case of
PaasS, cloud providersoffer devel opment and depl oyment toolsallowing users
to build local applications. Inthe sameline, laaS model enables consumersto
create and use virtual machines (VMs) instead of local servers. Based on these
considerations, cloud services tend to facilitate and boost the use of modern
information and communication technologies in the healthcare sector. More
importantly, healthcare professional sare charged based on software utilization
according to predefined SLA clauses. In such amodel, cloud providers offer
flexible, scalable and cost-effective imaging tools to process health records,
asillustrated in Figure 2.
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Figure2 Basicideaof medical images processing using cloud.

In such a scenario, healthcare practitioners and imaging centers outsource
their medical recordsto a cloud provider who manages the process of image
analysis. The external third party uses advanced software to satisfy the
requirements of the consumer’s query. After that, the result of post-processing
is sent back to the end user. Consequently, the Software-as-a-Service (SaaS)
model is an adequate solution that enables healthcare institutions to delegate
computationsto acloud provider. Following this, clients can benefit from the
IT services and necessary resources without a need to build and maintain
on-site data centers. This is the mgjor reason for the increasing demand
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of cloud implementation. Despite its multiple advantages, cloud technology
till faces enormous security problems because clients lose tight control of
their outsourced data and computations. In general, these chalenges and
risks can be classified into two categories. The first category specifically
encompasses technical issuesincluding virtualization [2], datalocation [3, 4],
web technology [5] and interoperability [6-8]. The second one is mainly
related to legal and management constraints [9, 10]. Beyond that, medical
images are sensitive data used basically for diagnosis purposes. Accordingly,
ensuring the privacy of these digital records requires additional security
measures. In this regard, a broad range of parameters need to be taken into
account when designing a secure framework [11-13], including availahility,
integrity, authorization, confidentiality, data ownership, authentication and
anonymization. To this purpose, various approaches and schemes are sug-
gested to secure data processing in an untrusted cloud environment. These
solutions and the corresponding protection mechanisms, though, rely heavily
on traditional encryption techniques, such as homomorphic algorithms, SOA,
SMC and secret share schemes. Therefore, these existing approaches are
usually less effective and unfeasible for processing medical images since they
have anegative effect on executing time. For thisreason, we propose ahybrid
solution based on segmentation techniques and genetic algorithms to ensure
confidentiality and better performance.

The remainder of this work is organized as follows. In Section 2, we
provide and analyze existing sol utions suggested to secure medical image pro-
cessing over cloud computing. Section 3 illustrates the proposed framework
to meet security requirements and provides background information about
techniques involved in privacy-protection mechanisms. Section 4 provides
simulation results. In Section 5, we present some advantages of our proposed
method, aswell as directions for future research. Finally, we end this paper in
Section 6 by remarks and future work.

2 Existing Mitigation Techniques

Nowadays, expensive local data centers are replaced by economical cloud
resourcesand services. Basically, cloud computingisalargedistributed system
that offers huge amounts of storage and processing capability. To this end,
cloud platform relies on awide range of technologies and servicesto meet the
constraintsof servicelevel agreement (SLA). However, theutilization of cloud
servicesin healthcare domain can exposethe patients’ datato high privacy and
security risks. Today, there are already many and varied security techniques
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to ensure data privacy. This section provides the common methods and their
applications in the field of image processing. In this regard, we provide two
illustrative scenarios for each approach.

2.1 Secret Share Scheme

Thistechniqueiswidely used to protect confidential informationin distributed
systems like cloud computing. For (T, N)-threshold scheme, a secret message
& is shared among N different cloud providers. To this aim, it necessary
to randomly select coefficients a; from Zp as indicated in the following
eguation [14]:
T—1
b(x) = ag + Z a;x’ (mod p) (1)
j=1
Accordingly, the secret message is converted to the several shares (x, b(x)).
In the same line, the secret data can be reconstructed only if at least T shares

are available. In this context, we rely on the Lagrange interpolation formula
asfollows[15]:

T T

T,
ao=>» blz;) ] - —(modp) 2
j=1 k=1, k#j =% T %

Practically, we create many shares from the secret image in order to process
each part at different cloud providers. Afterwards, we combine the processed
shares to get the final image. This process ensures that it is computationally
infeasible for an untrusted cloud to revea any confidential information. In
this context, Deepthi et al. [16] use Shamir’s Secret Sharing (SSS) method
to process images in an encrypted domain. Specifically, they use the (2, 2)
scheme for implementing image processing over cloud computing. First, they
create two shares from the secret image using SSS method. Meanwhile,
the processed image is basically reconstructed by combining these two
shares. For example, this method allows cloud providers to perform image
interpolation operation and 2D DCT in encrypted domain. Lathey et al. [17]
rely on the SSS technique to secure image quality enhancement. In this
concept, it is possible to perform arithmetic division operations for non-
terminating decimal quotients on the encrypted data. First, an authorized
client needs to retrieve required shares from different CDCs (Cloud Data
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Centres). Next, they combine these shares to reconstruct the processed
image. In this case, the proposed technique can perform some basic image
processing such as denoising, antialiasing, unsharp masking and contrast
enhancement.

2.2 Homomorphic Encryption

This type of encryption is designed to execute arithmetic operations on
ciphertext. More precisaly, thisschemeishomomorphic over an operation**’,
and hence, supports the following Equation (3):

E(ml) * E(mg) = E(m1 * mg),le, mo € M (3)

Where E is the encryption algorithm and M is the secret message.

The agorithms used to perform the homomorphic evaluation of an
arbitrary function fall into two main categories: (1) Partially Homomorphic
Encryptionc (PHE), and (2) Fully Homomorphic Encryptionc (FHE). Thefirst
model supports one arithmetic operation, e.g. Paillier, RSA, EIGamadl, etc. In
the FHE model, one has the ability to perform addition and multiplication on
the encrypted data. Inthis case, we encrypt the original medical imagesbefore
transmitting them viathe Internet to a cloud provider. The latter processesthe
encrypted data without disclosing confidential information. For this reason,
the application of this concept in image processing over cloud computing
has attracted significant attention. Broadly speaking, Paillier islargely used to
processimagesin the encrypted domain becauseit is additively homomorphic
[18], as shown in (4).

Let my, my betwo plaintext and r < N arandom value.

E(my, 1) - B(mg,r2) = (g™1})(g™213) (mod n?)

= gM+m2(p115)% (mod n?)
Hence,

D(E(my, pk) - E(mg, pk) = D(E(m; + mg,ri13))
=m1 + mg (4)
WhereE and D areencryptionand decryption function, and pk isthepublickey.

In this context, Ibn Ziad [19] et al. develop a framework to extend
the popular computer vision library OpenCV. To this aim, they rely on a
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homomorphic cryptosystem to delegate image processing to a remote third
party. More specificaly, Paillier algorithm is used to perform the requested
image enhancement operations on encrypted images. This means that it is
possible to analyze images using cloud services. In this case, the proposed
solution can perform certain tasks, such as adjustment, spatial filtering, edge
sharpening and histogram equalization. Similarly, Hu et al. [20] use the
homomorphic encryption properties of Paillier algorithm to secure nonlocal
denoising in outsourced images. This is achieved by using a combination
of two cryptosystems: Paillier and privacy-preserving transform based on
JL Transform. In addition, the proposal uses nonlocal means (NLM) tech-
nique, which is composed of nonlocal search and mean filter. The proposed
framework proves efficient asto theimplementation of denoising methodsfor
encrypted images, especialy in the cloud computing.

2.3 Service-Oriented Architecture

Basically, SOA technology is meant to improve the reusability and maintain-
ability of web services in distributed systems like cloud computing. In this
model, services are provided to remote users through a service contract. In
this architecture, service directory (SD) is essentially a lookup mechanism.
Hence, it helps service requester to find a service according to some criteria.
Meanwhile, service provider (SP) defines a service description and publishes
their services(register). Inthe context of cloud, SOA architectureiscomposed
of three modules: Service Broker, Service Provider and Service Consumer, as

shown in Figure 3.
Service
Contract
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Figure3 SOA interaction cycle.

Moreimportantly, the communication between different servicesand clientsis
done by using standards, dependency-reducing methods, decoupled message-
based techniques such as XML document exchanges. Recently, the utilization
of SOA technology has gained popularity in image processing over cloud
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computing. Inthis context, Vaidaet a. [21] propose a SOA-based framework
to process medical images. To this aim, they use Enterprise Service Bus
(ESB) as a distributed infrastructure. Besides, the proposa relies on XML-
based dataand (SOA P) ascommunication protocols. The proposed framework
has three components, namely Programming module, Service module and
Messaging module. This solution can perform two services. object detection
and grayscale filter. Another advantage of the XML-based model is that it
promotes collaboration between clients. In this perspective, Shen et al. [22]
devel op amedical image annotation system for tel e-radiol ogy. Thisweb-based
application alows users to access and interpret digital data remotely. The
proposal consists of three major components: Collaboration, Real-time and
Pervasive. The implementation results show that this application supports
collaborative annotation of medical images.

2.4 Secure Multi-party Computation

Itisanimportant approach in cryptography to secure collaboration between m
partiesin order to evaluatean arbitrary functionf (x;, xa, . . ., X ). Inthiscase,
X; is private while f(.) is known to all parties involved in the computations.
In the secure image processing model, there are two parties, clients and
cloud providers, who own health records and imaging tools respectively. For
example, we define afiltering operation f(-) described by a set of parameters
O and animage X (., v). Theresult y (u, v) of thismodel is presented in (5).

y(t) =f(x,0) (5)

In the secure multi-party computation model, clients obtain f (x, ©) without
any knowledge of ©; and cloud provider processes X (., v) without the dis-
closure of private data, asillustrated in Figure 4.

h 4

©5
@J{é}

Cloud Processing

y (L, V)

f(x, ©)

Figure4 Basic principles of image processing using SMC.
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Since data privacy is of a paramount importance, SMC protocols are
used to secure image processing. There are, of course, a number of appli-
cations for which SMC protocols are helpful. The typical scenario here is
an image processing application that involves linear operations such as inner
products and squared error distance. Practically, SMC protocols can operate
successfully with many methods such as homomorphic encryption, Oblivious
Transfer (OT), Garbled Circuit (GC), secret share scheme. For example,
Sadeghi et a. [23] propose a method to secure face recognition. In this
case, clients can search for a specific image stored in the remote database
without revealing any additional information about the requested image. The
proposed privacy-preserving method relies on SMC approach, in particular
homomorphic encryption and Garbled circuits. Avidan et al. [24] propose a
method to secure aface-detection web service. To thisaim, they use the SMC
protocol so that clients can submit their images to be analyzed in a secure
manner. Additionally, machine learning methods are used to accelerate the
process of data classification. The simulation results show that the proposal
can perform face detection without revealing the sensitive data.

3 Proposed Framework

Cloud-based medical image processing is an efficient way to outsource
computations to an external provider. The adoption of this new technology
in healthcare domain, however, leaves room for potential security threats.
Unfortunately, existing techniques are till in need of more improvements
to meet security and performance requirements. In this regard, we propose a
secureframework based on segmentation and genetic algorithmsso asto afford
an optimal privacy protection. Compared with existing techniques, this new
approach useslightweight, efficient and scal able methodsto prevent malicious
disclosure of medical data.

3.1 The Fundamentals of the Proposed Framework

In general, security and privacy are the mgjor factors hindering the imple-
mentation of cloud-based medical image processing in the healthcare sector.
To overcome these challenges, we introduce a trusted third party called
CloudSec. It is designed to provide an interface that enables secure data
exchanges between consumers and public cloud providers. Besides, the
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proposed framework will be deployed in amulti-cloud environment, as shown
in Figure 5.
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Figure5 Architecture of the proposed framework.

In such an approach, healthcare professionals send a medical image to the
CloudSec using (Secure Sockets Layer) SSL. Theaim isto establish a secure
connection for transmitting medical images. Equally importantly, CloudSec
uses a local database to store the patients’ identification information and
guarantee thereby data anonymization and unlinkability. Typically, secret
data are encrypted before being transferred to the cloud computing. Since
the CloudSec module is the core element of our proposed architecture, it is
necessary to implement appropriate mechanisms in order to avoid a single
point of failure (SPOF). To this end, we propose software-defined storage
(SDS) to greatly improve the system availability [25]. This new paradigm
is designed to abstract storage resources from the underlying hardware
platform unlike traditional network-attached storage (NAS) or storage area
network (SAN) systems. The primary objective of this concept isto achieve
cost-effective load balancing. When administered correctly, this technology
would inevitably ensure fault tolerance, scalability, good performance and



330 M. Marwan et al.

high availability. To ensure the privacy and security of medical images,
we use a hybrid method (GA-ES) based on entropy-based segmentation
(ES) and genetic algorithm (GA) to guarantee data confidentiality. In this
context, the image under study is split into blocks of the same size. Next,
segmentation based on entropy is applied to each block to determine the
regiontowhichit belongs. Inthisregard, theentropy H (d) iscalculated using
Equation (6) [26].

L
1
H(d) = m;) log—— 6
(d) ;m ) logrs (6)
Where, L standsfor thetotal number of pixel value, and p(m;) istheprobability
of occurrence of apixel with value m;.

Toaddresstheissuerelated to theregion growth, thethresholdiscalcul ated
using the ratio of the number of the blocks to the number of created regions.
Asaresult, this solution successfully meets high data confidentiality by means
of splitting datainto several portions before sending them to the public cloud
provider, as shown in Figure 6.

Input image
+
Segmentation based on entropy
L 2
v v v v
Region 1 Region 2 Region N

Figure6 The principle of segmentation based on entropy.

More importantly, we propose a genetic algorithm to calculate the optimal
entropy threshold valuefor al regions. Therefore, this mechanism determines
the size of generated regions. Obviously, the size of a region often has a
detrimental effect upon the time required to analyze each region. Meanwhile,
it has an impact on the quality of data encryption. For this reason, we
use two parameters to evaluate the quality of data encryption: correlation
coefficient (Cor) and the number of pixelschangerate (NPCR). Consequently,
this technique seeks to reduce processing time and ensure robustness. To
this objective, a genetic agorithm is used to determine the most suitable
parameters, as presented in Figure 7.



A Cloud-based Framework to Secure Medical Image Processing 331

Input image

Divide image into blocks
v
Segmentation using entropy
Optimization using GA
<>
A Y y
Region 1 Region 2 Region ... Region N

Figure7 The fundamentals of the proposed approach.

After segmentation, the image under study is divided into many regions.
Subsequently, each region will be sent to a distinct cloud in a multi-cloud
environment. Hence, each region will be analyzed in a distinct cloud to
enhance security and performance. Then, the outcome of this process is
returned to the CloudSec, as shown in Figure 8.

Region 1 |_ _|},Cloud 1 §
—
i =9
Region2 [ — 4 Cloud 2 (.3 A I
T T ) CloudSec —> Processed
i i S () ' Image I
1 | (S | LJ
L o Region N F-pCloud N ||| tooooc

Figure8 Abstract view of the proposed framework.

3.2 An Overview of the Proposed Techniques

In the proposed framework, we use two techniques to ensure the privacy and
security in cloud-based medical image processing: Genetic Algorithm (GA)
and segmentation.
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Genetic Algorithms (GA) [27-29]: These techniques are artificial intelli-
gence methods used mainly to examine and manipulate possible solutions
in order to select the best one. To achieve this objective, this method uses
approaches basically inspired by the fundamentals of natural selection sys-
tems. Hence, it ismandatory to define parameters that have a high probability
of meeting predefined criteria. Based on these considerations, three basic
operators are mostly used in genetic algorithmsto find the optimized solution,
i.e., selection, crossover and mutation, as shown in Figure 9.

|| Generation of the population

1
v .
Selection

v

Crossover

v

Mutation

Figure9 A simplified model of a genetic agorithm.

In this model, the initial problem (segmentation result) is represented as a
chromosome, which is characterized by the size of its population and the
crossover probability. Then, we defineafitnessfunction to measurethe quality
of achromosome and to select chromosomes that will be used for mating in
the reproduction stage. The process is repeated until we get the optimized
solution.

Fitnessfunction: Thistechnique aims at determining parameters that lead to
the best solution. Functionally speaking, it performs quality evaluation tasks.
In this study, we seek principally to minimize execution time and enhance
data confidentiality. For this task, we rely on two parameters to define the
fitness function: the number of regions and robustness parameters. The latter
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is evaluated basically using correlation coefficient (Cor) and the number of
pixels change rate (NPCR). The correlation coefficient (Cor) is calculated
according to the following eguations [30]:

Let x and y denote the gray-scale of two adjacent pixels. In practice, the
coefficient (Cor) is evaluated using the formulain (7).

Coryy = % ©)
N N 2
D(x) = & ; <Xi —+ ; Xi> (8)
N
COV(x,y) = § 2 (6 = Av() (i~ AV (7)) 9)
N
Av = I%I Z % (20)

Where Av refersto the average value.
For the second parameter, the NPCR is calculated using the formula
in(11) [29]: y
_ 2"D(,))
Where D (i, j) is calculated with the following expression:

. 0, if C1 (i,j) = C2 (i,])
D = . U L
(L5 { 1 if Ci (i.§) # Ca (i)
Where, C; and C, are ciphertext images before and after one pixel changesin
aplaintext image.
In the proposed approach, the fitness function that is used to mea-

sure the performance of each individual chromosome is defined using the
Equation (12).

Total time = Ry x T1 +--- + Ry, x T (12

Where R refers to the number of blocks in aregion, and T is the processing
time required to analyze a block using a specific image processing algorithm.

4 Simulation and Results

As outlined above, we propose an entropy-based segmentation method to
assign all pixels to aregion. Particularly, we use the Shannon’s theorem to
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calculate the entropy of a discrete random distribution with different color
components of an image, as defined by Equation (6). In this study, we apply
the proposed approach on RGB images. Accordingly, the histograms p(x)
are typicaly measured by counting the number of pixels with a given color
intensity (red (R), green (G) or blue (B)). Additionally, Genetic Algorithm
(GA) is used to reach near-optimal solutions. Hence, the entropy-based
segmentation problem is formulated as an optimization problem, as shown
inAlgorithm 1.

Algorithm 1 GA-ES
Inputs: | (X x y), wherel isamedical image
Outputs: < Ry, Re, ..., Ry>, where R refersto created regions
Step 1: Choose encode method
Convert input image into data set X = {Xy, X2,..., X, }
of n objects
Step 2: Initialize_population ();
Step 3: Optimize the individuals of initial population
Selection ();
Crossover ();
Mutation ();
Fitness ();
Step 4: Repeat Step 3 until the fitness of the population
no longer improves,
Step 5: Return < Ry, Ro,..., R, >

Asemphasized earlier, the proposed system is designed to achieve adesirable
tradeoff between the security and performance in cloud computing. For the
purpose of illustration, we use MATLAB R2014a to implement this method
and we choose two RGB images (image 1 and image 2) as examples. In this
case, the medical image is split into four homogeneous regions. Afterwards,
we apply image processing operations on each region. To create the final
image, we combine all processed regions. In this study, we use the Gaussian
filter for noise removal and enhancement of image quality. The findings are
illustrated in Figures 10 and 11.
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Figure 10 Application of GA-ES algorithm to processimage 1.
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Figure11 Application of GA-ES algorithm to process image 2.

5 A Comparative Study and Directions for Future Research

So far we stressed the fact that data protection and security are the key
issues as to the integration of cloud computing in healthcare domain. In this
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regard, several solutions and frameworks have been recently proposed to
ensure data protection in this paradigm. Neverthel ess, existing approachesand
schemes still have limitationsin terms of Quality of Service (Qo0S). Precisely,
technigues involved in encoding data have a negative effect on performance.
This would limit the feasibility of the system at several typica stages in
healthcare dataprocessing. Themain advantagesand di sadvantagesof existing
privacy protection measures are presented in [31]. In this context, homomor-
phic encryption is used to execute arithmetic operations on encrypted data,
including addition and multiplication. However, these algorithms are often not
suitable for image processing because they are time consuming. Obviously,
the manipulation of large volumes of data requires efficient algorithms.
To enhance performance, Service-Oriented Architecture (SOA) approach is
proposed to enhance interoperability. Nevertheless, SOA technology does not
protect dataagainst an untrusted cloud provider. In other words, it permitsdata
processing even though the security of the outsourced datais not guaranteed.
To this purpose, the Secret Sharing Scheme (SSS) and Secure Multi-party
Computation (SMC) are al so suggested to secure cloud-based medical image
processing. However, the use of these technigues in conjunction with image
processing algorithms isacomplicated task. That iswhy we propose asimple
method that allows a user to process medical data securely.

5.1 A Comparative Study

Our approachisbuilt onthe premisethat adistributed dataprocessing systemis
an efficient method for reducing disclosure risks. The proposal is also useful
to minimize the quantity of data processed by each cloud. In this regard, a
medical record is divided into several regionsto keep data secret by using the
segmentation concept rather than the cryptographic techniques. Under these
conditions, each cloud has to handle and analyse only a small amount of the
original medical image. As a result, this method is useful in protecting the
confidentiality of medical information, especially against insider threats from
untrusted cloud providers. Inthisregard, weusegenetic algorithmto determine
the optimal number of regions that satisfy the Quality of Service (QoS)
requirements. More precisaly, this method seeks to improve performance by
reducing the processing time required to analyze each created region. Besides,
the segmentati on techni que does not require complex and heavy mathematical
calculations, unlike traditional cryptography. Therefore, it is an efficient
approach to deal with the large volume of data. Essentially, it enhances the
data confidentiality by splitting the secret image into many regionsto achieve
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the confusion and diffusion effects. Hence, one cloud provider processes a
specific region without being able to reveal any information about the secret
image. Functionally speaking, the present mechanism based on segmentation
techniques actually improves medical image analysis, and therefore helps
healthcare professionals to enhance diagnosis and treatment. In addition,
using amulti-cloud environment would improve the response time and reduce
security risks that may emerge in a single cloud computing [32]. In this
architecture, the proposal relies on a trusted provider called CloudSec to
guarantee unlinkability and maintain anonymity. In fact, patients’ information
isstored in alocal database. Consequently, this system allows healthcares to
outsource dataprocessing to third-party cloud providers. Indeed, the proposed
approach improves both data security and performance. Table 1 gives a
concise summary of the differences between the proposed method and the
existing ones.

Tablel Comparison between the proposal and other methods
References Techniques Confidentiality Performance Simplicity Anonymity Unlinkability

[21, 22] SOA Vv v

[19, 20] Homomorphic /

[16, 17] SSS V4

[23, 24] SMC v

Our proposal  GA-ES V4 v V4 Vv Va

5.2 Directions for Future Research

As discussed above, there are various approaches to deal with security con-
cernsin the cloud-based applications. In this paper, we suggest entropy-based
segmentation to avoid unauthorized disclosure of confidentia information.
This method is more suitable for images because of its ability to maintain
data privacy by only changing the pixel’s position. Simply put, efficiency and
simplicity are the major advantages of using segmentation approach to secure
image processi ng. Another method to improvethe efficiency of image process-
ingisthe utilization of distributed parallel computing framework, like Hadoop
and Spark [33, 34]. In these frameworks, we use the MapReduce function to
store datain adistributed file system, so that each node processes only asmall
part. However, despite the fact that this method seems to be widely accepted,
the adoption of this approach in the cloud faces many chalenges. This is
due largely to issues related to interoperability and insider threats caused by
malicious cloud providers. In this respect, multi-cloud model is a promising
strategy for boosting distributed data processing. Recently, there has been an
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increased interest in using blockchain technology to provide security for
electronic transactions. In this model, all transactions are encoded in such a
way that any modifications can be quickly detected and traced. Originally, the
cryptographic hash algorithm used in such case is SHA 256. In the blockchain
model, ablock is basically composed of two main elements, i.e., aheader and
transactions. The header containsthe metadata about ablock, such asprevious
block hash, mining competition and merkle tree root. The latter contains al
transactions in a block. More importantly, each block has a timestamp and
information linking it to a previous block, as presented in Figure 12.

Block 1 Header

Hash of previous
block header

| Merkle root

I

Block 2 Header

Hash of previous
block header

Merkle root

7Y
W

| Block 1
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||
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Block 2
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0
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5| block header
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)

|

L)
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Figure12 Simplified data structure in blockchain technology.

One of the most important application areas for blockchain technology is
cryptocurrencies (Ethereum and Bitcoin). Today, blockchain is emerging in
awide range of applications, especialy in collaborative work environment.
In this context, Xia et al. [35] propose a blockchain-based access control
system to protect medical data stored on cloud computing. In a similar vein,
Zyskind et a. [36] suggest the utilization of both Shamir’s Secret Sharing
(SSS) and Secure Multi-party Computation (SMC) to run computations
directly on the network. This mechanism aims at limiting insider threats
that may be caused by malicious third party providers. Although blockchain
systems ensure integrity protection and identity management, the utilization
of blockchain technology inimage processing is till initsinfancy. Therefore,
there is a need to extend the scope of the blockchain method to include other
domains like image processing over cloud computing.

6 Conclusion and Future Work

Today, cloud computing is revolutionizing the way healthcare organizations
use I T services, especialy imaging tools. In such amodel, these sophisticated
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remote applications are used only when needed and billed according to soft-
ware utilization. Specifically, using cloud in medical image processing is an
emerging concept that delivers cost-efficient imaging tools to the consumers.
The latter is basically charged according to software utilization and SLA
contract. That is the reason why both academia and healthcare industry are
becoming noticeably interested in this emerging trend. Beside its significant
benefits, this novel concept raises severa challenges and risks. Specifically,
security and privacy are the magjor factors that hinder the implementation
of cloud services in the healthcare system. To this aim, many frameworks
and security measures have been recently developed to prevent data expo-
sure. A variety of techniques are suggested for privacy-preserving, including
homomorphic encryption, Shamir’s secret sharing (SSS) scheme, secure
multi-party computation (SMC) and service-oriented architecture (SOA).
Although these cryptographic techniques ensure data security and privacy,
they are unfortunately time-consuming. Conseguently, they negatively affect
the Quiality of Service (QoS) of the system. Similarly, SOA technology does
not protect data against untrusted cloud providers. In summary, existing
approaches still have limitationsin terms of security and performance. In this
study, we design a generic framework to securely process patients' data. To
this end, we propose a sol ution based on genetic algorithm and segmentation.
The confidentiality of medical imagesis mainly assured by the segmentation
technigue, which divides the sensitive datainto multiple portions. Within this
perspective, the secret image is split into many regions based on entropy. In
such a scheme, we use the genetic algorithm to limit the number of regions
and enhance data security. For this task, we define a fitness function that
takes into consideration all factors involved in security and performance to
find the optimal solution. Additionally, we extend the conventional cloud
architecture with an additional trusted entity, i.e., CloudSec module. The
simulation results prove that the proposal is an adequate solution to boost
image analysis using public cloud computing. It significantly improves both
security and performance. Having said this, thiswork isnot intended to replace
existing approaches and frameworks, but it aims at providing a simple and
efficient solution to ensure privacy protection and assure that the performance
reguirements are met. As a future work, we plan to carry out more complex
image processing operations to evaluate the proposed approach. There are
good reasons to use blockchain-based access control to secure cloud services.
This technology is principally suitable to secure data sharing and enhance
collaboration among healthcare professionals.
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