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Abstract

Data Privacy is a more prominent necessity than ever in the world we live. The
world is so much connected with use of technology than ever in the course
of history. Intelligent Machines and technology with thinking power of its
own is defining new standards of business operations. Increasing dependency
of new generation of people on social technology platforms and digital
economy, comes with a big demand from economic and social structure
to not only adopt but embed technology. In the same way technology to
adopt the social practices like a central governance, democratic values and
privacy interlaced with this structure. This paper presents the argument that
the protection of privacy of the data subjects is a must have in order to retain
the current social structure. We must have a way of using information out
of the vast datasets without impacting individuals, indicating a major shift
in technology development processes in practice. The new social necessity
drives the new technology necessity.

Keywords: Data security, data privacy, anonymization, privacy protection,
social benefit, software development practices.

1 Introduction

Data privacy is the central concept for protecting the data of an individual.
Any data generated by an individual may be used to identify the individual

Journal of Mobile Multimedia, Vol. 17_1-3, 273-298.
doi: 10.13052/jmm1550-4646.171314
© 2021 River Publishers



274  A. Anant and R. Prasad

and manipulate his/ her behaviour. No individual wants to reveal any personal
information except if it’s for their own benefit. Every individual share his/
her personal information with government departments, companies where
they buy things from, different events where they register, different social
platforms where they interact with others, different service providers where
they get services and the list goes on. Without providing the needed personal
information, an individual cannot expect to get needed services.

This data contains information which may be misused to manipulate
individual’s behaviour. To prevent such misuse, data security is a must have.
Data protection and privacy protection sometimes sound synonymous as
they are based on similar approaches. Though data protection is much more
wider topic and privacy protection is very specific topic, which may or may
not depend upon data protection techniques. Data protection is more about
protecting the data from un-authorized access and ensuring integrity. Though
Privacy Preservation is more of enabling access to data, while preserving the
privacy of the individual, whose data is concerned.

Data security has a different meaning in different context and also an
evolving meaning with time. In the early days before the development
of information systems, limited resources were available and most of the
data would reside on paper. Data security would mean protecting physical
access to these papers and storage mechanisms. With the advancement of
internet and the ability to transmit data across the globe with ease, evolved
many methods including encryption (different methods), hashing (different
methods) and many more techniques.

Despite the advancement in technology, there always has been the need
to do more. Data has always been vulnerable. Data has always been key to
make intelligent decisions and the lack of it. Not only businesses and Gov-
ernments have been the consumer and creator of data but every individual.
Data has been a vital asset even for the individuals, with the advancement
of technology and communication devices like mobile phones. With the
increasing generation of data and increasing digitalization, data utility cannot
be ruled out only due to concerns on security and privacy. Though at the
same time, it’s important to use data wisely, in order to avoid scandals like
US elections and BREXIT and the involvement of firms like Cambridge
Analytica.

This paper carefully analyses the advancements in privacy protection
technology and at the same time highlights the need of a Privacy Protection
framework. There is no development or technology framework which guides
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software design and development to protect privacy of data subjects. Data
privacy as a practice is still evolving with technology and is being adopted
on a voluntary basis with no technology guideline available at large to guide
software development.

2 Why Privacy Preservation Matters

Every individual love to have a personalized service. Its delightful to have a
special treatment. Individual is presented with a consent or contract clause,
which he/she rarely reads through before providing his personal information
on a website or in a physical store, where it is converted into digital format.
In most cases, it’s the urgency of receiving a service, or the word of mouth,
which prompts an individual to share his/ her personal information. Benefits
may not be limited to any monetary benefit or a quantifiable incentive, but can
be something emotional, which an Individual receives in return of sharing his/
her data to “other party”.

The topic of privacy preservation is getting more and more important
because now we have advanced technologies to handle large data-sets. These
technologies increase the potential of what can be done with these data sets.
The benefits can be skyrocketing as well as the dangers.

2.1 Advancement of Technology

Hadoop usage to handle large data sets and derive information increased in
the last 10 years. Machine learning concept, which were in research and
needed huge investments, are now available for anyone to experiment with
small investments, rather than the NASA and niche organizations with big
budgets in the past. Processing speed of hardware and software has reached
inflexion point, indicating the change of era of data processing technologies.

2.2 Growing Power with Profit Making Organizations

Organizations have outgrown governments in size and budgets. For example,
Microsoft, Amazon, Facebook, Apple and Google earn more than the entire
GDP of several individual countries. These organizations work for profit and
have deep pockets to invest in technologies for artificial intelligence rather
than Government organizations. There is no technology governance across
the globe and technology companies compete for making getting a larger
business in digital economy.
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2.3 Awareness in Masses

Once individual has given his personal information and it is converted into
data sets, which can be subject to analysis by technology, “other parties” gain
the power to manipulate individual’s behaviour. In a democratic environment,
where every individual is free to give his information or not, can we really
stop by making regulations, which enable individuals, to have the right to
share their information?

Practical answer to the above question is a prominent “no”. The individual
is not as empowered as the group of individuals like companies, government,
trusts and other parties. These “other parties” have much more resources and
power than individuals. Individuals are not even trained or aware about the
risks of sharing their personal information on different digital platforms, or
even physical locations (stores etc.), where its converted to digital form.

Moreover, individuals in several countries do not even have education
on data privacy and privacy protection. They are more vulnerable as the
technology has reached in every nuke and corner of the earth via mobile
phones, but the awareness on misuse of information, not so much. For a
poor subject, who use a mobile device for a service like making payments,
and their data is misused, we are looking into a global catastrophe. Also,
there is a high risk of manipulating human behaviour with targeted attacks
in a geographic region with misuse of personal information of individuals.
Manipulating elections and mobilizing mobs for protests can be some of the
already seen examples.

2.4 Statistics from Data Breach Monitors

As per one of the most popular web browser Firefox monitors [1], 2019 saw
a lot of data breaches and personal information leaked. 2 billion passwords
exposed in one single year across the globe. Is there any service with any
authority, which informs the individuals, whose data has been breached? The
simple answer is, “no mandatory service of that nature exists”. Even when
such breaches are identified, they are published in general media and the
individuals whose data has been breached are not notified. With the most
under — privileged internet user in mind, most likely his/ her data has already
been breached and he is fully exposed for manipulation by other parties.
Statistics of data breach from various agencies are presented in Table 1 below.

As per the latest report from Norton presented in Table 1, a leading
company in cyber security space, mega breaches grab headlines, but hun-
dreds of less familiar data hacks also increase the risk of identity theft [2].
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Table 1 Data breach statistics published by several agencies

Fact Agency

First 6 months of 2019 saw 4.1 billion records exposed Forbes

Cyber attaks considered in top 5 risks to global economy World Economic forum
Facebook had 540 million records exposed on Amazon cloud CBS

server

There was an 80% increase in number of people affected by Statista

Health data breaches in 2019 compared to 2017

300,752 & i m Hacking/IT Incident

5,981,710 o

® Unauthorized
Access/Disclosure
1 Theft

Loss
38,679,196
® Improper Disposal

Individuals affected — Health Data

Figure 1 Data breach statistics collected from HIPAA website.

These breaches have been in the area of Financial data, Entertainment data,
Healthcare data, Education data, Government data and other business data.

As per HIPAA protection authorities, which tracks health data security in
USA, over 40Million individuals can see an adverse impact, due to misuse of
their health data. Below chart Figure 1. represents statistics derived from data
on HIPAA website.

3 Increasing Awareness in Society

People in general are becoming more and more aware of their privacy rights.
Several cases of violation of integrity of individuals has been reported. There
are no safeguards in place on a global scale but only in some countries to
protect the individual like GDPR in European Union which has 27 countries.
Even in EU, one could run targeted marketing campaigns, make phone calls
to people, or send them targeted mails, emails, letters by easily finding
loopholes in regulation before 2018 June. There have been companies, whose
business was to collect and manage individual’s information and sell them to
other companies, who can run targeted marketing campaigns against those
individuals.
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Breach of privacy for an individual can cause financial loss as well as
other damage in reputation or other moral damages. Cyber bullying with
such private data of an individual may lead to manipulation of an individual’s
behaviour and may even lead to suicides with loss of life itself. There have
been several legal cases, where individual was arrested based on tweet alone.
In one such case, the tweet was found suspicious by police and the individual
was arrested as a precaution for crime prevention, by using his address and
location information from the device he used to tweet with and his face for
identification and no other evidence [3].

3.1 Large Global Impact

Negative aspect of compromising privacy: The authorities across different
countries come to action, when there are mass breaches, which are exposed.
And more when the government sees a compromise in security, for example
the US authorities cracking a whip on the company Huawei. The global
impact of the data privacy breaches can be huge.

Positive side of allowing privacy preservation: Organizations like wik-
ileaks which published the information from several whistle blowers in
public platform, exposed several wrong doings. These would have never been
exposed otherwise to society. Such platforms have a huge global impact, and
the need is already there for such measures on a global scale to facilitate
protection of individual’s privacy at the same time, usage of data in such a
way that the vulnerable individuals are not impacted. Whistle blowers came
to wikileaks and other such platforms as it provides protection to individuals
submitting such information. Journalism is a major area, where individuals
are impacted at large, and it’s the responsibility of the journalists, to safeguard
the informer who bring value to society by sharing the story.

3.2 Monitoring by STATE

In China, the drive to safeguard individual’s data, has been taken up in a
different way by the Chinese government. Instead of giving the freedom to
the individual, Chinese government is taking all the data of individual to do
surveillance. In fact, a social credit system is being designed to benefit good
citizens and discourage bad citizens based on criteria set by the government.
Government is using all the data including voice calls, facial recognition via
surveillance cameras, social interactions by individual and all possible digital
presence. On one hand it claims to crack down on the ill effects of data
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breach and misuse of personal information, for example, this system would
enable the government to more effectively crackdown rumour mongers, data
thieves, unauthorized VPN connections and ill usage of data. On the other
hand, it would give immense power to Government of China to manipulate
the behaviour of individuals based on the objectives of the Government.
And more so the Government officials who are in charge of running and
maintaining that system of monitoring and surveillance [4].

3.3 Europe Leading the Change

Other extreme to China is Europe, which is giving full data privacy to
individuals via its General Data Protection Regulation, GDPR [5], which
became law across European Union since June 2018, with fines for breach,
ranging up to 4% of the gross revenue of the firm responsible for the breach
of the regulation exposing data of individuals. In fact, GDPR, even forbids
any non-necessary data collection by any company, which is not mandatory to
provide a given service to an individual. Individuals have a forum to complain
against such request by any company, which would then be looked into and
the company may be fined, or at least directed to correct its data collection
practices to provide a particular service to individuals. California Consumer
Privacy Act, CCPA is the law being formulated in California US and com-
ing into effect since 1st January 2020 to provide protection to individuals
data [6].

A brief analysis of the GDPR fines clearly suggests that the majority of
companies in Europe are not really aware of the right measures to ensure
information security. Any company having any business in EU, need to com-
ply with these regulations. This includes any website, which is available for
people to see in EU countries. If there is any data collected by those websites
of the user viewing the website, they have to comply with EU regulations.
Around 80% of the fines, by value, amounting to over Eur 330 Million were
imposed on 83 entities for “Insufficient technical and organizational measure
to ensure information security”. This is presented in Figure 2 below. Hence
around 25% of fines, by count, cumulated to 80% of fines by value [7].

Also the distribution of fines across the countries in Europe is interesting
as presented in Figure 3. This reflects clearly that the fines are more for
companies which have higher revenues, the underlying principle in GDPR to
relate the fines to the earning of the company. There are 37 fines in Romania,
but the total value is not enough to compare to fines with countries in the
top ten list in terms of value of the fines. This also reflects the value such
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1. By total sum of fines: Violation Sum of Fines

I Insufficient technical and organisational measures to ensure € 335,201,807 (at 83 fines)
information security
Insufficient legal basis for data processing € 128,859,040 (at 155 fines)
Non-compliance with general data processing principles € 17,571,565 (at 64 fines)

l Insufficient fulfilment of data subjects rights € 9,534,197 (at 41 fines)

l Insufficient fulfilment of information obligations € 568,305 (at 20 fines)

[ tnsufficient fulfilment of data breach notification obligations €220,725 (at 9 fines)
Lack of appointment of data protection officer € 136,000 (at 4 fines)
Insufficient cooperation with supervisory authority € 135,211 (at 15 fines)
Insufficient data processing agreement € 14,380 (at 2 fines)
Insufficient cooperation with supervisory authority € 4,400 (at 1 fines)
Unknown €500 (at 1 fines)
Insufficient fulfilment of data breach obligations €286 (at 1 fines)

Figure 2 GDPR fines analysis — by fine type (Source: enforcementtracker.com).

1. By total sum of fines: Country Sum of Fines
UNDED KRNGL . UNITED KINGDOM € 315,310,200 (at 3 fines)
. ITALY € 57,231,000 (at 28 fines)
‘f l FRANCE € 51,350,000 (at 6 fines)
= . GERMANY € 26,377,925 (at 26 fines)
e l AUSTRIA € 18,070,200 (at 8 fines)
BU @ SWEDEN €7,085,430 (at 6 fines)
N SPAIN € 3,683,910 (at 132 fines)
Q@“QQ THE NETHERLANDS € 3,490,000 (at 6 fines)
F & BULGARIA € 3,210,690 (at 20 fines)
NORWAY € 1,032,060 (at 10 fines)

Figure 3 GDPR fines analysis — by country (Source: enforcementtracker.com).

a regulation is trying to bring into the lives of people. At the same time,
promoting innovations and not taxing small companies which deal with data,
by imposing big fines to shut them down, but for sure, giving enough blow to
warn them and take care of individual’s data security and privacy.

4 Why is it so Difficult to Preserve Privacy

Privacy is not an attribute of data. There can be different data elements which
can be considered as private. Personal and sensitive are two terms, which can
define what is private. For example, name of a person is private information
for the individual, though it may or may not uniquely identify an individual.
In general, any attribute, which can be used to uniquely identify an individual
can be considered a private information. Another term relevant in this context
is sensitive information. When some information can be sensitive to impact
an individual, even though it may not be something personal to an individual,
it can be considered private and something which must be preserved to avoid
any misuse of such information to harm the individual.
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This broad meaning of personal and sensitive information makes the
challenge of privacy preservation difficult and even impossible to realize with
a pure technical solution.

4.1 Volume of Data

According to an IDC whitepaper by David Reinsel “Mankind is on a quest
to Digitize the world” [8, p. 3]. Enterprises are increasingly storing this
data. Individuals benefit from the services provided by these enterprises,
for example Google provides 15 GB of storage to users for free for storing
photos. Enterprise in turn benefit from this data under contractual agreements
with the individuals. Overall data generation is on the endpoints with the
mobile devices and PCs used by individuals and the new IOT devices as
machines, and accounts for the huge growth in data to over 175 Zettabytes
by 2025. A Zettabyte for clarity is 1000 Exabytes, which is 1000 Petabytes,
which is 1000 Terabytes, which is 1000 Gigabytes. IDC is talking about 33
ZB already in 2018, which means something like 33 trillion 1 TB computers,
something like 5000 1TB computer worth of data for every living being in
2018. Even though individuals may not have a single computer in their hand,
but the data generated in relation to different interactions of these individuals
within society, and stored with repeated copies, make this huge data set.

4.2 Types of Usage of Data

In terms of Enterprise data, companies, categorize less frequently changing
data, which has information on people, products etc. as “master data” and
more frequently changing data or data with a timestamp as transaction data.
Transaction data may not reveal a lot of personal information except if
combined with master data. Though it may contain attributes like name, card
details etc, which may accurately reveal a person’s identity. Data engineering
or feature engineering may be used /misused, to derive personal or sensitive
information from a large data set with high accuracy, even though any
personal information may not be present in the data set.

4.3 Storage Location of Data

Where is this data stored, is another very significant fact to establish the
need of data privacy. As per the same IDC [8, p. 10] report, the data is
increasingly being stored in the public cloud setup. This is a major factor as
earlier trend was the storage of data increasingly at the edge, the device where
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Where is the data stored?

Consumer %

Enterprise %

Public Cloud %

Figure 4 IDC: Where the data is stored (trend and forecast) 2010-2025.

it is generated, for example a mobile phone. With increasing size of data and
improved reliability of public cloud environment and increased upload and
download speeds with 4G and 5G networks, data storage in public cloud is
becoming a commonplace. Figure 4 below from the IDC DATA Age 2025
represents the shifting trend of data storage.

With the storage in public cloud, limited in features for individuals, and
access available to the cloud storage offering company, creates a unique
challenge to data privacy. For example, a company offering free storage
for cloud photos, can use the photos of an individual to improve its face
recognizing algorithms. The individual is not even aware of the same and
is bound by a contract for it, but at the same time, he gives up his data to
the company offering free storage. The company can make good use of data
in improving its algorithms, which they can later use for other purposes and
make money. This is good or bad, ethical or not ethical is a related question,
but not currently addressed under any framework.

4.4 Technology Used for Storage of Data

In terms of structure of the storage of the dataset, different technologies,
enable different types of storage. The Enterprise dataset is primarily in
structured form as relational tables. Such a storage facilitates easy storage,
easy retrieval and high concurrency in order to enable real-time operations.
ACID (atomicity, consistency, isolation and durability) compliance is one of
the standards, which certifies technology being used to manage Enterprise
Data. Other technology also termed with BASE (Basically Available, Soft
state, Eventual consistency) [9] compliance is perfectly valid and used for
many other uses and storage of data like social media. Due to variation in
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basic methods on storing data, these technologies have different methods of
querying data. The data types, in use are also different. Images and videos
are not so commonly stored in Enterprise data, though they are the most
common elements to store in data in social media. This is also a reason
why social data is growing very high in volume and footprint across the
globe.

4.5 Structure of Data

The data structure is a good topic when it comes to anonymization and
different methods to find the most effective method.

* Structured data is primarily data with a defined structure, primarily in
tabular form. This dataset is stored in databases mostly relational and
has well defined authorization and access management. This is in fact
the most widely used type in Enterprise world.

 Unstructured data is data stored in a running format. For example, free
text. This can be used to represent many forms of data like media, images
and any other form, which is not structured.

* Semi-structured — this term is also used in some places, where a structure
can be easily derived/ seen in the stored data, though data is not stored
in a tabular format. For example, an email. Some argue that email is an
unstructured data, but some argue it is structured as it has a header, body
and defined format. This category does not have a clear demarcation and
is not widely used.

* Graph data — this data type is unique and evolving in how it is stored and
used in database. Even though it has a structure, it is meaningful only in
a certain context of usage. There are specific technologies, which guide
the use of this data type, and provide a lot of convenience to dealing with
locations, specially when using this data type. This data type is pretty
clear in what it represents and even though it has no personal information
on its own, it is very significant in the world of mobile technology.

4.6 Graph Datasets and Location Information

With the GPS enabled on the mobile phones, or otherwise as well, due to
nature of the technology of mobile communication, the accurate location of
the mobile phone is always available with the telecom network. It can be
a dataset, which is very much revealing of personal information about an
individual. Its usage to find out personal information about an individual is
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not unseen, with so many movies being based on the same. Though in the
context of usage for privacy preservation, dealing with this data, presents
a very unique challenge, when storing or analysing the same, in order to
protect privacy. There has been a clear evidence that even though the data
is not associated to any individual, if available data points are available for an
unknown person, it is very easy to identify patterns and find out who is the
individual [10].

5 Primary Factor

In this section we analyse the primary factors, which affect privacy preser-
vation. The digital world is primarily driven by the software programs,
which make different applications run. Every application software or online
program or any digital entity is guided for operations by the lines of code,
which determine the sequence in which an operation would take place in the
digital world.

5.1 Why Store Data Once Its Purpose is Complete

Each instance where data from an individual is collected is programmatically
designed to process that data and relate it with other data in the application
to perform an operation for the individual or the company, which owns the
software. Every instance of data storage in any digital form is preceded by
data processing. Every instance of data is stored for a purpose. The purpose
can be to run the software application in order to benefit the individual or the
company which owns the software. Once the purpose is solved, this data is
not relevant. Hence the data may be deleted.

5.2 No Information Stored with Data, if it is Privacy Relevant

It is a big task in the technology research on privacy preservation area, as
which data is relevant for privacy preservation. Technical solutions are being
presented, though it’s a very vulnerable topic due to the factors discussed in
this article overall. Why is there no control, whenever a software application
collects data from an individual or about an individual or any data, which can
affect an individual. At the time when data is collected, why is it not marked
appropriately, in order to be identified as permitted for further processing or
not. With an additional information stored with the data, it would be easier to
identify data which needs preservation.



The New Social Necessity — Data Privacy 285

5.3 New Usage of Old Data

With the increasing use of Machine learning and artificial intelligence tech-
nologies, the primary purpose is to predict the behavioural patterns and
simulate event outcomes in future. This needs the machines/ software to know
what has happened in the past and identify patterns. For this purpose, data
which was stored in the past and has been deemed to be of no use further,
gains a different meaning. This data from past, which may not have any other
use, can be used to train a machine, to predict future events.

The problem is not why machine learning or artificial intelligence needs
this data, which may be a discussion outside scope of this paper, but impor-
tantly, why there is no way to identify which data should be allowed for
being processed further and which data should not be allowed for any further
processing, in order to protect the privacy of individuals.

5.4 Guidelines Available for Businesses Not for Software Makers

Guidelines, laid out by laws like GDPR, define clearly on anonymization
(discussed in next section). Anonymization is needed in order to alter or
regenerate data, so that individual can be protected. Such guidelines not only
raise a valid concern, they clearly raise a bigger question on how the software
applications handle data and why.

There are currently no programming languages, which allow this kind of
information to be stored by design. There are no compilers, which check for
such standards. In fact, there are no programming standards to ensure that the
personal information is dealt appropriately by the software application.

5.5 No Standards or Checks Available for Privacy Relevant Data

It’s not the first time, that we have this situation, but this has been a case in the
past. For example, information about the bank account, credit cards, financial
transactions and other such critical information, which can be misused to
cause financial damage, cannot be stored in applications, until they meet
certain standards [11]. PCI Security Standards council lays out guidelines
on what may be stored and with what standards of security when it comes
to information like credit cards or other such information. No such auditing
standards exist for privacy relevant data.

Privacy is an attribute which affects sensitivity and emotions of a person
and hence can be more damaging than the financial information loss. But
sadly, there are no standards defined on how privacy relevant data sets should
be captured and stored by different applications.
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6 Ensuring Privacy is Preserved

Ensuring that privacy of data subjects is preserved is even a more open
topic at the time of writing of this paper. There are no auditing standards
defined by law. There are only guidelines available on possible usage of
data collected from individuals. Authorities like GDPR do plan to provider
certification to authorities which can assess and certify the data controller and
data processor. Every company in the coming years in Europe would have
to have the certification of its personal data processing. The practice would
ensure that data subjects, individuals, which are vulnerable and not able to
understand the dangers of losing their privacy would also be protected.

Such measures as in GDPR are not available across any other governance
body across the globe. To compare it with existing standards would be
something like the accounting standards, ISO standards for quality checks,
process monitoring, testing in software industry to name a few. California
Consumer Privacy Act is first such law in United States of America. Though
it does not yet have detailed regulations on certification and ensuring that the
privacy of individuals is preserved except for having fines. A detailed analysis
of these regulations is outside the scope of this paper.

7 A Concept to Preserve Privacy-Anonymization

Anonymization is primarily defined as a process for information sanitization
the intent of which is privacy protection. Different industries see it differently.
For example, medical information about a patient is recorded in public health
records[12]. These are not public, but accessible to doctors in the system
and many other authorized staff. In some cases, this data has to be published
to provide information to public in general. And also, for researchers, who
are doing research on a given topic, where a given patient’s data may add
value. Such specific and general cases, where this patient’s information may
need to be published are cases, where it is very necessary to understand the
privacy concern for the individual. On one hand, the patient may benefit by
sharing his data for a research or maybe not. It may so happen that the patient
attracts some un-necessary attention, which he/she is not seeking and may be
un-comfortable with sharing such information.

7.1 What to Anonymize

Any data set, which can be used to reveal personal information should be
anonymized. It may include the data set, where the information is not personal
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to an individual but can be used to identify the individual. For example,
colour of hair of a person if combined with his address, may be used to
identify who the person is. So, the colour of hair of a person, may not be a
personally identifiable information, but in a context, it can be used to identify
the person. Hence there is no general rule on what should be anonymized.
Rather important is to check post anonymization, that the individuals cannot
be identified in a process, for which the data has been anonymized, and
to ensure that the anonymized data is not used for any other purpose but
deleted after its use for an intended purpose, leaving no trace to identify the
individual.

7.2 Anonymization Works Even for Sensitive Data

Anonymization intends to alter data in such a way that the personal/ private
information is removed from the dataset. Anonymization may be used for any
data and not only private data, but sensitive data, which is not so private, but
not something which the owner of the data is comfortable in sharing with
others. One example of a dataset with no personal information but informa-
tion, which one would not like to share is a mobile manufacturing company’s
information on defective mobile phones and returns by its customers in a
given year. Only removing privacy relevant data may not be sufficient, but
the broad definition of Anonymization, ensures that the individual is not
identifiable. Hence anonymization covers not only removal of personal data
but any information, which can be privacy preservation relevant.

7.3 Different Methods for Anonymization

Anonymization can be achieved using different technologies as claimed
by the developer and researchers on those technologies. Some of those
technologies include below methods.

* Differential Privacy — This method is attributed to be primarily devel-
oped by cryptographers. In 2006, published work “Calibrating Noise
to Sensitivity in Private Data Analysis”, may be considered as the
foundation of Differential privacy. Differential privacy ensures that once
the data has been differentially private, the user of the data would
not be able to identify if a given individual’s data is in the dataset
being analysed or not. The user even if he/she has information about
a given individual, whose data is in the dataset, there is no possibility to
identify any other individual from the data set. This is one of the most
renowned methods for sharing information publicly as per researchers.
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The implementation of this concept has been done by several researchers
in different geographies, different industries on different data sets.

* k-anonymity — This method is also very much used in relation to
datasets, where the data can be grouped into levels of hierarchy. For
example, villages being part of a district, districts being part of a state,
and states being part of a country. Based on the defined rules, a particular
subjects’ data can be replaced with a value, which is higher up in
hierarchy in order to protect an individual being identified. As long as
there are more than enough individuals for a given value of a record
identifier, the algorithm can keep doing aggregations. There have been
improvements in this algorithm, with I-diversity and t-closeness, being
safer from an implementation perspective for this logic to avoid any
personal data identification.

* Other methods — pseudonymization, scrambling, masking and cryptog-
raphy based many other methods are in use today for data anonymiza-
tion. Basic purpose of all these approaches is to alter the data in such a
way, that the individual’s data in a dataset, may not reveal any informa-
tion to trace back the individual, and find out specifically whose data is
being presented.

7.4 Differential Privacy Based Synthetic Data Generation

This presents a unique approach in which the data from the original dataset
is not taken after anonymization, but a deep learning [13] or another form
of machine learning approach or a mathematical approach is taken to identify
patterns in the data. Based on the identified patterns in the data, data elements
are re-generated to retain those relationships. But the original data is not
reproduced in the output. Such a method ensures that there is no way to
recreate the original dataset with any accuracy, but at the same time, it is
an attempt to keep the data relevant for use by machine learning algorithms,
which need the relationship between the different attribute values as an input
to infer meaningful output as a part of analysis.

7.5 Can We Really Preserve Privacy with Anonymization?

Anonymization of data leads to alteration of data attribute values in order
to protect the privacy of individuals and to avoid tracing back the individual
whose data is being observed. Such an operation also results in loss of utility
of data. This loss of utility is a primary element in determining which method
of anonymization should be selected. Even more evolved methods of data
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encryption like cryptography, appear to be appropriate in some of the cases.
It is simply the post anonymization usage of data, which primarily drives the
choice of method of anonymization, in combination with other elements like
the source and type of data.

8 How to Break Anonymization

Every method comes with its limitations and with the advancement of tech-
nology, different methods get outdated and need to be re-defined or modified.
In case of anonymization as well, there has been several instances, where a
completely un-expected anonymized data set has been used to reveal personal
information.

8.1 Methods of Attack

Some of the identified methods of attack which are invented and documented
work on the basic objective to make it possible to identify an individual from
a dataset, where the specific individual is not mentioned. Linkage attack,
Inference Attack, Homogeneity attack, background knowledge attack, social
engineering attacks are a few of those. Some of them are described below
with examples.

* Linkage attack — in this type of attack, the data in an anonymized dataset,
is linked with other dataset, where there is more personal information
about the individual. If the linkage is successful, the personal informa-
tion of the individual, which is available in limited form in one place,
can be linked to get much more information on the person. For example,
date of birth of a person, if combined with the pin code of address
of the person, this can form a very unique combination to identify an
individual. Hence if data is published by a hospital with only the pin
code and address of a person with details on what all diseases are being
treated in a hospital for what age groups of people, then if combined
with their published voter records, their names can be obtained. And
once names are obtained, health information including the types of
disease for which the person has been treated can be inferred from the
other dataset from hospital, making the anonymized data from hospital,
de-anonymized. This can adversely affect the individual.

* Inference attack — [14] In this type of attack the information is inferred
from another available information, with a high certainty. This type of
attack is done with various data mining methods and data engineering
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techniques. For example, if the location of a person can be verified with
certainty and it is a location of a home, it can be inferred who is the
person. Hence other movements based on this location information, can
be used to make an inference about the movement of a given person.
There is certainly a need of distorting this information with noise in
order to avoid inference attacks.

* Homogeneity attack and background knowledge attack — these are more
of data engineering attacks. When there is a lot of homogeneous infor-
mation, meaning same value for a sensitive attribute in a dataset, with
high certainty, this can be assumed to be true for any subject of the
dataset. Hence, there is a possibility of de-anonymization, even though
the methods like k-anonymity would have been applied. Background
knowledge attack is simple as it states. Having a knowledge of some
of the data elements/ individuals, if it is possible to derive information
about other individuals in the dataset, by using various data engineering
techniques.

* Social engineering attack — these attacks can be intrusive attacks, where
a subject is prompted to provide personal information based on fake/
simulated tricks. Using this information, other information about the
person can be revealed using their social media accounts, or corporate
account or other digital accounts. For example, by calling an employee
of an organization as the Information technology staff of the same
company, attackers, can get access within an organization via his/her
user id for that organization. Then the attackers can find out more
information about the employee by accessing organization records about
the employee. Also, they may gain access to the same information that
the employee has in the that organization [15].

8.2 Hacks for Monetary Value

With many of the attacks described above and other attacks, the objective of
the attacker is to get information about an individual, which is not published.
Using this information, the attacker, may gain a financial advantage, like
withdrawing money from individuals accounts, blackmailing individual, to
return some favours or bullying in general in the cyber space. There have
been instances, where the whole institution has been put on hold by the
attackers, who could muddle with data in such a way that the organization
or the individual affected had to pay ransom to the attackers in order to get
their data back. This was called ransomware attack and affected hundreds and
thousands of users and organizations [16] as reported in 2017.
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8.3 Research to Benefit Society or Encourage Breaking Rules

Apart from these direct attacks, which are for immediate benefit by the
attacker, there are attacks, which were done for not making any profit but
only to prove that the method used for anonymization are insufficient. These
kinds of attacks are done by intellectuals and researchers, in order to expose
vulnerability in the system. At the same time, a lot of data is exposed but
it gives an alarm to authorities to deploy other methods of anonymization
to save individuals data [17]. This type of attack prevents other attacks and
misuse of data and help the practice of data security advance further.

9 Heart of Research Which Makes the Problem Bigger

There is a lot of work and patents on how to interpret information from the
images and videos, to make them searchable using voice or text search. Hence
this area is of higher interest from technologists and researchers compared
to the Enterprise data. As the boundaries between Enterprise data and non-
enterprise data vanish, with more and more companies using social media
to connect to their customers, the importance of data security and privacy
becomes more pronounced.

These new innovations of identifying the name of the person from a
photo, or identifying the address where the photo was taken, has a huge
potential in how the social media data can be utilized. Just for a hypothetical
example, if the individual is uploading every image taken on phone to a
cloud storage, the company managing the cloud storage, has a potential to
identify the location of the individual and also identify his needs feeding these
data sets to machine learning algorithms. This would mean, the company
holding this information on images would be in a position to offer a product
promotion to the individual which he/she needs, or the company may predict
his/ her need as well. This and many other such use cases, make the logical
choice between data privacy and the lack of it a very thin line to cross for
several organizations.

10 Can We Achieve 100% Anonymization

In a paper submitted in Open Identity Summit in Bonn, Germany in 2019,
authors argue that “Anonymization is dead, Long live Privacy”. They advo-
cate a paradigm shift, away from anonymization towards transparency,
accountability and intervenability [18]. There have been several papers
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published on the topic of anonymization, over 500 papers in 2017 alone.
Despite a lot of work in this area, for over 10 years, researchers have found
that the top of class methods are still not able to make data fully anonymized,
so that the individuals are not traceable back and still retain data utility. There
is a constant search for algorithms to brake anonymity and de-anonymize
information.

10.1 Use of Data Context to Identify Individuals

Overall, more than technology it is important to understand, what is being
dealt with here. Data which is generated by individuals have their own writing
styles, their own use of words, frequency of words and variety of words from
a vocabulary. To represent the same emotion, different people may use a
completely different term. Also, the same words used in a given context and
environment/group, may have a very direct meaning compared to usage of
such words outside of that environment.

For example, use of the “man with a white hat” can be very specific
to a person who always wears a white hat in a given office. Though white
hat represents “information” in case of a “six thinking hats” method of
discussion. Hence if a text is written as “man with a white hat was responsible
for breaking a glass bottle on the way”” — may reveal the identity of the person,
if the statement is given by the employees of that office in our example.
Though if the same statement is made by someone from outside that office,
maybe on a road, it may not reveal any person’s identity as white hat can be
worn by anyone, walking on the road. Based on this example, it is easy to
understand that whatever is the method of making the data not identifiable
to personal level, it is very difficult to classify data in first place, which data
can be personally identifiable, and context to data is very important, which is
most of the time, not stored with data itself.

10.2 Data in Applications Used by Companies to Run their
Business

Other type of data, which is enterprise data, may not suffer from the same
constraints as unstructured data, which is more in the form of text or com-
ments. Enterprise data is more of structured data, which is generated by
applications. These applications process personal information. For example
an application to generate an invoice at a point of sales terminal in a shop
can process card information and attach it to the transaction, thus storing
the card information and other details of purchase. This application would
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write the data to a database, where it can be stored and later retrieved for
reporting purposes by the company, for example to report the total volume
of products sold from the store or the total revenue generated by the store
or any other information. Later on, in time, if the customer is returning one
of the items purchased, the application would fetch the information on the
transaction from the database and provide that service of return of product,
to the customer. When these data are used by a company to analyse who are
the customers of the company, the company can use this information. This
data stored with the company can be used by the company for any purpose
technically.

10.3 Greed Driving Misuse of Data — No Technology or Lack of it

Data about the customer can be easily misused using technical means for
profits. For example, if a person is buying medicines for treatment of a
disease, and this data is provided by the selling shop to external parties,
then this can be used by other companies to market products to this person
or the doctor, manipulating their buying decision. Also, if this data is sold
to a political campaign manager, they can prepare customized incentives
for this person, this can manipulate their voting patterns in an election.
Technology can be used to anonymize this data. Then the owner of the
data, which is the business selling medicine, may provide this data to an
external company, which can analyse how many patients are in a given
area, and may increase stock of medicines. But in no way, this external
company would have any way to reach the individual and manipulate his/her
buying pattern. Also, if anonymized appropriately, the data can be provided
to a political party for example, which can design a campaign to improve
the condition of patients in a region in general but would have no way to
manipulate the votes of an individual by reaching out to him for bargaining on
incentives.

11 Conclusions

Data privacy preservation is a topic of increasing interest. This paper high-
lights different aspects of privacy preservation. Paper showcases different
social factors which have enhanced interest in this topic. Paper highlights the
lack of standards in the area of software engineering due to low value given to
this topic in the past. Only with increasing focus from legal authorities, and
monetary fines being enforced, the Enterprise companies and the software
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companies, which create and determine the rules in digital world are taking
this topic seriously.

Privacy Preservation of Data needs basic framework and checks to be
in place in order to ensure that the problem of privacy preservation is taken
care of, right from the first step where data from an individual is collected
and stored. The technologies used for anonymization and privacy preserva-
tion, used to provide protection to the privacy of individuals, needs to be
safeguarded with appropriate framework.

Establishment of GDPR and other such framework form a good basis
for creating new data management strategy in existing companies. These
frameworks do not have any dependence on technology. Also, they do not
recommend or restrict any technology as long as the objectives set under the
framework are met. Though the impact of such a framework is yet to be seen
as individuals do not need the companies to pay fines. But more, that the
safeguards are adopted to protect individuals, without them even worrying
about the same.

The analysis of fines in the last 18 months under GDPR clearly indicates
that the fines are not for the breach of technology, but for the non-compliance
in general. The technology has proven to be enough only if all other
safeguards are maintained by the organizations.
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