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Abstract

The evolution of computing is increasing in a vast manner that will integrate
many physical objects and the internet to generate a new interconnection,
such as the Internet of Things (IoT). It is estimated that the number of
devices that will be interconnected to the internet will be more than tril-
lions until 2025. Due to the lack of interoperability when these devices are
interconnected in a vast heterogeneous network, it is tough to define and
apply security mechanisms. The IoT networks have been exposed to many
vulnerable attacks that disturb the network. Therefore, designing an intrusion
detection system that provides additional security tools specific to IoT is
needed to apply security mechanisms to detect the attacks in the network. In
this paper, we propose a novel hybrid GA-CMIM machine learning algorithm
that improves the efficiency in detecting the botnet intrusions with the set of
optimal features that are selected from the dataset using a feature selection
method.
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1 Introduction

The service provided by the n/w to the legitimate users may get affected nor-
mally bypassing the traffic to the target system. Those kinds of interpretations
are referred to as threats or attacks that are sent to the n/w. The report (2018)
states that the danger such as DDoS (Distributed Denial Service of Attack) is
excellent every year by year. As we all knew, the Internet Of Things (IoT)
interconnects many physical devices that are easy to hack by the BotNet
attacks [1]. The term botnet is defined as the network induced by the host
computer, with the intervention of executing those activities will affect the
regular access to the system that is interconnected to the network [2]. Due to
the usage of IoT-based devices, it is highly challenging to provide a secured
network to the structure of IoT using existing intrusion detection systems.
Syntech has reported that there has been over a 600% increase in attacks
against IoT devices [3]. The current I.D.S. for IoT is not highly suitable
because it cannot detect the intrusions of many new and different kinds of
infrastructure that are created by the attacks [4]. One of the major issues that
have is all about the IoT network design where it is integrated with numerous
sensors that accomplish such and control tasks [5].

2 Background

IoT is a kind of system which interconnects with a large number of meth-
ods that interconnect by more sensors & activations that are interwoven to
the internet. Also, it will provide access to gather and share information
either through mobiles or web-based application interfaces. Botmasters are
the attackers who send the intruders, such as launching distributed cyber-
attacks [6]. The primary objective of the intrusion detection system that is
designed for detecting and identifying intruders [7].

2.1 Types of IoT Attack

The Internet of Things is a model it can interconnect many physical objects
that will be interconnected to the internet. The devices are interconnected
from the various heterogeneous landscapes; hence it seems to be difficult
in designing the security measures for each service along with their spe-
cific security measures [17]. The major drawback identified by most of the
researchers [18, 19] is nothing but the intrusion detection system for the
traditional network may not suit the complex and heterogeneous IoT systems.
The different types of attacks that affect the IoT systems are represented in
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Figure 1. The short description of major types of IoT attacks are explained in
the following section.

2.1.1 Physical attacks
IoT devices such as sensors, controllers, RFID readers, and RFID tags are
highly affected by different physical attacks [19].

2.1.2 Protocol attacks
The data that reside and transmitted in the protocol like TCP, which
gets affected during such data transmission is referred to as the protocol
attacks [19].

2.1.3 Data attacks
The data that resides in the IoT objects are affected by these types of
attacks where those data reside in different IoT devices which are used for
communication and connectivity purpose [19].

2.1.4 Software attacks
The IoT application services that include the firmware, operating system
applications, and various web services accessed by the user will have a higher
chance of getting affected by software attacks such as [19].

This paper describes the detailed study and design of the botnet detection
methods on large volumes of network data. The contribution of this paper is
to develop a system that can classify the botnet’s network data using machine
learning. In the forthcoming session, we have discussed different types of
botnet and the machine learning method used to those botnets. The term
botnet is a kind of network that consists of botmasters who creates malicious
activities to launch a DDoS attack, sending spam data to intrude the expected
traffic and it can also steal the data by intervening with the actual data which
affects normal process [20].

2.1.5 Client-server
Most of the botnets are executed their process as a client-server model. Both
server and the client will get infected are awaiting for the commands from the
botmasters [20].

2.1.6 P2P
The P2P botnet is used to attack in the P2P network which is nothing but a
network that avoids a single point of failure [20].
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Figure 1 Different types of IoT attacks.

2.1.7 IoT
The emergence of IoT based services, there is an increase in large scale botnet
attacks which tends to increase in large attacks [20].

3 Machine Learning for Botnets

The detailed literature review on the machine learning algorithms that are
used to detect the botnet with the number of optimal features selected for
analysis. Livadas et al. [21] analyzed the traffic data that consists of I.R.C.
commands using a combination of three classifier machine learning algo-
rithms C4.5 Tree, Naive Bayes, and Bayesian Network, with 10 features that
are selected for analysis. Starter et al. [22] used the same combination of
machine learning methods as livadas et al. used for their research purpose
but with the 16 sets of features. G. Gu et al. [23] identified the patterns
of spammers using behavior analysis using two levels X-means clustering
algorithm. Maud et al. [24] used the combination of SVM, C4.5, Naive Bayes,
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and boosted decision classifiers to detect the network type botnet with 20
selected features. Husna et al. [25] proposed to detect the P2P bots before
it gets launch during the command and control phase where here author
evaluated the proposed feature selection method with two different clustering
algorithms like K-means and Hierarchal to compare the accuracy of the
system with the same set of features. Noh et al. [26] identifying the char-
acteristics of licit or illicit traffic patterns within the network with 7 selected
features using the ROCK clustering algorithm. Langin et al. [27] selected
eight features of the spam messages within the network. Liao et al. [28]
detect the botnet by transforming the raw network traffic flows into multi-
dimensional feature streams online. H Choi et al. [29] sees the activities that
are get intruded in the DNS traffic using an X-means clustering algorithm
with 13 selected features. Saad et al. [30] detection of P2P botnets along with
the analysis on the behavior system using SVM, ANN, Gaussian, and Naive
Bayes classifiers algorithm with 11 sets of features.

4 System Architecture and Design

The proposed system aims to analyze and detect malicious data intruded on
the execution of regular traffic. The dataset that is used for analysis consists
of both negative and normal data with equal in ratio using a machine learning
method which also uses the hybrid feature selection method to select the
optimal number of features for analysis. The forthcoming section describes
the dataset used along with the design of the proposed system and the metrics
that are used for analysis purposes.

4.1 Workflow of the Proposed System

The designs of the proposed system are been executed in two phases. The first
phase of the algorithm tries to select the optimal features from the features
present in the dataset and then in the next phase using a machine learning
algorithm that detects the intrusions from the standard data. The flow diagram
of the proposed model is represented in Figure 2.

4.2 Experimental Design

The process of the system aims to detect the affected data from the model
which we built. The proposed method is evaluated and compared with the
existing benchmarked methods like and metrics such as accuracy, false alarm
rate, detection rate have been used to assess the performance of the system.
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Figure 2 Working process of the proposed system.

4.3 Datasets

The dataset UNSW-NBIS [31] is considered for the experiment has it reflects
network traffic and consists of both real normal and contemporary synthe-
sized attack activities. The dataset consists of a total of 49 features. The
various attacks like DDoS, D.O.S., keylogging, and data filtration were
presented with this dataset. The 49 features of the dataset are pre-processed,
which is used to identify, network-level patterns that devices create. The total
number of samples are about 175,341 were used at training level and 82,332
samples were used at testing level analysis.

4.4 Evaluation Metrics for Models

In the experiment, the efficiency of our intrusion detection system is evaluated
with the confusion matrix. The evaluation metrics[32][33] such as Accuracy,
False Alarm Rate, and Detection Rate are used for analyzing the efficiency of
the result.

True Positive: The number of malicious data that are correctly recognized.
True Negative: The number of data that are identified correctly.
False Positive: The number of incorrectly recognized normal code identified

as malicious code by the detector.
False Negative: The number of incorrectly recognized malicious code which

is identified as normal code by the detector.

The above values are used to evaluate the following metrics are as
follows:

Accuracy = TP + TN/TP + TN + FP + FN

False Alarm Rate = FP/FP + TN
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Detection Rate = TP/TP + FN

Error = 1− Accuracy

These measures are used in the system to evaluate the execution of the
proposed method the detailed description of the model is described in the
forthcoming section.

5 Description of the Proposed System

5.1 First Phase

The feature selection process is done in the first phase of the algorithm
using the k-fold cross-validation method. Here the value of k was taken as
10 as it gives the result of a divided dataset with low overfit and then its
error rate was computed. The GRFF-FWSVM model, which was proposed in
our previous research work has it can capture better feature representation
for effective discrimination of samples in multiclass problems but lags in
its performance in this binary class model. Nevertheless, it shows good
performance in this system compared with other feature selection methods
like G.A., CBFS, and R.F.E. The proposed GA-CMIM selects two optimal
predictor features to accurately discriminate the samples of binary classes
(Normal, Attack) as state and attack_cat with high accuracy than the previous
mentioned methods. Table 1 states the optimal features selected by each
process where our proposed method determines the optimal set of features
for better performance of the system.

5.2 Second Phase

In the previous research, we have proposed a hybrid model GRFF-FWSVM
that attempts to captures feature representation for effective discrimination
of samples in multiclass problems but lags in its performance in this binary
class model. The proposed GA-CMIM selects two optimal predictor features
to accurately discriminate the samples of binary classes (Normal, Attack) as
state and attack_cat. The figure represents the algorithm steps of the proposed
method. The values for the parameters of the genetic algorithm are tabulated
in Table 2 and the algorithm steps of the proposed algorithm in Table 3.

Table 1 Number of Features Selected by different methods

CBFS GA RFE GRFF-FWSVM GA-CMIM

3 9 5 4 2
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Table 2 Genetic algorithm parameters
Parameters Values

Crossover Probability 0.6

Generations 20

Mutation Probability 0.1

Population Size 20

Selection Binary Tournament

Table 3 Proposed algorithm GA-CMIM
Algorithm: GA-CMIM
Input: α, β, γ, δ, π
Output: Sopt1,Sopt2

1: generate rand(α)
2: p < − rand(α)
3: for i in 1 to δ do
4: ne < − α.β
5: p1 < − best (ne, p)
6: ncr < − (α− ne)/2
7: for j = 1 to ncr do
8: rand(Sa, Sb) ε p
9: generate cro(Sc, Sd)
10: p2 < − cro(Sc, Sd)
11: end for
12: for j = 1 to ncr do
13: choose Sj ε p2

14: S′
j < − mt(Sj, γ)

15: if (S′
j!Sopt1) then

16: update(Sj’ < − mod(S′
j))

17: end if
18: update Sj with S′

j in p2

19: end for
20: update p < − p1 + p2

21: end for
22: return Sopt1 ε p
23: proc CMIM(Sopt1, minf )
24: for x in 1 to X do
25: sub[x] < − minf (x)
26: for y in 1 to Y do
27: num[y] <- argmaxx sub[x]
28: for x in X do
29: sub[x] < − min(sub[x], cond_minf (x, num[y])
30: end for
31: end for
32: end for
33: return Sopt2 (sub[x])
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6 Results

In this section, we have presented the results of our experiment and prove
the efficiency of our proposed method by comparing the development of
the proposed model with the existing two standard methods used to detect
intrusions in the botnet network. As we discussed earlier, the values of
evaluation metrics such as accuracy, False Alarm Rate, Detection rate, and
the Error have been tabulated in Table 4, which also listed down the metrics
values of the other two existing methods. The result states the accuracy
value of the proposed method is 99.870% high than the current two methods,
99.647%, and 99.678%.

The classification methods like SVM, R.F., L.D.S., and BPNN on the
selected features in the dataset using the proposed method GA-CMIM are
tabulated in Table 5.

The performance of classifiers under different metrics such as accuracy,
sensitivity, and specificity is shown below in Figure 3.

The accuracy value that is attained by different classifiers on the selected
features by other feature selection techniques are represented in Figure 4. It
states that the proposed method determines the optimal features that improve
the accuracy attained by the classifiers used for differentiating the malicious
and regular attacks.

Table 4 Comparison of existing methods with the proposed system in (%)

False Detection
Literatures Accuracy Alarm Rate Rate Error

Al-Jarrah et al. 99.647 0.0012 96.752 0.353

Mai et al. 99.678 0.0015 95.756 0.322

Proposed (GA-CMIM-LDA) 99.870 0.08013 99.91 0.130

Table 5 Performance of the classification algorithms on GA-CMIM

False Detection
Algorithms Accuracy Alarm Rate Rate Error

SVM 99.30 0.01648 99.78 0.70

RF 99.00 0.01942 99.04 1.00

LDA 99.87 0.08013 99.91 0.13

BPNN 99.03 0.01754 99.23 0.97
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Figure 3 Performance of classifiers under various metrics with GA-CMIM identified
features.

Figure 4 Accuracy attained by various classifiers under different feature selection tech-
niques.

7 Conclusion

The significant aspect of designing an I.D.S. is to detect, identify, and track
the attackers. In general, most of the I.D.S. have used ML algorithms. Still,
due to its inherent nature, complexity, and also the cost of computational
requirements will grow indefinitely when they are applied to the larger
datasets. In this paper, we proposed two phases of botnet intrusion detection
system for large-scale network datasets. To do a better analysis of a large-
scale dataset, it is highly recommended to eliminate redundant and irrelevant
features, we proposed and used a novel hybrid feature selection GA-CMIM
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method to detect botnet instructions from the normal network data. The
results show that the proposed method had achieved an accuracy value of
99.84% and reduced the error rate which also reduces the computational time
and cost. As the number of devices connected to the network is increasing
gradually year by year than providing security to the devices that are intercon-
nected within the web will face a critical challenge to the global connectivity
and accessibility of the Internet of Things (IoT). The computing power and
memory usage of the IoT-based devices will be high. Thus our future work
aims by using the learning techniques and detect the network’s intrusion using
online mode and the natural way of solving the large and complex problems
by using the learning algorithms in the distribution environment.
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