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Abstract

With the advanced technologies, IoT has widely emerged with data col-
lection, processing, and communication as well in smart applications. The
wireless medium in the IoT devices would broadcast the data, which makes
them easily targeted by the attacks. In the local network, the normal commu-
nication attack is restricted to small local domain or local nodes. However,
the attack present in IoT devices gets expanded to a large area that would
cause destructive effects. The heterogeneity and distribution of IoT ser-
vices/applications make the security of IoT a more challenging and complex
one. This paper aims to propose a bi-level flow based anomalous activity
identification system in IoT. Initially, the flow based features get extracted
along with the statistical features like mean, median, variance, correlation,
and correntropy. Subsequently, Bi-level classification is carried out in this
work. In level 1, the presence of attack is detected and the level 2 classifi-
cation classifies the type of attack. A decision tree is used for detecting the
attacks by checking whether the network traffic is anomalous traffic or normal
traffic. In level 2, an Optimized Neural network (NN) is used for categorizing
the attacks in IoT with the knowledge of flow features and statistical features.
To make the detection and classification more accurate, the weight of NN will
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be optimally tuned by a new Combined Whale SealLion Algorithm (CWSA)
that hybridizes the concepts of both SLnO and WOA. At last, the performance
of the adopted method is computed over other traditional models in terms of
accuracy, sensitivity, specificity, precision, FPR, FDR, FNR, NPV, F1-score,
and MCC.

Keywords: IoT, security, neural network, anomalies behaviour,
optimization.

1 Introduction

IoT is one of the well-accepted frameworks that support many recent ser-
vices and applications like public security, smart healthcare, smart homes,
environment protection, and industrial monitoring [9, 10]. The majority of
the existing smart devices could build a collaborative multichip IoT network.
These devices collect the information from different control units or sensors
that appropriates for certain strategies [11-13]. Moreover, these devices make
use of different IoT protocols to transfer their data through Bluetooth, WI-Fi,
ZigBee, etc. The multi-hop IoT network’s topology is adaptable, yet, it is
susceptible, i.e. it suffers from certain attacks that reside in the network. In
a multi-hop IoT network, the attackers could compromise those devices and
use these devices launch DoS attacks or drop attacks, tamper with data and
infer sensitive information [14. 15]. Hence, an efficient security mechanism
for distinguishing the malicious nodes in IoT is mandatory.

The detection of attacks in IoT is performed in the fog layer. Each
fog nodes present in fog layer is responsible to detect the attacks in IoT
devices [16, 17]. At the fog layer, the storage and complex computation
are offloaded from IoT devices by distributed attack detection. Moreover,
the attack detection in IoT devices is broadly divided into two groups; they
are an anomaly and signature-based detection. However, each group has its
advantages and drawbacks [18, 19]. The attacks present in IoT devices were
determined by gathering several data and computing those data with a set
of rules or patterns in signature-based detection. Moreover, anomaly-based
detection has designed an approach that includes the samples of normal
behaviors with the consideration of deviation in the model. Nevertheless,
these methods could not support the zero day attack detection [20, 21]. The
most important problem in the attack detection model is to detect the attack
without any predefined patterns or rule sets.
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Recently, IoT devices have only some security features to protect against
attacks. However, the systems must be safe from outside attacks and threats
for better processing. It is not possible to provide device-level protection
in heterogeneous environments [22, 23]. Stateful methods of the protocol
are very expensive and protocol-dependent in computing, whereas the deep
packet inspection in a high-speed network becomes a bottleneck. Because
of these limitations, the research is focused on flow-based IDS as an option
to secure IP networks. Still, the cyber attacks in CPS leads to failures and
faults in physical systems. The most challenging aspect in the system is the
automated compensation of fault effect and the maintainability of device
performance to the acceptable level [24, 25]. The purpose of the control
system is to maximize the availability of the system by implementing control
algorithms which can maintain the stability and the performance of the net-
work even in the presence of attacks. More research works explicitly with the
impact of Met heuristic algorithms in enhancing the detection performance
of the attacks [35, 37, 39, 40].

The main contribution of the adopted method is as follows:

* Introduces a bi-level classification process to detect anomalous activity
in IoT. Level 1 reveals the presence of attack in the network and Level 2
determines the type of attack.

* Proposes a new CWSA to enhance the detection rate via optimizing the
NN model.

In this paper, Section 2 describes the literature review of conventional
attack detection models in IoT devices. Proposed intrusion detection system
for IoT is described in Section 3. Feature extraction: flow-based features and
statistical features are explained in Section 4. Section 5 portrays bi-level
classification: impact of decision tree and optimized NN in detecting and
classifying the attacks. Section VI depicts the proposed combined whale sea
lion algorithm for optimal tuning of weight. The results and discussions of
the proposed work are represented in Section 5. Finally, Section 6 concludes
the paper.

2 Literature Review
2.1 Related Works

In 2020, Sudhakaran et al. [1] have presented the avoidance framework,
attack detection, and authorization structure for IoT devices. The traffic
collection agent has collected the flow level information and packet-level
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data based on a specific period. Here, the DA has validated the gathered data
with the attack rules table. If the attack pattern was matched, the attack type
was informed to RA. Moreover, if no matching pattern is obtained, then the
classification agent has applied the multi-class SVM algorithm. At last, the
experimental outcomes of the presented work have shown better detection
accuracy, improved FPR, and reduced unauthorized access than other existing
models.

In 2020, Hossain et al. [2] have introduced an attack scenario in co-
located CR-IoT network. The attack could interfere the transmission via
HTE attack. The behavior of HTE attacker and the benign hidden terminal
was captured by parsimonious Markov models. The proposed method has
implemented the hypothesis based on Markov chain testing (i.e.), 3rd eye
based on the solution of context-aware detection. This is the first work that the
benign interference sources are considered by hidden terminals and leverages
the traditional carrier sensing approach as an efficient way for detecting the
various attacks.

In 2018, Shailendra et al. [3] have proposed the fog-based attack detec-
tion approach, which has relied on the fog computing environment. Also,
they have proposed an ESFCM method. The cloud computing process was
extended to fog computing that supported the distributed attack detection
and has allowed the attack detection in network edges. Also, the proposed
ESFCM framework has handled the labeled data problems. ELM algorithm
was used to obtain the fast detection rate. Finally, the performance of the
adopted method has achieved less detection time and a higher detection
accuracy rate than the traditional models.

In 2019, Liang et al. [4] have developed a PD model that used K-means
and perceptron model for detecting the malicious nodes and also for com-
puting the IoT nodes’ trust values. The proposed method has examined the
problems and then formalized a multiple-mix-attack framework. For increas-
ing the accuracy during detection, the route of the network was optimized and
designed a PDE based on the enhanced perceptron learning process. At last,
the simulation outcomes of the presented framework have achieved improved
performance and higher detection accuracy of malicious nodes.

In 2020, Manimurugan et al. [5] have introduced a DBN algorithm for
IDS. The DBN has included the stacked RBMs to perform the execution
during the unsupervised domain and also the greedy layer-wise training.
Here, the DBN training was done layer by layer. Moreover, each one was
executed as RBM trained and hence utilized in the pre-training stage. Also,
they are turned to the feed-forward network by tuning the weights via various
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techniques. The performance analysis was carried out using CICIDS 2017
dataset. At last, the performance of the implemented model has shown better
outcomes in terms of accuracy, F1-score, detection rate, precision, and recall.

In 2019, Raoof et al. [6] have determined RPL and the mitigation tech-
nique to counter the attacks in the network. Moreover, a detailed study on
RPL standard has been included along with a recently proposed modification.
A first-of-its-kind classification approach was introduced for the mitigation
process. The hybrid IDS along with RPL’s Specification-based IDSs and
SVELTE were the best solution for mitigating various RPL attacks. Finally,
the simulation outcomes of the adopted model have revealed the faster
detection of attacks, longer network lifetime, and better delivery rate as well.

In 2020, Farivar et al. [7] have presented a hybrid intelligent-classic con-
trol model used for compensation and reconstruction of cyber attacks. Here,
the cyber attacks were initiated in the inputs of industrial IoT systems and
nonlinear CPS worked in a shared communication network. The class of n-
order nonlinear approaches was known as the CPS model when the presence
of cyber attacks in the forward channel. To compensate the cyber-attacks, the
proposed work has developed an intelligent classic control system. Moreover,
the GRBFNN was used for the reconstruction of cyber attacks and also for
the online estimation launched in network systems. At last, the performance
of the adopted method has achieved better efficiency, increased safety, and
reliability than other existing models.

In 2020, Latif et al. [8] have implemented a novel lightweight RaNN-
based prediction model for predicting the attacks in devices. While applying
the machine learning techniques, several Cybersecurity attacks like scan, data
type probing, malicious operation, wrong setup, spying, and malicious con-
trol DoS were predicted in the proposed work. Certain evaluation parameters
like accuracy, F1 score, recall, and precision were calculated and compared
with conventional SVM, DT, and ANN for estimating the performance of
the proposed RaNN-based prediction method. Finally, the performance of
the adopted framework has proven lower processing time, higher accuracy,
improved precision, recall, and F1 score when compared to other traditional
models.

2.2 Review

Table 1 demonstrates the reviews on conventional attack detection in IoT.
Initially, SVM method was presented in [1] that offers reduced unauthorized
access, better FPR, increased detection accuracy, and improved throughput.
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Table 1 Review on conventional attack detection model in IoT: features and challenges

Author Adopted
[Citation] Scheme Features Challenges
Sudhakaran SVM ¢ Reduced unauthorised * The attack response
etal. [1] method access was not performed
* Better FPR based on the
¢ Increased detection severity of the
accuracy attack.
* Improved throughput.
Hossain Markov * Better attack » The computational
etal. [2] Model performance cost is higher than
» Improved detection some traditional
strategy techniques.
¢ Increased packet
service rate.
Shailendra ESFCM * Better performance * The ELM applied in
et al. [3] method ¢ Lower detection time the adapted method
* Improved accuracy rate provided low
performance based
on the random
assignment of input
bias and weights.
Liang Multivariable  Higher detection * The exact malicious
et al. [4] linear accuracy node present in
regression ¢ Increased malicious various attack types
model nodes was not identified.
* Reduced error rates
Manimurugan DBN Model * Better accuracy * Several IDS datasets
et al. [5]  Improved recall and different types
* Maximum precision of attacks against
* Better detection rate the IoT devices
* Higher F1-score were not
considered.
Raoof SGSD * Better delivery rate * Need to optimize
et al. [6] method * Longer network the resource usage

lifetime
Faster detection of
attacks

in IDSs.

(Continued)
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Table 1 Continued

Author Adopted
[Citation] Scheme Features Challenges
Farivar GRBFNN * Improved efficiency ¢ Adjustment in
etal. [7] method * Improved reliability mean, standard
and safety deviation, and
weighting vectors of
Gaussian functions
was not considered.
Latif RaNN model * Lower processing time * Real-time
et al. [8] » Higher accuracy experiments were
* Improved precision, not conducted in the
recall, and F1 score proposed model.

Nevertheless, the attack response was not performed based on the severity of
the attack. Markov Model was developed in [2] that offer better attack per-
formance, improved detection strategy, and increased packet service rate, but
the computational cost is higher than some traditional techniques. In addition,
ESFCM method was used in [3], which provides better performance, lower
detection time, and improved accuracy rate; nevertheless, the ELM applied
in the adapted method provided low performance based on the random
assignment of input bias and weights. Also, Multivariable linear regression
model was employed in [4] that provides higher detection accuracy, increased
malicious nodes, and reduced error rates. However, the exact malicious node
present in various attack types was not identified. Likewise, the DBN model
was presented in [5] that efficiently better accuracy, improved recall, maxi-
mum precision, better detection rate, and higher F1-score. However, need to
focus more on several IDS datasets and different types of attacks against the
IoT devices. In addition, SGSD method was deployed in [6] that ensure a
better delivery rate, longer network lifetime, and faster detection of attacks.
Nevertheless, it needs to optimize the resource usage in IDSs. GRBFNN
method was deployed in [7] that provide better efficiency, improved reliabil-
ity, and safety; however, an adjustment in mean, standard deviation, and the
weighting vectors of Gaussian functions was not considered. RaNN model
was presented in [8, 42] that offer lower processing time, higher accuracy,
improved precision, recall, and F1 score; but, the real-time experiments were
not conducted in the proposed model. These limitations have to be taken in
account for enhancing the attack detection model in IoT.
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3 Proposed Intrusion Detection System for loT

This paper proposed a bi-level flow-based anomalous activity identification
system for IoT devices. Figure 1 illustrates the overall architecture of the
proposed methodology. The steps are as follows:

» Step 1: The input data are subjected to a feature extraction process,
where the flow-based features get extracted. Meanwhile, the statistical
features are also evaluated like mean, median, variance, correlation, and
correntropy.

* Step 2: Subsequently, the bi-level classification is carried out, where the
Level-1 classification uses the decision tree to identify the presence of
attack in the network based on the flow information.

» Step 4: The Level-2 classification results in the type of attack present in
the network via the knowledge of both the flow features and the eval-
uated statistical features. For this classification, an Optimized Neural
network (NN) is introduced, in which the weights are optimally tuned.

» Step 5: A new CWSA is introduced for solving this optimization issue,
which is the hybrid form of both the SLnO and.

Figure 1 Overall architecture of proposed methodology.
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4 Feature Extraction: Flow-based Features and Statistical
Features

The feature extraction phase consists of the extraction of two types of features
including flow-based features from data and statistical features. Here, the
flow-based features are selected from the database as in source-destination
IP address, port-protocol types, and transaction flow details. Figure 2 shows
the flow diagram of the proposed work.

Flow-based Features k: The flow based features are selected from the
database includes 16 features like Src port, Fwd IAT mean, Sub flow Bwd
Byts, Flow IAT min, Protocol, Flow Byts/s, Flow IAT mean, Subflow Fwd
Pkts, Flow IAT std, Fwd IAT Tot, Flow IAT maxSubflow Fwd Byts, Flow
duration, Flow pkt/s, Sub flow Bwd Pkts, and Dst port. Based on the
flow-based features, the binary classification will be performed.

Statistical Features k: The statistical features [41] like mean, median,
variance, correlation, and correntropy are calculated.

Mean (Average): The process in which the sum of all values divided by the
total number of values is known to be mean value. the

_ 1 &
X:m;X (1)

In Equation (1), X refers to the observed value, m represents the sample
size, and X indicates the symbol of the sample mean.

Median: Median is defined as the process in which the middle value in a
dataset is organized in ascending order. If the dataset contains two values in
middle, then the mean of two middle values is taken as the median of the
dataset.

Median(X) =

X (%) if m is odd
- )

X () + X (251)
2

if miseven
In Equation (2), m represents the number of values and X denotes the
ordered list of values in the dataset.

Variance: “Variance is the expectation of squared deviation in the random
variable from its mean”. Moreover, it calculates how far a group of numbers
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is extended from its average value.

X - X)?
2 ZE - X) )
m—1
In Equation (3), m indicates the number of observations, X represents the
value of one observation, o2 describes the sample variance, and X denotes

the mean value of all observations.

Correlation: The correlation is known to be the statistical measure of the
relationship among two variables. In addition, the correlation coefficient
specifies the strength of the relationship among two variables as expressed
in Equation (4), Where, R xy refers to the correlation coefficient among the
variables Y and X, Y indicates the mean values of Y-variable, X; specifies
the values of the X -variable in a sample, X indicates the mean values of the
X-variable and Y; specifies the values of Y -variable in a sample.

Ry = S = D) T)
VX - P - VP

4

Correntropy: The correntropy measure is used to estimate the similarities
of the adopted feature vectors, in which the measures would find the dif-
ference between attack and normal instances. The correntropy is expressed
as in Equation (5), where, ¢ specifies the kernel size and G',(.) denotes the
Gaussian kernel function.

Upo(C, D) =

F
Z ©)

1 (.)?
Gol) = s P <2¢> ©

Finally, the obtained k = X + Median(X) 4 0% + Rxy + Ur,(C, D).
Subsequently, the bi-level classification is carried out based on the extracted
features.

ﬁj \

5 Bi-Level Classification: Impact of Decision Tree and
Optimized NN in Detecting and Classifying the Attacks

5.1 Level-1 Classification

In level-1 classification, the Decision Tree classifier is used for identifying the
presence of attack in IoT. Each node in the DT [29] has allowed for evaluating
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Figure 2 Flow diagram of proposed work.
Parent Node

Data p,;

Left Child L7 ~ Right Child

Data I, Data

Figure 3 Pictorial representation of decision tree.

the possible actions against each other depending on their probabilities, costs,
and benefits. Generally, the DT is a map with possible resultant to a sequence
of related options. Here, the DT begins from a single node and it branches
to the expected outcome. The outcome obtained from each node leads to
extra nodes that branch into various instances. Figure 3 illustrates the pictorial
representation of the decision tree working scenario. The two children node
such as a right child and a left child is divided from a parent node. Moreover,
the right child left child, and parent node hold the data such as r4, I; and pg,
correspondingly. Let us consider the impurity measure H (d), the number of
samples present in parent node is indicated as p,,, features k, the number of
samples present in right child represented 7,,, and the number of samples in
the left child is denoted as [,,. Moreover, the DT’s target would increase the
information gain in Equation (7).

ZTL n
pask = H(d) — H(lz) — " H(rq) (7)

Dn Pn
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The impurity measure H(d) is computed using 3 techniques such as
Entropy Hy, Gini Index H, and Classification Error H¢. Furthermore, the
different impurity measures are defined in Equation (8) to Equation (10),
where, n refers to any node, f indicates the classes or labels, and p(f/n)
describes the ratio of f with respect to n.

f
Hyp(n) ==Y p(f/n)logyp(f/n) (8)
=1/
f
Hy(n)=1-Y p(f/n)* )
=1’
He(n) =1 —max{p(f/n)} (10)

Here, the level-1 model is trained for binary classification. If the obtained
class f (binary value) is 1, then it indicates that the network (IoT) [44] exists
with the attack and if the binary value is 0, then it indicates that there is no
attack present in 10T (i.e., normal). Both the decisions are based on the flow
based features. Once if the anomalous flow is detected in this level, the control
is forward to the level 2 classification to differentiate the type of attack in IoT.

5.2 Level-2 Classification

As mentioned above, both the flow based features and statistical features are
subjected to Optimized NN model. The input given to the NN [30, 36, 38] is
the extracted features K defined in Equation (11).

K = {k+k} an

Moreover, the NN structure includes the input, hidden and output layers.
The hidden layer output A is defined as in Equation (12), where, 6 and s refers

to the neurons in hidden layer and input layer respectively, W((gg)) indicates

the weight between the 5" input neuron to 6!” hidden neuron, @ ; denotes the

input neurons count, W((:,Y 6)) depicts the bias weight with 6" hidden neuron
and g portrays the activation function. In addition, the network output Z, is
given in Equation (14), where, Pspecifies the number of hidden neurons, @

refers to the output neurons, W((;;)) specifies the weight among the 6! hidden

layers to 2" output layer, and W((;;) portrays the output bias weight of 3"
output layer. Consequently, the error that occurred between the predicted



Bi-level Flow Based Anomalous Activity Identification System 73

and actual values is defined in Equation (14), which should be minimal for
the precise classification of the attack types. Here, B indicates the output
neuron count, the actual and predicted outputs are indicated as x; and 2z,
correspondingly. The weights {W((;/é)), W((;g)), W((;i) (OZ } are optimally
tuned by a new CWSA algorithm.

aj
- (V) V)
A=aq| Wi + Z Wiso) &K 12)
T;=q Tz) Z (OZ) (13)
B
Ef = arg min Z |zs — &3 (14)
{W((%/o (LX;; W((;)z)’w((:z)>} z=1

6 Proposed Combined Whale SealLion Algorithm for
Optimal Tuning of Weight

6.1 Proposed CWSA

Even though the existing WOA scheme provides better outcomes, the algo-
rithm gets stuck with local optima that affect the optimization process and
convergence rate. Consequently, to conquer the disadvantages of the tradi-
tional WOA model, the concept of SLnO is combined with the WOA [32]
to make the model stronger in each updating process. The hybrid opti-
mization algorithms have been reported to be promising for certain search
problems [28].

The procedure of implemented CWSA method is as follows: Conven-
tionally, the position is updated depending on the neighborhood of the present
best solution in WOA. However, as per the proposed CWSA method, once the
position gets updated by the WOA, it is again updated by the SLnO updates.

If the best search agent is once find, the other search agents try to update
their positions as shown in Equations (17) and (18). Here, b denotes the
current iteration, M * indicates the best solution attained always, ‘-’ specifies
an element-by-element multiplication, O and ¥ represents the coefficient
vectors, and | | portrays the absolute value. Moreover, the O and 7 vectors
in WOA are specified in Equation (15) and Equation (16), where, @ indicates
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the random vector ranges from [0, 1] and [ is reduced from 2 to 0 in both
exploitation and exploration phases during iterations.

O=2l-a-1T (15)
T=2-1 (16)

J= v -M*(b) - M(b)| (17)
M(b+1)=M*(b)—0.J (18)

Subsequently, the sea lion update takes place as per Equation (19), where,

(b + 1) specifies the next iteration, C' ; denotes the distance between the
target prey and sea lions, ri is linearly reduced from 2 to O for further
iterations, b indicates the current iteration, M (b) and Bp(b) specifies the
location vectors of the sea lions and target prey, correspondingly.

—

NM(b+1) = Bib)— C i i (19)

Exploitation phase: “Shrinking encircling model”: In this phase, the I value
is decreased as per Equation (15).

“Spiral Updating position™: The spiral formula was generated between
the whale and position of prey are expressed in Equation (20), where, J "=
|M*(b) — M(b)| specifies the distance between the whale and prey, Z is
a parameter that lies between [—1,1] and S indicates the spiral variable.
Equation (21) can be modified as in Equation (25), where RP depicts the
arbitrary integer between [0, 1].

M(b+1)=J e . cos(2rZ) + M*(b) (20)

= M*(b)—O0-J if RP <05

Mb+1)=1{" - 21
(b+1) {J’~eSZ-cos(27rZ)+M*(b) if RP>0.5 @D

Equation (22) describes the position update for bait ball of fishes chased
and attacked by sea lion, where, ||specifies the correct value, n is a random
number in [—1, 1], |Bp(z) — M ()| represents the distance among the search
agent, and target prey.

M(b+1) = |Bp(b) — M(b)| - cos(2IIns) + Bp(b) (22)

Exploration phase: The search agent position is randomly updated by the
selected search agent as in Equations (23) and (24), where, M,..,q4 specifies
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the random position vector selected from the current population.

j: ‘U'Mrand_M‘ (23)
M(b + 1) = Mrand - éj (24)

Additionally, the sea lions are changing their positions based on the best
searching agent. The position update is represented as in Equations (25)
and (26).

N

M(b+1) = Myapa(®d) —C i ri (25)
D i = 27 - Myana(b) — M(b)] (26)

In Equation (25), and(b) represents the random sea lion chosen from
the current population, variable (r7) is reduced from 2 to O throughout the
iterations. The pseudo code of the adopted CWSA method is represented in
Algorithm 1.

7 Results and Discussions

7.1 Simulation Procedure

The proposed attack detection model in IoT was implemented in MATLAB.
Moreover, the proposed NN-+CWSA scheme was computed over other exist-
ing schemes like SVM [1] and KNN [31, 43] in terms of certain measures like
“accuracy, sensitivity, specificity, and precision, FPR, FDR, FNR, NPV, F1-
score, and MCC”. Here, the performances were carried out concerning varied
learning rate that ranges from 60, 70, 80 and 90. In addition, error analysis
was carried out for both proposed and conventional models. The dataset was
collected from https://sites.google.com/view/iotbotnetdatset/home.

Performance Analysis

The performance analysis of the adopted attack detection model by
NN+CWSA over the conventional models like SVM and KNN in terms of
certain measures are represented in Figures 4-6. Moreover, the performance
analysis of the proposed NN+CWSA method over other traditional models
for positive measures such as accuracy, sensitivity, specificity, and precision
are illustrated in Figure 4. The accuracy of the proposed NN+CWSA method
obtains the maximum values (~0.9) at learning rate 90 and the traditional
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Algorithm 1 Pseudocode of proposed CWSA model
Initialize M, the whales population
Computed the fitness of every search agent
My = the best search agent
while b< max b
for all search agents
Update I, O, v, RP and Z
if 1(RP < 0.5)
if2(]0| < 1)
Position update using Equation (18)
Position update using Equation (19)
elseif 2 (|O| > 1)
Choose an arbitrary agent, Myand
Position update using Equation (24)
Position update using Equation (25)
end if 2
elseif 1 (RP > 0.5)
Current position updated using Equation (20)
Current position updated using Equation (22)
end if 1
end for
Confirm if the search agent exceeding the search space
Compute the search agent fitness
Update M ™
b=b+1
end while
return M™

models obtain the minimum values for SVM (~0.15) and KNN (~0.78)
as per Figure 4(a). Moreover, Figure 4(b) indicates the sensitivity of the
proposed NN+CWSA algorithm for learning rate 60 and is 88.09% and
32.14% better than the existing schemes like SVM and KNN. Furthermore,
the conventional models like SVM and KNN have shown the least values for
specificity measure at learning rate 70, however, the proposed NN-+CWSA
method holds a maximum value of (~0.9) in Figure 4(c). Similarly, in
Figure 4(d) the adopted NN+CWSA model is 30.55% and 16.67% superior
to the conventional models like SVM and KNN, respectively for learning rate
80with higher precision.

The performance analysis concerning negative measures like FPR, FNR,
and FDR is revealed in Figure 5. To obtain better performance in Fig-
ure 5(a), the values of FPR measures should be low. The adopted NN4+CWSA
method remains with less FPR (~0.01) when the learning rate is 60 and
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Figure 4 Performance analysis of adopted NN+CWSA scheme over existing models for
positive measures like (a) accuracy (b) sensitivity (c) specificity (d) precision.

the conventional models like SVM and KNN have obtained the values of
(~0.1) and (~0.025). In Figure 5(b), the proposed NN+CWSA method for
all learning rates has shown minimum values with better performance, but the
existing schemes like SVM and KNN obtain higher values. An improvement
of 46.15% and 15.38% is obtained by the proposed NN+CWSA method for
learning rate 90 over the existing models like SVM and KNN in terms of
FDR (Figure 5(c)).

Figure 6 illustrates the performance analysis under other measures like
NPV, Fl-score, and MCC. In Figure 6(a), the NPV measure of the proposed
NN+CWSA method attains the highest value (~0.99) for learning rate 70,
whereas the compared conventional models like SVM and KNN have attained
lowest values of ~0.9 and ~0.96, correspondingly. For better performance,
the Fl-score hold the maximum values. However, in Figure 6(b) the F1-
score of the adopted NN+CWSA scheme shows an improvement of 93.90%
and 21.95% over the existing models like SVM and KNN for learning rate
90. Furthermore, the performance of the proposed NN+CWSA method for
learning rate 80 obtains a maximum value (~0.7) than other traditional
models like SVM and KNN for MCC measures in Figure 6(c). Finally, the
adopted NN+CWSA method is superior to other existing models concerning
various performance measures.
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Error Analysis

The error analysis of the proposed NN+CWSA method over the conventional
model like NN+WOA and NN+SLnO is shown in Figure 7. Moreover, the
error analysis was performed based on train, validation test, and best values



Bi-level Flow Based Anomalous Activity Identification System 79

Best Validation Perform: Best Validation Performance is 0.84318 at epoch 77

P

Mean Squared Error (mse)
g 3 3
g
H
H
H
H
8
3
e
2
3
2
H
&
8
°
g557 8
HEEEIR)
£°| o
£ 18
Mean Squared Error (mse)

555555555

30 a0 50
83 Epochs

(2) (b)
idatio nce is 0.60284 a

ared Error (mse)

Mean Squi

Figure 7 Error analysis (a) NN+WOA (b) NN+4-SLnO (c) NN-+CWSA.

of each algorithm. From the figure, it is shown clearly that the adopted
NN+CWSA method attains best outcomes than other traditional models.
Here, the error analysis was taken by varying the Epochs. In Figure 7(a), the
error analysis of the conventional model (i.e.) NN+WOA obtains best valida-
tion performance of 0.76065 at epoch 99. Furthermore, the error analysis of
NN+SLnO model holds the best validation performance of 0.84318 at epoch
77 in Figure 7(b). Finally, the error analysis of the proposed NN+CWSA
method attains the best validation performance of 0.60284 (i.e.) lowest values
at epoch 133 as shown in Figure 7(c). When comparing with the traditional
models like NN+WOA and NN+-SLnO, our proposed NN+CWSA method
holds the least error performance, which shows the precise detection of
attacks by the proposed system.

7.2 Performance Analysis Under Level 1 Classification

The overall performance analyses of RF [32], NB [34], and DT [33] in
level-1 classification for various measures at learn rates 60, 70, 80, and 90,
respectively is illustrated in Tables 2—5. On observing the table, the proposed
model (DT) shows high accuracy, NPV, sensitivity, F1-score, specificity, and
MCC at learn rate 60. Similarly, the proposed model (DT) attains minimal
FPR, FNR, and FDR values for all the learning rates when compared to
other conventional models like RF and NB. This proves the impact of DT
in detecting the presence of attack in IoT.
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Table 2 Level 1 classification analysis for learning rate 60
Metrics RF NB DT
Accuracy  0.98175 0.94688  0.997
Sensitivity  0.63727  0.13168  0.96398

Specificity 1 0.99006  0.99875
Precision 1 0.41245 0.9761
FPR 0 0.009938 0.00125
FNR 0.36273  0.86832  0.036025
FDR 0 0.58755  0.023899
NPV 1 0.99006  0.99875
Fl-score 0.77845  0.19962 0.97
MCC 0.79073  0.21168  0.96844

Table 3 Level 1 classification analysis for learning rate 70
Metrics RF NB DT
Accuracy  0.98142 0.94683  0.99742
Sensitivity  0.63622  0.12072  0.97227

Specificity 1 0.99131  0.99877
Precision 1 0.42775  0.97705
FPR 0 0.008694 0.00123
FNR 0.36378  0.87928  0.027732
FDR 0 0.57225  0.022951
NPV 1 0.99131  0.99877
F1-score 0.77767  0.1883 0.97465
MCC 0.78993  0.20691  0.97329

Table 4 Level 1 classification analysis for learning rate 80
Metrics RF NB DT
Accuracy 0.981 0.94612  0.99787
Sensitivity  0.63462  0.11779  0.97596

Specificity 1 0.99156  0.99908
Precision 1 0.43363  0.98305
FPR 0 0.008439 0.000923
FNR 0.36538  0.88221  0.024038
FDR 0 0.56637 0.016949
NPV 1 0.99156  0.99908

Fl1-score 0.77647  0.18526  0.97949
MCC 0.78876  0.20574  0.97838
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Table S Level 1 classification analysis for learning rate 90
Metrics RF NB DT
Accuracy  0.978 0.942 0.9975
Sensitivity  0.61233  0.11454  0.96035

Specificity 1 0.99178  0.99973
Precision 1 0.45614  0.99543
FPR 0 0.008216 0.000265
FNR 0.38767 0.88546  0.039648
FDR 0 0.54386  0.004566
NPV 1 0.99178  0.99973
Fl1-score 0.75956  0.1831 0.97758
MCC 0.77355 0.20755 0.97643

8 Conclusion

This paper has introduced a bi-level flow-based anomalous activity iden-
tification system in IoT. Initially, the flow-based features were extracted
along with the statistical features like mean, median, variance, correlation,
and correntropy. Subsequently, Bi-level classification was carried out in
this work. In level 1, the presence of attack was detected and the level 2
classification classifies the type of attack. Moreover, the decision tree was
used for detecting the attacks by checking whether the network traffic was
anomalous traffic or normal traffic. In level 2, Optimized Neural network
(NN) was used for categorizing the attacks in [oT with the knowledge of flow
features and statistical features. To make the detection and classification more
accurate, the weight of NN was optimally tuned by a new Combined Whale
SeaLion Algorithm (CWSA) that hybridized the concepts of both SL.nO and
WOA. Moreover, the performance of the adopted method was computed over
other traditional methods with respect to certain measures. On observing
the graph, the accuracy of the proposed NN+CWSA method obtains the
maximum values (~0.9) at learning rate 90 and the traditional models obtain
the minimum values for SVM (~0.15) and KNN (~0.78). Furthermore, the
F1-score of adopted NN-+CWSA scheme shows an improvement of 93.90%
and 21.95% over the existing models like SVM and KNN for learning rate 90.
Finally, the error analysis of the proposed NN+CWSA method attains best
validation performance of 0.60284 (i.e.) lowest values at epoch 133. Thus, the
improvement of the proposed CWSA method has been validated effectively.
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