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Abstract

Nowadays, a demand is increased all over the world in the field of information
security and security regulations. Intrusion detection (ID) plays a significant
role in providing security to the information, and it is an important technology
to identify various threats in network during transmission of information.
The proposed system is to develop a two-layer security model: (1) Intru-
sion Detection, (2) Biometric Multimodal Authentication. In this research,
an Improved Recurrent Neural Network with Bi directional Long Short-
Term Memory (I-RNN-BiLSTM) is proposed, where the performance of the
network is improved by introducing hybrid sigmoid-tanh activation func-
tion. The intrusion detection is performed using I-RNN-BiLSTM to classify
the NSL-KDD dataset. To develop the biometric multimodal authentication
system, three biometric images of face, iris, and fingerprint are considered
and combined using Shuffling algorithm. The features are extracted by
Gabor, Canny Edge, and Minutiae for face, iris, and fingerprint, respec-
tively. The biometric multimodal authentication is performed by the proposed
I-RNN-BiLSTM. The performance of the proposed I-RNN-BiLSTM has
been analysed through different metrics like accuracy, f-score, and confusion
matrix. The simulation results showed that the proposed system gives better
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results for intrusion detection. Proposed model attains an accuracy of 98% for
the authentication process and accuracy of 98.94% for the intrusion detection
process.

Keywords: Authentication, deep learning; recurrent neural network, multi-
modal, biometric, intrusion detection.

1 Introduction

In recent years, authentication mechanism is employed for preventing non-
authorized person to access of data. Authentication is a process of identifying
a particular person based on the person prototype stored in the database
and used to differentiate the actual and fake users. Nowadays, Biometric
authentication is an emerging topic of research by researchers for revolu-
tionary developments in the modern era. A biometric system is utilized to
identify a person either genuine or cheat by using their physiological traits
(hand geometry, face, fingerprint etc.) and behavioural characters (voice,
gait, signature etc.). This earlier biometric system which was developed,
used a single trait for recognition and do not provide better authentication
for highly secured application. While, there are several works progressing
in the field of biometric authentication, the identification of persons purely
depends upon their physiological or behavioural characteristics, but there is a
lot of challenges involved resulting in different unsolved problem. Because it
is more complex during computations and data capturing. Many Intrusion
Detection Systems (IDS) have been proposed in the literature. However,
several models face the challenge of utilizing large power for computations.
The performance might also tend to be low. It is very much vital to identify
the intruder, since the data being exchanged is at the risk of getting stolen. In
that concern, the proposed work suggests a two-layer data protection model,
which comprises of an IDS model to identify the presence of an attack and
an authentication model for a second level of imposter detection.

Multimodal Biometric Systems (MBS) are developed to overcome those
problems which arise due to the noise and intra class variability. MBS can be
used to combine different physical and behavioural traits such as face, iris,
fingerprint, gait and signature etc. A new approach of MBS was developed
with improved security and to overcome the limitations [1] Abozaid et al.,
designed an efficient multimodal biometric identification to recognize the
person by combining features of the face and voice of an individual This
method served as human authentication tool [2]. Three classifiers were used
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to perform voice and face identification. Eventhough biometric recognition
involves rapid development in technology, it must provide security to transmit
the data and images through the internet, because it may utilize the weak link
to steal the information. Shanker et al., proposed the conventional method
of using passwords and Identity cards, but it had some security issues. The
Safety of these systems can be easily broken by misusing them for false
endeavours [3].

SreeVidya, B et al., proposed a security framework based on Multimodal
Biometric Hash Key Cryptography (MBHC) which focused on authentication
and security of data stored in the cloud [4]. The input images used for
this study were Face, iris, and fingerprint images of the individual. Feature
extraction was carried out by linear filter, whereas, Artificial Fish Swarm
Optimization was employed for feature selection, followed by SVM for
classification. The cryptographic algorithm employed for encryption and
decryption was AES. Jahnavi, S et al., proposed a visual crypto mask
steganography which supports the good capacity of the payload using the
multimodal technique [5]. Fingerprint and face were considered for biometric
embedding and these images were processed through a magic sheet that
combines cover and mask images, which is in turn combined with a random
visual crypto method. Brown, R. et al., developed a multimodal system of
authentication system with the help of ML and blockchain technology [6].
The images considered for the study were face and fingerprint with age
and gender as features. The results were classified using the Decision Tree
algorithm. The visual shadow creation technique was employed by Evan-
gelin, L. N et al, used several shadows of the secret image. It has been
utilized for encryption and decryption using Elliptic Curve Cryptography
(ECC) [7].

Deep learning has been applied in various domains to enhance the accu-
racy level. It includes the natural language processing (NLP), and speech
recognition, etc. [8, 9]. Ali Z. et al., designed biometric multimodal system
that employed computational resources on an optimal basis using portable
personal devices like edges [10]. The ultimate goal of this proposed work
is to provide reliable encryption and decryption, but it does not involve any
secret sharing templates. Henceforth, the system has still prone to security
threats. Multimodal biometric system which uses 3 inputs such as fingerprint,
finger vein, and iris was developed by Walia, G. S. et al., used the optimal
score based fusion mechanism, and moreover it is not support the adaptability
nature of the score level scheme. Even though these methods discriminate
against individuals accurately, they do not guarantee data privacy [11].
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Sandeep Singh et al., developed a neural community (DNN) which pro-
jected the drawbacks of unimodal structure with respect to FAR and FRR,
hence, the importance of multimodal biometric system is enhanced [12].
A multi-modal discriminative method of dimensionality reduction that per-
forms data fusion of various modalities was proposed by Zhu, Q. et al.,
Even though these methods achieved discriminate against individuals accu-
rately, it does not give guaranteed data privacy [13]. The ultimate promising
deep learning architectures used by the computer vision community, con-
sist of different neural networks namely convolutional neural networks
(CNN) [14], recurrent neural networks (RNN), combinations of CNNs and
RNNs (CRNNs), [15, 16], auto encoders (AEs) [17] generative adver-
sarial networks (GANs) [18] and (6) fully connected neural networks
(FCs) [19].

An improved anti-spoof ability was successfully demonstrated by Syed
AqeelHaider et al., is based on hand-related intrinsic modalities. Three
modalities were combined and fuzzy rule based system was designed to
get a better accuracy of 92% [.20]. New design of multimodal biometric
authentication system named DeepKey framed by Xiang zang et al., used
two traits namely EEG and Gait. This system performed well against spoof
attacks. Deepkey was designed in a way it provided two important key
components where one to block hackers and the other one to identify the
subject using Recurrent Neural Network (RNN). Both components worked
in parallel [21].

In recent days many researchers focused on Recurrent Neural Network –
Bidirectional Long Short-Term Memory (RNN-BiLSTM) for authenticating
purpose. ECG data is handled by RNNs and it adds the bidirectional-
LSTM (BiLSTM) variants to it, to overcome the problem of vanishing
gradient. Saadatnejad et al., imposed a scheme with two small LSTM net-
works to incorporate the ECG features in wearable devices for continuous
monitoring [22].

R. Vinayakumar et al., designed an Intrusion detection (ID) system which
can detect actions by collecting details. This system helps in analysing
the network behaviour, collecting log information of the users, on the net-
work. Basically, ID system developed verifies the presence of irregular
behaviours [23]. IT system security policy and indication of being attacked
in the system is very much required for each network. Compared with
traditional system, yiruri, et al., ID system is sensible, dynamic, and effective
complement to firewall, which actually performs as a passive protection mean
to attacks [24].
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The previous research experiments prove that the need for the attack
detection needs an improvement and has not been appropriately analysed.
ShidehSaraeian et al., developed a hybrid network-based Intrusion Detection
System (IDS) with the help of deep learning technique to detect intrusion
on network using the NSL-KDD, ISCXIDS 2012 datasets. Both the datasets
were analysed. Traffic analysis was done on the network Wireshark tool.
The results proved that deep learning method achieved higher accuracy in
comparison with other machine learning techniques [25, 26].

In this research work, Improved Recurrent Neural Network – Bidirec-
tional Long Short-Term Memory (IRNN-BiLSTM) classifier is proposed.
In this model a hybrid activation function called sigmoid-tanh activation
function is used for improving the performance of the conventional RNN-
BiLSTM. The proposed work takes the input of digital images of face,
iris, fingerprint and user’s system parameters. The proposed IRNN-BiLSTM
attack classifier unit is initially employed for identifying the intrusions caused
by the imposters. In the proposed research work, NSL-KDD dataset is given
for testing the attack classification model. If the user is not a client but an
imposter, then the access is denied. But if the user is an authorized client, then
he/she undergoes an authentication check. The proposed IRNN-BiLSTM
authentication unit matches the multimodal biometric data with the database
and classifies whether the user is an authorized user or not.

The remaining part of this research paper is structured in the following
manner. Section 2 related works; Section 3 proposed methodology; Section 4
results and discussion and Section 5 provide a conclusion and scope to extend
the work in the future.

2 Related Works

Intrusion detection system (IDS) plays a major part in terms of certifying
information security. Intrusion detection system (RNN-IDS) based on RNN
is an essential tool for developing a model to classify and identify the various
attacks in the network. Network IDSs are differentiated into two categories
such as signature-based network IDSs and anomaly-based network IDSs.
Tang et al., developed a self-taught learning (STL) approach which was based
on the deep learning techniques and tested with NSL-KDD dataset for a
network intrusion detection system. Performance observed shown more better
results [27]. LSTM was used on KDDCup99 dataset and it proved that it can
classify the attack. Krishnan and Raajan et al., constructed a model as a sawy
self-erudition-based IDs RNN structure for attack classification. Compared
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with the baseline methods, this method had improved in measurements in
terms of classification of accuracy and time consuming [28]. Yin et al.,
developed a deep learning method based on RNN-IDS, which was tested with
NSLKDD dataset. RNN-IDS performance is improved when compared with
the to the traditional classification algorithms [29].

Mohamed et al., performed the binary and multiclass classification with
convolutional neural network and Long Short-Term Memory (LSTM) for
specific IDS system using UNSW-NB15 dataset [30]. The CNN layers were
used to bring out the significant features from network. Pramita et al., framed
a method for intrusion detection with NSL-KDD dataset which was trained
by genetic algorithm (GA) combined with RNN-LSTM. It has been identified
that LSTM-RNN based classifiers provide optimal feature set progresses for
intrusion detection [31].

2.1 Deep Learning Methods for Biometric Images

Biometric recognition process is more accurate when deep learning meth-
ods are adopted. Deep learning helps in feature learning, generalizing the
datasets.

Deep Boltzmann Machines: DBM is an extension of restricted Boltzmann
machine which is a energy based model with three hidden layers. Face
biometric uses DBM method.

Deep Belief Network: It is graphical model with one visible layer and n
hidden layers. Pretraining is done with multilayer perceptron. Face, voice,
keystroke biometrics uses this DBN.

Stacked Auto encoders: Auto encoders are used for back propagation and
unsupervised learning. It is feed forward non recurrent neural network. More
Number of hidden layers are added for deep autoencoders. Face uses auto
encoders.

Convolution Neural Networks: CNN uses kernel weights and pooling layers.
Pooling layer comprises the feature map. Face, fingerprints, palm prints, iris,
signature and gait uses CNN approach.

Recurrent Neural Networks: A recurrent neural network uses memory and
it has feedback mechanism between the layers. Each layer depends on the
previous layer. For processing the features of voice, text, speech, videos RNN
method is preferred.
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From the survey it is concluded that many works related to intrusion
detection system has been employed with various algorithms, various neural
network models. In this paper IRNN-BiLSTM based attack classifier unit is
employed to identify the intrusions caused by the imposters in multimodal
authentication model.

2.2 Problem Statement

There is huge demand for data security, especially during transmission, due to
the increase in cybercrime activities. The existing scenarios lacks security in
privacy preservation of data. Various attacks are done on the biometric images
which is a threat to leakage of sensitive data. Visual cryptography helps to
secure the data during transmission by converting the data to meaningless
shares which provides no information.

2.3 Challenges

Nowadays authentication process is done with the help of biometrics, hence
the major challenge which lies behind is the efficient processing of biometric
data. Intrusion is a major concern with all data transmission process. It is very
much important to address all kinds of attacks in any authentication procedure
to ensure the authenticity of the individual. Hence two-layer security model
is needed to address the Intrusions faced by the network.

3 Proposed Methodology

In this proposed method, three types of physiological biometric inputs such
as face, fingerprint and iris of an individual is considered for the identification
purpose. The new shuffling algorithm is designed based on a pixel element
is employed to generate shares which are considered to be the encryption
process. The decoding process is the reconstruction of original biometric
images results from the shares generated. These shares will not reveal any
meaningful information. The concept of shares are designed by the visual
cryptographic scheme. The reconstructed images are passed through the
bilateral filter to eliminate noise and preserve edges. Each Biometric Data
develops different image segmentation technique like Binary segmentation
for finger-print image, face segmentation for face image, and Daugman’s
integro differential operational for iris image. Images are segmented using
the feature extraction with respected techniques followed for fingerprint, iris,
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and face images are minutiae, canny, and Gabor feature extraction algorithms
respectively. The features extracted from the reconstructed images are used
to train with I-RNN-BiLSTM model. The fusion technique is important for
any kind of multimodal data. For the data transmission process the pixel level
fusion or the sensor level fusion is adopted when three modalities namely
face, iris and fingerprint are considered as input. Feature level fusion is
adopted for the authentication and intrusion detection purpose. There are
many traits available which includes the physiological traits and behav-
ioral traits. Behavioral traits encounter issues with high non matching rate;
hence we have chosen physiological traits like face, fingerprint and Iris. Iris
biometrics provides a better accuracy, while the face and fingerprint are a
user-friendly trait which are available with ease. This combination of traits
would be effective to handle multimodal inputs with ease.

Binary classification results in two categories namely normal and
anomaly. Multi-class classification has five categories of detection such as
normal, denial of service (DoS), probe, user-to root (U2R), and remote-
to-local (R2L). Simple machine learning algorithm of NSL-KDD is used
for classification-clustering problems. A hybrid activation function called
sigmoid-tanh activation function is employed in the I-RNN-BiLSTM Net-
work. The LSTM network designed achieves a higher detection rate when
combined with the basic RNN network. The attack is identified using the
I-RNN-BiLSTM classification model, and the authentication model is used
to evaluate attack presented. If it is matched the process continues otherwise
access is denied and again the training process is repeated. Figure 1 represents
block architecture of two layered security model for biometric authentication
system which is based on IDS.

3.1 Secure Biometric Multimodal Processing

The face, iris and fingerprint images are taken as input images. A novel
shuffling algorithm is applied on the three input images by using the visual
cryptographic technique. As a part of shuffling algorithm odd- even row share
and odd-even column share is constructed for the input images. Shuffling
process contain three input images namely face, iris and finger print image.
These three input images are further separated into seven input images as
contain seven segments, they are separated as in the similar manner as
mentioned in the above process, first input image of the face is separated
into three namely R plane, G plane, and B plane, second the iris image is
separated into two namely binary and inverse binaries and similarly the third
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Figure 1 The proposed framework of two-layer security model.

finger print image is separated into two namely binary and inverse binaries.
All these input images are resized into 255*255 matrix form, as initially with
three segments and each segment contain 85 rows and columns. Then, from
the seven input images, each odd number on the rows are formed the first
share as S1 (odd) for 85 rows and similarly the even number on the rows
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Algorithm 1 Odd-Even row share
Objective: To construct novel complexity share by using rows
Input: X{i}, i = 1, 2, . . . 7
Output: SR{i}, i = 1, 2, 3, 6. Each SR is a share image.
1: procedure SR = Share–Row(X)
2: n = Number of rows in X{1}
3: a = bn/3c;
4: Y {1,1} = Odd–Numbers from 1 to a
5: Y {1,2} = even–Numbers from 1 to a
6: Y {2,1} = Odd–Numbers from a + 1 to 2 × a
7: Y {2,2} = even–Numbers from a + 1 to 2 × a
8: Y {3,1} = Odd–Numbers from (2 × a) + 1 to n
9: Y {3,2} = even–Numbers from (2 × a) + 1 to n
10: ct = 1
11: for i = 1 to 3 do
12: for l = 1 to 2 do
13: Z = ∅
14: for k = 1 to |Y {i,l}| do
15: for j = 1 to 7 do
16: Z = [Z;X{j}(Y {i,l}(k),:)]
17: end for
18: end for
19: end for
20: end for
21: SR{ct} = Z; ct = ct + 1

formed S1 (even) for 85 rows. Then similarly, for second share, seven input
images of each odd number on the rows are formed into another share as S2
(odd) for 85 rows from (86–170), in the similar manner each even number
on the rows formed S2 (even) for 85 rows from (86–170) and finally the
last share from the seven input images of each odd number on the rows are
formed as S3 (odd) for 85 rows from (171–255), in the similar manner each
even number on the rows formed S3 (even) for 85 rows from (171–255). The
algorithm for odd-even row and column share are given below in Algorithm 1.
The even and odd shares of row shares and even and odd shares of column
shares are shown in Figure 2.

3.2 Pre-processing, Segmentation and Feature Extraction

The authentication processes are carried out with four steps such as bilat-
eral filter, segmentation, feature extraction and I-RNN-BiLSTM. I-RNN-
BiLSTM is further separated into 2 parts, namely training and testing parts.
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Figure 2 Reconstruction of input images using shuffling algorithm.

The bilateral filtering method is then used to remove the noise and to preserve
the edges. Binary segmentation is used for fingerprint image, Daugman’s
integrodifferential operator is utilized for the eye image, and the neck and hair
removal are used to identify the given face image clear. The feature extraction
of the images is done on the specific inputs. The features that are extracted
from the input images are given to the IRNN BiLSTM to classify and approve
authentication based on IDS deployed.

3.3 Modal classification and intrusion detection

One of the best recognized and broadly used deep learning algorithms in
image classification application is the RNN. RNNs mostly adopted for the
supervised approach but it has a problem of discharging gradients. To over-
come the gradient issues during training process an LSTM can be combined
to the RNN network. LSTM networks exchange all units in the hidden
layer with memory blocks. BiLSTM, on the other hand, supports data flow
through two directions. Thus, the RNN-BiLSTM network can provide good
performance in intrusion detection. Moreover, IDS is the most significant tool
against complex attacks in the networking environment.

The extracted image features from the decryption process (reconstructed
image from the shares) are trained and tested using the I-RNN-BiLSTM. The
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Figure 3 Training and testing procedure for image classification.

RNN algorithm receives an input image, to identify its features and identify
it, and then produces the result of classification. The testing and training
procedures for image classification in shown in Figure 3.

Four gates are used in the operation of BiLSTM. The memory cells in the
BiLSTM network helps in regulating the gates. The gates are responsible for
controlling the incoming and outgoing information flow. These gate outputs
can be defined as follows,

it = σ(Wi · (ht−1, xt) + bi) (1)

ft = σ(Wf · (ht−1, xt) + bf ) (2)

ot = σ(Wo · (ht−1, xt) + bo) (3)

Where

ht = ot × sigmoid(tanh(ct)) (4)

ct = (ft · ct−1) + (it · c′t) (5)

Where ct is the cell state, ct−1 is the previous cell state. Where ct is the cell
state, it is the input state, ot is the output state, ft is the forget state, W is the
weight vector and b is the bias vector.
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The first phase is the training of the network with the original feature
values. While training the grid, weight and bias are updated according to the
loss function for every iteration. The inputs are multiplied with the weight and
added with bias. The weight is computed with the error value calculated for
every iteration of the training phase before adding to the bias. Training these
parameters helps to achieve maximum network accuracy. After maximum
accuracy has been reached, the weight and bias are set and fixed. With the
final weight and bias only the testing process is carried out.

3.3.1 Intrusion detection
Attacks against Biometric Images:

Hill climbing attack: This attack aims at obtaining a synthetic sample from a
matcher module to target the feature extractor module to malfunction.

Morphing attack: It is a kind of presentation attack which involves generating
a synthetic template by obtaining multiple samples of subjects.

Presentation attack: Impersonating the biometric trait involves unauthorised
access to the system.

Replay attack: This kind of attack normally comes in the middle of the
communication channel, it discards the original data and sends fake data.

Inversion attack: Reversing the template or data is called the inversion attack.

Side channel attack: Attacker does not attack the system but gain information
about the system.

Spoof Attack: The Spoof attack’s major aim is to make the whole of the
biometric system degrade. It achieves this by “the submission of a stolen,
copied or synthetically replicated biometric trait to the sensor to defeat the
biometric system security in order to gain unauthorized access”.

Trojan Horse Attack: This attack is common across all computing systems
today where the execution file looks like it is executing what the user wants
but does notorious stuff behind the user’s back.

Zero Effort Attack: This attack is common attempt where the attacker attacks
directly by trying to imitate the behavioural traits of the user without actually
knowing in detail about the user’s traits. An attack can be called a zero-effort
attack when the attack directly gives the actual biometric of the user. An
example of the latter can be keeping the user’s finger on his phone to gain
access.
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Statistical Attack

This attack is similar to that of Zero Effort but with the difference being
the attacker has a general statistical information on the biometric. This
type of attack is mostly commonly seen in behavioural biometrics such as
keystrokes etc.

Denial-of-Service Attacks (DoS): The attacker tries to reduce a source or
system feature unusable by genuine users by creating it too busy with false
requests. Due to hardware failures, software bugs, environmental conditions,
or even the combination of these factors Dos attacks happens in the network.

The above explained categories of attacks fall under few attacks of
NSLKDD dataset like DoS, Probing, etc. Denial of service attack is con-
sidered important as it denies access to the genuine users of the biometric
system. This type of attacks can be detected by the intrusion detection process
and it can be avoided by strong authentication mechanism. Different types of
DoS attacks: blackhole, Gray hole, flooding, and scheduling attacks. Some
attacks try to exploit viruses in network software and protocol stack by send-
ing abnormal packets. The distant access is enough to perform DoS attacks
and the examples like back, ping of death, smurf, Neptune, teardrop etc.

For the detection of DoS attacks, NSL-KDD dataset is considered in
this work. NSL-KDD is an improved version of the KDDCup’99 datasets.
Duplicated data are removed in NSL-KDD so that it achieves better per-
formance in intrusion detection. The NSL-KDD dataset [32] has two data
sets like KDD Train+, and KDD Test +. In KDD train+ having training
dataset and KDDTest+, having testing dataset and both are designed with
responding attack labels. Three main processes such as, data transferring,
data normalization and feature detection are carried out with the dataset
processing. In data transferring, the trained images are first converted into
a number because; dataset has numbers as features. These symbolic features
include some protocols and service types. In data normalization transferring
symbolic features are converted into numerical values as a well-proportioned
range, hence, the bias where the features of higher points is removed from the
dataset. All features within the record are normalized by the respective max-
imum value and falls into [0–1] range which is same for all. The transferring
and normalization process is applied to test dataset.

Tables 1: [33] and Table 2: [34] characterize the NSL-KDD dataset.
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Table 1 Attack categories of NSLKDD

Major Categories Sub Categories

Denial of service(DoS) Neptune, smurf

User to Root(U2R) Buffer overflow, perl

Remote to local(R2L) Guess password, imap

Probing Ipsweeping, nmap

Table 2 Few instances by attack type of NSLKDD

Attack No of Instances in NSLKDD Dataset Attack Category

Normal 67343 normal

Neptune 41214 DoS

Smurf 2646 DoS

Buffer overflow 30 U2R

Perl 3 U2R

Guess passwd 53 R2L

Imap 11 R2L

Ipsweeping 3599 Probe

Nmap 1493 Probe

4 Results and Discussion

4.1 Dataset Description

The dataset used for biometric authentication model is SDUMLA-HTM
Database at Shandong University, Jinan, China. It contains real multimodal
biometric images of 106 individuals. For our experiment we took 10 indi-
viduals and their three biometric trait images of face, iris and fingerprint
(each sample 10 so totally 300 images). The dataset used for attack detection
model is NSLKDD. The authorization has been checked for these individuals
against 23 attacks of NSLKDD dataset. It is a multimodal dataset. Face data
with different poses, with different expressions and different illumination
levels included in the dataset. Five Iris images are obtained from left eye
and five images from the right eye is recorded for an individual (total of 10
for a single person). Fingerprint data is available with five different sensors
for multiple fingers.
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4.2 Experimental Results

The proposed system’s is an implementation using MATLAB Tool and the
performance of the system in both the phases namely; attack detection and
user authentication is analyzed and evaluated with the following metrics:

Accuracy, Error rate, Sensitivity, Specificity, Precision, Recall and F1-Score.

4.2.1 Performance analysis of attack detection model
The training process of the IRNN-BILSTM is shown in the below Figure 4.
The training is performed with the learning rate of 0. 001. Activation function
used here is a hybrid version of sigmoid and tanh. Each layer of the attack
detection model uses the prelu function. The number of max epochs used
in training process is 100 with minimum batch size of 20. Fully connected
output layer is embedded with the softmax function. The overall architecture
which undergoes the IRNN-BILSTM process for authentication is indicated
by Figure 5.

Physiological biometric inputs from face, iris and fingerprints are pro-
cessed using the novel shuffling algorithm and the features obtained are
further used for intruder detection in the IRNN-BiLSTM network. The net-
work is trained using the NSL-KDD dataset that comprises of data belonging
to the different categories of attacks namely; Normal, Probe, DoS, U2R
and R2L. The first phase of the proposed algorithm is executed to classify
the given input as an ‘attack’ or ‘not an attack’ and the performance of

Figure 4 Training process of the IRNN-BILSTM.
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Figure 5 Authentication process of Bi LSTM.

 

Figure 6 Confusion matrix representing the attack classifier.

the RNN-BiLSTM classification model is represented through a confusion
matrix depicted below in Figure 6.

The confusion matrix essentially portrays the effective ratios between
classes of the output class and the target classes. After detecting an intrusion
using the classifier, the following step involves making a decision whether to
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Figure 7 Confusion matrix representing authorization.

‘grant the access or deny granting the accesses to the user, depending on the
RNN-BiLSTM authentication model’s result. A matched entry in the RNN-
BiLSTM authentication model will give the user, his/her requested access and
if the model gives a negative response to the input entry, the user is denied
an access and is treated as an intrusion. Similar to the confusion matrix of
intrusion detection, a confusion matrix given in (refer Figure 7) can also be
formulated to depict the relationship between the output class and target class
during authorization.

The performance of both the phases i.e. attack detection and authorization
is evaluated through significant metrics such as accuracy, precision, recall,
error rate, F1-score, sensitivity and specificity. Tables 3 and 4 lists the metrics
and their corresponding resultant values obtained by the proposed algorithm
in both the phases.

Accuracy: Accuracy is the ratio of the sum of TN and TP to the sum of TN,
TP, FN, and FP.

Accuracy% =
TP + TN

TP + TN + FP + FN
× 100 (6)

Error Rate: Error rate can be calculated from accuracy as:

Error Rate% = 100−Accuracy (7)
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Table 3 Performance of the proposed IRNN-BiLSTM network-based attack detection model

Metric Intrusion Detecting Classifier (in %)

Specificity 99.98

Precision 1

Recall 1

F1-Score 1

Error Rate 1.055

Accuracy 98.945

Table 4 Performance of the proposed IRNN-BiLSTM network-based authentication model

Metric Authentication Classifier (in %)

Specificity 98.85

Precision 1

Recall 1

F1-Score 1

Error Rate 2

Accuracy 98

Specificity: Specificity is the ratio of TN to the sum of TN and FP.

Precision =
TN

FP + TN
(8)

Precision: Precision is the ratio of TP to the sum of TP and FP.

Precision =
TP

FP + TP
(9)

Recall: Recall is the ratio of TP to the sum of TP and FN.

Recall =
TP

FN + TP
(10)

F1-Score: F1-score is two times the ratio of the product of precision and recall
to the sum of precision and recall.

F1-score = 2× Precision × Recall

Precision + Recall
(11)
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4.2.2 Performance validation
Additionally, a comparative analysis of the existing methods and the proposed
system was carried out to prove the superiority of the proposed framework.
Table 5 shows the comparison of the proposed intrusion detection model with
the existing works which used the NSL-KDD dataset. Figures 8 and 9 repre-
sents the comparative analysis of attack detection model and authentication
model.

From the table, it is clear that the accuracy and error rate of the proposed
attack-detection model is 6.67% and 1.96% better compared to the existing
works [37 and 38], respectively.

Table 6 shows the comparison of the proposed MBS authentication model
with the existing classifiers such as Decision Tree (DT), K-Nearest Neighbor
(KNN), and RNN.

From the results achieved by the proposed system, it was found that
the proposed framework has produced a superior accuracy rate and minimal
error rate, in the case of both attack detection and MBS authentication. The

Table 5 Comparison of attack detection models

Methods Accuracy (in %) Error Rate (in %)

XGBoost–DNN [38] 97 3

ILECA [39] 92.35 7.65

I-RNN-BiLSTM [Proposed] 98.945 1.055
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Figure 8 Comparison of attack detection model.



A Deep Learning Framework for Intrusion Detection 413

Table 6 Comparison of proposed authentication model with other classifiers

Methods Accuracy (in %) Error Rate (in %)

Decision Tree (DT) 91 9

K Nearest Neighbor (KNN) 92.6 7.4

RNN 95.5 4.5

I-RNN-BiLSTM [Proposed] 98 2
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Figure 9 Comparison of authentication model.

accuracy of the proposed model is found to be 7%, 5.4%, and 2.5% better
compared to DT, KNN, and RNN, respectively. This is because, DTs are
unstable and so, even a small change in the input might lead to large changes
in the structure of the tree. On the other hand, KNN requires large memory
for computations and the prediction process slows down for large dataset. The
traditional RNN classifier employs normal recurrent layer which has limited
memory unlike BiLSTM. It is trained by Backpropagation algorithm and so
the data transmission is one sided unlike BiLSTM. In addition, the traditional
RNN employs sigmoid activation function which tend to vanish gradients
unlike the proposed sigmoid-tanh activation function.

5 Conclusions

The growing need for information security has enabled the strict secu-
rity regulations in a corporate environment to handle the intrusion attacks.



414 M. Gayathri and C. Malathy

Advancements in this domain have produced solutions involving a variety
of technologies with the currently popular one being the biometric tech-
nology. State-of-art methodologies have also worked on a combination of
machine learning algorithm using distinctive inputs. Though all these afore-
mentioned methodologies have exhibited great classification detection, their
accuracies are not sufficient enough to produce a high performing classi-
fier. Hence, a novel deep learning- based framework ‘Improved Recurrent
Neural Network – Bi-directional Long Short-Term Memory’ is proposed for
detecting the presence of an intrusion in the biometric inputs. The features
extracted from the biometric inputs are used for the authentication purpose
and attack detection by the proposed model. The I-RNN-BiLSTM provides
the improved performance by combining RNN and LSTM together and is
executed in two phases. The first phase involves detecting the presence of
attacks and the second stage involves providing authorization (permission to
access/deny) to the user after determining his/her true identity. These two
stages are sequentially executed in the IRNN-BiLSTM classification and
IRNN-BiLSTM authentication models respectively. The model was trained
using the NSL-KDD dataset and its performance was evaluated on the basis
of its accuracy, sensitivity, specificity, precision, error rate and recall. The
proposed work can be applied to any kind of application in cloud, IOT, Smart
healthcare which requires the privacy preserving aspect for data. This helps
to detect network anomalies for securing the data during transmission and
authentication process. Hybrid activation function improves the model accu-
racy for the attack detection process from 95% to 98.945%. From the results
achieved by the proposed system, it was found that the proposed network
achieved an overall accuracy of 98.945% and a very minimal error rate of
1.055% making it a suitable choice for an intrusion detection application The
work helps to identify the intrusions in authentication model but it can further
be improved by integrating it with block chain technology to provide higher
level of security.
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