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Abstract

One of the serious security problems in wireless local networks (WLAN) is
the existence of the rogue access points (RAPs). To prevent our network from
the RAP attacks, we need to identify the RAPs by using the RAP detection
methods. However, the identification of RAP location is also a challenging
task. The objective of this paper is to propose the location prediction scheme
for the RAP. We call our proposed scheme as the location prediction of rogue
access point (LPRAP). The LPRAP scheme consists of two mechanisms,
the RAP detection mechanism and the RAP location prediction mechanism.
We apply the concept of the fingerprint in the RAP detection mechanism
by considering the SSID, time duration of broadcasting beacon frame and
MAC address. We show that this mechanism can detect the number of RAP.
For the RAP location prediction mechanism, we utilize the deep neuron
network (DNN) to predict the location of RAPs and evaluate its effective-
ness. We evaluate the performance of LPRAP by comparing with those of
other machine learning methods such as Support Vector Machine (SVM), K-
Nearest Neighbor (KNN), Naive Bayes, and Multi-layer Perceptron (MLP).
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We also compare with particle swarm optimization algorithm. The results
show that LPRAP can accurately predict the location of RAP up to 99.29%.

Keywords: Wireless local area networks, rogue access point, beacon frame,
location prediction, deep neural network.

1 Introduction

In recently years, wireless local area networks (WLAN) are widely used in
many areas and in several places such as home, offices, schools, department
stores, and airports. In WLAN, the access point (AP) is the major device used
for creating the wireless network. It provides the wireless link for the wireless
users to connect to the wired-network and then to the Internet. One of the seri-
ous security problems concerned with the AP in WLAN is the unauthorized
AP [1]. The unauthorized AP may be set up by someone who want to connect
to the Internet without authorized via the legitimate AP. Another purpose
of the unauthorized AP is for malicious intent. Due to broadcast nature
of WLAN, it makes the WLAN vulnerable to eavesdropping, unauthorized
access, denial of service attack and man-in-the-middle attack. This kind of
RAP can do substantial damage [1–3]. The hacker can use RAP to capture the
sensitive information of legitimate clients such as usernames and passwords.
The RAP normally uses two wireless network interface cards. One card is
built-in network interface card is used for association with the legitimate
AP. Another card is plug-and-play network interface card which is used for
imitating the legitimate AP to tempt the wireless users connect to RAP as
the client. It is essential to secure WLAN and detect doubtful APs [4]. To
increase the security of networks, we need to identify RAP by implementing
the processes or mechanisms to monitor for RAPs. Those processes or mech-
anisms are called the RAP detection methods. So far, the several proposed
papers have been focused only on the RAP detection methods. However, the
location of RAPs should be considered also. So, some papers have proposed
techniques for identifying the location of RAPs. To complete the methods
concerned with the RAP, the methods should compose of both mechanism
for RAP detection and RAP location identifying as well. With these reasons,
they encourage us to consider the mechanism for predicting the location
of RAPs after the RAPs are detected. In this paper, we aim to present the
simple mechanism for detection the RAPs by considering the time interval of
beacon frames which are sent by the access points and the location prediction
of RAPs mechanism. The main contribution of this paper is to apply deep
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neuron network (DNN) for predicting the location of RAPs. We call our
proposed scheme as the location prediction of RAP (LPRAP). The process of
LPRAP can be divided into two mechanisms; the RAP detection mechanism
and RAP location prediction mechanism.

The remainder of this paper are organized as follows. Section 2 presents
some related works. Our proposed scheme is explained in Section 3. We eval-
uate the effectiveness of our proposed scheme by conducting the experiment
in Section 4. Finally, we conclude our paper in Section 5.

2 Related Works

So far, the researchers have proposed several methods related to RAP. Most
of the papers have focused on the detection of RAP that can be classified into
different groups. One group use the concept of fingerprint by utilizing the
packet sniffers to capture one or more characteristics of AP via wireless traffic
and analyze these characteristics to detect the RAP [5–7]. These characteris-
tics can be Medium Access Control (MAC) address, Service Set Identifier
(SSID), and Received Signal Strength Indicator (RSSI). The example of the
approach in this group is [7]. B. Alotaibi and K. Elleithy propose the passive
approach by using fingerprint technique to detect the RAP [7, 8]. They use the
beacon frame size as the fingerprint. The approach tries to find the threshold
value for the appropriate beacon frame size by using training sample and
testing process. The threshold value can be derived from the average of devi-
ation between the maximum beacon frame size of the RAP and the minimum
beacon frame size of the legitimate AP. Another example is the clock skews
technique which is proposed by S. Jana and S. K. Kasera [9]. They propose
the fast and accurate detection technique of unauthorized wireless AP. They
use the concept of clock skews of the AP for detecting the RAP. The clock
skews are calculated from time synchronization function timestamps which
are sent out in the beacon frames. These clock skews of AP can be used as
the fingerprint for detecting RAP. The other approaches consider in case the
RAP is located between the wireless user and the legitimate AP [10–12].
In this case, the information such as the number of wireless hop can be
utilized to detect the RAP. In [10], the authors present the timing-based
scheme for RAP detection. The scheme is called the user-centric approach by
observing the round trip time (RTT) between the wireless user and the DNS
server in order to determine the RAP. The scheme can be done without any
assistance from the wireless network administrator. Some approaches may
use the concept of centralized database to keep the list of authorized APs [13].
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R. Shrestha and Y. Nam propose the AP selection mechanism to avoid the
RAP. The mechanism uses the centralized server called AP registration center
to manage the list of authorized APs. The wireless users can request to server
for checking the legitimate APs.

In addition to the detection of RAP in wireless networks, the determi-
nation of RAP location is also essential problems. However, the researches
related to the problem of RAP location are not many. In [14], the authors
propose the RAP detection and localization architecture by implementing the
client-server model. The clients work as the monitors which are the laptop
computers installed with a modification of inSSIDer software. The localiza-
tion algorithm is run at centralized server. The information is collected from
all monitors by the server. Then, the server runs the localization algorithm in
order to identify and locate the RAPs. F. Awad, et al. [15] propose the RAP
location approach using particle swarm optimization (PSO). This research
use received signal strength to estimate the distance between the access point
and the number of known locations around AP by using the set of received
signal strength and known location as the input to PSO technique. The authors
focus only on determining the location of RAP without considering the
RAP detection technique. The machine learning algorithms are also used for
considering the location in WLAN. In [16], the authors propose the method
for WIFI indoor poisoning by using KNN algorithm. Deep neural networks
are proposed by [17] for localization indoor and outdoor environments in
WLAN. However, there are not many papers utilize the deep neural networks
for predicting the RAP locations. So, these encourage us to consider this
paper.

3 The Proposed Scheme

In this section, we present our proposed scheme called Location Prediction
of Rogue Access Point (LPRAP) scheme. The LPRAP can be divided into 2
mechanisms as shown in Figure 1.

• The rouge access point detection mechanism: This mechanism is the first
step of LPRAP scheme for detecting the RAP in the network by con-
sidering the beacon frames which are broadcasted from the legitimate
access point (LAP) and may be broadcasted from the rogue access point
(RAP) as well. The detail of rouge access point detection mechanism
will be explained in the following section.

• The rogue access point location prediction mechanism: In this mecha-
nism, we have applied deep neural network (DNN) for predicting the
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Figure 1 Location Prediction of Rogue Access Point (LPRAP) scheme.

location of RAP. The mechanism will be explained in the following
section.

3.1 Rogue Access Point Detection Mechanism

We have considered the network configuration as shown in Figure 2. The
legitimate Access Point (LAP) connects to the Internet via switch and router,
respectively. The RAP can be connected to Internet using wireless LAN
(WLAN) or connected to the cell tower using cellular networks such as 4G or
5G as shown in Figure 2. The beacon frames are broadcasted from both the
LAP and RAP. The time duration of broadcasting beacon frame normally for
every 102.4 ms or 1024 µs as shown in Figure 3.

This time duration of beacon frame has encouraged us in considering the
detection mechanism of RAP. The basic idea is that since we know the time
duration of beacon frame in any duration of time from starting time to ending
time. The number of beacon frame can be obtained exactly by monitoring
and counting the broadcasted beacon frame. So if the RAP does not exist
in the network, the calculated number of beacon frame and the number of
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Figure 2 Network configuration.

Figure 3 Broadcasting beacon frame.

beacon frame counted by the monitor node should be equal. The number of
calculated beacon frame (nc) can be given by,

nc =
t− t0
tb

(1)

Where t0 is the starting time for first capturing the starting of the first
beacon frame, t is the ending time for monitoring broadcasting beacon frame,
and tb is time duration of broadcasting beacon frame which is usually set to
102.4 ms. The number of RAP (nr) is given by,

nr =

⌈
nm
nc

⌉
− 1 (2)
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Where nm is the number of beacon frame derived by monitoring and
counting the broadcasting beacon frame. The process of RAP detection
mechanism can be demonstrated as shown in Figure 4.

3.2 Rogue Access Point Location Prediction Mechanism

In this mechanism, we apply the Deep Neural Network (DNN). DNN algo-
rithm is one of the powerful machine learning model. We exploit the DNN
for classifying the location to predict the location of the RAP. The structure
of DNN can be shown in Figure 5. The DNN structure show an input layer,
5 hidden layers and output layer. The hidden layers have different number of
units such as 256, 128, 64, 128, and 256 units, respectively and use ReLU
as the activation function. For the output layer, we use Softmax function.
The learning process is done by capturing the beacon frames to get the
information such as time stamp, RSSI, SSID, and MAC address.

To obtain the dataset for training and testing, we introduce the network
area by dividing into NxN subareas as shown in Figure 6. Where N is the
position odd number and N is greater than or equal to 3. The Legitimate
AP (LAP) is located in the center of NxN subareas which has the location
coordinate of ((N+1)/2, (N+1)/2). We introduce the mechanism of location
prediction for RAP by learning the information of received signal strength
indicator (RSSI) which are received by the user.

The process of dataset preparation can be described as the following steps.

Step 1: We measure the RSSI in case the RAP does not exist by setting the
location of LAP at the center of network area. Then we measure the RSSI by
the user at every subarea.

Step 2: We measure the RSSI incase the RAP exist by setting the location of
LAP at the center of network area. We first locate the RAP at subarea (1,1)
and measure the RSSI by the user from subarea (1,1) to subarea (N,N). Then
we move to location of RAP to subarea (1,2) and repeat the same process by
the user until the RAP move to subarea (N,N).

The dataset preparation process can be demonstrated as shown in
Figure 7.

4 Experiment and Results

In this section, we evaluate the performance of our proposed scheme by
means of the experiment. We set up the experimental model as shown in
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Figure 4 Rogue access point detection mechanism.
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Figure 5 Structure of deep neural network.

Figure 6 Network area.

Figure 8. The linksys wrt54gl devices are used for the LAP and RAP by
setting the same SSID and channel but the MAC addresses are different. The
ASUS K450l notebook computer with the Kali Linux operating system is
used for monitoring the beacon frame by running in monitor mode. We make
the following assumptions. The network area is divided into 9 subareas. We
assume that the location of LAP is at the center of network area or subarea
(2,2). We collect the information of RSSI totally 90 subareas. There are 9
subareas for non-RAP cases that uses for reference and 81 subareas in case
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Figure 7 Dataset preparation process.
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Figure 8 Experimental model.

the RAPs exist. DNN tries to classify set of RSSI to determine the location
of RAP. Each location corresponds to one of 9 subareas. Each location is
9 × 9 (=81) RSSIs in size. We consider that each RSSI is one feature, then
DNN uses 81 feature-dimentional feature space to classify the location of
RAP. At each subarea, we capture 10,000 beacon frames per subarea to get
the RSSI. Totally, we have information of 900,000 beacon frames for learning
and testing processes. The number of RAPs is 1 to 4 RAPs. We evaluate the
performance of our proposed scheme by means of the accuracy of location
prediction. Those results are compared with other 4 machine learning algo-
rithm such as support vector machine (SVM), K-nearest neighbor (KNN),
naı̈ve bayes, and multi-layer perceptron (MLP).

Figure 9 shows the number of frames for detecting RAP with the various
number of detected RAPs. The results show that our proposed scheme,
LPRAP, is applicable to detect in case the several RAPs exist in the network.
We can see that the number of captured frames increases as the number of
RAPs increases.

Figure 10 shows the accuracy of RAP location prediction versus the
various number of subareas for SVM, Naı̈ve Bayes, KNN, MLP, and LPRAP.
The results show that our proposed scheme, LPRAP, provides the highest
accuracy of prediction comparing with those of other machine learning algo-
rithms. The accuracy of prediction increases as the increasing of the number
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Figure 9 The number of frames with the different number of RAPs.

 
Figure 10 The accuracy of prediction versus the various number of subareas.

of subareas which is used for prediction. For 3 subareas, LPRAP has the
accuracy of prediction of 88.31 percentage. The accuracy of prediction is
greater than 90 percentage can.

In this experiment, the performance of LPRAP is compared with those
of particle swarm optimization (PSO) under the same environment. Based on
experimental results, LPRAP may provide the higher accuracy of prediction
than those of PSO.
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Figure 11 The accuracy of prediction versus the various number of subareas for LPRAP and
PSO.
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Figure 12 The accuracy of prediction versus the various number of subareas for location
prediction of 1 RAP to 4 RAPs.

Figure 12 shows the accuracy of prediction versus the number of subareas
for various the number of RAPs. The objective of this figure is to show the
effect of the number of RAPs on the accuracy of prediction of the number of
RAPs of 1, 2, 3, and 4 RAPs, respectively. The results show that the accuracy
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of prediction increase as the increasing of the number of subareas for all
the number of RAPs. For the number of RAPs, the accuracy of prediction
decreases as the increasing of RAPs. It is clear that the accuracy of prediction
can be improved if we increase the number of subareas.

5 Conclusion

We have proposed the location prediction of rogue access point (LPRAP)
scheme. LPRAP is divided into two mechanisms, the RAP detection mech-
anism and the RAP location prediction mechanism. The RAP detection
mechanism considers the beacon frames which are broadcasted from the
legitimate access point (LAP) and may be from the RAP. For the RAP
location prediction mechanism, we utilize the deep neural network (DNN)
for predicting the location of the RAP by learning the received signal strength
indicator (RSSI) which are received by the wireless user. We evaluate the
performance of LPRAP by means of the experiment in order to show the
effectiveness of LPRAP. The result show that, for RAP detection mecha-
nism, the LPRAP can effectively detect the number the RAPs. For RAP
location prediction mechanism, the experimental results are compared with
four machine learning approach – Support Vector Machine (SVM) algorithm,
K-Nearest Neighbor (KNN) algorithm, Naı̈ve Bayes algorithm, and Multi-
layer Perceptron (MLP) algorithm. We also compare with the particle swarm
optimization algorithm. The results show that the LPRAP is able to predict
the location of RAPs effectively. The LPRAP has up to 99.29% accuracy in
location prediction of RAPs.
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