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Abstract

Current website defacement detection methods often ignore security and
credibility in the detection process. Furthermore, with the gradual devel-
opment of dynamic websites, false positives and underreports of website
defacement have periodically occurred. Therefore, to enhance the credibility
of website defacement detection and reduce the false-positive rate and the
false-negative rate of website defacement, this paper proposes a fine-grained
trust detection scheme called WebTD, that combines machine learning and
blockchain. WebTD consists of two parts: an analysis layer and a verifica-
tion layer. The analysis layer is the key to improving the success rate of
website defacement detection. This layer mainly uses the naive Bayes (NB)
algorithm to decouple and segment different types of web page content, and
then preprocess the segmented data to establish a complete analysis model.
Second, the verification layer is the key to establishing a credible detection
mechanism. WebTD develops a new blockchain model and proposes a multi-
value verification algorithm to achieve a multilayer detection mechanism for
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the blockchain. In addition, to quickly locate and repair the defaced data
of the website, the Merkle tree (MT) algorithm is used to calculate the
preprocessed data. Finally, we evaluate WebTD against two state-of-the-art
research schemes. The experimental results and the security analysis show
that WebTD not only establishes a credible web service detection mechanism
but also keeps the detection success rate above 98%, which can effectively
ensure the integrity of the website.

Keywords: Website defacement, trusted detection, naive Bayes, blockchain,
Merkle tree.

1 Introduction

Websites have always been a portal for individuals, companies and govern-
ments to display their images on the internet, and they are also an important
way to convey information to the outside world. Website defacement [1]
refers to an attack method where an attacker uses a specific means or method
to invade a target website and modify the source code of the website to
achieve tampering. In recent years, with the rapid development of smart
technology, website attack methods have continuously emerged. Thousands
of websites are still destroyed every day worldwide, which not only seriously
affects the reputation of website owners but also causes serious economic
losses. Therefore, it is necessary to prevent various emerging website attacks
and maintain the integrity of websites.

Website attacks can be divided into three types:

(1) Attacks on a website itself: Since a website has many application pro-
gramming interfaces (APIs) [2], attackers can use these APIs to conduct
intrusion attacks, such as structured query language (SQL) injections [3]
and cross site script (XSS) attacks [4]. With the dynamic development
of websites, there is increasingly more information on websites, and the
risk of defacement is gradually increasing.

(2) Server attacks: From traditional web server [5] management to current
cloud computing management, website protection adopts node verifica-
tion. Once a node is invaded, the detection process will be unreliable,
which will seriously affect the credibility of a website.

(3) Transmission process attack: During the communication and interaction
process of a website, there are a large number of data transactions. For
example, once the uniform resource location (URL) of a response is
defaced, the redirection of the website will also cause problems.
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To maintain the normal operations of websites, fine-grained inspection
must be the first priority. In addition, protecting the detection process is also
very important. Therefore, to solve these two aspects, we propose a fine-
grained web service trust detection method. The contributions of this paper
are summarized as follows:

• We use the NB classification algorithm to segment different content and
files of a website based on the idea of decoupling, and then preprocess
the segmented data based on n-gram technology, term frequency (TF)
technology and coding technology to establish a complete analysis
model.

• We establish a trusted detection environment using blockchain technol-
ogy and implement a time polling mechanism (TPM), event triggering
mechanism (ETM) and core embedded mechanism (CEM) through
smart contracts. We also propose a multi-value verification algorithm
for verification.

• We evaluate WebTD against two state-of-the-art schemes, and the
experimental results demonstrate the effectiveness and the reliability of
WebTD in solving website defacement problems.

The remainder of this paper is organized as follows. In Section 2, we
introduce the related work. In Section 3, we introduce the system model in
detail. In Section 4, we propose the algorithm design of the system model and
describe each part of the algorithm design in detail. In Section 5, we describe
the experimental settings, the experimental results and the comparative tests
and conduct a security analysis of the system model. We conclude the paper
in Section 6.

2 Related Work

Currently, website defacement detection is mostly based on anomaly detec-
tion methods [6]. This method usually collects website information in the
normal state to build a normal model. The website protector will compare
the files of the current web page according to the model. Once there is a
difference, the website damage can be determined. However, in anomaly
detection-based methods, obtaining accurate anomaly thresholds in the model
is not only an important task but also a challenge.

In addition, some methods bypass the setting of thresholds, such as DOM
tree analysis [7] and signature processing [8]. DOM tree analysis processes
the structure of the web page and determines whether the website is damaged
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by monitoring the structure of the website. Therefore, this method cannot
effectively detect website content. In signature processing, the traditional
method mainly calculates the HTML code content to obtain the data infor-
mation of the webpage and saves it in a data file. Once the result of the
recalculation changes, it can be determined that the website is damaged.
However, this method is not suitable for complex and diverse dynamic web
pages, which may cause more misjudgments because data files were not
updated in time. Additionally, this method cannot process other types of data
in web pages, such as pictures.

With the rapid development of artificial intelligence technology [9],
machine learning technology [10] has brought a new dawn to the research of
web page defacement detection. Machine learning technology breaks through
the limitation of static analysis in traditional methods and upgrades single
web page processing to various web page analyses. By learning and analyzing
a variety of web page structures and different types of data in the web page,
the web page can be modularized to further protect the integrity of each of
its modules. [11–17] used machine learning technology to establish a website
defacement detection mechanism.

In [11], a layered model is proposed, which uses the integrity check
method to detect the hypertext markup language (HTML), cascading style
sheets (CSS) and JavaScript in web pages. In this process, different types
of files need to be vectorized with the n-gram technique [18] and the term
frequency (TF) technique [19]. Finally, different types of data results are
collected, and the random forest algorithm is used to train the training model,
which is the security model. This scheme improves the accuracy of web
page defacement detection and requires fewer resources, but there are still
three problems. (1) When there are multiple decision trees, the space and
time overhead required for training is relatively large. (2) When the noise
of the training samples is relatively large, overfitting is bound to occur. (3)
There is no security of the volume detection process in the scheme, which is
unreasonable, and does not consider the website defacement event that occurs
during the detection process, resulting in false negative results.

A protection scheme is proposed in [12]. The main purpose of the
scheme is to protect dynamic web pages that are connected or combined
with databases. It combines data integrity analysis and high availability
architecture to establish a variety of feedback mechanisms, but it is worth
reflecting on the deployment complexity of the system. In addition, there
are still network attacks in the data verification process, which will lead to
untrustworthy verification.
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A deep embedded neural network expert system, DeNNeS, is proposed
in [20]. It replaces the knowledge base of an expert system by extracting
precise plans from a trained deep neural network architecture, which is then
used to classify an unseen security event and inform the end user of the
corresponding rules for making that inference. This is an advanced learning
scheme and it is suitable for the defacement detection of web pages. In
DeNNeS, the task of finding the global optimum (i.e., an accurate planning
model) becomes a challenge, and for large and complex datasets, the cost of
manual annotation will be high. In addition, DeNNeS does not consider the
protection of the detection process.

[13] proposed a DMOS contamination monitoring system. DMOS has
developed a tag embedding mechanism to monitor and verify HTML tags
in the network. Therefore, DMOS has certain limitations. Furthermore, [14]
applies Bayesian-based machine vision techniques to image forgery detec-
tion, which provides a good paradigm for website image forgery detection
and makes up for the deficiencies of vectorized detection.

Blockchain technology [21] gives the blockchain itself certain advan-
tages, such as reliability, tamper resistance, and intelligence, due to its
distributed management characteristics, especially in management. If the
blockchain is combined with the depth of website protection, this can effec-
tively solve the attack tampering and single point failure problems, while
greatly reducing the costs and deployment complexity. We implement anti-
defacing technology by deploying smart contracts on the blockchain [22].
Decentralized detection on the blockchain can effectively solve this problem
and enhance credibility. References [23–25] describe the security applica-
tions of blockchain technology in various scenarios, and the anti-defacing
function is realized by establishing a reliable blockchain model. In addition,
to quickly locate and repair the defaced data of the website, our pro-
posal adopts the Merkle Tree (MT) algorithm to calculate the preprocessed
data and store the calculation result on the blockchain for smart contract
invocation.

In summary, this paper sorts out some emerging representative research
schemes and analyzes the potential problems of some schemes. In addi-
tion, the advantages of blockchain technology in web applications are also
introduced. Therefore, to strengthen the security of web services, this paper
proposes a fine-grained trust detection scheme, WebTD, that combines
machine learning and blockchain. In particular, our work is not based on an
extension of the above study but on a complete scheme.
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3 System Model

WebTD is composed of an analysis layer and a verification layer. Figure 1
displays a complete framework for WebTD. The model is composed of a web-
site dataset, classifier, feature entity set, website source file, blockchain, web
server, backup server, manager and user. Among them, the website dataset
is a collection of web page information, and the website source files can be
obtained through crawler processing. This classifier is used to decompose
different data types in web pages, which is the embodiment of the idea of
decoupling. The feature entity set is a set of different data types obtained
after the webpage is decomposed by the classifier, including the HTML
code set, CSS code set, JavaScript code set and image set. After receiving
these sets, WebTD also needs to vectorize these feature entity sets through
n-gram technology, term frequency technology and coding technology to
obtain corresponding data. A website source file is a collection of web page
source codes obtained through a website dataset. The source code of each
web page includes HTML code, CSS code, JavaScript code and pictures. The
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Figure 1 An architecture for WebTD.
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Table 1 All definitions

Notation Definition Content

N = {1 . . . n . . . N} Protected website
F = {1 . . . f . . . F} Multiple characteristic values owned by the website
λN Source files of website N
IdN ID of the website
Kid
N ID key value of website N

Kv
N The key value of the version number of website N

RN Request address of website N
QN Page description information of website N
WS Web server
C Information content on the database
Z Blockchain account
∂ Time interval
read Blockchain read operation
φ Hash value
χN Number of N

web pages in the dataset used in this paper are all common web pages, and
the dataset is described in detail in Section 5.1. Blockchains in WebTD are
created and deployed through Ethereum. The web server is the server that
manages web services. The backup server is the server that backs up the
source files of web pages. The manager is the owner of WebTD. Finally, users
are clients who can access the web. All concepts used are listed in Table 1.

The process of Step.1–Step.5 is the workflow of the analysis layer in
WebTD. In Step1, the website source file can be obtained by implementing
crawler technology on the website dataset. In Step2, the classifier divides
different types of data content in the web page. In Step3, WebTD needs to
vectorize different data content in the web page to establish a feature entity
set. In Step4, the feature entity set of the webpage obtains the corresponding
result φNλ by running the Merkle tree algorithm. At this time, φNλ represents
the eigenvalue calculated by the webpage N,N ∈ N. In Step5, the admin-
istrator stores the result φNλ on the web server and the blockchain to prepare
for subsequent verification.

The process of Step.6-Step.8 is the workflow of the verification layer
in WebTD. In Step6, the integrity of the web page is ensured through the
detection of the time polling mechanism, the event triggering mechanism and
the core embedded mechanism. In Step7, whenever these three detection
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mechanisms are executed, the web server needs to re-read the web page
and calculate φNλ , and then execute the multi-value verification algorithm for
verification. In Step8, once the verification fails, the backup server needs to
locate and repair the web page file on the web server.

4 Algorithm Programming

4.1 Naive Bayes Model Test

WebTD processes each website source file in the website dataset, prepro-
cesses different types of codes in the file through 3-gram technology, and
uses TF technology for vectorization. Then, WebTD trains the vectorized data
through the NB algorithm to build the analysis model, and the vectorized data
are also used as the feature value. For the pictures in the website source file,
WebTD parses the picture file into a binary code and divides the code into a
fixed size to solve for different hash values.

Based on the website feature values, we assume that the conditional
independence between each pair of features is a “naive” hypothesis, and we
know the following from Bayes’ theorem:

P (N | f1, . . . , fF ) =
P (N)P (f1, . . . , fF | N)

P (f1, . . . , fF )
, N ∈ N, F ∈ F (1)

According to the naive assumption of conditional independence we have
the following:

P (N | f1, . . . , fF ) =
P (N)

∏F
i=1 P (fi | N)

P (f1, . . . , fF )
, N ∈ N, F ∈ F (2)

When P (f1, . . . , fF ) is the given input, we can follow the these classifi-
cation rules:

N∗ = arg max
N

P (N)ΠF
i=1P (fi | N) , N ∈ N, F ∈ F (3)

N∗ is the classification model we need.
WebTD prepares some website source files, passes them through the

trained model, and calls the MT algorithm to calculate the corresponding
hash value. In addition, we randomly deface the files with the added website
source files on the web server. When a tampering event occurs, a warning
will result according to the rules of the smart contract on the blockchain;
otherwise, the display will be normal. The test process of the system model
is shown in Figure 2.
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Figure 3 Merkle Tree algorithm structural diagram.

4.2 Merkle Tree Algorithm

Input F = {1 . . . f . . . F}, parameter ρ, output φNλ . As shown in Figure 3, the
Merkle tree algorithm calculates FN , performs a separate hash calculation
for each piece of data, and performs hash integration on two adjacent pieces
of data to iterate and generate only one hash value at the end. Regardless of
whether the website is a static website or a dynamic website, different types of
code content and files need to call the MT algorithm after data preprocessing.
The algorithm is shown in the figure below.
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The MT algorithm ensures that λN has only unique values. When there is
a problem with a certain data segment, the MT algorithm can perform branch
verification, and the obtained φNλ is used for subsequent security verification.

Algorithm 1 Merkle tree algorithm
Input:

F = {1 . . . f . . . F}, parameter ρ
Output:

φNλ , N ∈ N
1: create List
2: while ρ < λN .size do
3: obtains the left node
4: ρ++
5: if ρ 6= λN .size then
6: obtains the right node
7: end if
8: calculate the φNλ value of the left and right nodes
9: List.add(φNλ )
10: ρ++
11: end while

4.3 Update Algorithm

Input IdN , λN and QN . The administrator needs to implement a three-step
strategy for adding or managing operations. The first step is to wait for the
preprocessing of λN to be completed and store the obtained φNλ , IdN and
Kv
N on the blockchain. In the second step, after the blockchain operation is

completed, the information is stored in the database, and the source file λN of
website N is backed up on the backup server. The third step is to wait for the
completion of the above process, and the blockchain and the backup server
will provide feedback results to the web server. At this time, it is necessary to
ensure data consistency. Assuming that CWS

k∈K represents the information of
the website stored in the database of the web server, we have the following:

CWS
N =

F∑
i=1

Ci, N ∈ N, F ∈ F (4)

As the web server performs some operations on the website, the backup
server and the data on the blockchain are also periodically updated. How-
ever, for the backup server, the original website information will not be
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Algorithm 2 Update algorithm
Input:

IdN , λN , QN , N ∈ N
Output:

None
1: Calculate φNλ according to the Merkle Tree Algorithm

2: IdN , λN , QN
Corresponding storage−→ CWS

n∈N =
∑F
i=1 Ci, F ∈ F

3: file λN backup to backup server
4: save λN on web server
5: waiting for server response
6: create Web3j object web3j
7: web3j→ get contractAddress Zi
8: keep φNλ , IdN on
9: if λN not exit then return false
10: end if

overwritten, and the changed website information will be stored in a new
path. The update algorithm is shown in the following table.

4.4 Multi-value Verification Algorithm

Smart contract detection is the core of the defacement detection module.
We propose a multi-value verification algorithm on the blockchain to realize
multilayer detection of TPM, CEM and ETM [22]. The administrator reads
the data on the blockchain through Formula (5) as follows:

ZN , QN ,K
id
N ,K

v
N

read−→ φNλ , N ∈ N (5)

The system monitors three aspects:

(1) When the system module is running, it uses time polling technology to
realize monitoring. We load the backup server and the latest data on the
blockchain into the cache of the web server and set a very small time polling
cycle in the module to quickly detect the real-time status of a website.

(2) Every website goes through an integrity check when it flows out. In this
process, the φNλ of the website source file in the real-time state is calculated
online by the MT algorithm; the latest data are read from the cache, and the
on-chain comparison operation of the web server, the blockchain and backup
server is performed. When the results are consistent, the system directly
determines the correctness of the file as follows:

webserver. φNλ = blockchain. φNλ = Compute
(
φNλ
)
, N ∈ N (6)
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(3) For the integrity check on the website triggered by related events, the
check principle is the same as that in Step 2.

When the comparison operation returns an error result, the latest source
file λN can be retrieved through the latest φNλ . Tile copy technology is used
to first load the cache from the backup server, then quickly replaces the target
file and finally records all of the operations. The algorithm is shown in the
table below.

Algorithm 3 Multi-value verification algorithm
Input:

None
Output:

None
1: create WebSiteService object web
2: operate on object web
3: create RoundRobinWebsite function
4: if file not exit then
5: system tampering
6: protection and restoration return None
7: else
8: computing φNλ
9: create Web3j object web3j
10: web3j→ get contractAddress Addi
11: read file path→ webserver.φNλ
12: readZN ,QN → blockchain.φNλ , N ∈ N
13: if webserver.φNλ = blockchain φNλ = Compute

(
φNλ
)
then

14: repeat
15: else
16: system tampering
17: protection and restoration
18: return
19: end if
20: end if
21: repeat scheduled

4.5 Monitoring and Regulatory Mechanisms

We establish a time polling mechanism, an event triggering mechanism and
a core embedding mechanism in the scheme to monitor the protected web
pages.

Time polling mechanism (TPM): Within a certain time frame, WebTD will
perform an integrity check on the source files of web pages. This method
reduces the risk of web pages being tampered with by attacks.
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Event triggering mechanism (ETM): This is an event-centric basic inspec-
tion mechanism. By leveraging the operating system’s file system or driver
interface, WebTD performs a legality check when a web page file is modified.

Core embedded mechanism (CEM): This method embeds the tamper detec-
tion module in the software of the web server. In this article, we can use the
java inner class to achieve it. It does a sanity check on every page that comes
out.

These three monitoring mechanisms and the blockchain together establish
a method of trusted detection. The main work in the blockchain is to record
the data results calculated by the MT algorithm and to determine whether the
sample source files have been tampered with by verifying the data results.
By triggering the time polling mechanism, the event triggering mechanism
or the core embedding mechanism, the blockchain needs to perform on-chain
detection, meaning that the blockchain reads the data and verifies it on the
chain. When the blockchain verification fails, it means that the website is
damaged.

4.5.1 Regulatory authority
The regulatory authority is one of the components of the blockchain model.
It is used to assist in detecting and recording related abnormal information
and to provide auditing for administrators. For example, certain websites
that have been attacked more frequently will be flagged, and the regulatory
authority will set a risk threshold based on the average number of attacks
on the website to distinguish high-risk websites from low-risk websites. The
regulatory authority will give feedback to the administrator and can precache
high-risk websites, change the time polling threshold for key protection, and
check the integrity of websites quicker.

5 System Analysis and Discussion

5.1 Experimental Setup

The configuration information of the server used in the work is shown in
Table 2.

The current work uses the Web Data Sharing dataset, which is also the
dataset1 used in [26] and [27]. There are a total of 124,291 web pages in the

1Database download address: http://web.archive.org/web/20210630013015/https://codepl
exarchive.blob.core.windows.net/archive/projects/swde/swde.zip

http://web.archive.org/web/20210630013015/https://codeplexarchive.blob.core.windows.net/archive/projects/swde/swde.zip
http://web.archive.org/web/20210630013015/https://codeplexarchive.blob.core.windows.net/archive/projects/swde/swde.zip
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Table 2 Configuration information of the server

Hardware Parameter

CPU Core i7-9750H

GPU NVIDIA RTX 3070

RAM NVIDIA 3200MHz 16GB

Hard Disk PCI-E 3×4 512GB

dataset,2 and each web page is stored as a .htm file (in UTF-8 encoding),
where the first tag encodes the page’s source URL. We randomly took 10,000
of these pages. Each web page includes HTML code, CSS code, JavaScript
code and image files. Since .htm files do not include all web page files, we
need the crawler to download the files in these web pages to the configuration
file. After testing, the time it takes for the crawler to download all the
elements in the web page is 3.68 s−4.84 s. The time it takes for the crawler
to download the HTML code of each web page is 1.77 s−2.02 s. The storage
space occupied by each complete web page will not exceed 1 M. Furthermore,
the dataset contains 8 vertical domains with different semantics, and web
pages do not involve video and audio files. We separated the HTML code,
CSS code, JavaScript code, and image files of the data through Python and
assembled them into datasets T1, T2, T3, and T4. We refer to the content and
the parameters of the work in [11]. For each dataset, we randomly sample
80% of the data to build the integrated model, and the remaining 20% of the
data are used as the test set. The formulas used are shown below.

positive predictive value(PPV) : PPV = TP/(TP+FP) * 100% (7)

false positive rate(FPR) : FPR = FP/(FP+TN) * 100% (8)

false negative rate(FNR) : FNR = FN/(FN+TP) * 100% (9)

accuracy(ACC) : (TP+TN)/(TP+FP+TN+FN) * 100% (10)

F1 Score : 2*TP/(2*TP+FP+FN) * 100% (11)

In addition, the confusion matrix is shown in Figure 4.
Ultimately, our method is based not only on signatures for testing but also

on the blockchain to achieve credibility testing. We use Ganache for testing
and conduct a security analysis of the overall method.

2Database extension address: https://www.colinlockard.com/expanded swde.html

https://www.colinlockard.com/expanded_swde.html
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Figure 5 Experimental results.

5.2 Results and Safety Analysis

5.2.1 Experimental results
We perform a 10-fold cross-validation test on the training set, and the average
test results are shown in Figure 5.

According to the data, the overall prediction detection success rate of our
model is between 98.75% and 99.18%, the overall ACC remains above 98%,
and the false alarm rate is between 0.7% and 1.3%, which denotes good test
results. However, our false-positive rate is 0.15%-0.22%, which is different
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Number of 
pages

Success rate

50 500 3000 5000 10000

100%100%100%100%100%

Figure 6 Test results.

from the false-positive rate in the work in [11]. The reasons for this are as
follows:

(1) The differences in the types of training samples. The general website
dataset provided by KDNuggets is used in our work, while the work
in [11] uses a randomly assembled dataset, which results in certain
differences in data types.

(2) The differences in the number of training samples. We increase the num-
ber of websites to 10,000 during the training. As the number increases,
the sample error will also increase.

In addition, there are many types of samples in the dataset used in the
scheme. Therefore, the number of websites increases and the sample error
will increase.

5.2.2 Blockchain results
After adding protection to the web page, we randomly modify the content in
the source file of the web page in batches through Python programming. We
mainly modify the HTML code, CSS code, JavaScript code and the pictures
to test the damage detection accuracy of the system.

The test results are shown in Figure 6. When a website is illegally defaced
in batches, the system can successfully detect whether the integrity of the
source file of the website has been damaged. According to the sampling, it
can be concluded that the defacement detection accuracy of the system is
100% under a normal CPU load.

As shown in Figure 7-(a), the system processes the website datasets in
batches. Under the premise that RAM can work normally, the number of web-
sites processed by the system has a nonlinear relationship with the required
time. Furthermore, as the throughput increases, the time consumed increases
exponentially. This means that when the system adds a batch of websites, the
time difference between the time required for blockchain storage and the time
required for system processing will also increase. We call this situation P1.
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(a) The time consumption of the system batch
process

(b) The memory utilization of the system
batch process

Figure 7 The impact of the system batch process on time and memory in WebTD.

According to Figure 7-(b), as the system throughput increases, the memory
usage increases logarithmically. Therefore, based on reasonable hardware,
the system has good performance and efficiency for different numbers of
websites, and the solution is suitable for lightweight online deployment.

Second, we calculate statistics on the detection time of the defaced
websites. The detection time is closely related to the number of website
protections, especially for a large amount of website data. We adopt a triple
detection mechanism of time polling, core embedding and time triggering.
To reduce the impact of website access control in other situations, we convert
the results to time polling cycles and test them. Figure 8 illustrates the test
samples. When the polling cycle is expanded and adjusted according to the
available test samples, the detection time of the system also increases. In
addition, when the number of defaced websites continues to increase, the
time it takes for the system to conduct detection also increases. We fit the
experimental results to facilitate the observation of the overall data.

5.2.3 Experimental comparison
Table 3 shows that WebTD is compared with the schemes in [11] and [17].
The machine learning method, code processing method, number of training
samples, detection accuracy, false-positive rate, signature algorithm, trusted
detection and integrity supervision of each research scheme are compared.

An experimental comparison shows that machine learning methods are
used. While processing the code and pictures, we use relatively new technol-
ogy, and the number of samples in the work of [11] and [17] is insufficient.
The difference between the samples has a great impact on the training results.
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Figure 8 Time efficiency of detection.

The work in [11] and our work maintain an accuracy rate of more than 98%,
and the reason why our false-positive rate is lower than that of literature [11]
is explained in detail in 5.1.1. Ultimately, we supplement the work in [11]
and combine it with blockchain technology to propose a practical website for
defacing monitoring and detection systems and to achieve the credibility of
the detection process.

5.2.4 Security analysis
We analyze the security of the system in two ways.

Assumption 1. Set the time polling interval to ∂ and satisfy ∂ �
T (computingφ). Then, we add website group N = {1 . . . n . . . N}, |N| =
N , satisfy χN →∞, and set attack Model 1.

Model 1. Single process attack. When uploading a single website, the
upload to the web server system is successful in time η, but it is not uploaded
to the blockchain. At this time, the time from the end of the last polling is ∂η,
and the next polling is about to be conducted in [∂−∂µ]. That is, in state P1,
the website attack is conducted, and the steps are as follows.
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Table 3 Server configuration information

Model Work [11] Work [17] Our Work

Method RF NB NB

Code Processing n-gram,TF 2-gram n-gram,TF

Picture Processing Direct calculation Direct calculation Encoding process

Number of Training Samples 800 400 10000

Accuracy 98% or more 93% or more 98% or more

False Positive Rate 0.59%-1.04% Around 1% 0.7%-1.3%

Signature Algorithm MD5 MD5 SHA256

Trusted Detection × ×
√

Integrity Monitoring × ×
√

Step 1. When ∂µ < T (Zλ), there is an attack time interval [T (Zλ)− ∂µ] in
[∂ − ∂µ]. During this interval, an unprotected website source file is defaced
by some means, and then the website source file that caused the defacing will
be regarded as the correct file and stored on the chain, affecting the file in
the web server. This attack destruction at this time is considered complete
destruction.

Step 2. When ∂η ≥ T (Zλ), there is an attack time interval [∂ − ∂µ] During
this interval, the source file λ of the website is defaced by some means, and
the damage will be successful. However, after [∂− η] has elapsed, the source
file λ will be restored through the model’s tamper-proof mechanism. At this
time, the attack damage is temporary damage.

Conclusion 1. The system model needs to combine the influence of the
blockchain and the CPU performance when setting polling parameters. Theo-
retically, when the polling time interval is too long, there will be certain attack
vulnerabilities, and as this time interval increases, the vulnerability risk factor
becomes increasingly higher. There are complete breach loopholes and short-
term breach loopholes. When the polling interval is smaller, the system safety
factor is higher, and the vulnerability rate is lower to close to zero, which
greatly affects the efficiency and the performance of the system model. The
dynamic development of polling intervals with blockchain feedback and CPU
performance adjustment can effectively reduce the risk of vulnerabilities.

Assumption 2. Set the web server load as normal. In this state, add pro-
tection to the site group N = {1 . . . n . . . N} in large quantities. Assume that
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the time interval for a successful upload to a web server is [0 − ε]. The time
interval for a successful blockchain upload is [0− ξ].

Model 2. The overall process attack. Given that T (WS.uploadN) <
T (Z.uploadN) and ∆τ = T(Z.upload N)− T (WS.upload N), as websites
continue to be added, ∆τ is increasing. Then, a website attack is conducted,
and the steps are as follows.

Step 3. There is a parameter Ω that is not infinite. When lim∆t→∞∆t �
Ω, there is a transmission time difference ∆τ . During this transmission gap,
there is a situation where the website source file λ has been uploaded to the
web server, but it has not been uploaded to the blockchain in time.

Conclusion 2. When website protection is added in batches, the system
needs to be stopped and secured to prevent malicious data streams from
replacing the calculated website data streams and storing them on the
blockchain, causing malicious damage. This vulnerability risk is relatively
high in batch addition, but this risk does not exist in the normal process
of adding a single website. In the current research and construction of the
blockchain, the blockchain still needs to be continuously improved, and the
capacity of the blockchain also requires safe operations and maintenance to
prevent data overflow and security problems.

6 Conclusion

WebTD is a fine-grained trusted detection scheme that combines machine
learning and blockchain technology. Our work uses the NB algorithm to
increase the accuracy of the built model to more than 98% and uses
blockchain technology to establish a credible detection mechanism. In addi-
tion, WebTD uses the MT algorithm to locate and repair webpage files in
time, which improves the practicability of WebTD. WebTD not only enhances
the detectability of web services but also realizes reliability in the detection
process, which can effectively protect the integrity of the website.
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