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Abstract

Web app migration refers to capturing a snapshot of the execution state of a
web app on a device and restoring it on another device to continue its execu-
tion for cross-device liquid computing. Although web apps are relatively easy
to migrate due to their high portability, there is a JavaScript language feature
called closure that complicates the migration since it requires migrating the
variable states of already-finished outer functions. One approach to web app
migration is to instrument the source code to trace the closure variables,
yet this often suffers from performance slowdown, especially for multiple
migrations. In this paper, we propose a new instrumentation-based technique
called Disclosure, which moves the declarations of closure variables to a
managed data structure and replaces the closure variables with the corre-
sponding references to the data structure. This technique can improve runtime
performance while enhancing security. We evaluated our work with eight
Octane benchmarks and four real web apps. The runtime performance penalty
due to Disclosure is 0-15%, which is a significant improvement over the
results of the latest instrumentation-based work that supports similar deep
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closures and multiple migrations to Disclosure. Furthermore, real web apps
are demonstrated to migrate seamlessly, even multiple times. Finally, Disclo-
sure can hide data from exposure during migration with a secure migration
technique using data encryption.

Keywords: Web app migration, closure, code instrumentation, liquid com-
puting, multiple migrations, secure migration.

1 Introduction

Following the considerable advancement of web technology, JavaScript has
become one of the most popular programming languages used today [1]. In
addition, the web browser has become the dominant platform for various
technological environments, such as PCs, smartphones, smart TVs, and [oT
devices. Since web applications can run anywhere regardless of CPU or oper-
ating system, app migration has readily emerged. App migration captures a
snapshot of an application state during the middle of execution and restores
it to another device to continue the execution [2-6]. App migration can
offer a novel user experience; for example, a game application running on a
smartphone could be handed over to a smart TV for continued execution on a
larger screen, then to another device as the user moves elsewhere. It is a form
of liquid computing [7]. For a manufacturer that can provide a uniform web
platform for its diverse smart device products (e.g., Samsung Tizen or LG
WebOS), the difficulty of liquid computing caused by the differences in the
device specification or the web browser context is more easily surmountable,
making liquid computing more feasible.

A snapshot captures the state of the objects in the heap memory along
with other states in the JavaScript Runtime (JR). However, there are some
challenges with capturing them. Closure, a language feature inherent to
JavaScript, is a function containing free variables, which are used inside the
function but declared outside the function scope. If a free variable is still
alive (referenced) after the outer function is terminated, it becomes a closure
variable and is stored as a closure object in the heap memory. Closure vari-
ables are inaccessible from the execution context (stack frame in JavaScript)
or the global window object, thus demanding a new strategy to capture them.
In addition, JR includes Document Object Model (DOM), XMLHttpRequest
(AJAX), and timeout methods. DOM objects are stored in a tree structure and
are accessible via Web APIs provided by the browser, so we can capture
the DOM state by traversing the DOM tree. Meanwhile, timeout methods
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employ JR’s timer objects to schedule the execution of callback functions;
however, accessing the registered timer’s state is impossible since there is no
Web API. Finally, XMLHttpRequest is used to interact with servers and is not
typically within the scope of app migration since app migration only targets
applications that can run standalone. Thus, the app migration technique has
focused on capturing closures and timers, and two approaches have been
proposed.

One approach is to instrument the source code of a web application to
trace the closures within the hierarchy of the scope tree, a combination of
scope chains, by inserting a mirroring statement [3, 6] under any statement
that includes the closure variables. Such mirroring statements can trace the
closure variables with their position in the scope tree, but this increases the
program size and, in turn, the running time. Timers are handled by the wrap-
per functions, which wrap timeout methods to record the arguments passed
when an event is registered, allowing rescheduling them from the moment
of migration. Overall, this approach successfully captures the snapshot but
suffers from severe performance degradation due to the overhead of the
mirroring statements. A recent work improved the performance by taking a
snapshot lazily [8], yet it does not allow for multiple migrations, thus limiting
the liquidity of the cross-device user experience.

The other approach is to add new APIs to JR, which is a method of
directly accessing the closures and timers via modifying web browsers [2,
4,5]. This approach leaves the source code intact and thus does not affect
runtime performance. However, it weakens the security of applications since
JavaScript developers typically implement data encapsulation through clo-
sures. Therefore, such APIs are not generally welcomed by browser vendors,
and users must use a custom browser for migration, lowering the portability.

This paper proposes a new instrumentation-based technique called Dis-
closure, which moves declarations of the closure variables to a managed data
structure called a disclosure table and replaces the closure variables with
the references to the corresponding elements within the table. In this way,
Disclosure obviates mirroring statements and significantly reduces runtime
overhead, maintaining almost the same performance as the original program.
Moreover, we can implement the disclosure table itself as a closure, which
can keep the closure variables from being revealed, enhancing security further
than in previous works. We capture the timers using the wrapper functions as
done previously, yet store them in the disclosure table as well. Disclosure can
fully capture the DOM tree, unlike previous instrumentation-based works.
A user can consequently take a snapshot by copying the DOM tree, the
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objects in the heap memory, and the disclosure table. This snapshot, written
in JavaScript, is a full-fledged web application by itself, so we can simply run
it on the browser of the target device to continue execution with its current
display. We make the following contributions:

(1) We propose a novel instrumentation-based migration technique for clo-
sures that can keep the instrumented program and the snapshot program
from being slowed down seriously while allowing multiple migrations.

(2) Our snapshot can preserve security for closure variables, possibly
enhanced with cryptographic methods.

(3) Disclosure can migrate a whole execution state of a web app, including
JavaScript and DOM tree, unlike most previous instrumentation-based
works.

(4) Our evaluation with Octane benchmarks shows a tangible performance
benefit, while real web apps are shown to migrate seamlessly, multiple
times.

(5) We propose secure migration to hide snapshot data from being exposed
during migration.

The rest of this paper is as follows. We provide a background on
JavaScript runtime in Section 2 and explain the challenges for web app
migration in Section 3. We review the previous approaches in Section 4,
then describe the technical details of Disclosure in Section 5. Section 6
presents our evaluation results and also compares them with the previous
work. Section 7 depicts secure migration, a way to hide the execution state
during migration. Section 8 describes related work with real-life examples
followed by the conclusion in Section 9.

2 Background of JavaScript Runtime

The JavaScript Runtime comprises a JavaScript engine and other runtime
components. The JavaScript engine is composed of the call stack (execution
context stack) and heap memory, and other components include the event
queue, web APIs, and event loop. When a JavaScript application is loaded, a
global execution context is first pushed to the call stack. If a new function is
invoked, a new execution context is generated, referencing the global context
at the top of the stack. This process is repeated so that each execution context
references the outer (previous) execution context, and this chain-structured
execution of contexts is called the scope chain. During this process, the devel-
opers register event handlers by using event listeners to address asynchronous
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events triggered by a button click, timers, etc. A triggered event is pushed
to the event queue with the registered event handler. When a function is
terminated, conversely, its execution context is removed from the top of the
stack. Eventually, the call stack will be empty after all functions and the code
in the global scope have been executed. Then, the event loop fetches an event
and the event handler from the event queue to execute it on a new execution
context assigned to the call stack. This is the method by which JavaScript
handles asynchronous tasks. Since the JavaScript engine is single-threaded,
it runs only one event at a time and cannot execute another until the current
event is terminated. Considering how the browser works, the simplest way
to implement app migration is to make it an event since the call stack would
be empty when the migration event is fetched from the event queue. This
strategy has the advantage of not needing to capture the state of the call stack.
Therefore, we implemented the migration task as an event so that a developer
or user can call it asynchronously via a console or a browser extension.

3 Challenges for Web App Migration

JavaScript functions are objects (first-class functions), which allow for defin-
ing a function within another function scope, thereby creating a nested
function structure. JavaScript enables an inner function to access the free
variables defined at one of the outer functions. Those free variables are acces-
sible even after the lifecycle of the outer function is terminated since the inner
function is established as a closure containing the lexical environment of the
outer function with the free (closure) variables. However, the environment of
the terminated function is not accessible from the outside, so developers use
this feature to implement data encapsulation in JavaScript. The environment
is the variable-value mapping of the current scope chain, and each execution
context has an internal property called scope used to reference the previous
execution context. Listing 1 provides a code example for scope chain and
closures. The variable count (line 2) is used in the inner function (lines 3—
6). Since it is a local variable of the outer function CreateCounter(), it is
removed from the stack once the outer function terminates. However, it is
not eliminated but rather is saved as a closure variable in the JavaScript heap
since it is still used by the returned inner function. We can depict the scope
chain and closure variable count.

Timeout methods utilize JR’s timer to schedule the execution of event
handlers that are pushed to the event queue when the timer expires. How-
ever, since web browsers do not provide Web APIs for accessing the timer,
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I function CreateCounter () {
2 var count = 0

return function () {
4 count += 1
5 console.log(count)
o)
7}

s var myCounter = CreateCounter ()

10 setInterval (function () {
11 myCounter ()
2}, 1000)

Listing 1 An example JavaScript code with a closure variable.

capturing their states is challenging for app migration. Listing 1 describes an
example of a timeout method, setInterval (line 10). This method repeatedly
registers a new timer event, which has an anonymous callback function (event
handler, lines 10-12) that calls myCounter (line 11). Therefore, the event
will be pushed to the event queue every second (line 12). When a migration
event is pulled from the event queue and executed, the migration process must
capture the state of the timer to register any pending events and repeated ones
thereafter, following migration.

4 Previous Approaches

Two different approaches to web app migration are available for handling
closures and timers. One approach is to instrument the source code of the
target application statically, while the other is to modify the web browser to
provide new APIs.

Imagen [3] and ThingsMigrate [6] instrument the source code by inserting
mirroring statements as depicted in Listing 2. Since these are similar, we
explain based on ThingsMigrate, which can migrate deep closures, unlike
Imagen. ThingsMigrate creates scope objects (lines 1, 3) for every execution
context, including the relevant hierarchical information of each scope chain
to establish a scope tree. It then allocates all variables as inherent properties
of the corresponding scope objects (lines 5, 12, 15). If a statement affects any
of the variables, a mirroring statement is inserted below (lines 8, 17) to copy
the updated value. Moreover, it wraps each timeout method to trace an event
handler and timer argument (lines 19-21). Thus, it replaces setlnterval()
with the wrapper function ThingsMigrate.setlnterval() to record the event
handler myCounter, the time interval (1000 ms), and the remaining time
before registering the subsequent event.
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The migration process produces a snapshot that captures all the objects in
the heap memory and the timers. This snapshot is generated in the form of
JavaScript code so it can be executed on any device with any web browser, as
depicted in Listing 3. If a migration event occurs 3.75 s after the app loads,
the value of the closure variable count is 3, and the remaining system time for
the next event is 0.25 s. ThingsMigrate generates a snapshot in the form of an
immediately-invoked function to restore the closures without any side effects
(lines 2-9). Subsequently, the timers are restored with the wrapper function
again to allow for capturing them for multiple migrations (lines 11-13).

The second approach is to add new APIs to web browsers with the aim of
retrieving information about closures and timers [2,4,5]. This strategy leaves
the source code intact, allowing users to capture and migrate any applications
to other devices without the need for instrumentation. In addition, the runtime
performance of the application is identical to that of the original.

Both approaches have successfully implemented app migration technol-
ogy; however, we found issues with both methods. The former approach,
which utilizes code instrumentation, results in a serious performance slow-
down to runtime due to the mirroring statements needed to trace the scope
tree (lines 8, 17 in Listing 2). Although FlashFreeze [8] solves this problem
by ignoring scope objects and tracing only the closures, it cannot support the
multiple migrations required for liquid computing (its performance is similar
to our previous version’s, presented in a work-in-progress report). Further-
more, the former approaches support only the migration of the JavaScript
state, not the DOM tree (only Imagen partially migrates the DOM objects),
and thus are not suitable for migrating web applications. On the other hand,
the latter approach cannot conceal private information, as anyone can look
into the closure variables and timer states using the new APIs. Moreover,
users should employ a customized web browser for migration, which reduces
the portability.

5 The Disclosure Approach

Disclosure is a new approach to solving the issues of the previous methods.
It extends the code instrumentation scheme yet obviates the mirroring state-
ments to improve performance. We capture an application’s scope tree by
traversing from the window object instead of using a mirroring statement.
Since a closure cannot be accessed from the window object, the instrumented
code moves the declarations of the closure variables to a managed data struc-
ture called a disclosure table and replaces the variables with the references
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1 var global = new Scope(”global”)
> function CreateCounter () {
3 var createcounter = new Scope(global, ” CreateCounter”)

4 var count = 0

5 createcounter.addVar(”count”, count)

6 var anonl = function() {

7 count += 1

8 createcounter.setVar(”count”, count)
9 console.log(count)

10 return count

1 }

12 createcounter.addFunction(”anonl”, anonl)
13 return anonl

14}
15 global.addFunction(” CreateCounter”, CreateCounter)
16 var myCounter = CreateCounter ()

17 CreateCounter.setVar(”myCounter”, myCounter)

18

19 ThingsMigrate.setInterval (function () {
20 myCounter ()

21}, 1000)

Listing 2 The instrumented code generated by ThingsMigrate for Listing 1.

I /* The instrumented code (Listing 2) comes here */
> (function () {
3 function CreateCounter () {

4 var count = 3

5 var anonl = function() { ... }

6 ThingsMigrate . addFunction ("Global/CreateCounter/anonl" ,anonl)
7 return anonl

¢

N0

10

11 ThingsMigrate.setlnterval (ThingsMigrate .

12 findFunction("Global/CreateCounter/anonl"),

13 1000, 250)

Listing 3 Snapshot code serialized by ThingsMigrate, 3.75 s after app loading of Listing 2.

to the corresponding elements within the table. Serializing the timers or
generating a snapshot file works similarly as in previous works, but handling
the DOM tree is done differently.

Disclosure consists of three phases: the instrumentation phase, execu-
tion phase, and migration phase. The instrumentation phase transforms the
source code by changing the closure variables using the disclosure table,
wrapping the timeout methods, and generating the conversion code for the
DOM objects. Then, the execution phase utilizes a runtime library with the
disclosure table to store the structures and values of the closures. Finally, the
migration phase captures the DOM tree, heap objects, timers, and disclosure
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table to produce a snapshot file. We also explain a side effect, memory leak,
and a solution, WeakMap.

5.1 Instrumentation Phase

The instrumentation phase finds free variables and determines those likely to
become closure variables at runtime. This phase utilizes an Abstract Syntax
Tree (AST) to emulate scope chains to discern the closure variables, generates
the code to move their definitions to the disclosure table, and replaces them
with the corresponding references to the elements in the disclosure table. In
addition, this phase converts each timeout method into a wrapper function to
copy the arguments to trace the timers and re-register them after migration.
This phase consists of three sub-phases: AST Generation, AST Traversal, and
Code Generation.

The AST is a fundamental data structure for code analysis, and we use
it to determine whether a free variable is a closure variable. Since the AST’s
hierarchical structure represents function inclusion orders, each path is likely
to be instantiated to a scope chain at runtime. Figure 1(a) provides an AST-
like representation of Listing 1, and we can observe a scope chain on the left
side composed of Global, CreateCounter function, and anonymous function
scopes. Meanwhile, on the right side, we can find the timeout method,
setInterval, defined in the global scope. It displays the event handler that will
be pushed to the event queue every 1000 ms.

As mentioned previously, we can infer a scope chain using an AST
path. Therefore, we traverse the AST in a Depth First Search (DFS) order
to identify the closure variables with a virtual stack to emulate the scope
chain. Our traverser begins from the root node, the window object, and
when it encounters VariableDeclaration, an AST node, it pushes the declared
variable to the virtual stack with its expected execution context. If the tra-
verser encounters ExpressionStatement, it determines whether the variable is
a closure variable by using the virtual stack. For example, in Figure 1(a),
if the traverser encounters FunctionExpression that includes the count +=
1 statement (red box), it can identify that the variable count is a closure
variable because it is not declared within the anonymous function scope.
Then, it explores the virtual stack to determine in which function scope
the variable count is defined. In this case, it finds that the variable count is
declared in the CreateCounter function scope, meaning it would be a closure
variable at runtime. However, JavaScript allows for assigning a value to an
undeclared variable, which is regarded as being declared in the global scope,
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(a) AST-like representation of scope chains (b) Updated representation to save closure
for identifying closure variables. variables and event handlers.

Figure 1 Scope chains with closure variables.

so Disclosure does not treat those undeclared variables as closure variables
but rather inserts them into the global scope for further analysis. Since those
global variables would be accessible from the window object, we can infer
they are not closure variables. Finding the timeout methods is simpler because
they are predefined at the global scope (e.g., we can identify setInterval, as
illustrated in Figure 1(a) (green box), by singling out the character string
“setInterval”).

When the traverser encounters a closure variable, it inserts a declaration
statement that generates a scope object into the disclosure table at the top of
the function scope where the closure variable is declared. Simultaneously,
it replaces each closure variable with a property of the scope object in
the disclosure table. For example, the instrumented version of the original
source code in Listing 1 can be depicted in Listing 4. Since the variable
count is a closure variable (line 6), the traverser inserts a statement that
produces the scope object $discO at the top of the function scope (line 2). The
expression $disc.create() creates a scope object within the disclosure table
and returns the reference. Subsequently, the traverser inserts a statement to
record the index of the scope object $discO using the global reference counter
$ref_counter. Then, each closure variable is converted into a property of the
new scope object (lines 4, 6, 7). The inner function to be returned and serve
as the closure is declared as the property of the scope object for subsequent
closure reconstruction (line 9). When the timer method setInterval is met, it is
replaced by a predefined wrapper function disc_setInterval (line 13) to copy
the argument and system time. The AST is then updated as in Figure 1(b).
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I function CreateCounter () {

2 var $disc0 = $disc.create ()
$discO.$scopes.$discO = $discO.$ref_index
$discO.count = 0

5 $anon0 = function () {

6 $disc0O.count += 1

7 console.log($discO.count)

9 return $discO. $ret_func = $anon0

0}

11 var myCounter = CreateCounter ()

13 disc-setInterval (function () {
14 myCounter ()
15}, 1000)

Listing 4 The instrumented code generated by Disclosure for Listing 1.

I create: function() {

2 var obj = new Object()

3 obj.$ref_index = disc_table.length
4 obj.$scopes = {}

5 disc_table .push(obj)

6 return obj

Listing 5 How create function works.

5.2 Execution Phase

The execution phase uses a runtime library that maintains the disclosure
table. It declares wrapper functions for timeout methods within the global
scope. The runtime library is allocated to the global scope, accessible with
$disc, which has the create function as presented in Listing 5. The function
generates a new scope object (line 2) and records the index of the scope object
to the property named $ref_index (line 3). Moreover, it has the $scopes object,
which maps each scope object to the corresponding index (line 4). Finally, it
pushes the new scope object to the disclosure table and returns it (lines 5, 6).

If 3.75 s have passed since the code in Listing 4 was loaded and executed,
the first scope object in the disclosure table can be depicted as in Listing 6.
It maintains the closure variable count, whose value is 3 (line 3), in addition
to the index of itself with the variable name {$disc0: 0} (line 4). Finally, it
records the object literal that will serve as a closure for subsequent closure
reconstruction (lines 5-8). The state of the AST is depicted in Figure 2,
in which the variable count is referred to as a property of the scope object
Sdisc[0] in the disclosure table.



90 J.-Y. Kimand S.-M. Moon

1 /* $reference_table[0] */

2 A

3 count: 3,

4 $scopes: {$discO: 0},

5 $ret_func: "function () {

6 $discO[\"count\"] += 1

7 console.log($discO[\"count\"])
8 I

9 }

Listing 6 An element state of the disclosure table.

Global $disc{0]
CreateCounter > count
myCounter $scopes
‘ setinterval ‘ $ret_func
I !
CreateCounter $disc{1]
G
anonymous function
I !
anonymous function $disc(2] |
count += 1 }»77 |:
console.log |

scope chain disclosure table

Figure 2 Scope chain and transferred closure of Listing 4.

5.3 Migration Phase

The runtime library has a serialize function, which pushes an event handler to
save the DOM objects, heap objects, and disclosure table. Users can transfer
the snapshot to another device to restore it and continue its execution. Since
the snapshot code runs similarly to the instrumented code, users can again
capture a snapshot during the execution of the snapshot code.

User interactions in a web application are typically conducted via DOM
objects, such as buttons, after the global context is terminated and the call
stack becomes empty. Therefore, the serialization event does not need to
capture the call stack. It first generates a snapshot file containing the DOM
objects and the instrumented code and then traverses the heap memory to
capture the global variables. Subsequently, it serializes the disclosure table to
append the reconstruction code for the closures and timers. Listing 7 depicts
the generated snapshot code. An immediately-invoked function restores the
closures to eliminate the possibility of side effects since the execution context
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1 /*x DOM objects x/
3 /* The instrumented code (Listing 4) comes here */
5 /* Restore global variables */

7 /* Restore the disclosure table */

8 (function (){

9 var $disc0 = $disc.create ()

10 $discO.$scopes.$discO = $discO.$ref_index
1 $discO["count"] = 3

12 $discO["$ret_func"] = function () {
$discO["count"] += 1

4 console.log($discO["count"])

}
o PO

7 var myCounter = ($disc. get_ref(0))["$ret_func"]

19 /* Restore the wrapped timer methods */

20 disc-setTimeout(disc_setInterval (function () {
21 myCounter ()

2}, 1000), 250)

Listing 7 The snapshot code serialized by Disclosure, 3.75 seconds after app loading of
Listing 4.

of the function should not be referenced by another context (lines 8-15).
In particular, the closures are restored by the $disc.create function again to
generate the scope objects in the order they were created (line 9), after which
the other properties are restored as well (lines 10-15). Following this, the
closure is assigned to the global variable myCounter with the index from
the disclosure table (line 17). Last, the timers are registered with the wrapper
functions (lines 20-22). Suppose the serialization event occurs 3.75 s after the
app is loaded. In that case, the setInterval method must be triggered 0.25 s
after the snapshot is loaded and executed and repeatedly triggered every 1000
ms thereafter. Thus, the serialization method utilizes the disc_setTimeout
method, which is fired only once to make up 0.25 s.

Restoration is simply achieved by transferring the snapshot file to the
target device and then executing it on any web browser with the runtime
library. Figure 3 presents an example scenario. For example, consider a case
with four agents: a web server, proxy server, smartphone, and PC. If users
wish to run a web application that is migratable later, they can use the proxy
server to download the application from the web server. Then, the proxy
server instruments the downloaded application and delivers it to users with
the runtime library (which can be omitted if users already possess it). Suppose
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original code instrumented code

Figure 3 One possible migration scenario.

that the users run the instrumented application on the smartphone for a while
and, at some point, want to enjoy it on a larger screen. Then, they simply
press the migration button to capture and transfer the snapshot to the proxy
server and relay it to a desktop PC, where they can run it continuously.

Regarding the DOM tree, Disclosure creates all DOM objects as
JavaScript objects by creating them as a result of executing the instrumented
code. Therefore, we can capture the DOM objects as regular JavaScript
objects, even for multiple migrations. Even for DOM objects created dynam-
ically, we can know the execution context in which they are created, so if
they are included in the closures or web API states, we can add them to the
disclosure table with the scope object, allowing for their restoration. This
works differently from Imagen [3], which uses the JsonML library to save
the DOM tree [9]; it is not clearly described how to recover the link between
JavaScript variables and the DOM objects referenced by them after restoring
the DOM tree or how to handle dynamic DOM objects. ThingsMigrate and
FlashFreeze do not support DOM migration.

5.4 Memory Leak and WeakMap

Currently, there is a memory leak issue with Disclosure. Since Disclosure
should maintain the value and scope chain of the free variables in the
disclosure table, it currently prevents garbage collection from automatically
releasing the closure variables even after any variables no longer reference
them. We can solve this problem by using a feature called WeakMap [10]
in the JavaScript specification, which enables garbage collection for the
elements of a WeakMap object that are not accessed for a long time (i.e.,
weak references). Unfortunately, WeakMap does not yet support the iteration
for the elements, so we cannot create the disclosure table as a WeakMap
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object, as we should iterate over the elements of the table to create a snapshot
file. Iterable WeakMaps are currently under development [11], so we leave
the solution as a future work item.

6 Evaluation

We evaluate Disclosure using eight Octane benchmarks [12] and four real
web applications. The eight benchmarks are Richards, Deltablue, Crypto,
Raytrace, Regexp, Splay, SplayLatency, and NavierStokes. Meanwhile, the
web applications are Tetris, Sokoban, Maze, and Emoticolor. For the bench-
marks, we measure the runtime performance, while for the web applications,
we examine the overhead of multiple migrations in capturing DOM objects
and timer methods. Closures are used by three web applications and three
benchmarks. Moreover, we experimented with those benchmarks with no
closures to confirm that Disclosure has no side effects. Timeout methods and
DOM obijects exist only in web applications. We conducted the experiments
on the Google Chrome browser version 64, running on the Ubuntu 16.04 LTS
with an Intel 17-2600 CPU 3.40 GHz and 16 GB RAM.

6.1 Instrumented Code Size

Code instrumentation increased the code size by 0-20%, as depicted in
Table 1. The result demonstrates that the increase in code size is proportional
to the number of scope objects with closures and timeout methods. If there are
no closures or timeout methods, code instrumentation leaves the code intact,
implying that our work had no side effects in the instrumentation phase.
Therefore, the instrumented codes of Richards, Crypto, Raytrace, and Splay
(SplayLatency) are identical to the original codes. Conversely, other bench-
marks like Deltablue, RegExp, and NavierStokes have closures, and thus the
code sizes increased up to 20%. In particular, the code size of RegExp greatly
increased due to the numerous closure variables. Among the real applications,
the code sizes of Maze and Tetris increased by 3.81% and 5.11%, respectively,
because both had closures and timeout methods. Emoticolor had a few
closures but numerous timeout methods, so the instrumentation increased the
code size by about 2%. However, the code size of Sokoban hardly increased
since it has only a few timeout methods. Meanwhile, the size of the runtime
library is only around 50 KB, which contains code that allocates the $disc
object, including the disclosure table and serialization method, and defines
wrapping functions for timer methods. The instrumentation time takes about
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Table 1 Instrumentation data for eight Octane benchmarks and four web apps

Original Instrumented  Increase Instrumentation  Scope Closure  Timeout

Benchmarks Code (Bytes) Code (Bytes) (%) Time (ms) Objects  Variables ~Methods
Richards 9076 9076 0 85.2 0 0 0
Deltablue 15478 15715 1.53 110.3 1 2 0
Crypto 45519 45519 0 236.5 0 0 0
Octane Raytrace 22248 22248 0 147.1 0 0 0
Regexp 132929 146215 9.99 464.9 1 312 0
Splay 6599 6599 0 82.3 0 0 0
SplayLatency 6599 6599 0 82.3 0 0 0
NavierStokes 11542 13813 19.68 109.8 2 32 0
Maze 7226 7501 3.81 162.3 1 1 4
Web Apps Tetris 25038 26317 5.11 121.1 4 2 8
Emoticolor 16872 17203 1.96 88.2 1 16 9
Sokoban 59121 59144 0.04 128.3 0 0 2
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Figure 4 Performance of the original, instrumented, and snapshot code.

82.3-464.9 ms, proportional to the original code size and the number of clo-
sures and timer methods. Since this is fast enough, instrumenting on a proxy
server before loading an application would not affect the user experience.

6.2 Execution Performance and Runtime Memory Usage

We employed the Octane benchmark suite to evaluate the execution perfor-
mance of the original, instrumented, and snapshot code. Figure 4 is the result
of the benchmark scores, with the original as a basis of 100% (note that
higher is better). We measured the benchmark scores 2000 times, obtained an
average and standard deviation, and then checked the correctness of the result
through its checksum. We did not measure the performance of web appli-
cations, as they are executed in an event-driven manner via asynchronous
events.

The experimental result reveals that the average benchmark score of the
instrumented codes is 2% lower than that of the original codes, and the
benchmarks without closures were hardly affected. However, the benchmarks
with closures such as Deltablue, Regexp, and NavierStokes exhibit a perfor-
mance decrease of 1%, 15%, and 0%, respectively. Meanwhile, Deltablue
and NavierStokes have little performance loss, compared with the number of
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Figure 5 Memory usage of the original, instrumented, and snapshot code.

closure variables, because they use closure variables only during initializa-
tion, primarily using the global objects thereafter. On the other hand, Regexp
instantiates many string objects defined as closure variables and accesses
them frequently during execution, thus exhibiting a higher loss.

We took a snapshot immediately after the initialization process, and the
execution performance of the snapshot is generally similar to that of the
instrumented code. However, unexpectedly, the snapshot performance of
Raytrace and NavierStokes is slightly higher than that of the instrumented
and original codes. We found that this occurs when the snapshot includes the
execution result of a non-trivial initialization process, so bypassing initializa-
tion yields some benefit. Moreover, the snapshot performance of RegExp is
higher than that of the instrumented code but lower than that of the original
code due to many closure variables needing to be recovered.

The memory usage of each benchmark is depicted in Figure 5. The
memory usage of the instrumented code is larger than that of the original
code by approximately 14% due to the newly generated scope objects and
increased code with the runtime library. Regexp and NavierStokes, which have
many closure variables, use much more memory than the original code. In
particular, the memory usage of Regexp increased almost two-fold compared
with the original. This is due to a memory leak in the disclosure table, as
mentioned in Section 5.4.

Noteworthy is that the memory usage of the snapshot is always smaller
than that of the instrumented code and is, in some cases, even smaller than
that of the originals. This is also due to the elimination of the initialization
process.

6.3 Multiple Migrations

We migrated our web applications multiple times in the middle of the exe-
cution and confirmed that we could restore and proceed with the execution.
In addition, we checked whether Disclosure itself causes any side effects on
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runtime memory usage or the snapshot size. The applications were executed
by events after the initialization process ended, with the global context being
terminated. The events were issued by timers or user interactions such as
button clicks. For example, Maze repeatedly generated random walls to com-
plete a maze, and Tetris periodically generated blocks. Thus, both increased
memory usage continuously up to some point, namely when the maze was
completed or when the game ended, and we migrated at this point. On the
other hand, Emoticolor generated buttons with RGB color codes randomly
during app loading, and Sokoban generated a map and waited for a keyboard
signal, so we migrated immediately after the app loaded without needing to
wait.

We performed five migrations for each app by iterating the process of
(1) taking a snapshot, (2) migrating, and (3) restoring execution five times.
When we measured the snapshot code size during each of the five migrations,
we found it to be the same for all apps. Furthermore, we observed no
differences in the runtime memory usage during the five migrations. These
findings imply that Disclosure has no side effects.

6.4 Comparison with ThingsMigrate

We measured the runtime performance of the instrumented code generated by
Disclosure and ThingsMigrate using the Octane benchmarks, save for Reg-
Exp, as ThingsMigrate did not cover it [6]. Instead, ThingsMigrate included
Factorial to evaluate computation-intensive algorithms, so we included that
as well. The experiment was conducted on Node.js v10.15.3, and the perfor-
mance scores were measured 100 times. Figure 6 presents the result, in which
Disclosure significantly improves the performance, around 30 times faster
than ThingsMigrate. The low performance of ThingsMigrate is primarily
due to mirroring statements. The performance of Raytrace, NavierStokes,
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I var $disc = function() {

2 let disc_table = []

3 return function () {
this.create = function() {

6 }
7 this.serialize (key) = function() {

8 if (key)

9 disc_table =

10 disc_table .map(e=>encrypt(e, key))
g return JSON. stringify (disc_table) }

12 this.decrypt(key) = function() {

13 disc_table =

14 disc_table .map(e=>decrypt(e, key)) }
15 }

6} 0

Listing 8 The initialization code for disclosure table.

and Factorial is not much lower since they do not have many mirroring
statements. Thus, it is clear that the mirroring statements are a serious
performance bottleneck, which Disclosure can decently alleviate.

7 Secure Migration

In JavaScript, closures are primarily used to encapsulate variables. However,
the snapshot file can reveal the values of the closure variables as in List-
ing 3 or Listing 7, affecting security since it stores raw data in the form of
JavaScript code. Fortunately, a Disclosure can enhance security in light of
that it implements the disclosure table itself as a closure. That is, when we
initialize the $disc library, we declare the disclosure table and have the inner
function create() add a new element (for a closure variable of the original
code) to the table as depicted in Listing 5. Therefore, we can create encrypted
snapshot files without knowing the elements within the disclosure table. As
depicted in Listing 8, we can encrypt the disclosure table by passing an
encryption key to the serialize() function to obtain the encrypted snapshot file
(lines 7-11). Then, transfer the encrypted snapshot file to the target device
and restore it. Finally, call the decryption method to decrypt the disclosure
table by passing a decryption key to decrypt each element found in the
disclosure table (lines 12—-14). We name this secure migration, and it would
ensure the snapshot file does not expose any sensitive data while restoring the
original disclosure table wrapped by a closure, thereby enhancing security
further.
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8 Related Work

The snapshot can be applied to other optimizations, such as computation
offloading or loading time acceleration. Computation offloading is a tech-
nique that offloads a heavy workload to a server with sufficient computing
resources to handle the task more efficiently. Disclosure can capture a snap-
shot of a web application by serializing the entire application state [13] or
the web worker state that handles a heavy task [14, 15]. In addition, since
JavaScript applications typically exploit heavy frameworks that create many
objects at loading time, restoring a snapshot is more efficient than loading
and initializing the source code [16, 17], which is discussed in Section 6.2.

Meanwhile, there are several applications in blockchain, such as
UniSwap [18], Compound [19], and ENS (Ethereum Name Service) [20].
These are related to decentralized finance (Defi), often providing standalone
applications using blockchain as a database without a web server. Therefore,
these applications are sometimes hosted over P2P networks like IPFS [21],
Filecoin [22], and Arweave [23]. Furthermore, security is critical in Defi, so
hiding the state during migration is very important. So, these applications will
likely be making heavy use of liquid computing with secure migration in the
future when blockchain becomes a widely used infrastructure.

9 Conclusion

In this paper, we propose Disclosure, a new instrumentation-based migration
technique for web applications based on a disclosure table, which keeps the
instrumented code from seriously slowing down while allowing for multiple
migrations. Also, Disclosure can enhance the security of the snapshot file
and fully migrate the DOM tree, unlike in previous works. Our experimental
results showed that the benchmark performance was a much better result
than previous work. These advantages enable standalone applications, such
as game and blockchain applications, to run across multiple devices without
a web server. Finally, supporting features of ECMAScript6 [24] and covering
a memory leak are left as future work.
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