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Abstract

Currently, data security is one of the most concerning research topics.
The traditional RSA encryption system has become vulnerable to quantum
algorithms such as Grover and Shor, leading to the development of new secu-
rity systems for the quantum. As a result, quantum cryptography is gaining
importance as a key element of future communication security. This study
focuses on quantum key distribution protocols for data quantum encryption,
aiming to achieve quantum robustness in all stages of quantum cryptography
communication processes. Quantum cryptography communication requires
robust quantum encryption not only between end-nodes but also between all
components. Therefore, this study demonstrates the process of end-to-end
data quantum encryption and proves the overall quantum robustness in this
process.
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1 Introduction

Due to the rapid advancements in the field of quantum computing and its
academic achievements, classical encryption algorithms and cryptographic
systems are gradually revealing vulnerabilities. Quantum computing has the
ability to exponentially reduce the time required to analyze and decrypt tradi-
tional encryption algorithms such as RSA and ECC. Consequently, research
on security algorithms and systems resilient to quantum computers is actively
underway [1-4]. Security systems resilient to quantum computers are being
actively researched in two main areas: quantum key distribution (QKD) and
post-quantum cryptography (PQC).

QKD and PQC each have their own advantages and disadvantages. QKD
is a cryptographic system that utilizes the quantum mechanical properties
to securely distribute symmetric keys between Alice and Bob, which are
then used for encrypting and decrypting data. The advantage of QKD lies
in its mathematically proven security and the ability for users to detect any
attempt at data theft due to the quantum mechanical properties. However,
the disadvantages of QKD are that it is difficult for multiple users to use,
there is a limited distance between Alice and Bob for key distribution,
and the infrastructure costs, such as QKD equipment and dark fiber, are
expensive.

PQC involves deploying a new foundation of security systems using
new security algorithms that cannot be decrypted, even by quantum com-
puting algorithms. Therefore, PQC can be implemented on existing network
infrastructures without the need for additional installations, resulting in no
additional costs. However, as it is a new foundation of cryptographic systems,
it requires thorough security validation. Moreover, due to its more complex
computational complexity compared to traditional cryptographic systems,
there may be network latency issues.

This paper proposes a method to address the disadvantages of QKD by
integrating PQC, utilizing the strengths of each methodology to securely
manage quantum keys and establish an overall quantum-resistant quantum
cryptographic network. The proposed method applies PQC algorithms to
segments where QKD installation is not feasible, while utilizing quantum
cryptographic keys for encryption in segments where QKD installation is
possible. Consequently, it constructs a fully quantum-resistant network for
end-to-end quantum data encryption, encompassing quantum key generation
to data transmission.
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2 Related Work

This paper proposes the use of various cryptographic systems to build a
fully quantum-resistant network across all segments. It leverages quantum
cryptographic communication based on QKD, which has proven quantum
resistance, and incorporates a quantum key management system (QKMS),
post-quantum cryptography (PQC) algorithms, the TLS protocol, and other
measures [8-16].

QKD is a new cryptographic system developed after it was proven that
traditional RSA algorithms can be quickly decrypted by quantum computers
using Grover’s and Shor’s algorithms. It provides a secure communication
method by utilizing the principles of quantum mechanics to share keys safely
while simultaneously detecting and defending against eavesdropping. The
process of QKD consists of key generation, key distribution, key verification,
encryption, and decryption. In the key generation, special quantum states
are generated using devices between Alice and Bob, designed to detect
eavesdropping attempts. In the key distribution phase, keys are transmitted to
the receiver through a secure communication channel, and Alice and Bob go
through a process to verify the distributed keys. By measuring quantum states
to ensure consistent results between endpoints, the integrity of the keys is
ensured. Finally, using the generated keys, data is encrypted for transmission,
and the recipient decrypts the data using the symmetric key [17-26].

PQC is a crucial technology for maintaining secure communication
despite concerns over the vulnerability of existing encryption systems due to
the advancement of quantum computing technology. In this context, PQC is
developing various mathematical techniques that consider the characteristics
of quantum computing to complement and replace existing encryption algo-
rithms. The primary goal of PQC is to provide secure encryption solutions
that can withstand the potential rapid decryption of traditional cryptographic
systems by quantum computers. By doing so, it contributes to ensuring the
protection of data into the future.

The method proposed in this paper constructs a quantum cryptographic
network based on encrypting the generated cryptographic keys using QKD
symmetric keys and PQC algorithms applied to TLS v1.3. The TLS protocol,
which provides secure communication between two systems on a computer
network, has been developed to enhance security, improve performance, and
simplify protocols. TLS v1.3 represents an improved version of TLS v1.2. It
can increase the flexibility of the protocol and enhance its functionality. The
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extension features used for applying QKD keys and PQC authentication and
encryption algorithms include the following. First, the key share extension
feature is utilized to support multiple key sharing, allowing clients to provide
multiple encryption key sharing options to servers, enabling safer and more
efficient key exchange than the traditional single key sharing method. The
signature algorithms extension feature is used for clients to transmit a list
of supported signature algorithms to servers, allowing servers to select the
preferred signature algorithm of the client. This extension feature is utilized
to apply PQC authentication algorithms [5-7].

3 Quantum Key Management System

The QKMS is structured as shown in Figure 1 to fulfill various roles in
networking the quantum cryptographic network. The role of the QKMS is
to efficiently utilize the keys generated in QKD, address the drawbacks of
QKD, manage the lifecycle of symmetric keys, and provide information for
network management. The QKMS performs key functions through modules
such as a KMA (key management agent), KSA (key supply agent), and
KRA (key relay agent), managing network operations and the lifecycle of
symmetric keys. Additionally, the QKMS facilitates network management by
transmitting component information to the centralized management system,
Q-SDN-controller, to provide status and performance information.

| MGMT Interface ” Authentication Layer ‘
QKMS Core

System Manager QKMS Manager QKDE Manager KmaA
QKMS Control QKDE/NE Manage QKDE Control Qkey LifeCycle
Block Manage Topology Set / Check Performance Mang Qkey Receive

Error Info Mang Qkey Sync
KSA KRA State Agent
Service Key Supply Key Relay Route Mang E':;’olicw o = Error/ Key State
Service Key Mang Key Relay / Sync | Operation Performance
QRNG / OTP {_Replication__|
Authentication Layer
NE Protocol Layer [ QKD Protocol Layer E KM Interface

Figure 1 QKMS architecture.
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In the proposed network architecture presented in this paper, a QKMS
plays a crucial role by performing tasks such as PQC authentication, encryp-
tion/decryption, and QKD key provisioning. The authentication process of
PQC and the key provisioning process of QKD are detailed in Section 4.

4 Network Structure

In this section, we propose a structure for the quantum cryptography network
and demonstrate the quantum resilience of each segment through data flow.
First, Figure 2 illustrates the process in which Alice and Bob exchange
data using quantum cryptography keys. Initially, as the client, Alice sends
a request to Bob for quantum cryptography communication and receives a
response. Subsequently, Alice requests keys from the integrated QKMS.

The QKMS checks for the existence of stored keys with the QKMS
associated with Bob. If a key is found, it immediately provides it to Alice.
Otherwise, it waits until QKD generates a symmetric key. Receiving a Get-
Key message according to the ETSI QKD 014 standard, Alice’s QKMS
provides a symmetric key and then sends the Key ID of the received key to
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Figure 2 The process quantum cryptography keys.
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Figure 3 The cryptographic systems utilized in each segment.

Bob. Bob uses the received Key ID to send a Get-Key-With-Key-ID message
to the QKMS, obtaining the same key as Alice. Subsequently, Alice and Bob
verify if they both received the same key, encrypt data using this key, transmit
it, and decrypt the encrypted data.

Figure 3 illustrates the cryptographic systems utilized in each segment.
The orange box represents the data transmission between Alice and Bob,
where encryption and decryption using QKD keys occur, constituting the
quantum-resilient segment. The blue box denotes the QKD-QKD segment
responsible for generating and distributing QKD keys, employing quan-
tum channels to ensure quantum resilience even if eavesdropping occurs.
The green box signifies the QKD-QKMS segment, where keys are directly
supplied from QKD to the QKMS, accessible only to authenticated adminis-
trators due to physical security boundaries. Lastly, the black box indicates
the TLS encryption and decryption segment. The first black box utilizes
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TLS for transmitting non-critical or integration-related information, while
employing a protocol based on QKD encryption for key exchange pro-
cesses. The second black box involves direct key provisioning, currently
utilizing TLS protocol due to the absence of defined procedures. However,
extending physical security boundaries to users would greatly complicate the
use of quantum cryptography. As a result, this cryptographic configuration
introduces security vulnerabilities, which are addressed by employing PQC
algorithms.

5 TLS Protocol Structure

The proposed network architecture utilizes the extension feature of the
TLS v1.3 protocol to incorporate keys generated through PQC algorithms
and QKD. The environment where the TLS extension feature is employed
consists of functionalities that interface with QKMS. It establishes con-
nections and provides quantum symmetric keys for TLS requests regard-
ing quantum-resistant encryption services. This environment also integrates
quantum-resistant encryption algorithms to derive quantum-resistant keys.
The diagram below illustrates the segments where quantum-resistant TLS
protocol is applied.

We have developed an interface to extend the TLS protocol to incor-
porate PQC encryption. This interface integrates the KCMVP (Korea Cer-
tification Mark Verification Program) cryptographic module and the PQC
cryptographic module (Figure 4). It also includes ETSI 014 integration
for communication with a QKMS (quantum key management system) and
TLS 1.3 protocol handling for hybrid key derivation (Figure 5). Key Share,
CipherSuites, and Signature fields in the TLS protocol messages are defined
according to the cryptographic algorithms verified by KCMVP. Additionally,
we extend and define Client Hello Extension and Server Hello Extension
messages for TLS protocol using PQC algorithms, as well as for TLS protocol
integrated with QKMS.

The method of storing PQC cryptographic key information via TLS
Extension involves including PQC KEM information in the TLS v1.3 pro-
tocol’s Client/Server Hello messages and utilizing a hybrid of ECC and PQC
keys for data encryption/decryption. This is achieved by extending the exist-
ing key_share Extension to define the pqc_key_share Extension and adding it
to the Client/Server Hello messages (Extension: EXT_PQC_KEY_SHARE:
90). The PQC key exchange follows the flow depicted in Figure 6. The client
generates a PQC key pair and sends the public key to the server. The server
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Figure 4 Section using the quantum cryptography protocol.
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Figure 5 The architecture of TLS protocol interface module.

uses the received client public key to generate a secret and cipher, which are
then transmitted to the client. The client decrypts the server’s cipher upon
reception and generates the secret.

Using the TLS extension, the method of storing QKD cryptographic key
information involves incorporating QKD cryptographic key information into
the Client/Server Hello messages of the TLS v1.3 protocol and integrating
ECC with quantum cryptographic keys to use as data encryption/decryption
keys. This is achieved by extending the existing key_share extension to define
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Figure 6 The processing PQC key exchange.

the q_key_share extension and adding it to the Client/Server Hello messages.
(Extension: EXT_Q_KEY_SHARE: 91) Quantum cryptographic key inte-
gration follows the flow depicted in Figure 7. First, the TLS client performs
integration and receives a quantum cipher key according to the QKMS access
control and policy. Next, it sends a Client Hello message including quantum
cipher key ID information and generates an ECDH+Qkey Hybrid key upon
receiving the Server Hello. Finally, after certificate verification, it engages
in TLS encryption and decryption communication. The TLS server, on the
other hand, receives the quantum cipher key ID included in the Client Hello
message. Subsequently, it performs integration according to QKMS access
control and receives the quantum key corresponding to the received key ID,
then generates an ECDH+Qkey Hybrid key. Following this, it sends a Server
Hello to the client, performs certificate verification, and engages in TLS
encryption and decryption communication.

6 Simulation

To demonstrate the quantum resilience of this network, we verify three
functionalities. Firstly, we check whether quantum resilience authentica-
tion is utilized between QKMS and users. Secondly, we verify if QKMS
encrypts keys with quantum resilience before supplying them. Lastly, we
confirm whether users, upon receiving the keys, encrypt data for transmission.
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Figure 7 The processing QKD key exchange.

The experimental setup consists of two QKD simulators and two QKMSs,
configured to emulate the Alice—Bob quantum communication environment
(Figure 8).

The PQC authentication algorithm used in this experiment is the
Dilithium algorithm, and the encryption algorithm used is NTRU. Although
the PQC algorithm standard has not been established, it is planned to be
developed according to future standards. In this paper, the TLS protocol,
which has been extended, uses PQC authentication and encryption algo-
rithms, verifying the Client Hello message and Server Hello message during
the TLS Handshake process. Figure 9 captures the Client Hello message
captured by Wireshark during the process of supplying quantum keys from
QKMS (Client) to the service user (Server). In the Client Hello message,
the part parsed as Extension: signature_algorithms shows that it is defined as
0xff01, Oxff02, 0xff03, Oxff04. This indicates that an arbitrary Dilithium code
is displayed because Dilithium content is not defined in Wireshark.
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Figure 8 Traffic capture and verification points.
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Figure 9 Verification of PQC authentication algorithms.
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Figure 10 Verification of PQC encryption algorithms.

The following log message indicates authentication via PQC Dilithium
from the server side, confirming the use of the Dilithium_Shake256 signature
algorithm.

mtls_tls_decode.c:1538] <<< Server parsing TLS 1.3 Cercificate message

mtls crypto_cert.c: 181]

mtls crypto_cert.c: 182]

mtls_crypto_cert.c: 183] cert issuer: CN=RootCA, OU=dream dev, O=dreamsecurity, C=kr

mtls crypto_cerc.c: 219] subject: C=kr, O=dreamsecurity,OU=dream dev,CH=tls client

mtls_CIypto_cert.c: 262] pubkey algorithm oid(l 2 410 200057 20 2) (MT_DILITHIUM KEY ALG)

mtls crypto_cert.c: 278] signature algorichm oid(2 16 540 1 101 3 4 3 20) (MT_DILITHIUM SHAKE256_5IG)

mtls crypro cert.c: 311] public key parameter oid(l 2 410 200057 20 2 3) (MT_DILITHIUM3 KEY PARAM)
mcls api.c:1684] TLS 1.3 decode

The usage of PQC cryptographic algorithms can also be identified in
both the Client Hello message and the Server Hello message. Since PQC
cryptographic algorithms are developed based on quantum computing stan-
dards, there’s a possibility they could be decrypted even with conventional
computers. Therefore, to enhance security, a hybrid approach is adopted in
this encryption process, utilizing both the conventional ARIA algorithm and
the PQC algorithm NTRU. In the Client Hello message, although the Cipher
Suite section is defined as “Unknown,” it contains the code for the arbitrarily
defined ARIA algorithm. Additionally, in the extension section, a message
including PQC Key Share is identified as “Unknown Type 90.” Furthermore,
in the Server Hello message, the response Cipher Suite is designated as
“Unknown (0xff02),” confirming encryption using the ARIA 256 algorithm
(Figure 10).

Finally, we verify the TLS encryption and decryption communication
between the TLS Client and the TLS Server using QKD keys (Figure 11).
The QKD keys are provided by the QKMS according to the ETSI QKD 014
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Figure 11 Verification of QKD key encryption.

standard, and are then applied to TLS v1.3 to perform hybrid encryption
and decryption communication [27, 28]. When examining the Client Hello
Message captured on the TLS Client side, it is possible to see the part defined
as 0xff02 in the Cipher Suites section. This is the definition part for the ARIA
algorithm, which appears as a defined code that Wireshark was unable to
parse. The TLS client sends a message encrypted and decrypted in a hybrid
form using the QKD key based on the ARIA algorithm to the server side.

7 Conclusion

In this study, we explored the implementation and verification of quantum
key distribution (QKD) protocols as a cornerstone for achieving robust data
encryption in quantum cryptography communications. Given the vulnerabil-
ities of traditional RSA encryption to quantum algorithms like Grover’s and
Shor’s, our research aimed to address these weaknesses by leveraging QKD
to ensure quantum robustness across all communication stages.

Our findings indicate that QKD can effectively secure communications
not only between end-nodes but also across all intermediary components,
thereby reinforcing the integrity and security of the entire communication
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process. By demonstrating the end-to-end quantum encryption process, we
validated the feasibility and efficacy of achieving comprehensive quantum
robustness.

This research underscores the critical role of quantum cryptography in
future communication systems and highlights the importance of integrating
QKD protocols to safeguard data against emerging quantum threats. As
quantum technologies continue to advance, the implementation of robust
quantum cryptographic methods will be paramount in maintaining the secu-
rity and reliability of communication infrastructures. Future work will focus
on optimizing these protocols for broader applications and further enhanc-
ing the security measures to withstand the evolving landscape of quantum
computing.
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