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Abstract

This study introduces Fort2BCK, an advanced security framework designed
to mitigate critical vulnerabilities in healthcare blockchain implementation,
specifically data manipulation, unauthorised access and weaknesses in con-
sensus protocols. Fort2BCK employs a dual verification mechanism, combin-
ing native consensus algorithm validation with the application of advanced
cryptographic signatures (RSA, ECDSA and zero knowledge proofs, ZKPs),
thus providing an additional layer of authentication, auditing and resistance
to malicious attacks.

In contrast to traditional approaches, Fort2BCK significantly reduces
the risks of fraud and forgery by independently cryptographically verifying
each block before it is integrated into the blockchain, strengthening security
in scenarios where conventional consensus models may be vulnerable. In
addition, its interoperability with multiple blockchain architectures, including
proof of work (PoW), proof of stake (PoS) and delegated proof of stake
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(DPoS), allows it to effectively mitigate attacks such as the 51% attack in
PoW and the nothing-at-stake problem in PoS, through an integrated external
validation layer.

To evaluate the effectiveness of Fort2BCK, experiments were conducted
on a simulated hybrid blockchain network with 100 nodes and 50,000
transactions. The results revealed that Fort2BCK increases security by 35%
against block rewrite attacks and decreases the rate of fraudulent transactions
by 42%, compared to conventional blockchain systems, while maintain-
ing a computational overhead of less than 8%. Additionally, Fort2BCK
ensures compliance with regulations such as HIPAA and GDPR, ensuring
that blockchain systems for the healthcare sector meet legal and privacy
requirements. These findings demonstrate that Fort2BCK optimises the secu-
rity, scalability and privacy of medical blockchains, facilitating the secure
digitisation of healthcare systems and strengthening trust in clinical data
management.

Keywords: Blockchain, healthcare, information systems, security, crypto-
graphic signatures, consensus algorithms, zero-knowledge proofs, network
nodes, data integrity.

1 Introduction

The digitisation of the healthcare sector, driven by the adoption of elec-
tronic health records (EHRs) [1] and telemedicine, has significantly increased
the efficiency and accessibility of healthcare. However, this technological
advancement has exacerbated vulnerability to sophisticated cyber-attacks,
compromising the integrity and confidentiality of patient data. Recent inci-
dents in Europe, such as the ransomware attack on the Hospital Clinic
de Barcelona in 2023, which resulted in the shutdown of critical services
and the exposure of sensitive data [2], and the increase in ransomware
attacks targeting the UK’s National Health Service (NHS), underline this
growing threat. In this context, frameworks such as the National Institute
of Standards and Technology (NIST) framework for cybersecurity become
critically relevant, providing guidelines for improving the protection of health
information systems [3]. Traditional centralised architectures, characterised
by their reliance on single points of failure, are inherently susceptible to
these risks, compromising patient privacy, medical record integrity and trans-
action security. Given this problem, there is an urgent need to implement
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technologies that strengthen the security and resilience of data infrastructures
in the healthcare sector. Fort2BCK is presented as an alternative designed to
address these vulnerabilities.

1.1 Blockchain Security Issues for the Health Sector

Blockchain technology has emerged as a promising alternative to address
security and privacy challenges in the health sector. Blockchain has emerged
as a promising alternative to address security and privacy challenges in
the healthcare sector, offering transparency, data integrity and decentralisa-
tion [1]. Its distributed and immutable architecture eliminates dependence on
centralised intermediaries, ensuring that data modifications are validated by
consensus among participants. However, the implementation of blockchain
in healthcare faces significant technical and security hurdles. These include:

* 51% attacks: On public blockchains like Bitcoin, an attacker with
majority control of computational power can manipulate transactions,
putting the integrity of medical records at risk [4].

 Sybil attacks: These attacks compromise the fairness of voting mech-
anisms by allowing the creation of multiple false identities, which can
affect decentralised decision-making in the health sector [5].

* Vulnerabilities in consensus mechanisms: Algorithms such as proof of
stake (PoS) can suffer from problems such as 'nothing at stake’, where
validators can vote for multiple strings without penalty, increasing the
risk of forking and compromising the consistency of medical data [6].

* Lack of regulatory compliance: Many current healthcare blockchains
do not comply with regulations such as HIPAA and GDPR, which raises
legal and patient trust concerns about data privacy [7].

Despite the existence of projects such as MedRec [8] and i-
Blockchain [9], limitations remain in key areas such as data auditing,
interoperability between systems and tamper resistance. The integration of
projects such as ZeroMedChain [10] aim to provide a foothold for these
issues.

1.2 Organisation of the Article
This article is organised as follows:

* Section 1: Introduction. This section provides an introduction to the
research topic, highlighting the importance of security in blockchain
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technology applied to the health sector and outlines the key challenges
in this area.

* Section 2: Background. A detailed analysis of security in blockchain
technology for the health sector is developed, including a critical review
of relevant previous studies and identification of the limitations of
existing solutions.

* Section 3: Design and implementation of Fort2BCK. The technical
architecture of Fort2BCK is comprehensively described, explaining the
dual verification mechanism, the integration of digital signatures and the
use of zero knowledge proofs (ZKPs).

* Section 4: Experimental evaluation and results. The results obtained
from the experimental evaluation, including safety and performance
tests of Fort2BCK, conducted in simulated environments are presented.

* Section 5: Discussion and conclusions. The main findings of the study
are discussed, its theoretical and practical implications are explored, and
directions for future research are proposed.

2 Background

Blockchain (BC) technology has established itself as an innovative paradigm
in the field of applied cryptography, initially popularised by Bitcoin as a
decentralised platform for secure digital transactions [11]. Its utility extends
beyond cryptocurrencies, finding applications in key sectors such as health-
care, supply chain management and digital identity verification. Blockchain
operates as a distributed ledger, ensuring the immutability and tamper-
resistance of data through the use of SHA-256 hash functions, timestamps
and digital signatures on each block of transactions [12]. Unlike centralised
systems, blockchain distributes information across multiple nodes, elimi-
nating the risk of a single point of failure. In the healthcare context, this
technology offers the potential to safeguard the integrity of clinical data,
improve system interoperability and strengthen protection against cyber
threats. However, the adoption of blockchain in the healthcare sector faces
significant technical and regulatory challenges, requiring the development of
solutions tailored to the specific needs of the clinical environment.

2.1 Blockchain in the Sector

Blockchain has been applied in the healthcare sector to improve the integrity,
privacy and traceability of medical data [13]. The selection of the BC
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implementation model is crucial and determines the capabilities and limi-
tations of the solution:

* Public blockchains (Ethereum, Bitcoin): They allow open partici-
pation, offering transparency, but have limitations in scalability and
privacy, critical aspects for the handling of sensitive data in the health
sector [14].

* Private/permitted blockchains (Hyperledger Fabric, Corda): Only
authorised entities can validate transactions, allowing for greater control
and regulatory compliance.

Several studies have explored the application of blockchain in electronic
health record (EHR) management [15], addressing different needs of the
sector:

* Secure data management for remote monitoring. Faruk et al. [16]
proposed an Ethereum-based architecture for secure EHR management,
addressing vulnerabilities in centralised systems and ensuring data
integrity in remote patient monitoring.

* Integrated healthcare solution. Islam et al. [17] developed a Hyper-
ledger Fabric-based platform for healthcare providers in Bangladesh,
ensuring secure and private management of health information. It aims
to improve data transparency and accessibility in both the public and
private sectors.

* Hybrid blockchain-edge architecture for EHR management. Guo
et al. [18] introduced a hybrid architecture combining blockchain and
edge computing, incorporating attribute-based cryptographic mecha-
nisms to protect patient anonymity and safeguard electronic medical
records. Their implementation demonstrated robust security and perfor-
mance suitable for real-world scenarios.

Despite these advances, challenges remain in implementing blockchain
in the healthcare sector, including scalability issues that affect the speed
of data validation, interoperability challenges with existing health informa-
tion systems, and the need to develop standardised frameworks to facilitate
widespread blockchain integration.

2.2 Security Considerations in Blockchain for Healthcare

Blockchain (BC) architectures designed for the healthcare sector must priori-
tise the implementation of robust cryptographic security mechanisms without
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compromising the operational efficiency of the system. To achieve this goal,
various techniques and mechanisms are employed:

Consensus mechanisms:

* Proof of authority (PoA): This mechanism offers fast and efficient
validation in private networks, but its reliance on trusted entities may
introduce risks of centralisation and compromise long-term decentrali-
sation [19].

* Practical Byzantine fault tolerance (PBFT): Provides resilience to
failures caused by malicious nodes; however, its limited scalability may
affect performance on systems with high transaction volumes, common
in healthcare environments [20].

* Delegated proof of stake (DPoS): Improves efficiency and scalability
in large networks, but presents potential vulnerabilities to collusion
between validators, which can compromise the security and fairness of
the system [21].

Cryptographic techniques applied in blockchain for health:

* Digital signatures (ECDSA): Algorithms such as ECDSA guarantee
the authenticity and non-repudiation of transactions, verifying the iden-
tity of the sender and ensuring the unalterability of data in transit [22].

* Homomorphic encryption: This technique allows operations to be per-
formed on encrypted data without the need for prior decryption, pro-
viding an additional layer of privacy and security in the processing of
sensitive medical information [23].

» Zero knowledge proofs (ZKPs): ZKPs, such as those implemented in
Fort2BCK, allow the validity of data to be verified without revealing the
underlying sensitive information, strengthening privacy and facilitating
compliance with regulations such as GDPR [24].

In the context of the healthcare sector, strict compliance with privacy and
security regulations, such as HIPAA and GDPR, is a key requirement, which
generally favours the implementation of private/permissioned blockchains
over public solutions [25].

2.3 Challenges in the Implementation of Blockchain in
Healthcare

Despite the transformative potential of blockchain in the healthcare sector,
its implementation is hampered by significant challenges. These include high
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computational costs, stemming from the need for robust infrastructure for
processing and storage, which limits its adoption in resource-constrained
hospitals.

In addition, poor interoperability between various blockchain architec-
tures and existing electronic health record (EHR) systems leads to data
fragmentation, making it difficult to consolidate patient information. Com-
plexity in complying with privacy and security regulations, such as HIPAA
and GDPR, adds another layer of difficulty, requiring substantial investments
to ensure compliance. Finally, resistance to change on the part of health-
care professionals, who must adapt to new infrastructures and processes,
represents an operational hurdle.

An illustrative example of these challenges can be seen in a recent study
published in Blockchain technology applied in medicine: a systematic review,
which analysed various applications of blockchain in the healthcare sector
and concluded that, while the technology promises to improve security and
privacy, latency in block validation and integration with pre-existing systems
are critical barriers that need to be overcome. This study looks at emerging
trends for the application of blockchain in medicine, such as the integration
of Al, and smart contracts in order to improve the traceability of processes
performed [26]. Similarly, recent research has emphasised the importance of
addressing interoperability for the successful adoption of blockchain in the
healthcare sector [27] and has identified the need to overcome regulatory
barriers and resistance to adoption as critical factors. Furthermore, a com-
prehensive study in the Annals of Translational Medicine highlights these
challenges through a systematic review of blockchain applications in health-
care [28]. These obstacles underline the imperative need to develop advanced
security frameworks such as Fort2BCK, capable of optimising validation and
minimising computational costs, without sacrificing the security of patient
information.

2.4 Justification of Fort2BCK

Fort2BCK proposes a comprehensive solution to overcome the limitations
of previous blockchain implementations in the healthcare sector. Its innova-
tive architecture incorporates dual validation that combines the blockchain’s
native consensus with an independent cryptographic authentication layer
(RSA/ECDSA), strengthening the integrity of each block. By integrating zero
knowledge proofing (ZKP), Fort2BCK ensures transaction verification with-
out compromising data privacy, facilitating compliance with regulations such
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as HIPAA and GDPR. It also reduces latency and CPU load by 18%, opti-
mising computational efficiency. Its interoperability with platforms such as
Hyperledger Fabric and Ethereum facilitates its adoption in diverse healthcare
environments, effectively addressing the security, scalability and compliance
challenges that limited the success of MedRec and i-Blockchain.

3 Proposal: Fort2BCK

The growing adoption of blockchain in the healthcare sector is driving the
implementation of healthcare blockchain networks (HBCNs) for the secure
management of medical data. However, these networks face critical vulnera-
bilities such as medical record manipulation, 51% attacks, validator collusion
and advanced cyber-attacks. To mitigate these risks, we propose Fort2BCK,
an advanced security framework that introduces dual verification:

Primary verification (HBCN consensus): Initial validation using the
HBCN’s native consensus mechanism (PoA or PBFT), ensuring the structural
integrity of the blockchain.

Secondary verification (Fort2BCK cryptographic authentication): Appli-
cation of digital signatures (RSA/ECDSA) and zero knowledge proofing
(ZKP) for authentication without revealing sensitive data, along with cryp-
tographic fingerprint storage to prevent tampering. Unlike conventional
HBCNSs, which are vulnerable to attack and tampering, Fort2BCK enables
immediate detection of post-signature tampering, offers immutable audit-
ing, facilitates regulatory compliance (HIPAA, GDPR) and protects against
advanced attacks. The implementation of Fort2BCK significantly strengthens
the security and trust in the platform. Figure 1 shows a block validation
process in HBCN with Fort2BCK.

3.1 HBCN Block Validation Process with Fort2BCK

In the illustrated scheme, the nodes of the healthcare blockchain network
(HBCN) accumulate data until a block reaches the necessary size for pro-
cessing. When an HBCN node detects that a block has reached the right size
to be mined, the following procedure is followed:

1. Block content hash generation: An HBCN node, upon detecting that
a block has reached the predefined size for mining, employs the hash-
Block(block) function to generate an SHA-256 hash of the block content.
This hash encapsulates essential metadata such as timestamp, medical
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Figure 1 Block validation process in HBCN with Fort2BCK.

transactions, block ID, sender node ID and previous hash, ensuring
traceability and immutability of the chain.

2. Hash sent to Fort2BCK: The HBCN node transmits the hash of the

block and relevant metadata to Fort2BCK, preserving the confidentiality
of the medical data by omitting the full content of the block. The
metadata includes: timestamp, HBCN node ID, block ID in the chain
and hash of the previous block.

3. Cryptographic hash signature by Fort2BCK: Fort2BCK, after veri-

fying the legitimacy of the request, generates a digital signature of the
hash and metadata using the elliptic curve digital signature algorithm
(ECDSA). The integration of zero-knowledge proofs (ZKPs) would
allow for an even more private verification of the hash. The result-
ing signature is stored on Fort2BCK’s internal blockchain for auditing
purposes, and returned to the HBCN node.

4. Receiving the signature and mining the block in HBCN: The HBCN-

A node receives the digital signature from Fort2BCK, attaches it to
the block metadata and proceeds with mining using the selected con-
sensus mechanism (proof-of-work, proof-of-stake, proof-of-authority,
practical Byzantine fault tolerance). The mined block, now signed by
Fort2BCK, attests to its authenticity before being added to the main
HBCN blockchain.

5. Distribution and verification of the mined block: The mined block is

distributed to the HBCN nodes for inclusion in the chain. Each node per-
forms two critical verifications: HBCN constraint verification: Valida-
tion of compliance with consensus rules and chain integrity (timestamp,
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Table 1 Comparison of Fort2BCK vs standard validation

Feature Validation HBCN Standard Fort2BCK

Securit Moderate Discharge (double verification)
Resistance to attacks Limited Enhanced (immutable signatures)
Regulatory compliance Partial Complete (HIPAA, GDPR)
Verification speed Standard 30% faster

Risk of tampering High Significantly reduced

valid transactions, correct references). Fort2BCK signature valida-
tion: Signature extraction, hash recalculation, and Fort2BCK query
to confirm signature-hash correspondence and metadata. This double
verification mechanism strengthens resilience against 51% attacks, data
manipulation and exploits in consensus protocols.

This dual validation scheme allows the integration of Fort2BCK as an
additional layer of cryptographic verification without disrupting the stan-
dard operation of the HBCN. Fort2BCK’s independence from the primary
consensus mechanism and the option to incorporate ZKP enhance integrity,
confidentiality and attack resistance in healthcare blockchain applications.

Table 2 presents a comparative analysis of Fort2BCK performance
improvements.

3.2 Operation of Network Nodes in Fort2BCK:

3.2.1 HBCN nodes

The nodes of the healthcare blockchain network (HBCN) are the backbone of
the infrastructure, responsible for the creation, validation and dissemination
of blocks according to the consensus algorithm (PoW, PoS, PoA, etc.).
Their purpose is to ensure the security of medical data and the reliability of
transactions, complying with HIPAA, GDPR and other privacy regulations.
The main functions are:

* Blockchain and hash creation: Group transactions, calculate hashes
(SHA-256), and include metadata to ensure immutability and traceabil-
ity.

* Consensus validation: Use consensus algorithms (such as PoW, or
alternatively PoS, PoA, PBFT) to verify blocks and prevent tampering.

* Anomaly detection: Monitor and enforce rules to detect fraud and
ensure compliance. Validated block dissemination: Add and propagate
validated blocks, maintaining an agreed and synchronised history.
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Figure 2 Block creation process in HBCN nodes.

Figure 2 illustrates the block creation process within HBCN nodes, detail-
ing the stages of hash generation, mining and dissemination. This diagram
provides a clear overview of the computational and cryptographic operations
involved in block production within HBCNS.

As can be seen, the process starts with the generation of a hash using
SHA256, followed by the mining cycle to satisfy the set difficulty, and
culminates with the dissemination of the generated block. This sequence
ensures the integrity and validity of the data stored on the blockchain.

3.2.2 Fort2BCK node

The Fort2BCK node operates as an independent cryptographic validator
within the healthcare blockchain network (HBCN), strengthening security
through unalterable authentication and segregation of clinical data storage
and modification. This node facilitates compliance with privacy regulations
(HIPAA, GDPR) and mitigates risks of manipulation and unauthorised access
in blockchain blocks.

Main functions:

1. Signature and hash validation: Receives hashes (SHA-256) and meta-
data from HBCN nodes, generates ECDSA/RSA signatures, and stores
them for auditing. In addition, it verifies signatures on demand, ensuring
consistency and immutability.

2. Independent block validation: Performs the reception and validation
of block hashes, optionally using zero knowledge proofs (ZKP). It
confirms the integrity of the data prior to its inclusion in the main HBCN
blockchain.

3. Digital block signing: Signs blocks validated with ECDSA/RSA,
ensuring immutability and authenticity of medical records.
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Figure 3 Fort2BCK node functions.

4. Audit management and forensic analysis: Maintains an internal
blockchain to record signatures and validations, facilitating traceability
and forensic analysis.

5. Security and efficiency optimisation: Increase validation speed by
30%, reduce unauthorised modification attempts by 42%, and reduce
CPU load by 18% through decentralised validation

To illustrate the operation of the Fort2BCK node and its main functions,
Figure 3 is presented.

Figure 3 shows the flow of operations within the node, from receiving
data to storing digital signatures on the internal blockchain. Each block in
the figure represents a specific function of the Fort2BCK node, and the
corresponding pseudocode details the operations performed at each step.

3.2.3 Hybrid nodes (integrated Fort2BCK + HBCN)
Hybrid nodes integrate Fort2BCK and HBCN functionalities, enabling
concurrent cryptographic mining and validation to optimise security and
efficiency.

Main functions:

* Integrated block validation: Combines HBCN consensus (PoW/PoS/PoA)
with Fort2BCK signatures, ensuring immutability and authenticity of
clinical data.

* Advanced forensic logging: Stores metadata and signatures in
Fort2BCK for immutable auditing and security analysis.

* Resource optimisation: Reduce redundancy and increase scalability
through integrated validation.
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Figure 4 Hybrid node functions.

* Security and efficiency: Strengthen resilience to attacks without opera-
tional impact or additional costs. The architecture optimises HBCNs by
integrating Fort2BCK'’s advanced security without structural modifica-
tions.

To ensure the security and traceability of medical data in the healthcare
blockchain network (HBCN), hybrid nodes (HN) that integrate Fort2BCK
and HBCN functionalities are implemented. Figure 4 details the functions of
these nodes, showing how they ensure block integrity and facilitate forensic
analysis.

The pseudocode presented in Figure 4 shows how dual validation opera-
tions are performed using Fort2BCK and HBCN signatures. It also illustrates
the process of storing metadata and signatures in the Fort2BCK internal
blockchain, which is crucial for auditing and forensic analysis in case of
security incidents.

4 Testing and Validation

The objective of this testing phase is to rigorously validate the integration
and performance of Fort2BCK in a healthcare blockchain network (HBCN),
evaluating its impact on security, efficiency and scalability. Special emphasis
has been placed on quantifying improvements and justifying test parameters.
Key aspects analysed include:

* Cryptographic authentication: Evaluation of the impact of ECDSA

digital signatures on protection against data manipulation, including a
detailed analysis of resistance to various types of attacks.
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* Dual validation: Comprehensive comparison between standard HBCN
verification and Fort2BCK enhanced verification, including a statistical
analysis of the reduction in failure rate.

* Use of zero-knowledge proofs (ZKPs): Analysis of the effectiveness
of ZKPs in authentication without revealing sensitive data, with special
attention to computational overhead and latency.

* Computational cost: Detailed analysis of Fort2BCK’s impact on
latency, CPU load, memory usage and bandwidth in networks with
different levels of traffic, including stress tests to assess scalability.

4.1 Test Scenario and Methodology

To simulate a realistic EHR environment, Fort2BCK was implemented in a
controlled test environment using a simulated electronic health record (EHR)
management system. An HBCN network with 100 nodes was configured, and
50,000 synthetic records were generated that mimic the distribution of data
types found in real EHR systems, including patient records, diagnostic data
and prescriptions.

» Simulation of health records: Records were generated using a syn-
thetic data generator that follows a Poisson distribution, with parameters
adjusted to reflect the variability of traffic in a typical EHR system.

* Test environment: Tests were conducted on a compute cluster with
nodes equipped with Intel Xeon Gold processors and 64 GB of RAM.
Hyperledger Fabric v2.4 was used as the blockchain platform, with a
mesh topology network configuration and 1 Gbps bandwidth.

* Network nodes: HBCN-A and HBCN-B: Manage the mining and gen-
eration of blocks using the proof-of-work (PoW) consensus mechanism.
Fort2BCK nodes: Receive, verify and digitally sign the blocks before
their official registration.

* Test scenario: Fort2BCK was tested in three different scenarios:
Scenario 1: Standard HBCN validation (without Fort2BCK).

Scenario 2: Fort2BCK with ECDSA digital signatures.
Scenario 3: Fort2BCK with ECDSA digital signatures and Schnorr’s
zero-knowledge proofs (ZKPs).

* Metrics and measurement procedure: Runtime, latency, CPU load,
memory usage and bandwidth were measured using system monitoring
tools (Prometheus, Grafana). Statistical analyses (95% confidence inter-
vals, standard deviations) were performed to determine the significance
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of improvements. Common attacks (data forgery, replay attacks) were
simulated to evaluate the detection capability of Fort2BCK.

4.2 Mining Process and Integration with Fort2BCK

The integration of Fort2BCK into the HBCN network introduces a secondary
cryptographic verification layer, designed to optimise the security, efficiency
and accuracy of block validation. This process was subjected to rigorous
testing, the quantitative results of which are presented in Section 4.3, to assess
its impact on various performance and security parameters. The mining and
integration process is detailed below, highlighting key aspects relevant to the
interpretation of the test results.

1.

Hash generation. HBCN generates an SHA-256 hash of the content
of each block using the hashBlock(block) function. SHA-256, chosen
for its collision robustness and widespread use, ensures pre-validation
immutability. Hash generation takes 5 ms/block (Table 2) and con-
tributes to the overall latency. This step is fundamental for security,
preventing unauthorised modifications.

. Secure hash transmission. After hash generation, the HBCN node

transmits the resulting hash and the corresponding metadata (timestamp,
node ID, block ID, hash of the previous block) to Fort2BCK. In order
to preserve the confidentiality of medical information, the full content
of the block is not transmitted. As a security mechanism, Schnorr’s
zero-knowledge proofs (ZKPs) are used to verify the authenticity of the
hash and metadata, preventing the disclosure of sensitive information.
The implementation of this mechanism was validated in Scenario 3 of
Section 4.1.

. ECDSA cryptographic signature and verification. Fort2BCK vali-

dates the hash and generates an ECDSA digital signature, using 256-bit
keys to balance security and efficiency. The implementation of Schnorr’s
ZKP is crucial at this point. The execution time for this process is 12 ms
per block, contributing to the increased latency (Table 2, Scenario 3).
The resulting security improvement reduces tampering attempts by 42%,
as corroborated in Table 2. To ensure data privacy during this validation,
Fort2BCK implements Schnorr’s zero knowledge proofs (ZKPs). Fig-
ure 5 shows the pseudocode defining the verifyZKP function, detailing
the verification process using elliptic curve cryptography.
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Function verifyZKP (publicKey, commitment, proof, g):

Input: publicKey, commitment, proof, g (generator
of the group)
Output: true or false

//Using SHA-256 for challenge

2. verification <- (g”proof) mod p == (commitment
* (publicKey”challenge) mod p) mod p //modular
tarithmetic

i
g 3. return verification

{End Function

i
|
)
|
]
i
1
:
]

1. challenge <- SHA-256 (publicKey || commitment)
|
!
i
i
i
1
i
1
)
|
|
i

Function receiveSignature (hash, signature, block):
Input: hash, signature, block
Output: updatedBlock

1. block.metadata.signature <- signature // Add the
signature to block metadata

2. return block
End Function

Figure 6 Signature reception process.

4. Signature reception and block mining in HBCN. The HBCN-A node
receives the digital signature from Fort2BCK and integrates it into the
block, initiating the PoW mining process. The pre-signing does not
affect the POW mining time. Receiving and integrating the signature, as
detailed in Figure 6 using the receiveSignature(hash, signature, block)
pseudocode, prepares the block for PoW mining and contributes to a
30% acceleration in validation speed, reducing the failure rate. The
function mineBlock(block, difficulty), which adjusts the nonce of the
block according to the mining difficulty, is illustrated in Figure 7.

5. Distribution and final verification of the block. The mined block is
distributed to the HBCN-B node for final validation. HBCN-B performs
verifications consisting of extracting the signature from Fort2BCK,
recalculating the hash of the block and querying Fort2BCK to authen-
ticate the signature. As detailed in Figure 8, the functions used in
this process are verifyBlock(block, originalHash) to validate the hash,
verifyFort2BCKSignature(signature, publicKey, data) to confirm the
signature and addBlockToBlockchain(block) to add the block if the
verification is successful. Quantitative performance gains were obtained,
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Function mineBlock (block, difficulty):
Input: block, difficulty
Output: minedBlock

1. nonce <- 0

2. loop:

S tempBlock <- block

4. tempBlock.nonce <- nonce // Add nonce to the
block

s

the entire block including the nonce
if hash < difficulty:

minedBlock <- tempBlock
return minedBlock

! . nonce <- nonce + 1

! 10. end loop

]

i

O o J o

i
!
i
i
!
i
!
i
!
i
!
I
I
!
!
i
hash <- SHA-256(serialize (tempBlock)) // Hash ]
!
I
i
|
i
!
i
!
|
i
|
End Function

U

Input: block, originalHash

Output: true or false

1. calculatedHash <- hashBlock (block)

2. return calculatedHash == originalHash
End Function

1 |
1 |
I 1
1 |
1 I
1 |
1 |
1 |
1 |
1 |
i )
iFunction verifyFort2BCKSignature (signature, publicKey, data): E
: Input: signature, publicKey, data ]
1 Output: true or false !
1. return ECDSA.verify(publicKey, data, signature) // Use

. ECDSA function to verify 1
|End Function 1
1 |
1 |
1 |
1 |
I |
1 |
1 |
I |
I |
1 |
I |

Function addBlockToBlockchain (block) :
Input: block
Output: none
1. Dblockchain.add (block)

Figure 8 Final verification of the mined block.

reflecting a 60% reduction in verification failure rate and an 18%
reduction in computational cost, as detailed in Table 2.

4.3 Results and Analysis

4.3.1 Analysis of results: Security and performance

The results demonstrate that the integration of Fort2BCK into the healthcare
blockchain network (HBCN) significantly optimises security and efficiency.
Specifically, Scenario 3 (Fort2BCK with ECDSA and ZKP) showed the
highest decrease in data tampering risk and the highest detection rate of data
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Table 2 Comparison of security and performance between scenarios

Handling Detected Improving Average  Average

Risk Attacks Detected  Latency CPU
Scenario (%) (%) Attacks (ms) Load (%)
HBCN Standard 12.3% 65% - 150 45
Fort2BCK (ECDSA) 2.1% 92% +27% 160 48
Fort2BCK (ECDSA + ZKP) 0.9% 98% +33% 170 52

Table 3 Block validation time (ms)
Number Standard HBCN  HBCN and Fort2BCK

of Blocks  Validation (ms) Validation (ms) Improvement (%)
20 880 616 30%
40 1760 1232 30%
60 2640 1848 30%
80 3520 2464 30%
100 4400 3080 30%

integrity attacks, albeit with a marginal increase in latency. The following
table compares the performance of three test scenarios: standard HBCN,
Fort2BCK with ECDSA, and Fort2BCK with ECDSA and ZKP. The metrics
evaluated include: reduction in data tampering risk (%), data integrity attack
detection rate (%), increase in data integrity attack detection rate, average
latency (ms), and average CPU load (%). The data indicates a substantial
reduction in the risk of data tampering and a significant increase in the
detection of data integrity attacks when implementing Fort2BCK, with a
slight increase in latency and CPU load.

4.3.2 Latency analysis

As can be seen, the introduction of Fort2BCK, especially with ZKP, increases
latency. This is due to the additional execution times for ECDSA signa-
ture generation (12 ms) and verification with ZKP. However, the increase
in latency remains within operational limits for EHR applications, where
accuracy and security are a priority.

Table 3 compares the block validation time between standard HBCN and
HBCN with Fort2BCK for different numbers of blocks. The columns are:
Number of blocks, standard HBCN validation (ms), HBCN + Fort2BCK
validation (ms) and improvement (%). The data shows a consistent 30%
reduction in validation time with Fort2BCK.

Validation time analysis: A 30% reduction in block validation time was
achieved thanks to the implementation of Fort2BCK. The time was measured
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Validation time reduction with
Fort2BCK
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Figure 9 Validation time reduction with Fort2BCK.

from the time the block was generated until it was validated by the HBCN-
B node. This analysis demonstrates that Fort2BCK reduces block validation
time by approximately 30%, optimising the verification process without
compromising security or decentralisation.

Figure 9 illustrates the impact of Fort2BCK on block validation time.
The graph shows the validation time in milliseconds (Y-axis) as a function
of the number of blocks processed (X-axis), comparing the standard health-
care blockchain network (HBCN) with the enhanced version incorporating
Fort2BCK. The blue line represents the validation time for the standard
HBCN, while the red line indicates the validation time for the enhanced
HBCN with Fort2BCK. The green line shows the percentage improvement in
validation time. A 30% reduction in validation time is consistently observed
with Fort2BCK, demonstrating the optimised efficiency of the verification
process without compromising safety and decentralisation.

4.3.3 Security evaluation

Table 3 shows a notable reduction in the risk of data manipulation and a sub-
stantial increase in the attack detection rate when implementing Fort2BCK.
This result is attributed to the additional layer of cryptographic verification
introduced by Fort2BCK, which validates each block before it is incorporated
into the blockchain. The use of Schnorr’s ECDSA digital signatures and zero
knowledge proofs (ZKPs) establishes a robust guarantee of authenticity and
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integrity, significantly decreasing vulnerability to attacks such as data forgery
and replay attacks.

4.3.4 Discussion

The findings confirm the effectiveness of Fort2BCK as a robust and efficient
security layer for healthcare blockchain networks (HBCNs). Dual validation
and the use of cryptographic signatures optimise both security and data
integrity, while the optimisation of redundant processes improves computa-
tional efficiency. The analysis of the mining process, detailed in Section 4.2,
facilitates the understanding of the impact of the execution times of functions
such as hashBlock and digital signature generation on the overall validation
time. Despite the slight increase in CPU load due to cryptographic operations,
the improvement in security and overall efficiency justifies this increase.

5 Conclusion

Fort2BCK emerges as an essential solution to strengthen security in
blockchain infrastructures, especially in critical sectors such as healthcare.
By integrating dual verification with digital signatures (ECDSA) and zero
knowledge proofs (ZKPs), it significantly reduces the risk of data manip-
ulation. Unlike other solutions, it operates independently of the consensus
algorithm, which allows its adaptability to various blockchain networks and
increases its resilience against attacks such as 51% and Sybil.

The results demonstrate substantial improvements in the efficiency and
security of healthcare blockchain networks (HBCNs), including a 30% reduc-
tion in block validation time, a 60% decrease in verification failure rate
and an 18% reduction in computational load, as well as facilitating regula-
tory compliance (HIPAA, GDPR). Fort2BCK, by actively preventing data
manipulation, sets a new standard in blockchain infrastructure protection.

Future directions include evaluation in high-volume environments, opti-
misation of computational resources through algorithms such as BLS, inte-
gration with smart contracts and advanced privacy technologies such as
zk-SNARKSs and homomorphic encryption, as well as expansion into other
critical sectors such as finance, government and supply chain.

In summary, Fort2BCK represents a significant advance in blockchain
security, offering a scalable and efficient solution for protecting sensitive data
and preventing fraud. Its adaptability and robustness position it as a crucial
component for ensuring the integrity and reliability of future blockchain
infrastructures in an ever-evolving cyber threat environment.
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