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Abstract

The paper describes a novel a hybrid ensemble algorithm (HEA) that com-
bines ensemble learning, class imbalance handling, and feature extraction.
To address class imbalance in the dataset, the suggested approach integrates
SMOTE oversampling and random under sampling (RU) feature extraction.
To begin, Pearson correlation analysis is used to detect highly associated
features in a dataset. This analysis aids in the selection of the most relevant
features, which are either substantially related to the target variable or have a
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strong association with other features. The method seeks to improve classifi-
cation performance by focusing on these correlated features. Following that,
the SMOTE oversampling and RU algorithms are used to balance the majority
and minority categorization characteristics. The SMOTE (synthetic minority
oversampling technique) develops synthetic cases for the minority class by
interpolating between existing instances, enhancing minority class represen-
tation. RU, on the other hand, removes instances from the majority class at
random to obtain a balanced distribution. Furthermore, the random forest
classifier (RFC) model’s key features are input into an ensemble of decision
tree (DT), k-nearest neighbor (KNN), adaptive boosting (AdaBoost), and
convolutional neural network (CNN) approaches. This ensemble approach
combines multiple models’ predictions, exploiting their particular strengths
and catching varied patterns in the data. Popular machine learning algorithms
include DT, KNN, AdaBoost, and CNN, which are notable for their capacity
to handle many types of data and capture complicated relationships. The
evaluation findings show that the suggested HEA approach is effective, with
a maximum precision, recall, F-score, and accuracy of 90%. The proposed
methodology produces encouraging results, proving its applicability to a
variety of categorization problems.

Keywords: Deep learning, ensemble, machine learning, RFC, RU, SMOTE,
rumor detection, natural language processing (NLP).

1 Introduction

The proliferation of social media such as X, Facebook, Weibo, etc. have
revolutionized global communication, enabling millions of users to instantly
share information and express opinions. While this spontaneous intercon-
nectivity has enhanced information dissemination, it has also exposed users
to the perilous spread of rumors and disinformation [1]. This vulnerability
poses dire personal, social, political, and economic threats on a massive scale
as it can even escalate to risks impacting nations states or even continents.
However, to curtail this issue, the development of effective techniques for
rumor detection in social media has become a prominent area of research
in recent years. However, this pursuit is facing major challenges such as
excessive noise in social media data, data complexity, the requirement for
high detection accuracy, and the class imbalance problem.

The proposed hybrid ensemble algorithm (HEA) aims to tackle chal-
lenges in a novel manner for the detection of rumors in social media. The
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specific objectives of this research encompass the identification of strongly
correlated features through Pearson correlation analysis, handling class
imbalance using the synthetic minority over sampling technique (SMOTE)
and random under-sampling (RU), and reducing data dimensionality by
selecting key features from the random forest model. Moreover, the study
seeks to capitalize on the advantages of various machine learning techniques
by integrating them within the framework of HEA. The ultimate goal of this
study is to devise a robust and dependable method for rumor detection in
social media, with practical applicability in real-world scenarios.

Rumors, characterized as unverified information presented as factual [2],
have the potential to evoke significant reactions from people. The swift and
effortless circulation of such rumors on social media platforms adds to their
impact. An illustrative instance occurred in 2015, when a rumor surfaced
on X with the hashtag #100Days100Nights [3], suggesting a competition
among gangs in LA to achieve 100 killings first. This rumor prompted
people in the LA region to refrain from leaving their homes, even though it
lacked authenticity. The lack of awareness in effectively dealing with rumors
on social media can lead the masses to make misguided decisions or fall
victim to propagandistic information. Numerous rumors of similar nature
continued to appear on various social media platforms in subsequent years,
influencing the wellbeing of the masses and necessitating the cessation of
their propagation across extensive user networks [4]. However, the task of
rumor detection has become challenging, especially in the context of national
security, as it involves identifying credible online discourse [5].

The repercussions of rumors extend beyond the realm of social media,
disrupting public peace in our society [6]. In the contemporary landscape,
a rumor can reach millions of people within seconds on social media,
regardless of the absence of supporting evidence [7]. The differentiation
between reliable and unreliable information on the internet has emerged as
a pressing modern challenge. Detecting rumors on X has garnered signifi-
cant attention due to its widespread usage among those who initiate social
unrest [8]. Research indicates that more than 30% of trending tweets on X
carry false or unverified information, posing potential risks to a country’s
society, financial stability, political system, and international reputation. Once
rumors gain prevalence, halting their spread becomes challenging, underscor-
ing the increasing demand for early detection methods among social media
analysts [9, 10].

Various approaches to rumor detection in social media have been pro-
posed. One such approach involves the use of artificial neural networks
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(ANNs) in machine learning (ML), inspired by the functioning of biological
brains [11, 12]. ANNs establish mathematical interconnections between vec-
tor elements and have demonstrated effectiveness in various computer science
tasks, especially with large training datasets [13].

Recurrent neural networks (RNNs) represent a different kind of ML
approach that consider temporal dynamics of micro-blogging posts, leverag-
ing diverse characteristics such as textual contents. Researchers have applied
this method to detect rumors during the 2010 Gulf of Mexico oil spill,
achieving an F-score of 0.775 [14].

Deep learning (DL) has demonstrated superior performance over con-
ventional ML approaches in several research domains[15]. For instance,
Deng et al. [16] found that DL methods may be classified by the degree of
abstraction when interpreting relationships within a dataset. DL has been used
in natural language processing [17], computer vision [18], speech recogni-
tion [19], audio signal interpretation [20], and social network analysis [21].
Another social network application described by Castilo et al. [22] involves
supervised training of a ML model that checks the credibility of trending X
topics.

Numerous studies in the field of rumor detection employ various machine
learning (ML) techniques, including support vector machine (SVM) [23–25],
the susceptible-exposed-infected-skeptic (SEIZ) model [26], decision tree
(DT), random forest (RF), k-nearest neighbor (KNN) [24], and the naive
Bayes (NB) classifier [27, 28]. Additionally, deep learning (DL) meth-
ods, specifically convolutional neural network (CNN) [29–32] and recurrent
neural network (RNN) [33–35] approaches, have also been explored.

Yang et al. [25] proposed an SVM classifier for detecting rumors on the
Chinese social media siteSina Weibo, yielding 77% accuracy. Jin et al. [26].
introduced a SEIZ epidemiology model for X rumor detection, capable of
distinguishing skeptics on eight global events. Mendoza et al. [36] employed
logistic regression, decision tree, and SVM for binary classification of
retweets as reliable or not during crisis events on X, achieving an accuracy of
0.86. Kwon et al. Kwon et al. [24] utilized a hybrid DT, SVM, and RF classi-
fier approach to identify temporal, structural, and linguistic characteristics of
rumor propagation on X, achieving accuracy (87%) and recall (0.92).

Dayani et al. [27] proposed a supervised KNN and NB classifier with
an accuracy of 86%. Cai et al. [23] used a supervised SVM trained on
Weibo text for rumor detection with 84% precision. Takahashi et al. [37] took
an unsupervised approach in identifying rumors following natural disasters,
emphasizing the role of retweeting in propagating false rumors. Furthermore,
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DL methods, particularly CNN and RNN-based models, have shown promise
in rumor detection tasks [9, 11]. Ma et al. [35] presented an RNN trained
on non-sequential tweets and retweets able to classify multiple rumor types.
When applied to a X dataset, this RNN offered superior detection accuracy
compared to other models. Asghar et al. [31] proposed a novel bidirectional
CNN that classifies tweets either as a rumor or credible with 86.12% accu-
racy. Similarly, Ajao et al. [29] proposed a hybrid LSTM-CNN for identifying
rumors on X with 82% accuracy.

In this paper, we propose a novel hybrid ensemble algorithm (HEA)
model for rumor detection, built on the foundations of the SMOTE-RU
feature extraction model. The proposed approach utilizes the Pearson cor-
relation method for extracting strongly correlated features from the dataset.
Subsequently, the synthetic minority oversampling technique (SMOTE) and
random under sampling (RU) are employed to balance minority and majority
class data. The random forest method further enhances feature extraction.
Following data extraction, the HEA model utilizes a sequence of methods
including decision tree, k-nearest neighbor (KNN), AdaBoost, and acon-
volutional neural network (CNN). The best sequence is determined by
evaluating precision, recall, F-score, and accuracy during training and vali-
dation. The optimal sequence aims to improve performance metrics based on
the characteristics of each model.

A summary of key studies that served as the basis for incorporating ML
approaches into our proposed HEA model is provided in Table 1.

Table 1 Comparison of key rumor detection approaches

Author Model Dataset

Castilo et al. [22] SVM X

Cai et al. [23] SVM Weibo

Kwon et al. [24] DT/SVM/RF X

Yang et al. [25] SVM Weibo

Jin et al. [26] SEIZ X

Dayani et al. [27] KNN+Bayes X

Ajao et al. [29] LSTM+CNN X

Alsaeedi et al. [30] CNN PHEME

Asghar et al. [31] CNN PHEME

Alkhodair et al. [33] Word2Vec+LSTM PHEME

Ma et al. [35] RNN X

Proposed method HEA model PHEME
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2 Materials and Methods

This paper presents the hybrid ensemble algorithm (HEA) which is shown in
Figure 1. This paper employs the PHEME dataset [38] tweets threads, which
includes 5802 posts on worldwide events. The events include Charlie Hebdo,
the Ferguson, German Wings Crash, the Ottawa Shooting and the Sydney
Siege. These are world events included in the dataset threads.

The Computational platform Google Collab’s GPU was used and an
Adam optimizer with a default learning rate of 0.001 was used in the training
protocol to train the model across 2000 epochs with a batch size of 20. To
enable efficient model evaluation, the dataset was divided into training and
test sets. Python and TensorFlow were used for reliable and effective deep
learning procedures.

2.1 Preprocessing of Data

Tweets from the PHEME dataset were first split into independent and depen-
dent variable columns. Then, we cleaned the data of redundancies and

Figure 1 Flowchart of the proposed hybrid ensemble method. A comprehensive end to end
depiction of the overall paper.
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performed normalization using the min–max scalar method which scales
features to within a given range, to ensure uniformity and to eliminate case-
related differences, we converted all text to lowercase, and we removed text
data noise such as special characters, punctuation, URLs, and HTML tags.

2.2 Data Balancing

In order to prevent model bias toward the majority class, which can result
in poor generalization, data balancing is essential. Prediction accuracy is
decreased, especially for the minority class, when models are biased toward
the more prevalent class due to imbalanced data. Balancing the dataset in the
context of rumor detection guarantees equitable representation and improved
model performance.

The SMOTE algorithm mitigated the impact of model overfitting when
random oversampling occurs. In the feature space, SMOTE produces new
instances by interpolating adjacent positive instances from k-nearest minority
class neighbors. The SMOTE algorithm generates synthetic samples in the
feature space by interpolating between minority class instances. This process
helps mitigate the impact of class imbalance but does not alter the original
data distribution significantly. However, it may introduce slight variations,
which could affect model behavior depending on the interpolation technique
used. This process is illustrated in Figure 2; the mathematics of SMOTE are
described by Equation (1) [40].

S = X + (Y −X)W (1)

Figure 2 SMOTE. The synthetic minority over-sampling technique develops synthetic cases
for the minority class by interpolating between existing instances.
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Figure 3 Random undersampling. This helps in the class imbalance of the dataset.

where

S = new instances synthesized by random interpolation between two
instances,
X = minority instances of dataset,
W= random weight in 0 and 1,
Y = k-nearest minority neighbors of X instances of the dataset.
Note: “+” and “−” operators represent addition and subtraction of
corresponding feature values, respectively.

Step 1: This algorithm selects minority instance X and randomly selects one
Y from k-nearest minority class neighbors.

Step 2: A new instance is synthesized, which is calculated by Equation (1).

Step 3: Further SMOTE synthesize instances of the minority in the majority
class dataset region, irrespective of location.

Further random undersampling is presumed by randomly selecting from
the majority class followed by deletion from the training dataset [41].
Within the majority class, instances are discarded randomly until a balanced
distribution is achieved. This process is illustrated in Figure 3.

2.3 Feature Extraction

Pearson correlation analysis (PCA) was implemented in each column/feature
of the dataset to determine correlation. Highly correlated variables tend to
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Figure 4 Pearson correlation analysis. This was implemented in each column/feature of the
dataset to determine correlation.

convey similar information, which can hinder model performance. As such,
Pearson correlation was conducted as follows [42]:

Step 1: Correlation between each column/feature is calculated using the
Pearson Correlation formula:

r =
n (

∑
xy −

∑
x
∑

y)x2√[
n
∑

x2 − (
∑

x)2
] [

n
∑

y2 − (
∑

y)2
] (2)

Note that:
r = Pearson coefficient, n = number of pairs,

∑
xy = sum of products,

∑
x

= sum of x scores,
∑

y = sum of y scores, Σx2 = sum of squared x scores,
Σy2 = sum of squared y scores.

From Figure 4, 1 indicates a strong positive relationship, −1 indicates a
strong negative relationship. A result of zero indicates no relationship at all.

Step 2: Features with a correlation value of greater than 0.90 were excluded.
Pearson correlation matrix results are shown in Figure 5 and Table 2.

Following Pearson correlation analysis, we apply a class balancing tech-
nique to avoid generalization bias in favor of the majority class during
training. Furthermore, we apply a feature selection step using the RFC
method to elucidate key data classification features. The RFC method is
executed using the following four-step process [43]:

Step 1: Use the Gini impurity method to determine node importance for each
decision tree using the following equation (we assume a binary tree with only
two child nodes):

nij = wjCj − wleft(j)Cleft(j) − wright(j)Cright(j) (3)
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Figure 5 Correlation matrix. The positive values have correlation and negative values have
lower correlation.

Table 2 A summary table of the correlation results from Figure 5, focusing on the most
significant relationships (|r| > 0.5)

Attribute 1 Attribute 2 Correlation Coefficient
user_profile_bgcolor_mean user_profile_bgcolor_var 0.72
sentimentScore_mean sentimentScore_var 0.68
retweet_count_mean retweet_count_sum 0.65
user.default_pic_mean user.default_pic_var 0.63
user_profile_trigram_mean user_profile_trigram_var 0.61
hashtags_count_sum hashtags_count_var 0.59
contentlength_mean contentlength_var 0.57
capitalratio_mean capitalratio_var 0.55
time_to_last_resp_mean time_to_last_resp_var −0.53
user. verified_mean user. verified_var 0.51
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where
nij = the importance of node j, wj = weighted number of samples reaching
node j, Cj = the impurity value of node j, wleft(j) = child node from left
split on node j, wright(j) = child node from right split on node j.

Step 2: Compute the influence of each character on the decision tree:

fij =

∑
j:node− j splits on features i nij∑

k∈ all nodes nik
(4)

The parameter fij denotes the importance of feature i.

Step 3: Values are normalized to between 0 and 1 by using the following
equation:

normfi i =
fii∑

j∈ all features fii
(5)

The parameter normfi i denotes the normalized importance of feature i.

Step 4: Evaluate the mean normalized importance value for features calcu-
lated by each RF tree as follows:

RFfij =

∑
j∈ all features fii−j

T
(6)

The parameter RFfij denotes the average importance of feature i.
Parameter normfii denotes the normalized importance of feature i on tree
j. Parameter T represents the total number of trees. The balanced data is
then used to train a random forest model, which we use to extract the top
50 key features from the dataset. At the conclusion of this process, the data
was balanced and top features have been identified. Our top 50 key PHEME
features are show in Figure 6.

2.4 Ensemble Method

The random forest approach constructs a decision tree using a different
dataset or mean data subset. This process is illustrated graphically in Figure 7.
By including multiple decision trees, the random forest approach provides a
more accurate prediction given that decision tree agreements earn a stronger
vote towards the final predicted output. The data has been split into 80%
training and 20% for testing [44].

The ensemble method is composed of decision tree (DT), k-nearest neigh-
bor (KNN), adaptive boosting (AdaBoost), and convolutional neural network
(CNN) methods [45].
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Figure 6 Top 50 key PHEME features extracted from the dataset.

Figure 7 Random forest classification. This constructs a decision tree using a different
dataset or mean data set.

The decision tree classifier constructs a model based on selected features
from the dataset. To ensure reproducibility, a random state value of 7 is used
during model initialization [46].

2.4.1 Decision tree
Given a set of instances S and attribute A, Sv is a subset of S with A = v,
Ent(S) represents the entropy of S, and Val(A) represents the set of all possible
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values for A:

Gain(S,A) = Ent(S)−
∑

Values(A)

(
|Sv|
|S|

)
Ent(Sv) (7)

2.4.2 K-nearest neighbor
In the k-nearest neighbors (kNN) algorithm, choosing the best value for k
plays a crucial role. The k-value is a key component of the method because it
controls how many neighbors are taken into account for categorization [47].

2.4.3 Adaptive boosting (AdaBoost)
First, we select weights that aid in targeting difficult classes. This process
is done sequentially such that two weights are adjusted for each step of the
algorithm [48] for (x1, y2) with training samples from (xm, ym) to the mth
training sample such that xi ∈ X where X is total set of the data and yi ∈
{−1,+1}, the AdaBoost method is perforformed as follows:

Step 1: Initialize.
D1(i) = 1/m for i = 1, . . . ,m. Here, D = weights of samples and i = ith
training sample.

Step 2: Train weak learners using the distribution Dt.

Step 3: Get weak hypothesis ht: X → {−1, 1}.

Step 4: Determine ht with minimal weighted error:

∈= Pri − [ht(xi) ̸= yi] (8)

where Pri is the probability.
Assume that:

αt =
1

2
ln

(
1− ∈i

∈i

)
(9)

For i = 1, . . . ,m, and

Dt+1(i) =
1

2
ln

Dt(i)exp[−ht(xi)yiαt]

Dt
(10)

where Zt is a normalization factor (chosen such that Dt+1 is the distributed
output of the final hypothesis):

H(x) = sign(x+ α)n =

T∑
t=1

αtht(x) (11)

where T is a classifier
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Figure 8 Convolutional neural network having different layers: input layer, middle layer and
output layer.

2.4.4 Convolutional neural network
For the CNN, an input layer, four middle levels, and an output layer constitute
the network’s total of six layers. The first dense layer contains an input
dimensionality definition for the input layer. There are 128, 64, 32, and
16 neurons in each of the four main layers, respectively (Figure 8). The
mathematics of our CNN are described by Equation (12) [49]:

nout =
nin + 2p− k

s
+ 1 (12)

where nin = number of input features, nout = number of output fea-
tures, k = convolution kernel size, p = convolution padding size, and
s = convolution stride size.

3 Analysis and Evaluation of Results

The performance of the proposed HEA model is evaluated using an ROC
(receiver operating characteristics) curve, confusion matrix, and a classifi-
cation report. A classification report consists of accuracy, precision, recall,
and F-score metrics. A classification prediction is simultaneously true (model
agrees with ground truth) or false (model disagrees with ground truth) and
positive (a given class is attributed by the model) or negative (a given class is
not attributed by the model). Accuracy is simply the number of true positives
divided by the total number of predictions. Precision is calculated by dividing
the number of true positives by the total number of positives (true and false)
for a given class. Recall is calculated as the proportion of true positives to
true positives plus false negatives. Finally, the F-Score is calculated by taking
the weighted mean of precision and recall.
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Figure 9 Comparison of rumor detection approaches. A comparison has been put forward
in between HEA and the different approaches.

Figures 9(a), (b), (c), and (d) compare accuracy, F-score, precision, and
recall for the different rumor detection approaches shown. According to
our results, the proposed hybrid ensemble method outperformed the other
approaches with an achieved accuracy, F-score, precision, and recall of
approximately 0.90, 0.90, 0.90, and 0.90, respectively.

Table 3 provides performance metrics on the proposed HEA model along
with other component approaches. The KNN method offered the lowest pre-
cision (0.77), recall (0.69), F-score (0.68), and accuracy (0.69) with respect
to PCA and feature importance. AdaBoost provided better results than both
the KNN and decision tree methods. Meanwhile, our proposed HEA model
exhibited superior precision (0.90), recall (0.90), F-score (0.90), and accuracy
(90%), illustrated in Figure 9.

4 Discussion

The objective of this research is to apply the hybrid ensemble method illus-
trated in Figure 1 to enhance classification tasks on the PHEME dataset.
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Table 3 Comparison of key rumor detection approaches
Models Accuracy F-score Precision Recall

KNN model 0.699357 0.683262 0.775804 0.699357

Random forest 0.782958 0.783064 0.783369 0.782958

Decision tree 0.784566 0.784682 0.787542 0.784566

AdaBoost model 0.818328 0.818456 0.819299 0.818328

HEA model 0.903537 0.903519 0.909577 0.903537

Figure 10 ROC curve of the proposed hybrid ensemble model.

A total of 5802 posts about current events make up the dataset. Data cleaning,
normalization, and feature selection using Pearson correlation analysis were
among the data preprocessing approaches used. Data was split into 80% and
20% for training and testing respectively. The accuracy of rumor verification
is significantly lower without the use of SMOTE for resampling, at about
69% with k-nearest neighbor (KNN) and somewhat higher with decision tree
(about 78%), than the 90% accuracy attained when the data is balanced using
the (SMOTE) synthetic minority oversampling method. As the model learns
better from underrepresented samples, it adds synthetic examples rather than
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Figure 11 Confusion matrix (CM) of classification results generated by five approaches:
(a) KNN, (b) decision tree, (c) random forrest, (d) AdaBoost, and (e) our proposed HEA
model. The CM vertical axis represents ground truths of 0 (non-rumor) and 1 (rumor).
Horizontal axis represents corresponding model predictions. Heat map coloration ranges from
brown (few), to light green (moderate), to dark green (many).
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duplicating the existing data, reducing the risk of overfitting to specific
samples in the minority class, which improves generalization.

SMOTE and random undersampling (RU) were applied to alleviate class
imbalance. Decision tree (DT), k-nearest neighbor (KNN), adaptive boost-
ing (AdaBoost), and convolutional neural network (CNN) models were all
included in the ensemble technique. An input layer, four intermediate levels,
and an output layer made up the six layers of the CNN model. The evalu-
ation findings showed that the hybrid ensemble strategy was effective, with
maximum precision, recall, F-score, and accuracy of 90%.

Figure 10 provides an ROC curve for our proposed HEA model. Values
near 1 represent superior accuracy, and our curve considers the true positive
vs. the true negative rate.

Figures 11(a)–(e) show classification confusion matrices obtained from
five rumor detection approaches. Our proposed ensemble method (e) exhibits
superior accuracy (562 correct out of 622 total predictions). The following is
a detailed breakdown of performance metrics pertaining to Figure 11(e):

True positives (280): Number of rumors correctly identified as rumors by the
model.

True negatives (282): Number of non-rumors correctly identified as non-
rumors by the model.

False positives (48): Number of non-rumors erroneously identified as rumors
by the model.

False negatives (12): Number of rumors erroneously identified as non-
rumors by the model.

5 Conclusion

This paper presents the design of a hybrid ensemble algorithm rumor detec-
tion model that incorporates the synthetic minority oversampling technique
(SMOTE) and random under sampling (RU) to balance the training dataset.
Moreover, our proposed HEA model utilizes the random forest method to
extract key classification features that are then used in a machine learning
ensemble to obtain superior predictions. Performance results from testing the
proposed model yielded 90% accuracy in the detection of rumors on social
media, as well as values of 90% for precision, recall, and F-score. In future
work we will focus on advance deep learning method for feature extraction
to better stabilize loss during model training.
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