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Abstract

Aiming at the challenges of anomaly detection of virtual machine memory,
network, CPU and hard disk in the laaS cloud environment, this study
proposes an adaptive anomaly detection system based on a deep Q-network.
The system constructs a hierarchical detection framework: a spatio-temporal
feature extraction module via fused temporal convolutional networks (TCN)
for sequential pattern mining and convolutional neural networks (CNN) for
cross-metric correlation learning; a transfer learning module to enhance
generalization; and a deep Q-network (DQN) based central controller that
dynamically adjusts detection parameters through reinforcement learning.
This architecture integrates with cloud workload schedulers by operating at
the VM-level (anomaly detection) and edge-server level (DQN control), min-
imizing core network overhead. Experiments show that the research method
achieves a detection accuracy rate of 99.8% in the benchmark test, with an
F1 score of 98.7%, which is significantly superior to the accuracy rate of
96.5% of the single convolutional neural network, 92.3% of the multi-layer
perceptron, and 97.8% of Google Net. The transfer training experiments show
that the accuracy rate of the untuned model on the new dataset is only 70% to
80%, while the detection accuracy can be stably improved to 98% through the
adaptive system driven by the DQN. The system shows low volatility during
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the dynamic adjustment process. The number of training iterations is reduced
by 32.3% to 69.8% compared with the traditional static model, indicating that
the research method does not affect the time complexity. Research shows that
this framework effectively solves the problem of insufficient adaptability of
static models to unknown data in the cloud environment through the collab-
orative mechanism of spatio-temporal feature extraction and reinforcement
learning decision-making, providing intelligent operation and maintenance
solutions for fields with high reliability requirements such as finance and
healthcare.

Keywords: Deep Q-network, abnormal detection, convolutional neural
network, time convolutional network, cloud computing.

1 Introduction

Cloud computing (CC) refers to the use of network computing to store various
resources and services in the cloud in the form of a network for users to
obtain the necessary resources and services. It has the characteristics of
dynamic expansion, on-demand deployment, resource sharing, virtualization,
and so on. Since its inception, the industry scale of CC has been contin-
uously expanding. The development trend of large-scale, distributed, and
highly complex applications has made the architecture and service types of
cloud systems increasingly complex and diverse. The frequency of system
anomalies caused by this also continues to increase [1]. These exceptions
can reduce the security and stability of cloud service systems, leading to
data loss, downtime, or other more serious failures. This will affect the user
experience and cause economic losses for cloud service providers. Therefore,
it is necessary to adopt corresponding means to monitor and diagnose abnor-
mal situations in the CC environment in real-time. There are many types of
indicators that virtual machines can monitor in CC environments. It has a
long monitoring time and a huge amount of monitoring data. It is difficult
to timely identify potential faults solely by manual labor or traditional tools.
Directly monitoring all indicators would also waste a lot of spatial resources.
If artificial intelligence methods can be used to detect anomalies in key per-
formance indicators in virtual machines, it will not only significantly reduce
the amount of data monitored by the system, but also timely handle anomalies
and reduce the occurrence of faults. At present, although anomaly detection
methods based on traditional machine learning (such as isolated forests
and support vector machines) can achieve high detection accuracy in static
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environments, they rely on manual feature engineering and have difficulty
capturing the dynamic correlation of time series data [2]. In recent years, deep
learning models have improved the detection effect through automatic feature
extraction, but they still face two major challenges. First, model training relies
on a large amount of labeled data, while abnormal samples are scarce and
unevenly distributed in the cloud environment. Secondly, most of the existing
methods are static models and cannot dynamically adjust parameters accord-
ing to environmental changes, resulting in a significant decline in detection
performance when there are sudden changes in heterogeneous resource
loads or user behaviors of virtual machines [3]. For example, although the
LSTM anomaly correction model proposed by Baghoussi et al. performs
well in fixed scenarios, its accuracy rate drops by more than 20% when it
is migrated to a new virtual machine environment [4]. The current commonly
used anomaly detection (AD) method is used to train corresponding models
by selecting appropriate algorithms based on historical data. However, this
method exhibits poor performance in the face of new environments and data,
requires manual intervention and regulation, and cannot achieve effective
detection results. Based on this, the research proposes to introduce a rein-
forcement learning algorithm deep Q-network (DQN) into AD. This AD
model has been automatically adjusted based on the current virtual machine
operating environment and user usage habits. Therefore, AD accuracy can
be improved in different scenarios and application scenarios. The model
selection is justified by the problem’s specific demands. TCN is chosen over a
long short-term memory/gated recurrent unit for its superior parallelization,
efficient capture of long-range dependencies in time-series data, and stable
gradient properties, which are crucial for real-time cloud monitoring. CNN
is naturally suited for extracting spatial correlations across multi-dimensional
metrics. For reinforcement learning, DQN is optimal because the action space
is discrete and low-dimensional. Algorithms like DDPG are designed for
continuous control, which would introduce unnecessary complexity for this
task. DQN’s experience replay mechanism also ensures stable learning in the
non-stationary cloud environment.

This research is mainly divided into four parts. The first part introduces
the research status of the AD algorithm and the application progress of DQN,
and proposes a new adaptive AD system to address the shortcomings of AD
models. The second part explains in detail the application methods and pro-
cesses of algorithms in recommendation models from three aspects: the over-
all architecture of adaptive AD systems, improved AD algorithms, and DQN
adaptive decision-making construction. The third part conducts experimental
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verification and analysis on the improved AD algorithm and transfer training
process, and tests the performance of DQN adaptive decision-making and the
adaptive AD system. The fourth part summarizes the results of this study,
analyzes its shortcomings, and proposes directions for improvement.

2 Related Works

The development of artificial intelligence has driven the improvement and
expansion of deep learning (DL) technology, which has also demonstrated
excellent performance in solving AD problems. Li et al. proposed a multi
model feature fusion method based on DL for complex industrial process
fault diagnosis. They extract effective features of different faults and obtain
corresponding residual matrices. In the experiment, all features and residuals
were concatenated as new inputs to establish a fault diagnosis classifier.
Simulation experiments have shown that its performance and efficiency
are both superior [5]. Liu et al. proposed a detection model based on an
improved long short-term memory network around the detection and cor-
rection of IoT data. Experiments have shown that this model can not only
reduce regression errors but also achieve real-time detection and correction
of abnormal data in the Internet of Things, and improve the stability and
robustness of the model [6]. The abnormal driving behavior detector has
problems such as large labeled data, and it is time-consuming and labor-
intensive. Hu et al. studied a DL based abnormal driving detection model.
In the experiment, stacked sparse autoencoders were used to learn driving
behavior features, and greedy algorithms were used for hierarchical training.
Dropout technology was introduced during the training process to avoid
overfitting of the model. This method is superior to the most advanced
abnormal driving behavior detection technology [7]. Raichura et al. proposed
a model that integrates convolutional neural networks (CNN) and extreme
gradient boosting to improve the classification accuracy of internal faults
in transformers. After extracting the features of the training data using one-
dimensional CNN, the combined model is used to classify different internal
and external faults of transformers. The simulation experiment shows that this
method can correctly judge the operation status of transformers. Compared
with existing machine learning methods such as vector machines, this method
improves the accuracy of transformer internal fault recognition [8]. Xin et al.
studied an anomaly network traffic detection model based on hybrid fuzzy
integrated CNN, which is used to solve the problem of the identification of
different tags with the same network traffic characteristic value that cannot
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be solved by previous algorithms. This method constructs an integrated
algorithm based on the unique temporal characteristics of individuals with the
same features. In the experiment, identical feature individuals with different
labels will be converted into different feature individuals with different labels
to achieve precise classification. Experiments have shown that this method
performs better and more reliably than existing machine learning models [9].
DQN is a combination of a CNN and a Q-learning algorithm, with strong
visual perception and learning decision-making ability, commonly used in
the field of intelligent control. The integration mode of DL and Q-network
is mainly reflected in approximating the Q-function through deep neural
networks (DNN), thereby optimizing the strategy of reinforcement learning.
In traditional Q-learning, Q-value functions are usually stored and updated
using tables. However, when the state space and action space of the problem
are very large, the table method is no longer applicable. To overcome this
limitation, the Q-network adopts the DL model, especially the CNN or fully
connected neural networks, to approximate the Q-value function through
neural networks, thereby being able to handle more complex and large state
spaces. This integration method has greatly expanded the application scope
and effect of Q-learning, performing particularly well in high-dimensional
problems. Quek et al. studied the control effect of the DQN algorithm
on autonomous vehicles in 2D and 3D simulation environments. In these
two simulation environments, autonomous vehicles can learn manipulation
through training, navigate without prior information, and control the vehicle
to avoid obstacles [10]. Zheng et al. studied a linear active disturbance
rejection control method based on the DQN algorithm for load frequency
control in multi-area interconnected power systems. This method takes the
output of the power system as the environmental state in the DQN, takes
the parameters of the controller as the actions in the DQN, and improves
the action selection strategy and reward function. This method is better
and more stable than the proportional integral differential controller with
fixed parameters and the linear active disturbance rejection controller without
introducing the DQN algorithm [11]. Mei et al. proposed an intelligent radio
access network fragmentation strategy with two-layer control granularity. The
upper controller can perform adaptive slicing configuration for loose control
based on the long-term dynamic execution of service traffic. The lower level
controller is integrated through deep deterministic strategy gradient and dual
DQN algorithm collaboration. It can improve the long-term service quality
and spectral efficiency of the partition. This method has been proven to be
effective and has superior performance [12]. Ke et al. proposed a dual DQN
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based variable speed limit control strategy to enhance the transferability of
variable speed limit control. It can transfer the knowledge learned from the
source scene to other target scenes. Compared with variable speed limit con-
trol without the introduction of DDQN, the training process has been reduced
by 32.3-69.8%. It has been proven that this strategy has good transferabil-
ity [13]. Bommes et al. trained ResNet-34 convolutional neural networks
with supervised contrast loss and used a k-nearest neighbor classifier to detect
anomalies. On a target dataset containing 2.92 million infrared images, this
method achieved an area under the receiver operating characteristic curve
ranging from 73.3% to 96.6%, and its performance was superior to that
of classifiers based on binary cross-entropy. At a fixed decision threshold,
this resulted in 79.4% and 77.1% of the images being correctly classified as
normal and abnormal images, respectively. Experimental results show that the
proposed method is insensitive to hyperparameter setting, converges quickly,
and reliably detects unknown types of anomalies, ideal for practice [14].
Kate et al. proposed a novel method to further characterize these abnormal
images, using a convolutional autoencoder to reduce the dimensionality of
the residual difference between real and WGAN reconstructed images and
perform UMAP clustering on these images. The reported anomalies includ-
ing galaxy mergers, tidal signatures, and extreme star-forming galaxies are
reported. This was found to be an unusual system with a very blue, higher
metallicity II region [15].

In summary, existing research has confirmed the effectiveness and poten-
tial of deep learning in anomaly detection feature extraction. However, the
research of Mei et al. and Ke et al. focuses on resource allocation opti-
mization in specific fields such as network slicing and traffic control, and
the design of their state space and reward functions is not intended to
directly optimize the performance of anomaly detection models. Aiming at
the problem of poor performance of a single convolutional neural network
in detecting anomalies in unfamiliar data, this study proposes an adaptive
anomaly detection system based on a DQN model, combined with a temporal
convolutional network (TCN) and a CNN. Compared with other recent works,
the innovation of the proposed method lies in the construction of an end-
to-end adaptive anomaly detection framework. The core of this framework
is to directly use the accuracy, loss, and resource overhead of anomaly
detection models as the state and reward inputs for deep reinforcement
learning. Through this approach, DQNs are specifically used to dynamically
adjust the parameters of detection models to achieve adaptive optimization of
unknown data distributions. The advantage of this method is that it achieves
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Figure 1 Technology roadmap of this paper.

real-time and automatic matching between detection strategies and dynamic
environments, significantly improving the model’s generalization ability. The
potential drawback is that its system structure is relatively complex, and the
training and convergence of DQN agents depend on a certain amount of initial
interaction data, which may result in a brief performance fluctuation period
in the early stages of system deployment. The overall content structure of the
article is shown in Figure 1. The first and second chapters (sections) analyze
and describe the research status respectively. The third chapter is the design
of IaaS cloud adaptive anomaly detection technology combining DQN and
CNN, including the overall framework design of IaaS cloud adaptive anomaly
detection system, the overall framework design of the anomaly detection
system based on the improved CNN algorithm, and the construction of an
adaptive decision model based on the DQN algorithm. The fourth chapter is
the performance evaluation of an IaaS cloud adaptive anomaly detection sys-
tem combined with DQN and CNN, including simulation experiment results
of data preprocessing and parameter determination of the adaptive anomaly
detection system, simulation results of anomaly detection and migration
training module, and simulation experiment analysis of IaaS cloud adaptive
anomaly detection system combined with the DQN and CNN. The fifth
chapter is the summary and the prospect.
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3 IAAS Cloud Adaptive AD Technology Combining DQN
and CNN

Memory exceptions are a common type of failure in IaaS cloud system
virtual machines. They may be caused by application memory leak, computer
virus infection and other reasons. It not only leads to abnormal memory
usage but also causes abnormal changes in other indicators such as a central
processing unit (CPU), disks, and networks [16]. This study focuses on the
abnormal performance of four key indicators: memory, network, CPU, and
hard disk. An adaptive AD system is designed by using improved CNN and
reinforcement learning algorithms to realize the adaptive detection of various
anomalies in different virtual machines of the IaaS cloud.

3.1 Overall Framework Design for the IAAS Cloud Adaptive AD
System

Human learning mainly relies on synaptic connections between neurons.
Neural networks (NNs) can emulate the analysis, storage, and processing
mechanisms of neurons for stimulus signals, and intelligently process infor-
mation. Artificial NNs can learn the representation of user’s normal behavior
mode from the existing information through repeated training, and judge the
outlier based on this. Therefore, it is often studied and used in diagnostic
systems for various abnormal data [17]. Cloud based virtual machine AD
is one research direction [18]. Although there have been some research
achievements in AD in the CC environment, most of the research has been
on the foundation of models trained from a large amount of sample data
in the past. Even if the NN has strong learning ability, it is more inclined
towards AD in known environments. The recognition ability will decrease
when facing abnormal situations in unknown environments [19-22]. This
study proposes an IaaS cloud adaptive AD system that combines an improved
CNN based AD module and a DQN based central control module. This
method can improve the detection accuracy of the model for unknown dif-
ferent monitoring data sources, while solving the problem of abnormal data
detection in IaaS cloud virtual machines. Figure 2 shows the structure of the
system.

As shown in Figure 2, the detection system can be divided into three
parts: abnormality detection module, transfer training module and central
control module. The anomaly detection module installed on the target virtual
machine continuously collects the raw monitoring data of memory, network,
CPU, and hard disk. This module preprocesses the data and inputs it into
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its internal model for real-time anomaly detection. The detection results and
the original monitoring data are uploaded to the migration training module
located on the edge server. The central control module receives information
from the migration training module. The DQN agent builds the current
environment state based on this information and predefined reward func-
tions. Subsequently, the DQN agent makes a decision based on the e-greedy
strategy, choosing to perform an operation: keeping the model parameters
unchanged, using a small batch of data for incremental updates, or per-
forming parameter resets. After the action is executed, the system calculates
the immediate reward through the predefined reward function based on the
detection performance and resource consumption in the next time step. This
interaction experience is stored in the experience replay pool of the DQN. The
DQN agent samples batch data from the experience pool regularly and uses
the Adam optimizer to minimize the temporal difference error to update the
parameters of its valuation network, thereby learning the optimal action selec-
tion strategy. The training method of the model is divided into two stages,
namely the centralized pre-training stage and the online adaptation stage after
deployment. During the centralized pre-training phase, before deployment,
the detection model is trained offline using a large-scale historical monitoring
dataset to learn universal spatiotemporal feature representations. After system
deployment, the online adaptation phase enters an adaptive loop centered
around the DQN. The conditions for triggering online fine-tuning include
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periodic triggering and performance driven triggering. The DQN decision
process is initiated for every N batches of monitoring data accumulated by
the migration training module for the target virtual machine. When the real-
time accuracy of the anomaly detection module remains below the preset
threshold or the loss function value significantly increases, the DQN decision
is immediately activated.

The anomaly detection module deployed on the target virtual machine
continuously collects the raw monitoring data streams of the memory, net-
work, CPU, and hard disk. This module first preprocesses the input data
and then inputs it into its internally integrated model for real-time analysis.
Based on the learned spatio-temporal feature patterns, the model performs
classification tasks on the input monitoring data fragments and outputs the
determination result of whether the current virtual machine operation status
is abnormal [23-25]. Due to the huge number of IaaS cloud virtual machines,
the subtle performance gap of each virtual machine also occupies part of
the system space, so the exception detection module installed on the virtual
machine needs to take into account the system space consumption and detec-
tion accuracy. The transfer training module is in the node position of the edge
server near the virtual machine, and the transfer learning is the most core idea
in the transfer training module, which is mainly designed to realize the rapid
learning of the target virtual data characteristics by the module. In this study,
the existing data is used to train the model and deploy the pre-trained model
to the transfer training module, so that the model can learn enough features in
the pre-training, and, in the face of a specific target virtual machine, under
a small amount of data, quickly learn the data characteristics of the new
environment, so as to adapt the model to the application environment. The
definition of the domain in transfer learning is shown in Equation (1).

D = {z, P(X)} (D

In Equation (1), = represents the feature space and P(X) represents the
edge probability distribution. In the detection system of this paper, exception
detection in different user modes and virtual machine environment can be
regarded as a problem in the same field. The definition of tasks in transfer
learning is shown in Equation (2).

T={y ()} 2

In Equation (2), y represents the label space, and f(-) represents the target
prediction function. This task is a certain task in the same field, and the



laa$S Cloud Adaptive Anomaly Detection Based on the DON Algorithm 507

training data is used to train the anomaly detection model. In the detection
system, the main task of the central control module is to calculate the reward
value of the state parameters and the abnormal detection results output by
the reinforcement learning algorithm according to the set reward function, so
as to achieve the purpose of adaptive abnormality detection and adjustment
through the way of rewards and punishments. Pre-trained models are usually
initially trained on a large-scale dataset and are capable of capturing common
features in the data. In a Q-network, the pre-trained model can provide a
powerful initialization to help accelerate the learning process. Specifically,
the pre-trained model can provide a relatively robust strategy in the early
stage of training, reducing the time and computational cost of learning from
scratch through transfer learning. In addition, pre-trained models can also
avoid overfitting in complex tasks, especially when there is insufficient data,
providing more robust generalization capabilities. During the training process
of Q-learning, by using the pre-trained model, the information in the dataset
can be utilized more effectively, enabling the model to perform better when
facing unknown environments.

3.2 Construction of an AD Model Based on an Improved CNN

Virtual machine memory exception is a common kind of abnormal memory.
When the cause and environment are different, the CPU, hard disk and
other related performance indicators in the virtual machine will also change
accordingly. Deep learning networks identify these anomalies by learning the
unique data features when they occur. If various deep learning algorithms are
directly used to classify abnormal data points, this often leads to excessive
system resource occupation and poor detection effect. Therefore, slicing the
monitored data from the time series to detect the running status of the virtual
machine and abnormal data types over a period of time is considered, which
can not only reduce the resource consumption of the system, but also improve
the accuracy of anomaly detection [26]. Therefore, based on TCN and CNN
models, the Zoom-CNN anomaly detection model is proposed to improve
the detection performance. This model is composed of a Zoom layer, a CNN
convolutional layer, and a fully connected layer to realize the classification
output. Its network model for the detection of anomalous time series data is
shown in Figure 3.

Through this anomaly detection model, only the CPU, memory, hard
disk, and network monitoring data can be used to realize the comprehensive
anomaly detection of the virtual machine time series data, without occupying
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Figure 3 Network model for anomalous time-series data detection.

the resources of the computing system. In this anomaly detection model, the
Zoom layer in the first part is designed according to the convolutional neural
network TCN to realize the extraction of time features in multiple dimensions
of each monitoring number such as CPU and memory [27]. On this basis, the
original monitoring data is expanded through multiple channels and its high
latitude characteristics are mined. The input feature of the network is z, and
the expression of the component input vector X is shown in Equation (3).

Lo
1
T2
T3

3

Vector X passes through a hidden layer and, under the activation function,
makes the intermediate output more diverse and handles more complex prob-
lems to achieve the nonlinear output. In this model, three activation functions
are used, first, the Sigmoid function, which is monotonically increasing and
is often used for the output of hidden layer neurons, mapping the final output
between 0 and 1. The definition is shown in Equation (4).

o(z) !

~ 1+ exp(-2) @

The second is the tanh function, which aims to solve the zero-centered
output problem and improve the convergence rate of the model. The definition
is shown in Equation (5).

et —e "
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Another is the ReLU function, which is simple to calculate, converges
faster, and can deal with the problem of gradient disappearance. In the
Zoom-CNN model proposed in this study, the activation function used is the
ReLU function. The definition is shown in Equation (6).

f(z) = max(0,2) ©)

Through the final output result = of the neural network, the classification
task is realized, and the scope of the output results is defined as Equation (7).

1 K(X) =05 ;
Yo nx)<os @

Deep neural networks have good representation effect and can be used as
a baseline in various tasks. In this study, a multi-layer perceptron with three
linear layers can be used as the baseline for the anomaly detection model.
The second part of the anomaly detection model is to realize the extraction of
correlation features between different performance indicators, CPU utiliza-
tion, hard disk use, network throughput, and memory utilization through the
CNN model. The CNN model is a feedforward neural network, including a
convolution layer and a pooling layer. It extracts the characteristics of each
monitoring index in a certain time through convolution kernel, so as to realize
the detection of anomaly. The process of the model implementing convolution
and pooling is shown in Figure 4.

In the CNN model, the convolution kernel makes the matrix multiplica-
tion sum of the input features in turn and finally realizes the output of the
results by combining with the deviation amount, and extracts the correlation
features between the hard disk, memory, CPU and the network performance
index of the virtual machine. The pooling layer is to further filter the output
correlation features. By sampling the maximum or average features in the

1211345
1344104
1717121
o311
SN S
T[T
=T

Convolutional kernel

Figure 4 The CNN realizes the convolution and pooling process.
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region, the size of the model can be reduced, the calculation speed can be
accelerated, and the robustness of the model can be enhanced. The final
result is achieved through three fully connected layers, so the third part
of the anomaly detection model is the fully connected layer. The feature
input of the convolutional layer is processed by using the maximum pooling
and ReLU function to realize the classification of anomalies [28, 29]. The
anomaly detection model enables fast and efficient anomaly detection of time
series data of virtual machines. To prevent overfitting of the model during
training and enhance its generalization ability on unknown data, this model
introduces multiple regularization strategies. Firstly, the Dropout technique
was applied in the fully connected layer. During the forward propagation
process, some neurons were randomly discarded with a preset probability
(set to 0.5 in the experiment) to reduce the complex co-adaptive relationships
among neurons. Secondly, L2 weight attenuation (with a coefficient set to
0.0001) was added to the optimizer configuration to constrain the complexity
of the model by imposing penalties on its weights. Furthermore, the Z-score
standardization, as mentioned earlier, was also adopted in the training data
preparation stage, which itself helps to stabilize the training process. These
regularization measures work together to ensure that the model captures key
spatiotemporal features without overly relying on specific noises or patterns
in the training set.

3.3 Construction of an Adaptive Decision Model Based on the
DQN Algorithm

The central control module uses the DQN algorithm to intelligently adjust
the parameters of the IaaS cloud virtual machine AD model. The modules in
DQN that make learning and decision-making are called agents. Intelligent
agents change the state of the environment through policies. The environment
will generate corresponding reward feedback. Based on the reward value, the
intelligent agent can estimate the value of each action in a certain state, and
then map the value estimation to the state action using a function constructed
by NNs. The interaction between the environment and the state policy in
the DQN algorithm can be described through Markov decision processes
(MDPs) [30] in Equation (8).

MDP = {S, A, Ps o, R} ®)

S = {s1,82,...,5:} is a set of specific states at a certain time, that is, the
virtual machine timing data and detection results output by the migration
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training module. A = {aj,aq,...,a;} represents the actions taken by the
migration training module at a certain time, including resetting, updating,
and retaining the NN parameters of the corresponding AD module. P,
represents the transition probability matrix, which is the probability of tran-
sitioning from action A; to the next state S;,; under state S;, and can be
represented by Equation (9).

P.(s,8") = Pr(Sis1 = §'|S; = s, Ay = a) 9)

In DQN, P;, is related to each action’s value estimation, and a fixed
probability threshold e can be set to select actions within a specific probability
range to improve the algorithm’s computational efficiency. R is a reward
function that represents the reward value of the action A; taken by agent
in state S;. The reward function plays a decisive role in the DQN, and the
agent needs to learn the optimal strategy from the accumulated reward values
[31, 32]. The accuracy reward R,.q, is represented by Equation (10).

TP+ TN
Racew = Batch_size (10)

In Equation (10), TP and TN are the correctly predicted samples,
while Batch_size represents all samples of the batch. The accuracy rate
is expressed as the sample proportion with correct prediction results to all
samples. The higher the accuracy rate, the better the detection effect. The
loss value represents the error between the predicted and true values. The
smaller the loss value, the better the detection effect. Equation (11) calculates
the reward value DD of loss.

1

Rioss = 1 —
loss Loss

11

Loss is the loss function. The compression value of the virtual machine is
related to the amount of data output in the network model. The input data
volume for this study is 64 x 4 and 32 data samples are output per batch. After
standardizing the data volume, its value ranges from —3 to 3. The smaller
the compression value, the less resource space the model occupies, which
can to some extent reduce the probability of serious consequences caused by
memory anomalies. The reward Rcomp of the compressed value is calculated
using Equation (12).

batch 1 h
ziatc Zjengt Z? il +1

- 12
6 X batch x length x n = 2 (12)

Rcomp =
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In Equation (12), batch means the data batch, length is the data length, n
represents the data dimension, and z is a variable of these three mathematical
quantities. Equation (13) is the final reward function.

R = 4Raccu + 3Rloss + 3Rcomp (13)

The design of the reward function aims to balance detection accuracy and
resource utilization. Among them, accuracy rewards are prioritized, ensur-
ing detection performance, loss rewards encourage model convergence, and
compression value rewards constrain model complexity to reduce resource
consumption. Realize a balanced optimization with precision as the main
focus and resources as the auxiliary through weight coefficients. The reward
shaping mechanism provides additional positive rewards for behaviors that
continuously improve accuracy or significantly reduce resource consumption
in order to encourage strategies that steadily improve performance. To ensure
the stability of learning, the system adopts three key mechanisms: experience
replay is used to break the correlation between data; the target network
is used to stabilize the update target of the Q value; the exploration rate
linearly decays from 1.0 to 0.1 to balance exploration and utilization. These
mechanisms collectively ensure the stable convergence of the DQN in non-
stationary cloud environments. The reward function should not only consider
the rewards generated by subsequent actions in Markov decision-making, but
also avoid its significant impact on the current action reward. Therefore, it is
necessary to introduce a discount factor for future action rewards, namely
the discount rate 7 € [0,1]. If there are m actions in the entire process,
Equation (14) is the cumulative reward obtained by an intelligent agent at
moment ¢.

m
Rt:Tt+7'rt+1+"‘227k'7"t+k (14)
k=0

In the equation, £ means the kth action in the future. The DQN
randomly selects action a; based on the transition probability. After per-
forming this action, the reward R;y; can be obtained. The interactive data
(St, Aty Rit1, Si4+1) of environmental actions was placed in the experience
pool. The valuation network can estimate the action value based on reward
in the experience pool. Then the loss function in the NN is optimized by
the Adam algorithm. The weight parameters of the valuation network are
adjusted and updated through backpropagation [33]. After multiple training
sessions, the optimal parameters were obtained. Figure 5 shows the structure
and operational process of the DQN.
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Figure 5  Structure and operation process of the DQN.
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Each action output by the DQN directly affects the parameter update
strategy of the anomaly detection module. Keeping the weights of the current
TCN-CNN model unchanged without any updates is suitable for situations
where the current model performs stably in the target environment. We
fine tune the TCN-CNN model using the last 20 batches of monitoring
data cached in the transfer training module and update the network weights
through backpropagation to adapt to the local feature changes of the target
virtual machine. Resetting the weights of the TCN-CNN model to the initial
parameters of the pre-training stage is suitable for situations where the cur-
rent model experiences severe performance degradation or overfitting in the
target environment, and restoring the model’s generalization ability through
reinitialization.

The adaptive anomaly detection system designed for research integrates
TCN, CNN, and DQN modules through a layered architecture. The temporal
feature extraction module adopts a multi-core parallel TCN structure, using
four one-dimensional convolutional layers (kernel sizes of 2, 4, 8, and 16,
with 32 channels) to process the monitoring indicator sequence, in order
to capture multi-scale temporal dependencies. The output features of the
TCN are concatenated in the channel dimension and used as inputs to the
CNN module for learning memory CPU. The output features of the TCN
are concatenated along the channel dimension and serve as input to the
CNN module, aiming to learn and memorize CPU information. This module
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is designed to learn the spatial correlations between memory and CPU, as
well as between hard disk and network metrics. The CNN consists of two
layers of convolution (3 x 3 kernels, 64/128 channels), followed by ReL.U
activation and 2 x 2 max pooling layers, and finally the fully connected
layer outputs the classification results. The detection model uses the Adam
optimizer (learning rate 0.001) and cross entropy loss function to train
500 rounds with a batch size of 64. The DQN controller takes detection
performance indicators as state inputs, and the action space includes three
strategies: parameter maintenance, small batch update, and reset. Its network
structure is a fully connected network of 64-128-64-3, trained using expe-
rience replay (buffer 50000) and target network (updated every 100 steps)
mechanisms, with a discount factor of 0.99 and a linear decay of exploration
rate from 1.0 to 0.1. The system utilizes TCN-CNN for feature extraction and
classification, and the DQN dynamically adjusts the detection model param-
eters based on real-time performance to enhance adaptability to unknown
environments.

The CNN part contains two layers of convolution operations, with a ker-
nel size of 3 x 3 and the number of channels being 64 and 128 respectively.
The pooling layer adopts the maximum pooling algorithm, and the window
size is 2 x 2. The fully connected part is designed as a two-layer structure,
with the number of neurons being 256 and 128 respectively. In terms of
activation functions, the hidden layer uses the ReLU function, and the output
layer adopts the Softmax function for classification. The optimizer selects
the Adam algorithm, sets the learning rate to 0.001, and introduces a weight
attenuation coefficient of 0.0001 to suppress overfitting. The loss function
adopts cross-entropy loss, the batch size is fixed at 64, and the training
period is 500 epochs. The configuration parameters used in the deep learning
techniques are shown in Table 1.

The pseudo-code of the proposed method in the research is specifically
shown in Table 2.

4 Performance Evaluation of the laaS Cloud Adaptive AD
System Combining the DQN and CNN

In the performance evaluation, the fault generator is used to make exceptions,
and the original data is artificially obtained and preprocessed. By using
accuracy as an evaluation indicator, the accuracy of AD module detection,
the effectiveness of transfer training module, and the application effect of
adaptive detection system were verified through comparative experiments.
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Table 1 The configuration parameters used in the deep learning techniques

Parameter Value Description

Learning rate 0.001 Learning rate used with the
Adam optimizer.

Batch size 64 Number of samples per
iteration.

Optimizer Adam Optimizer used for training.

Network architecture  Fully connected (3 hidden layers)  The structure of the neural
network.

Activation function ReLU Activation function used in
each layer.

Training epochs 100 Total number of training
epochs.

Weight initialization Xavier initialization Method for initializing weights.

Loss function Mean squared error (MSE) Loss function used for the
model.

Dropout rate 0.5 Dropout rate to prevent
overfitting.

Data augmentation Random cropping and rotation Techniques to enhance training

data variability.

4.1 Adaptive AD System Data Preprocessing and Parameter
Determination

IaaS cloud VM monitors four index data including memory, network, CPU
and hard disk, and uses a software probe to sample and record its running
state at interval, thus obtaining multi-dimensional performance index data
flow. In addition, experiments employed a fault generator to inject faults
into the virtual machines at random, based on six predefined scenarios:
(1) ordinary memory leakage, (2) memory leakage and CPU abnormal occur
at the same time, (3) memory leakage and hard disk abnormal occurs at the
same time, (4) memory leakage and network abnormalities occur at the same
time, (5) memory leakage and other three abnormalities occur at the same
time, (6) virtual machine normal operation. The relevant parameters of the
experimental environment configuration of this study experiment are shown
in Table 3.

The experimental data were collected through the monitoring agent
deployed in the IaaS cloud virtual machine, mainly including four types
of indicators: memory free space, CPU utilization rate, hard disk utiliza-
tion rate, and network throughput. Prometheus v2.30 was adopted as the
monitoring platform, combined with Node Exporter v1.3.1 to continuously
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Table 2 Research method: Pseudocode

Algorithm 1: TCN-CNN-DQN for adaptive anomaly detection in the IaaS cloud

Input:
Historical monitoring dataset D_{pre} for
pre-training
Real-time monitoring streams from target VMs
DQN hyperparameters: discount factor \gamma,
replay buffer size B, exploration rate \epsilon, etc.
Output: Adaptive anomaly detection decisions in
real-time
Procedure:
// Phase 1: Centralized Pre-training
Initialize TCN-CNN detection model M_{det}
with random weights \theta
for epoch =1 to E_{pre} do

Sample batch (X, y) \sim D_{pre}

\hat{y} = M_{det}(X; \theta) // Forward pass

Compute loss \mathcal{L} =
\text{ CrossEntropy } (\hat{y}, y)

Update \theta via Adam optimizer

if validation loss stops improving for P epochs
then

Break // Early stopping

end if
end for
Save pre-trained weights \theta_{pre}
// Phase 2: Online Adaptation with DQN Controller
Initialize DQN agent with:
- Online network Q(s, a; \phi)
- Target network Q’(s, a; \phi”-) with \phi”-
\leftarrow \phi
- Replay buffer R of capacity B
Deploy M_{det} with \theta \leftarrow

\theta_{pre} on target VMs
for each time step t do

Collect monitoring metrics x_t from VMs

\hat{y}_t=M_{det}(x_t; \theta) // Real-time
anomaly detection

Compute detection accuracy acc_t, loss loss_t

Construct state s_t = [acc_t, loss_t,
\text{compression}_t]

/I DQN Action Selection

With probability \epsilon select random
action a_t

Otherwise select a_t = \arg\max_a Q(s_t, a;
\phi)

Execute action a_t:
if a_t = 0: Maintain current \theta
if a_t = 1: Fine-tune \theta using recent N batches
if a_t = 2: Reset \theta \leftarrow \theta_{pre}

Observe new state s_{t+1} and compute
reward r_t

Store transition (s_t, a_t, r_t, s_{t+1})inR

// DQN Training

Sample random minibatch (s_j, a_j, r_j,
s_{j+1})\simR

Compute target: y_j =r_j + \gamma
\max_{a’} Q’(s_{j+1}, a’; \phi"-)

Update \phi by minimizing (y_j - Q(s_j, a_j;
\phi))"2

Every C steps update target network: \phi”-
\leftarrow \phi

Decay exploration rate \epsilon
end for

collect data at a frequency of once per second for 14 days, and the total
amount of original data reached 1.2 TB. To simulate real abnormal scenarios,
the research developed a fault generation script based on Python 3.9 and
injected exceptions into six scenarios: Common memory leaks are achieved
by looped allocation of unreleased memory, and the leak rate is fixed at
100MB/s. CPU anomalies are triggered by high-load computing tasks, and
the utilization rate is stable at over 95%. The hard disk anomaly uses the
dd command to write random data blocks at a rate of 1 GB/s. Network
anomalies are simulated by limiting the bandwidth to 10 Mbps and injecting
a 20% packet loss rate. Each type of exception lasts for 30 minutes, with
normal operation data such as file transfer and database query inserted during
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Table 3 Experimental environment configuration parameters

Processor Intel(R) Core(TM) i5-10600KF

Memory 48G

Graphics card Nvidia GeForce RTX 3070Ti

EDITOR Jupyter notebook

Development language Python 3.8.5

Deep learning framework Python 1.10.1

Experimental physics server

CPU Intel(R) Xeon(R) CPU E5-2407
2.20Hz 4 cores and 4 threads

Physical memory 96G

Physical hard drive 2T

Operating system Centos7.5
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Figure 6 Partial data after standardized preprocessing (verifying the effectiveness of the Z-
score method for the unification of multiple index dimensions).

the intervals to be close to the real load. However, before calculation, it is
necessary to standardize the data values to avoid significant differences in
data values due to different data collection standards and measurement units.
The standardization method uses the Z-score standardization method, and
the normalized value is the difference between the value and the category it
belongs to divided by the standard deviation. The reason for choosing the Z-
score standardization method is that the dimensional differences of different
monitoring indicators will cause the model training to be biased towards
features with a larger numerical range. The standardized data distribution is
closer to the normal distribution and can reduce the oscillation during the
gradient descent process. The raw data is converted into various performance
indicators in the virtual machine configuration, and the data results before
and after standardization preprocessing are shown in Figure 6.
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Figure 7 Distribution of the number and proportions of the different data types after the
slice (showing the sample balance between abnormal types and normal data, verifying the
rationality of experimental data and the fairness of model training).

After data preprocessing, the data is divided into 5 minutes as a sequence
batch, and each sequence batch is sliced with 64 data points per cycle. To
provide reference for model training, the proportion of various data samples
needs to be coordinated, and the gap should not be too large. Therefore,
random sampling should be conducted on normal samples with a large
amount of data and normal data with low usage rates of all indicators should
be eliminated. Figure 7 shows the number and proportion of data after final
screening.

According to Figure 7, the sample size and proportion distribution of
each type of data are relatively balanced, and the difference is not signifi-
cant, which can meet the experimental requirements. Randomly divide the
processed data into a training set and a testing set in an 8:2 ratio for model
training.

4.2 Simulation Experimental Results of AD and the Transfer
Training Module

Zoom layers with different kernel sizes are used to extract different features
of time series data, so in this paper, Zoom layers with different kernel sizes
are used to extract the effect of time features and compare the experiment.
In the Zoom layer with different kernel sizes, after extracting features, the
full connected layer is directly used for classification, and the experimental
results of classification detection are shown in Figure 8.
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Figure 8 Effect of different convolution kernel sizes on model classification accuracy (ana-
lyzing the influence of different convolution kernel sizes on temporal feature extraction and
verifying the advantage of small-sized convolution kernels in preserving local information).

According to Figure 8, the Zoom layer with a convolution kernel of size
of 2 has the highest classification accuracy of 96.8%. Next is the Zoom
layer with convolution kernel size 4, with a classification accuracy of 94.3%.
Zoom layers with convolution kernel sizes 8 and 16 had low classification
accuracy, with 92.1% and 91.8%, respectively. This indicates that the smaller
the convolution kernel size set, the better the Zoom layer performs on the
feature extraction of the time series. The reason for this analysis may be that
the Zoom layer with large convolution core can extract earlier time dimension
features, but it will also lose some local information, which reduces the
classification accuracy. The test result data of the influence of different
convolution kernel sizes on the classification accuracy of the model all have
significant statistical significance. Overall, although the output accuracy of
the Zoom layer with different convolution kernel sizes varies, it is above
90%, indicating that the structure can extract the temporal characteristics of
the experimental data. In order to retain the temporal features of different
original data at different scales, the features output by Zoom layer are
spliced, and then input to the CNN layer for convolution pooling to extract
the correlation features among the four types of data. Finally, output the
classification results from the fully connected layer. The accuracy and loss
function value of the whole anomaly detection module were analyzed and the
MLP model was selected for the comparison experiment. In this experiment,
the anomaly detection parameters of the model are set as follows: the number
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Figure 9 The detection accuracy of anomaly detection modules of different algorithms
(comparing the detection accuracy and convergence speed of TCN-CNN, RNN, CNN, and
MLP, highlighting the superior performance of the TCN-CNN model).

of network layers is 4, the connection type is linear, the activation function is
ReLU/Dropout, and the output data is 128. The results are shown in Figure 9.

Figure 9 compares the anomaly detection accuracy and loss function val-
ues of four models (TDN-CNN, RNN, CNN, and MLP). The study selected
MLP, CNN, RNN, and TDN-CNN as baseline models, aiming to form a com-
parison spectrum covering basic neural networks, spatial feature extraction,
time series modeling, and their improved variants. The proposed TCN-CNN
performed the best with an accuracy of 99.8%, even exceeding 97.8% of the
proposed RNN. The TCN-CNN loss function values are also at the lowest
level. The test result data of the detection accuracy of the anomaly detection
modules of different algorithms all have significant statistical significance.
Although the iterative convergence rate is slow compared with the other three
models, the final convergence results are better, indicating that the model can
accurately identify the abnormal data in the virtual machine, and can provide
a new idea for future research on the improvement of anomaly detection
accuracy. To monitor the training process and diagnose overfitting, the loss
value and accuracy of each training cycle (epoch) on the training set and the
independent validation set were synchronously recorded during the training
process. The specific results are shown in Table 4.

As shown in Table 4, at approximately 200 training cycles, the validation
loss reaches its lowest point (0.082), and the validation accuracy is the
highest (99.1%). Subsequently, the training loss continues to decline, but
the validation loss begins to rise, indicating that the model has started to
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Table 4 Performance indicators of each anomaly detection model

Number of

iterations

(Epoch) 50 100 150 200 250
Training loss 0.215 0.112 0.058 0.032 0.021
Validation loss 0.198 0.105 0.089 0.082 0.088
Validation 96.5+03% 982+02% 98.7+0.1% 99.1+ 0.1% 989 +0.2%
accuracy

Table 5 Performance statistics comparison between the TCN-CNN model and the bench-
mark model

Model TCN-CNN  RNN CNN MLP
Computational complexity (GFLOPs) 0.85 0.32 1.52 1.18
Average detection delay (ms) 42.3 58.6 65.8 51.2
Average verification accuracy rate (%) 98.65 96.24 95.81 90.37
Standard deviation 0.83 1.12 0.94 1.28
Compare the ¢ value with MLP 15.32 9.56 7.41 /
Compare the p value with MLP <0.001 <0.001 <0.001 /
Compare the ¢ value with that of the CNN 8.74 5.12 / /
Compare the P value with that of the CNN <0.001 <0.01 / /

overfit the training data. The early stop mechanism successfully terminates
the training at this point, retaining the model with the best generalization
ability. To conduct statistical tests, the study independently trained each
model five times (with different random seeds) and recorded the validation
accuracy for each epoch. Then, on the selected epochs (such as 50, 100, 150,
200, 250), the validation accuracy rates of the TCN-CNN model and the MLP
model are subjected to independent sample t-tests. The specific results are
shown in Table 5.

To verify the statistical significance of the performance differences of
the models, the study conducted five independent repeated experiments on
the TCN-CNN, RNN, CNN, and MLP models respectively (using different
random seeds each time). Table 5 shows that the statistical test results indicate
that the TCN-CNN model is significantly superior to all comparison models
in terms of verification accuracy. Compared with the MLP model, t = 15.32,
p < 0.001, and the effect size was large (Cohen’s d = 3.21), indicating
that the performance improvement of the TCN-CNN model was highly
statistically significant. Compared with the basic CNN model, ¢t = 8.74,
p < 0.001, and the effect size was moderately large (Cohen’s d = 1.95).
Compared with the RNN model, ¢ = 9.56, p < 0.001, and the effect size



522 Li Chenetal.

80
78 | W L
- 76 Ml o
S di
2 74-
<
5
8 72- MLP
< —— TCN-CNN
70 CNN
68 + : . . . .
0 100 200 300 400 500

Iter

Figure 10 Accuracy of transfer training for different AD models (evaluating the generaliza-
tion ability of the model on unfamiliar datasets and revealing the issue of decreased accuracy
of static models in transfer scenarios).

was large (Cohen’s d = 2.13). Further quantitative analysis was conducted
on the degree of overfitting. The difference between the training accuracy and
the validation accuracy of the TCN-CNN model was 1.23 + 0.35%, which
was significantly lower than 5.68 + 1.12% of the MLP model (t = 9.84,
p < 0.001). This indicates that the TCN-CNN model combined with the
early stop strategy effectively alleviates the overfitting problem and maintains
better generalization ability. The three models of TCN-CNN, CNN, and MLP
were tested with another set of data set and the results are shown in Figure 10.

According to Figure 10, the three models did not perform as expected
on another dataset, with accuracy ranging from 70% to 80%. In contrast, the
accuracy was not improved, but was rather lower. A model trained on one
dataset cannot be directly used for AD in another dataset. For this purpose,
the experiment randomly selected 3 sets of 10 batches of data from another
dataset for transfer training of the three models, and the results are shown in
Figure 11.

According to Figure 11, CNN has stronger adaptability to unfamiliar data
and improves overall accuracy faster. When its accuracy reaches 95%, the
average number of iterations trained on the three sets of data is 131. However,
the adaptability of MLP and TCN-CNN is relatively weak. Experimental data
shows that when the accuracy reaches 80%, the average number of iterations
for MLP is 58, and the average number for TCN-CNN is 79, which is higher
than MLP. When the accuracy reaches 90% and 95%, the average number
of iterations for MLP is 141, 327, and the TCN-CNN is 135, 235, which is
lower than MLP. The TCN-CNN model has fewer iterations than the MLP
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Figure 12 Impact of different pre-training accuracy on transfer training iterations (analyzing
the correlation between pre-training accuracy and transferring training efficiency, and deter-
mining the optimal pre-training accuracy threshold to balance the risks of overfitting and
underfitting).

model when achieving higher accuracy. The reason for the poor performance
of TCN-CNN on another set of data may be due to overfitting on the first
dataset, which reduces its adaptability to other datasets. Therefore, the model
parameters at the first training accuracy of 88%, 90%, 92%, 94%, 96%, and
98% were retained, and 10 batches of data from another dataset were trained
under each model parameter. Figure 12 shows the corresponding iterations.
According to Figure 12, the higher the training level before the model’s
pre-training accuracy reaches 96%, the less training time is required for
transfer training. When the pre-training accuracy reaches 98%, the iteration of
transfer training actually increases. Before the pre-training accuracy reached
96%, this model did not learn enough data features, resulting in the addi-
tional iterations when facing unfamiliar data. After the pre-training accuracy
reaches 96%, the pre-training process learns too many data features, requiring
multiple parameter adjustments when facing unfamiliar data, resulting in
transfer training iteration increasing. Therefore, in the subsequent simulation
experiments of the adaptive detection system, parameters with a pre-training
accuracy of 96% were used. The migration training module can temporarily
store 20 batches of virtual machine monitoring data, with each batch set to 10
iterations. To further verify the robustness and generalization ability of the
above-mentioned pre-training accuracy threshold (96%), rather than being
specific to the initial experimental dataset, a cross-dataset sensitivity analysis
was conducted in the study. We selected the financial cloud dataset (for high-
frequency trading scenarios), the medical cloud dataset (for scenarios with
high IO stability requirements), and the mixed-load dataset described in Sec-
tion 4.1 and conducted transfer training experiments under model parameters
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Table 6 Analysis of transfer training efficiency with different pre-training accuracy thresh-
olds on multiple datasets
Pre-training accuracy threshold 092 094 096 0.98
Financial cloud dataset (number of iterations) 158 132 121 140
Medical cloud dataset (number of iterations) 145 128 118 135
Mixed-load dataset (number of iterations) 168 142 125 152
Average number of iterations 157 134 1213 1423

with pre-training accuracy rates of 92%, 94%, 96%, and 98%, respectively.
The experiment recorded the average number of iterations required for each
model to achieve a 95% detection accuracy rate on different target datasets.
The results are shown in Table 6.

When the pre-training accuracy threshold is 96%, the model demonstrates
the highest migration efficiency (with the lowest average number of iterations
at 121.3) on all three heterogeneous datasets and performs most stably on
each dataset (with the least fluctuation in the number of iterations). This
confirms that 96%, as a balance point, can effectively coordinate “feature
learning sufficiency” and “model generalization” under multiple data distri-
butions. When the threshold is lower than 96% (92%, 94%), the model does
not fully learn the general features of the source domain, resulting in the
need for more iterations during migration to adapt to the new data. When
the threshold is too high (98%), the model may overfit the source data,
and its specialized features hinder rapid adaptation to new fields, resulting
in a decline in migration efficiency. This “inverted U-shaped” rule remains
consistent in all three datasets. Therefore, the 96% pre-training accuracy
threshold demonstrates excellent cross-dataset robustness in the cloud moni-
toring metric anomaly detection task defined in this study and can serve as an
effective empirical configuration reference.

4.3 Simulation Experiment Analysis of an laaS Cloud Adaptive
AD System Combining DQN and CNN

The experimental environment still utilizes a typical IaaS cloud for teaching
and research laboratories. For the simulation experiments, data from the
experiment is used, and the data is loaded in the following order: training
data used by the model, a randomly mixed dataset consisting of training data
already used by the model and another set of unused data, and another set
of unused data by the model. The experiment is directly carried out on a
target virtual machine. The experiment actively generates anomalies through
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Figure 13 Change in accuracy of DQN model training (displaying the dynamic changes in
batch accuracy and average accuracy during model training and verifying the improvement
effect of experience replay mechanism on learning stability).

fault injection, analyzes the experimental results and monitoring data, and
obtains the abnormal detection accuracy of the detection model on the virtual
machine. The decision process of the DQN model is analyzed before testing
the simulation performance of the adaptive anomaly detection system. The
model was simulated using the pre-training dataset and another dataset and
after one round of training; the results are shown in Figure 13.

Figure 13(a) shows the prediction accuracy of the model on each batch of
data, while Figure 13(b) shows the average accuracy of each 100 batches of
data. Analysis shows that the average accuracy of this system in early stages
is 0, indicating that the DQN needs to observe and store enough data before
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Figure 14 Output results of the DQN model (comparing the distribution of action selection
between the initial and final training stages and illustrating the evolution process of DQN
strategy from random exploration to stable decision-making).

starting learning. This study began training after the DQN experience pool
data exceeded 300 batches. Therefore, after a round of training, the DQN
began to adjust AD. Compared to the previous section, the training results
in the latter section are better and the adjustment range is greater because
the latter simulation process trained the valuation network of the DQN. The
red curve in Figure 13(b) shows the system output accuracy after multiple
training and adaptive adjustment of AD by the DQN. It indicates that through
DQN decision-making, AD accuracy can be stabilized at a high level and
its adaptability to unfamiliar data is enhanced. The change result data of
the training accuracy rate of the DQN model all have significant statistical
significance. Figure 14 shows the comparative results of the output actions of
the DQN model.

Figures 14(a) and 14(b) show the comparison of the output action results
of the initial and the final rounds, respectively. 0, 1 and 2 represent the con-
stant retention parameters: save the current small batch data and update the
anomaly detection model, and reset the anomaly detection model according
to the pre-training parameters. The analysis shows that in the initial rounds,
the distribution of DQN action decisions is more uniform, and more values
are 0. In the final round, the median action decision of 1 is much more than
in the other two cases, followed by a value of 0, and finally by a value of
2. It can be seen that the DQN is more inclined to fine-tune the abnormal
detection module through small batch data so as to obtain higher detection
accuracy. In order to test the practical application effect of the IaaS cloud
adaptive anomaly detection system, it was used in the virtual machine for a
simulation test and the results are shown in Figure 15.
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Figure 15 Simulation results of the IaaS cloud adaptive AD system based on the TCN-
CNN-DQN model (the detection accuracy and stability of the TCN-CNN-DQN system were
comprehensively evaluated and the adaptability of the adaptive decision-making module to
dynamic environments was verified).

Table 7 Multi-index comparison of anomaly detection models

Model Accuracy (%) F1 score (%) ROC-AUC
TCN-CNN 99.8 98.7 0.997
RNN 97.8 93.2 0.941
CNN 96.5 95.1 0.963
MLP 92.3 89.5 0.892

According to Figure 15, the accuracy of the three models is significantly
improved compared to the results without introducing the DQN. Among
the three models, TCN-CNN-DQN has the best application effect, with a
smaller fluctuation in accuracy compared to the other two models, and the
highest accuracy value, ultimately reaching 98%. The simulation result data
all have significant statistical significance. Compared with MLP-DQN and
CNN-DQN, there is no lower platform period for accuracy in the early
training stage, indicating that the model has strong learning and decision-
making abilities and stronger adaptability to unfamiliar data. In summary, the
TCN-CNN-DQN system has achieved good application results in IaaS cloud
adaptive AD. It can effectively improve the detection accuracy of virtual
machine anomalies when the user’s operating habits, software installation,
and other states are unknown. In order to further analyze the superiority of the
research method, a multi-index comparison of the supplementary anomaly
detection model was studied, as shown in Table 7.

As can be seen from Table 7, in the multi-index comparison of the
anomaly detection model the F1 score of the TCN-CNN model is 98.7%, and
the receiver operating characteristic area under the curve (ROC-AUC) value is
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Table 8 Multi-index comparison of dynamic/adaptive anomaly detection models
Average 12-hour Concept

Detection False Drift
Accuracy FI1 Score Latency Alarm  Robustness

Model (%) (%) ROC-AUC (ms) Rate (%) Index
TCN-CNN-DQN 98 97.6 0.995 423 1.2 0.91
Autoencoder-based 89.5 87.2 0.921 58.6 3.8 0.76
adaptive model
LSTM dynamic 93.2 91.5 0.947 65.8 2.5 0.82
adjustment model
Hybrid LSTM-CNN 95.7 94.3 0.968 51.2 2.1 0.85
model

0.997. 1t is significantly superior to RNN (F1: 93.2%, AUC: 0.941), CNN (F1:
95.1%, AUC: 0.963), and MLP (F1: 89.5%, AUC: 0.892). The high value of
the F1 score indicates that the model can still balance the precision and recall
rates in scenarios where abnormal samples are scarce, while a ROC-AUC
value close to 1 verifies the model’s strong discrimination ability for positive
and negative samples. The performance of research methods with dynamic
and adaptive models were compared and analyzed, as shown in Table 8.

The concept drift robustness index is calculated based on the average
accuracy decay rate in scenarios with 10%/20%/30% feature distribution
changes, with a range of values [0,1]. The higher the value, the stronger the
robustness. As shown in Table 8, compared with existing dynamic/adaptive
models, the TCN-CNN-DQN system still maintains advantages in accuracy,
F1 score, and ROC-AUC indicators, especially in low false alarm rate and
concept drift robustness. Its detection delay is reduced by about 35% com-
pared to LSTM models, mainly due to the parallel computing architecture
of TCN and the lightweight decision-making mechanism of DQN. In the
12 hour continuous operation test, the false alarm rate of the system was
always controlled within 1.5%, while the false alarm rate of the model based
on autoencoder increased linearly with the running time, indicating that the
dynamic parameter adjustment ability of DQN effectively suppressed the
performance degradation of the model.

In the hardware environment described in Table 3, TCN-CNN pre-
training for 500 rounds took 8.7 hours (with an average GPU utilization rate
of 78% and a peak memory usage of 12.3 GB); the DQN controller takes 1.2
hours to train for 10,000 steps (with an average CPU utilization rate of 65%).
Compared to static models with the same accuracy, the total training energy
consumption is reduced by 28.6%. When monitoring a single virtual machine
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in real-time, the CPU usage remains stable at 8—12% (single core), with
a memory usage of approximately 450 MB. When monitoring 100 virtual
machines simultaneously, the peak CPU load on edge servers is 65%, and
network transmission overhead is reduced by 42% compared to centralized
detection. This indicates that the research method has good computational
and energy consumption performance. In the simulation test of the financial
transaction cloud environment (processing 8000 virtual machine indicator
data per second), the average response delay of the system was 42.3 ms,
and the 99.9% percentile delay was <68 ms. When the number of virtual
machines was expanded from 100 to 500, the delay increase was only 18%,
indicating that the architecture has horizontal scalability.

To verify cross environment generalization ability, three sets of heteroge-
neous datasets were added for cross validation. The financial cloud dataset
contains 1.2 million records (with anomalies accounting for 3.2%, includ-
ing CPU anomalies caused by high-frequency transactions), the medical
cloud dataset contains 800,000 records (with anomalies accounting for 1.8%,
mainly due to disk read and write anomalies), and the mixed load dataset
integrates e-commerce traffic fluctuations and education cloud memory leak-
age data (with anomalies accounting for 5.7%). The results showed that the
TCN-CNN-DQN model had an average accuracy of 97.2 £+ 1.3% and an
F1 score of 96.5 + 1.8% on the three datasets, significantly higher than the
static model (accuracy of 89.6 + 4.2% and F1 score of 87.3 £ 3.5%). It
still maintained an accuracy of 95.8% in low anomaly scenarios of medical
cloud, reflecting its adaptability to different data distributions. The ablation
experiment showed that removing the TCN module reduced the accuracy of
the financial cloud dataset by 8.7%, highlighting its role in capturing temporal
patterns; removing the CNN module resulted in a 12.3% decrease in the
detection rate of abnormal collaboration between medical cloud hard disk and
memory; after removing DQN, the accuracy of the mixed dataset decreased
by 15.6% within 30 minutes when encountering concept drift, verifying
the necessity of dynamic adjustment. The ablation studies demonstrate that
the collaborative support of the TCN, CNN, and DQN modules is crucial
for maintaining robust and stable detection performance across complex,
heterogeneous environments.

5 Conclusion

With the development of CC, there is a massive amount of application and
user data stored in cloud systems. If anomalies cannot be detected in a
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timely manner, it can easily pose hidden dangers to the operational security
and stability of the system. Taking the IaaS cloud system as an example,
there are four common anomalies that can occur: memory, network, central
processing unit, and hard disk. In response to this issue, this study proposes an
adaptive AD system based on DQN control. The system is divided into three
modules: AD, transfer training, and adaptive control. For AD, a combination
of TCN and CNN is used to extract and classify the temporal and spatial
features of the data. Then, the migration training module is used to improve
the problem of decreased detection accuracy of AD when facing unfamiliar
data. Finally, in the adaptive control section, the DQN is used to adjust
the model parameters to achieve intelligent control of the system. AD was
trained using abnormal data produced by a fault generator. Its accuracy rate
is 99.8%, which is better than the single CNN and multilayer perceptron
training results, and is 2% more accurate than Google’s Google Net. This
indicates that the model has good performance in detecting abnormal data
in virtual machines. Transfer training was conducted on the model through
three sets of unfamiliar data, and the detection accuracy of the model was less
than 80% after 500 iterations. Compared with the trained dataset, its accuracy
is significantly reduced. This indicates that if AD cannot adaptively adjust
parameters when facing unfamiliar environments, it will reduce the detection
accuracy. Following the training of the TCN-CNN-DQN-based IaaS cloud
adaptive AD system, its performance was evaluated on a new dataset. It can
improve the detection accuracy to over 90% when there is less data and as
the data volume increases its accuracy can stabilize at around 98%. Studies
show that the TCN-CNN-DQN framework, which integrates spatio-temporal
feature extraction and reinforcement learning dynamic decision-making, can
effectively solve the static limitations of anomaly detection models in the
cloud environment and significantly improve the generalization ability in
unknown scenarios. This achievement provides a new paradigm of intelligent
operation and maintenance with both high precision and strong adaptability
for the field of cloud computing security and promotes the development of
dynamic anomaly detection technology based on deep reinforcement learn-
ing. The practical application of the system can cover enterprise-level IaaS
platforms, virtualized data centers and other scenarios. By monitoring the
core indicators of virtual machines in real time and dynamically adjusting
the detection strategy, the system can reduce the risk of business interruption
caused by resource anomalies and improve the reliability of cloud services.
It is thus suitable for industries with stringent stability requirements, such
as finance and healthcare. Moreover, several other limitations should be



532 LiChenetal.

noted. Firstly, although the DQN controller demonstrates strong adaptability
in dynamic environments, its responsiveness to abrupt concept drift or highly
imbalanced data distributions remains a challenge. In scenarios with extreme
class imbalance or rapid workload shifts, the agent may require additional
interaction data to stabilize performance, leading to a temporary decline in
detection accuracy. Secondly, while the system exhibits good scalability in
edge-server deployments, its performance in ultra-large-scale cloud clusters
remains to be validated. Additionally, the current model lacks explainability
mechanisms, which may hinder troubleshooting and trust in operational prac-
tices. The DQN agent relies solely on VM-level metrics without incorporating
higher-level contextual information such as user behavior patterns or work-
load semantics, which could further enhance decision-making robustness.
For future work, several directions are recommended. Firstly, integrating
explainable Al modules could improve model interpretability and facilitate
root cause analysis of anomalies. Secondly, deploying the system in live
cloud environments for long-term validation would strengthen the practi-
cality of the approach. Furthermore, extending the state space of the DQN
to include user behavior features and workload context could significantly
improve the adaptability and accuracy of anomaly detection. Finally, future
work will prioritize exploring integrated explainable artificial intelligence
methods, such as introducing an attention mechanism to the DQN policy
network, to visually reveal its decision-making basis, such as which changes
in performance indicators trigger parameter adjustments, thereby enhanc-
ing the trust of operation and maintenance personnel in the system. Also,
assist in conducting root cause analysis of faults. To address the system’s
response challenges to concept drift and severely class-imbalanced data,
future research will introduce adaptive learning mechanisms, such as using
dynamic experience playback buffers and online fine-tuning strategies to
accelerate adaptation to new distributions. Meanwhile, focal loss or adaptive
category weights are integrated into the loss function of the detection model
to more systematically alleviate the bias caused by the scarcity of abnormal
samples, thereby enhancing the continuous learning ability and robustness of
the model in the dynamic cloud environment.
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