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Abstract

With the rapid development of internet technologies, Web services have been
widely applied in various fields, including finance, healthcare, education, e-
commerce, and the Internet of Things, bringing great convenience to human-
ity. However, Web security threats have become increasingly severe, with
side-channel attacks (SCA) emerging as a covert and highly dangerous attack
method. SCAs exploit non-explicit information, such as network traffic pat-
terns and response times, to steal sensitive user data, posing serious threats to
user privacy and system security. Traditional detection methods primarily rely
on rule-based feature engineering and statistical analysis, but these methods
show significant limitations in terms of detection performance when dealing
with complex attack patterns and high-dimensional, large-scale network traf-
fic data. To address these issues, this paper proposes a side-channel leakage
detection method based on SSA-ResNet-SAN. The SSA (sparrow search
algorithm) is an optimization mechanism, intelligently searching for globally
optimal feature subsets to enhance the model’s feature selection capabilities
and global optimization performance. Combined with deep residual networks
(ResNet) and the signature aggregation network (SAN), the method performs
a comprehensive analysis of both single-attribute and aggregated-attribute
features in network traffic, thereby improving the model’s accuracy and
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robustness. Experimental results demonstrate that SSA-ResNet-SAN signif-
icantly outperforms existing methods on multiple practical datasets. On the
Google dataset, the use of aggregated attribute features enables SSA-ResNet-
SAN to achieve an accuracy of 93%, which is substantially higher than
that of other models. Furthermore, in multi-class tasks on the Baidu and
Bing datasets, SSA-ResNet-SAN exhibits strong robustness and applicability.
These experimental results fully validate the outstanding performance of
SSA-ResNet-SAN in side-channel leakage detection, providing an efficient
and reliable solution for the field of Web security.

Keywords: Web security, network traffic analysis, deep learning, search
engine vulnerability, cybersecurity.

1 Introduction

With the rapid development of internet technologies, Web services have
deeply penetrated various aspects of social life, including finance, healthcare,
education, e-commerce, and the Internet of Things, bringing unprecedented
convenience to humanity [1-3]. However, along with this fast-paced techno-
logical advancement, the threat of cyberattacks has also increased, especially
security incidents involving data theft and privacy leakage through Web ser-
vice vulnerabilities. Among these, side-channel attacks (SCAs) have gained
increasing attention in recent years as a subtle and highly threatening form of
attack [4-6]. Unlike traditional attacks, side-channel attacks usually exploit
non-explicit information from system operations (such as network traffic
patterns, response times, packet sizes, etc.) to infer and extract sensitive user
data. Due to their covert nature, low technical barriers, and significant poten-
tial for harm, side-channel attacks have become an important hidden risk
affecting Web information security [7-9]. Research has shown that modern
Web systems, particularly in scenarios requiring high-frequency user requests
such as search engines and recommendation systems, are particularly vul-
nerable to side-channel attacks. These types of attacks can steal private data
or infer sensitive system information without disrupting system operation,
causing immeasurable damage to users and organizations [10—13]. Therefore,
efficient detection and defense against Web side-channel attacks have become
a research focus and technical challenge in the field of cybersecurity.

In addressing side-channel attacks, traditional detection methods primar-
ily rely on rule-based feature engineering and statistical analysis techniques
[14, 15]. However, as attack technologies become more complex and data
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scales grow, these methods show significant limitations when facing large-
scale, high-dimensional network traffic. In recent years, the rise of deep
learning technologies has brought new insights to solving this problem [16].
As a data-driven approach, deep learning can automatically extract complex
feature representations from massive data and capture hidden relationships
between data through nonlinear modeling, making it widely applied in
side-channel leakage detection and quantification [17, 18].

Existing studies demonstrate that deep learning methods have shown
significant advantages in network traffic analysis, pattern recognition, and
covert attack detection. For example, by using convolutional neural net-
works (CNNs) to extract spatial features from traffic data or recurrent neural
networks (RNNs) to capture temporal dependencies in traffic sequences,
researchers have been able to effectively detect complex side-channel attacks.
Additionally, some deep learning-based quantification techniques can assess
the severity of side-channel leaks, providing valuable guidance for system
design and optimization. However, despite the great potential of deep learn-
ing methods, their performance in practical applications still faces certain
limitations.

Although deep learning methods have made certain progress in side-
channel leakage detection, there are still many challenges in current research
[19-22]. First, existing methods often focus on analyzing single-dimensional
or single-attribute features, neglecting the interaction between different
attributes, which limits detection effectiveness. For instance, there might be
a high correlation between packet size, response time, and traffic sequence
features, but traditional methods often model these features independently,
ignoring their interrelationships [23, 24]. Second, most research designs
detection algorithms for general scenarios, but in specific application sce-
narios (such as search engine autocomplete functions), model performance
often fails to meet expectations [25]. Side-channel attacks in search engine
autocomplete scenarios are characterized by frequent data interactions and
complex traffic patterns, which place higher demands on the real-time and
accuracy of detection algorithms. Moreover, due to the high dimensionality,
strong nonlinearity, and noise interference of network traffic data, existing
deep learning methods often face issues of low computational efficiency and
insufficient model robustness when dealing with large-scale network traffic
data [26].

To address the aforementioned challenges, this paper introduces a
side-channel leakage detection method based on SSA-ResNet-SAN. The
SSA-ResNet-SAN method analyzes the attribute features of network traffic
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packets, constructing both single-attribute and aggregated-attribute feature
vectors from filtered traffic files to comprehensively capture the interac-
tion among multidimensional features. Specifically, this approach integrates
ResNet with SSA to facilitate accurate modeling and feature extraction
of network traffic, thereby significantly enhancing detection accuracy and
robustness. Additionally, SSA-ResNet-SAN incorporates targeted optimiza-
tion strategies tailored to the specific requirements of the search engine
autocomplete scenario. By effectively capturing pattern features and tem-
poral dynamics within data traffic, it substantially improves the detection
of side-channel vulnerabilities. Experimental results demonstrate that SSA-
ResNet-SAN outperforms existing methods across several practical datasets,
particularly in the search engine autocomplete context, showcasing excep-
tional detection performance and applicability.

2 Related Work

In the area of side-channel leakage detection for Web applications,
researchers have proposed various methods, ranging from early traditional
techniques based on rules and statistical analysis to modern machine learning
and deep learning algorithms [27-29]. These methods have alleviated, to
some extent, the security threats posed by side-channel attacks. Among the
early approaches, some studies utilized round trip time (RTT) between net-
works as an attack feature, inferring users’ browsing behavior by monitoring
delay patterns when accessing target websites [30]. For instance, attackers
successfully identified specific websites or Web applications a user was
visiting by comparing differences in RTT [31]. Although these methods
were effective in certain situations, they relied on manual feature extrac-
tion and had low robustness, being sensitive to noise interference, which
limited their applicability. Subsequently, researchers began to incorporate
machine learning techniques to improve detection performance by modeling
and classifying coarse-grained features of network traffic [32, 33]. Classical
classifiers such as support vector machines (SVM), random forests (RF), and
K-nearest neighbors (KNN) have been widely applied to side-channel attack
detection tasks. These methods are capable of uncovering pattern features
from large amounts of network traffic, thus effectively distinguishing normal
traffic from abnormal traffic. For example, by analyzing the traffic feature
curves generated by users’ keystrokes, some studies have used differential
features to identify the identity of the user. However, traditional machine
learning methods heavily rely on feature engineering, often requiring manual
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design of data features, and they struggle to capture potential attack patterns
in high-dimensional and complex scenarios [34, 35].

With the rise of deep learning, researchers have begun exploring more
intelligent detection methods, utilizing deep neural networks to automatically
extract complex pattern features [36, 37]. For example, stacked denoising
autoencoders (SDAE) can extract key features from data with significant
noise interference through unsupervised learning of network traffic. Convo-
lutional neural networks (CNNs) excel at capturing spatial features of traffic
data and can identify local patterns within side-channel data. Meanwhile,
long short-term memory (LSTM) networks are adept at handling time-series
features and enhance detection accuracy by capturing temporal correlations in
the traffic. Studies have shown that these deep learning methods significantly
outperform traditional machine learning approaches in terms of accuracy and
detection capability [38].

In terms of specific tool development, Sidebuster is an early black-box
analysis tool capable of detecting side-channel vulnerabilities in Web appli-
cations [39, 40]. It primarily relies on automated fuzz testing combined with
behavior analysis of Web traffic to identify potentially vulnerable modules.
However, Sidebuster also has notable drawbacks, such as poor adaptability
to complex application scenarios, especially in real-time environments (e.g.,
search engine auto-suggestions), where its performance is limited. Addition-
ally, methods based on Google Web Toolkit (GWT) have been proposed,
which perform preliminary exploration of side-channel attacks through fast
frontend feature extraction [41]. However, these methods generally suffer
from insufficient support for specific scenarios, poor real-time performance,
or weak model generalization.

Although existing detection methods have demonstrated good perfor-
mance in certain scenarios, they still have several shortcomings [42—44]. For
example, most methods struggle to comprehensively analyze the interactions
between multi-dimensional features, especially since the high-dimensional
nature of network traffic data is often overlooked. Moreover, existing methods
are typically designed for general detection scenarios and lack optimization
for specific contexts (e.g., search engine auto-suggestions), resulting in poor
performance in complex scenarios. Additionally, due to the dynamic changes
in traffic data and noise interference, traditional methods still face challenges
in terms of robustness and real-time processing capabilities in large-scale
data environments [45]. These issues provide important directions for further
optimization of Web application side-channel leakage detection and serve as
key drivers for the development of new methods [18, 46].
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3 Method

3.1 Overall Framework

As illustrated in Figure 1, this paper introduces a novel detection framework
based on SSA-ResNet-SAN, meticulously designed to address the side-
channel leakage challenges in search engine auto-suggestion scenarios. The
proposed method seamlessly integrates ResNet, SAN, and the SSA to ana-
lyze network traffic feature information from multiple perspectives. Initially,
ResNet is employed to extract the core features of individual attributes within
the network traffic, effectively capturing intricate spatial patterns and filtering
out key influencing factors through successive residual layers. The SAN
module then aggregates attribute feature vectors, fusing multi-dimensional
traffic features to establish global dependencies, thereby enhancing the
model’s capability to model complex interactions between these features.
Finally, the SSA module leverages the sparrow search algorithm (SSA) to
dynamically optimize feature selection and parameter configuration, ensur-
ing globally optimal feature selection and efficient model training. The
“Discoverer” and “Follower” mechanisms of SSA, in conjunction with the
introduced “Sentinel” dynamic adjustment function, significantly bolster the
model’s robustness and efficiency. Through this architecture, the proposed
method offers an accurate means of identifying side-channel vulnerabilities
in search engine auto-suggestion scenarios, thus providing a robust technical
foundation for side-channel leakage detection in Web applications.

Figure 1 SSA-ResNet-SAN overall network architecture.
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3.2 Sparrow Search Algorithm

The sparrow search algorithm (SSA) is a global optimization algorithm
inspired by the cooperative behavior of sparrows in foraging, particularly the
“discoverer—follower” collaboration strategy and the “sentinel” mechanism.
SSA achieves a balance between global exploration and local exploita-
tion for solving complex optimization problems. In SSA, each sparrow
individual (X; = [zi1,%42,...,2q]) represents a d-dimensional solution
vector, and the goal is to optimize the fitness function f(X) through iter-
ative updates. The population is initialized by randomly generating initial
solutions, described as:

XZ(O) = Xrnin + rand - (Xmax - Xmin) (1)

where X ,in, and Xpnax represent the lower and upper bounds of the search
space, and rand is a matrix of random numbers uniformly distributed in [0, 1].

Discoverers are responsible for global exploration. Their position update
strategy uses exponential decay and directional adjustments to balance
exploration and exploitation:

X = Xl (- g ) 8- (K- XD Rz R @)
where « is the scaling factor, 7" is the maximum number of iterations, R; ~
U(0, 1) is a uniformly distributed random number, py is the alert threshold for
discoverers, and I is an indicator function that determines whether directional
adjustment is triggered.

Followers update their positions based on the behavior of the discoverers
for local exploitation, described by:

XM =X+ F - (Xl — X!) + 0 - rand 3)

where F' is the learning rate, X/ __, represents the best solution in the current
population, ¢ ~ A(0,0?) is Gaussian noise, and rand introduces random
perturbations to enhance diversity.

The sentinel mechanism dynamically adjusts the positions of some indi-
viduals when the population is trapped in a local optimum. The sentinel
updates are described as:

X;H_l = th + 6 : Sign(f(thvorst) - f(th)) -rand (4)

where 3 is the adjustment coefficient, and f(X% ) is the fitness value of
the worst individual in the population.
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The fitness optimization goal minimizes the distance between individuals
and the global optimal solution, expressed in integral form as:

FXE) = /Q (X1~ Xop0)2d0 5)

where X, represents the global optimal solution at the current iteration, and
Q) denotes the search space.

To determine convergence, the mean change in the fitness of the popula-
tion is used as the stopping criterion. The algorithm terminates when:

N
S~ FxE) < e ©)
i=1

where N is the population size, and is the predefined threshold.

3.3 Signature Aggregation Network

The signature aggregation network (SAN) is a key module used to model and
aggregate multidimensional features of network traffic. Its primary function
is to allocate weights to features and produce global feature representations
through the attention mechanism. Given the input data X € R™*<, where n
represents the number of samples and d is the feature dimension, the SAN
module first performs a linear transformation on the input data to generate
queries @, keys K, and values V. Specifically:

Q=XWq, K=XWg, V=XWy (7
where Wo, Wi, Wy € R4 are learnable weight matrices and d’ is the

transformed feature dimension. The queries ) and keys K are then used
to compute the attention weight matrix A through dot product, followed by

normalization:
Qi'K]T
exp 7T
Az‘j = Vi, j € {1,...,n}. (8)

B Qi-KlY’
D k—1€XD ( \/f )

where v/ d' is a scaling factor used to stabilize gradients. Using the weight
matrix A, the value vectors V' are aggregated through a weighted sum to
generate the aggregated feature representation Z, expressed as:

n
Zi=Y AjV;, ZeR™ 9)
j=1
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Finally, the aggregated features are mapped through a linear transformation
and an activation function to produce the output (Y € R"*%), represented as:

Y =a(ZWo +bo), Wo e R¥ >4 by € RY, (10)

where o(-) denotes the activation function, such as ReLU or Sigmoid.
Combining the above steps, the complete SAN process can be formulated as:

.
Y =0 <<Softmax (W) XWV> Wo + bo> . (11

SAN uses this mechanism to perform weighted aggregation and global
modeling of features, effectively capturing complex interactions between
features and providing richer feature representations for subsequent tasks.
In this paper, the SAN module is used to further process the single-attribute
features extracted by ResNet, producing aggregated features that significantly
enhance the detection capability for side-channel leakage.

3.4 Data Collection for Side-channel Leakage Detection

To construct a high-quality dataset for side-channel leakage detection, this
study utilizes a Docker container-based experimental environment in con-
junction with the tcpdump tool for real-time network traffic capture. This
approach ensures the precise recording of traffic characteristics during
client—server interactions, thereby providing a comprehensive and accurate
representation of network behavior. By simulating realistic search engine
usage scenarios, the method generates network traffic data that is both highly
precise and complete, facilitating robust side-channel leakage detection in a
controlled yet dynamic environment. This meticulous data collection process
forms the foundation for training and evaluating the proposed detection
model, ensuring its relevance and effectiveness in real-world applications.
First, the experimental environment employs lightweight Docker con-
tainers, which offer excellent isolation, fast startup, and minimal resource
consumption, providing a stable environment for monitoring and capturing
network traffic. The Firefox browser running inside the container is used as
the experimental tool to load the target search engine and open the search box.
During the process of inputting a secret value, each character entered triggers
an interaction between the client and the server, resulting in corresponding
network traffic. To ensure accurate network traffic capture, the tcpdump
tool is started before the input operation and is configured to monitor the
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network interfaces inside the container. tcpdump is a powerful network traffic
capturing tool capable of real-time packet capture and recording attribute
information. Each secret value W consists of multiple characters and can
be represented as: (Y € R"*%).

lie{A—Za—20-9,..}, jell,r] (12)

During the input of a secret value, every character entry triggers one or
more client—server interactions, generating one or more data packets. Once
the secret value has been fully entered, tcpdump generates a corresponding
network traffic file f, named after the secret value, which serves as a label
for its associated traffic. Each generated traffic file f consists of multiple
packets p, each recording attributes such as arrival time (time), destination
address (Destination), source address (Source), protocol type, and packet size
(Iength). Thus, a complete network traffic file f can be represented as:f; =
{p1,p2,---,pm}, @ € [1,n], and the entire network traffic dataset can be
represented as:

F={f1,f2,--- fa}, (13)

where F' is generated by entering multiple secret values w; during the
experiment.

To ensure the proper functioning of the detection algorithm and enhance
the reliability of the data, multiple sets of traffic data are collected for each
secret value. In this way, the traffic data corresponding to each secret value
w; not only reflects traffic characteristics under different input conditions but
also increases the diversity and adaptability of the dataset.

During the data collection process, the range and format of the secret
values can be customized, such as restricting the number of characters or
increasing complexity (e.g., mixed case, inclusion of special symbols), to
generate traffic data with diverse characteristics. By controlling the input
rhythm (e.g., character input intervals) and environmental variables (e.g.,
network delay and server response time), the dataset can be further enriched
to cover a broader range of usage scenarios.

Ultimately, the collected network traffic dataset provides a solid founda-
tion for subsequent side-channel leakage detection algorithms. The dataset
contains rich packet-level attributes (e.g., timestamps, addresses, protocols,
sizes), enabling detection models to extract features and train effectively,
thereby helping the models identify side-channel leakage behaviors in search
engine usage scenarios. Through precise experimental design and data col-
lection methods, this study constructs a high-quality network traffic dataset
that strongly supports research into side-channel leakage detection.
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3.5 Data Noise Filtering Strategies for Side-channel Leakage
Detection

In the task of side-channel leakage detection, the quality of network traffic
data directly affects the performance of detection algorithms. However, in
real-world network environments, there is often a large amount of irrelevant
or invalid noise data, which can interfere with the feature extraction process
and reduce detection accuracy. To address this issue, this paper proposes
three noise filtering strategies based on protocol filtering, IP address filter-
ing, and packet size filtering. These strategies effectively remove irrelevant
traffic, optimize dataset quality, and provide a more reliable foundation for
subsequent detection model training and testing.

The first step in enhancing the effectiveness of the dataset is noise filtering
based on the protocol. In the experiment, key data transmission between the
client and server primarily relies on the TCP protocol, with data encrypted
using TLSv1.3 and TLSv1.2 protocols. Therefore, during the filtering pro-
cess, all non-TCP traffic (such as UDP, ICMP packets, etc.) is discarded,
leaving only reliable TCP data transmission traffic. Further inspection of
the TCP packets is then performed to determine whether the TLS proto-
col is enabled, retaining only the encrypted packets that use TLSv1.3 and
TLSv1.2. This approach significantly reduces the interference from plaintext
communication or non-encrypted traffic, ensuring that the dataset contains
only encrypted transmission-related data and providing higher-quality traffic
data for side-channel attack research.

Second, noise filtering based on IP address can effectively remove back-
ground traffic that is irrelevant to the target scenario. In the experiment, the
IP address of the target server is known, so by matching the source and
destination IP addresses of the packets, only traffic related to the target server
is retained. Specifically, all packets that match the target server’s IP address
are kept, while traffic from other unrelated IP addresses is discarded. This
strategy significantly reduces background traffic, such as communication data
between the client and other non-target servers, ensuring that only traffic
relevant to the target scenario remains in the dataset. This IP address-based
filtering method can effectively improve the purity of the data and reduce
irrelevant noise during the training and testing processes. Finally, noise filter-
ing based on packet size further cleans up anomalous or invalid packets. The
experiment shows that many control packets (such as TCP handshake pack-
ets, heartbeat packets, or retransmission packets) and packets with abnormal
lengths typically do not contain useful attack information and are considered



302 Jinxin Wang

noise data. Therefore, by analyzing the normal packet size distribution of
the target traffic, an effective length range [Lyin, Limax] can be determined.
Any packets with lengths smaller than L, or larger than L,y are labeled
as invalid data and discarded. Additionally, for special packets within the
boundary range, verification can be performed by examining protocol fields
or traffic patterns in context, ensuring the accuracy and reliability of the
filtering process. This strategy further reduces interference in the dataset and
increases the proportion of valid data.

3.6 Construction of Aggregated Attribute Feature Vectors in
Network Traffic

In side-channel leakage detection, constructing aggregated attribute feature
vectors is a critical step to accurately describe the interaction behavior
between the client and server. By processing and segmenting raw traffic
packets into blocks and extracting statistical features of these blocks, aggre-
gated attribute feature vectors transform fine-grained network activity data
into high-dimensional representations suitable for model analysis.

During data collection, each time a user enters a character /; in the search
box, a burst of network activity is triggered between the client and server.
These activities can be analyzed and segmented using time intervals (A =
{A1,Ag,...,Ap_1}), where the interval is defined as: A; = P;1;.time —
P;.time. When consecutive time intervals (A, Ao, ..., A;_1) are smaller
than a threshold ¢, but A; > t, the sequence ([P, P, ..., P;]) is considered
a complete data block By, while packet F; belongs to the next block. Based
on this rule, a network traffic file can be divided into multiple data blocks:

F = {By,By,Bs, ..., Bs}. (14)

For each data block By, aggregated features can summarize the internal
attributes of the block. For instance, the size feature of a data block can be
defined as the total size of all packets within the block:

ik
BSy =) Pjsize (15)
j=1

where 7, is the number of packets in block By . Additionally, other features,
such as the time span of packets in the block, protocol distribution, and the
total number of packets, can be calculated to further enrich the representation.
This aggregation approach not only reduces the complexity of fine-grained
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individual packets but also captures global characteristics that reflect network
behavior.

Finally, the aggregated features of a network traffic file can be represented
as the set of features from all blocks:

Feature(F') = {Feature(B), Feature(Bz), ..., Feature(Bs)}.  (16)

These aggregated features not only describe the overall characteris-
tics of network traffic but also reflect the changes in interaction behavior
between the client and server, providing comprehensive and precise input for
subsequent side-channel leakage detection. The construction of aggregated
attribute feature vectors significantly improves the efficiency of network
traffic analysis and enhances detection performance, laying a solid foundation
for side-channel leakage detection in complex scenarios.

4 Experiments
4.1 Datasets

The experimental datasets used in this study for side-channel leakage detec-
tion are sourced from multiple search engines, covering various categories
and task complexities to validate the effectiveness and applicability of the
proposed methods. The initial experiments utilized data from Baidu and Bing
search engines, with 10 designed categories, including news, games, actors,
athletes, concerts, movies, and others. Each category contained 5 training
samples and 5 testing samples, totaling 50 training samples and 50 testing
samples, which were used to construct the basic 10-class classification task.
Building on this, the classification task was further expanded to include
20-class and 30-class datasets. The 20-class dataset was created by pairing
the 10 original categories, forming 5 groups. For example, Data Group 1
combined actors and athletes, while Data Group 2 combined movies and
news. The 30-class dataset was created by grouping three categories at a
time, resulting in 4 groups. For example, Data Group 1 combined actors,
athletes, and concerts, while Data Group 2 combined games, deceased public
figures, and recipes. This grouping approach increased the complexity of
the classification task and was used to test the model’s robustness across
different classification scenarios. Furthermore, to validate the generalization
capability of the proposed SSA-ResNet-SAN method and the LSTM-based
side-channel leakage detection algorithm, the Google dataset was introduced
for evaluation. The Google dataset consisted of the top 10 global trending
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Table 1 The top 10 Google trending searches of the year

No. Search Item No. Search Item

1 Hurricane Irma 6 Mayweather vs McGregor Fight
2 Matt Lauer 7 Solar Eclipse

3 Tom Petty 8 Hurricane Harvey

4 Super Bowl 9 Aaron Hernandez

5 Las Vegas Shooting 10 Fidget Spinner

search terms of 2017 as secret values, covering frequently searched topics
across various domains (e.g., “hurricane,” “bitcoin,” “World Cup”). Table 1
shows the Top 10 Google Trending Searches.

4.2 Experimental Environment

To validate the effectiveness of the proposed side-channel leakage detection
method, the experiment was designed with a high-performance software and
hardware configuration to ensure the scientific rigor and reproducibility of
the results. The software environment is based on the Ubuntu 20.04 LTS
operating system, combined with Docker containers to provide an isolated
experimental environment. Firefox browser (version 89.0) was used to sim-
ulate user search behavior. tcpdump 4.9.3 was employed to capture network
traffic data, including timestamps, source addresses, destination addresses,
protocol types, and packet sizes. Data preprocessing and feature extraction
were performed using Python 3.8 and its main data processing libraries, such
as Scapy, NumPy, and Pandas. The deep learning framework PyTorch 1.9.0
was utilized to implement the training and testing of the side-channel leakage
detection models, including ResNet, SAN, and SSA algorithms. Addition-
ally, the experimental scenarios included Google Search and DuckDuckGo,
simulating high-traffic and privacy-preserving environments, respectively.
For the hardware environment, the experiment used an Intel Xeon E5-
2680 v4 (14 cores, 2.4 GHz) multi-core processor to deliver robust compu-
tational performance, while an NVIDIA Tesla V100 GPU (32 GB HBM?2
memory) accelerated the training of deep learning models. A 128 GB DDR4
memory was configured to handle large-scale network traffic data processing,
and a 2 TB NVMe SSD ensured high-speed data storage and access. The
network environment was configured with a 1 Gbps dedicated network, sim-
ulating standard latency (10-50 ms) and jitter (2—-10 ms) conditions to reflect
real-world usage scenarios. This software and hardware setup provided a
reliable foundation for validating the proposed side-channel leakage detection
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method and was capable of handling complex traffic analysis and model
optimization requirements.

4.3 Evaluation Metrics

The side-channel leakage detection task in this study is framed as a multi-
class classification problem. To evaluate the model’s performance, several
metrics are employed, including accuracy, precision, recall, and F1-score,
complemented by three aggregation strategies: macro average, weighted
average, and micro average.

Macro average is a balanced metric that does not consider differences in
sample sizes between classes. It calculates the arithmetic mean of precision,
recall, and F1-score across all classes. The formula for the macro-averaged
precision is:

Zic:l Precision;

C Y
where C' is the total number of classes, and Precision; represents the preci-
sion for the ith class. Similarly, the formulas for macro-averaged recall and
F1-score are:

a7

Precisionmacro =

Zz‘C:1 Recall;
C Y
Flunacro = Zlc;l Flz
C
Weighted average assigns weights to each class based on the proportion
of samples in that class relative to the total number of samples, reflect-

ing the model’s performance more effectively when class distributions are
imbalanced. The formula for weighted precision is:

Recallpacro =

(18)

ZZ‘C:1 m; - Precision;
N

where m; is the number of samples in the ith class, and N = chﬂ m; is
the total number of samples. Similarly, the weighted recall and F1-score are
calculated as follows:

; 19)

Precisionyeighted =

Z?:l m; - Recall;
N )
Yoy mi - Fl,
N )

Recauweighted =

Flweighted = (20)
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Micro average calculates the metrics by constructing a global confusion
matrix across the entire dataset, ignoring the class labels. It aggregates
the true positives (TP), false positives (FP), and false negatives (FN) for
all classes to compute precision, recall, and Fl-score. The formulas for
micro-averaged precision, recall, and F1-score are:

>, TP
Ziozl(TPi + (Zolfpour — Arokhloetal.);)’
>y TP
S (TP; + FN,)’
2 - Precisionpjcro - Recallicro

F1licro = . 21
miero Precisionmjcro + Recallmicro @D

Precisionmicro =

Recallpicro =

Here, TP;, (Zolfpour — Arokhloetal.);, and FN; are the true positives,
false positives, and false negatives for the :th class, respectively.

4.4 The Impact of Different Noise Filtering Strategies on the
Performance of SSA-ResNet-SAN

The impact of different noise filtering strategies on the performance of SSA-
ResNet-SAN was analyzed by evaluating the model’s accuracy across various
experimental settings. The experiments were conducted on two datasets,
Baidu and Bing, covering classification tasks across multiple categories such
as actors, athletes, games, and news. Each experiment employed a different
noise filtering strategy to preprocess the datasets, aiming to remove irrelevant
or redundant information and improve detection accuracy.

As shown in Figure 2, Figure 2(a) illustrates the accuracy of the three
experiments on the Baidu dataset. Experiment 1, which utilized an effec-
tive noise filtering method, achieved high accuracy across most categories,
with performance in categories such as movies and actors approaching or
reaching 90%. Experiment 2 exhibited relatively lower accuracy, indicating
that its filtering strategy reduced noise at the cost of losing some critical
information. Experiment 3, which adopted a more lenient filtering strategy
and included more irrelevant data, experienced a significant drop in accuracy,
with consistently low performance across all categories.

Figure 2(b) presents the experimental results on the Bing dataset. Sim-
ilarly, Experiment 1 demonstrated the highest accuracy, exceeding 85% in
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a) Accuracy of 3 Experiments on Baidu Dataset b) Accuracy of 3 Experiments on Bing Dataset
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Figure 2 Accuracy results of three experiments conducted on the Baidu dataset (a) and the
Bing dataset (b) across ten categories. Each line represents a different experimental setting,
highlighting variations in performance across categories.

most categories. The results of Experiment 2 and Experiment 3 were consis-
tent with those observed on the Baidu dataset, showing a certain degree of
noise interference. Experiment 3, in particular, displayed significantly lower
accuracy due to the inclusion of excessive noise. The consistency of results
across the two datasets underscores the importance of noise filtering strategies
in enhancing the performance of SSA-ResNet-SAN.

Overall, robust noise filtering strategies can effectively improve detec-
tion performance, whereas scenarios with high noise levels can significantly
degrade the model’s classification ability. Therefore, selecting appropriate
preprocessing techniques is crucial to ensuring the SSA-ResNet-SAN model
achieves superior performance in side-channel leakage detection tasks.

4.5 The Impact of Single-attribute Features and
Aggregated-attribute Features on the Performance of
SSA-ResNet-SAN

In this experiment, we compared the impact of single-attribute features
and aggregated-attribute features on the performance of SSA-ResNet-SAN.
The results are shown in Figure 3. Figure 3(a) presents the experimental
results on the Baidu dataset. It can be observed that the detection accu-
racy of aggregated-attribute features is significantly higher than that of
single-attribute features. In categories such as actors, athletes, games, and
movies, the accuracy of aggregated-attribute features exceeds 95%, while the
accuracy of single-attribute features is only between 85% and 90%. This
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Figure 3 Accuracy comparison between single-attribute features and aggregated-attribute
features on the Baidu dataset (a) and Bing dataset (b).

indicates that aggregated-attribute features can better capture the interac-
tions between multi-dimensional attributes, thereby significantly improving
detection performance.

Figure 3(b) shows the experimental results on the Bing dataset, exhibiting
a similar trend to the Baidu dataset. The accuracy of aggregated-attribute
features is higher than that of single-attribute features across all categories.
For example, in categories such as athletes, concerts, and recipes, the accu-
racy of aggregated-attribute features approaches 95%, while the accuracy of
single-attribute features is relatively lower, mostly ranging between 79% and
88%. This further validates the advantage of aggregated-attribute features in
enhancing model performance.

Overall, on both the Baidu and Bing datasets, aggregated-attribute fea-
tures significantly improve the classification accuracy of SSA-ResNet-SAN
compared to single-attribute features. This demonstrates that in side-channel
leakage detection tasks, leveraging aggregated multi-dimensional attribute
features cffectively enhance the model’s adaptability to complex data dis-
tributions and improve detection performance.

4.6 Experimental Results Analysis of the Side-channel Leakage
Detection Method SSA-ResNet-SAN

As shown in Table 2, the accuracy of the Google dataset on the LSTM
and SSA-ResNet-SAN models exhibits significant differences. When using
single-attribute features, the accuracy of LSTM is 55%, while SSA-ResNet-
SAN achieves 75%, which is significantly higher than that of LSTM. This
indicates that SSA-ResNet-SAN has a stronger capability for side-channel
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Table 2 Accuracy (%) of the Google dataset in LSTM and SSA-ResNet-SAN

SSA-ResNet-SAN LSTM
Dataset/  Single-attribute Aggregated-attribute Single-attribute Aggregated-attribute
Algorithm Feature Feature Feature Feature
Google 75 93 55 83

Table 3 Results of SSA-ResNet-SAN for aggregated-attribute features corresponding to
each secret value (%)

Secret Value Precision (%) Recall (%) Fl-score (%)
Hurricane Irma 102 102 102
Matt Lauer 73 102 85
Tom Petty 85 102 93
Super Bowl 102 62 77
Las Vegas Shooting 102 102 102
Mayweather vs McGregor Fight 102 102 102
Solar Eclipse 102 102 102
Hurricane Harvey 102 102 102
Aaron Hernandez 73 102 85
Fidget Spinner 102 42 59

leakage detection when utilizing single-attribute features. In the case of
aggregated attribute features, the accuracy of both models improves sig-
nificantly. SSA-ResNet-SAN achieves an accuracy of 93%, which is 10
percentage points higher than the 83% accuracy of LSTM. This further
validates that aggregated attribute features can effectively enhance detection
performance, and it also demonstrates that SSA-ResNet-SAN has a stronger
advantage in handling complex features and data interactions.

As shown in Table 3, the performance of SSA-ResNet-SAN for aggre-
gated attribute features demonstrates strong overall results across the secret
values. The model achieves perfect precision, recall, and F1 scores for several
secret values, such as “Hurricane Irma,” “Las Vegas Shooting,” and “May-
weather vs McGregor Fight,” indicating its ability to effectively handle these
categories. However, for certain secret values like “Super Bowl” and “Fidget
Spinner,” the recall and F1 scores are relatively lower, suggesting challenges
in capturing specific patterns for these categories. Despite these variations,
the overall performance highlights the effectiveness of SSA-ResNet-SAN in
leveraging aggregated attribute features for side-channel leakage detection,
with consistently high precision and strong performance across the majority
of the secret values.



310 Jinxin Wang

5 Conclusions

This study addresses the issue of side-channel leakage detection in the realm
of Web security and proposes an efficient detection method based on SSA-
ResNet-SAN. By thoroughly analyzing the attribute features of network
traffic, this approach constructs both single-attribute and aggregated-attribute
feature vectors, integrating deep residual networks (ResNet) with a side-
channel signature analysis mechanism (SSA). This combination significantly
enhances the model’s ability to capture interactions among multi-dimensional
features. Furthermore, tailored optimization strategies are introduced to meet
the specific demands of search engine autocomplete scenarios, improv-
ing both detection accuracy and adaptability. Experimental results demon-
strate that SSA-ResNet-SAN outperforms existing methods across various
practical datasets, particularly in complex Web interaction scenarios, high-
lighting its exceptional detection performance and potential for real-world
applications.

Despite the progress made in Web side-channel leakage detection, there
are still some limitations in this work. First, the computational complexity of
the model when processing high-dimensional network traffic data is relatively
high, which may impact its applicability in real-time scenarios with strict
latency requirements. Second, the current experiments primarily rely on a
limited dataset from search engine scenarios and have not fully covered
more complex and diverse Web application environments. Furthermore, the
model’s performance under conditions of heavy noise interference or extreme
data imbalance still requires further optimization, presenting challenges for
detecting large-scale traffic in Web security.

Future research will focus on improving the adaptability and efficiency
of the model in Web security scenarios. Specifically, the first direction is
to optimize feature extraction and model architecture to reduce computa-
tional complexity and meet the high-performance demands of real-time Web
interaction scenarios. Second, techniques such as joint learning and multi-
task learning will be explored to enhance the model’s generalizability across
diverse Web contexts. Third, expanding the scale of the datasets by collecting
real network traffic from a broader range of Web services will be a priority
to evaluate the model’s performance and stability in more complex Web
security problems. Through these improvements, the proposed method aims
to provide a more reliable and efficient solution for detecting side-channel
attacks in Web security.
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