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Abstract

With the rapid expansion of over-the-top (OTT) services and web-based
video streaming platforms, copyright protection has become a critical con-
cern. Unauthorized redistribution and modification of digital content via
composite transformations and distortions threaten content security. While
watermarking and digital rights management (DRM) offer protection, exist-
ing methods often fail under real-world web-based attack scenarios. In this
paper, we present a web engineering-based robust watermark restoration
and recognition method to enhance the security of online video content.
Our approach employs AKAZE feature detection to extract robust feature
points, while a discrete wavelet transform (DWT) is used for subband decom-
position, embedding the watermark in the lowest-energy subband near the
detected feature points. To ensure resilience against distortions common
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in web environments, we evaluate our method under four types of noise
(Gaussian, salt-and-pepper, uniform, and Poisson) and four rotation angles
(0°, 90°, 180°, and 270°). AKAZE-based feature matching compensates
for rotation distortions, while noise removal is handled using Gaussian,
Median, or BM3D filtering. Performance evaluation using the peak signal-to-
noise ratio (PSNR), structural similarity index measure (SSIM), normalized
correlation (NC), and bit error rate (BER) confirms the effectiveness of
our method. Results show that BM3D filtering achieves the highest average
NC (0.8996) and the lowest BER (0.1137), demonstrating strong robustness
against composite transformation attacks. This study contributes to web-
based video security by integrating feature-based watermarking techniques
with web engineering principles, ensuring effective protection for modern
web applications.

Keywords: Web video content, copyright protection, robustness indicators,
digital watermark, feature point extracting and matching.

1 Introduction

The video content platform industry has rapidly evolved into the over-the-top
(OTT), online video service era, where movies, dramas, and TV programs
are delivered over the Internet to various devices. This transformation has
been accelerated by changes in consumer behavior during the COVID-19
pandemic [1, 2]. According to a Samjong KPMG report, the global video
platform market, as analyzed by MarketsandMarkets, is projected to grow
from USD13.2 billion in 2024 to USD25.6 billion in 2028 [2]. Furthermore,
a report from the Korea Information Society Development Institute (KISDI)
indicates that domestic OTT service usage continues to expand, with 77%
of the population using free or paid OTT platforms as of 2023 [3]. The
rapid expansion of web-based streaming services has raised critical copyright
protection issues. In particular, the illegal duplication and redistribution of
content has become a serious challenge for online content providers. A
study by the Ministry of Culture, Sports, and Tourism estimates that losses
due to illegal content distribution reached approximately KRW27 trillion
by 2021 [4]. To counteract this, streaming services employ digital rights
management (DRM) and watermarking technologies to enhance content pro-
tection. However, content pirates continuously exploit various techniques to
bypass these security measures. One of the most common methods involves



A Web Engineering-based Robust Watermark Restoration 475

FH 0= HOIY

Figure 1 Examples of illegally duplicated content created through content transformations
(some portions blurred to protect privacy). Source: Facebook “Reading YouTube” page (2
images) and “Drama/Film Archive” page (1 image).

modifying content before re-uploading it to social media or other platforms.
For instance, movies, TV programs, and major video platform content (e.g.,
YouTube and SOOP) are often rotated at specific angles or embedded with
noise before being reuploaded. Figure 1 illustrates an example of illegally
duplicated content modified through such transformations.

These composite transformations exploit the limitations of conventional
watermarking techniques, which struggle to restore watermarks once content
has been altered. To evade existing content protection systems, pirates apply
geometric transformations (e.g., rotation, scaling) and signal-processing-
based transformations (e.g., noise addition, compression) in combination.
While various detection methods have recently been developed, most existing
solutions are only effective for single transformations and face significant
challenges in detecting complex composite transformations and distortions
(e.g., rotation combined with noise addition). Therefore, a new approach that
integrates both geometric and signal-processing transformations is required.
In this paper, we propose a robust watermark restoration and recognition
method based on feature points extracted from manipulated web video con-
tent undergoing various composite transformations and distortions. Specif-
ically, we focus on images (frames) subjected to rotational transformations
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and noise addition, which are common examples of composite transforma-
tions in illicit content distribution. By leveraging a feature point algorithm,
our approach enables watermark recovery from illegally redistributed OTT
content that has undergone both geometric transformation and signal dis-
tortion. This study contributes to web-based video security from a web
engineering perspective by integrating feature-based watermarking tech-
niques with web application principles. Furthermore, it provides an effective
solution for enhancing the resilience of watermarking methods in modern
web-based streaming environments.

The remainder of this paper is organized as follows. Section 2 introduces
related research, including an overview of digital watermarking, watermark
embedding techniques, and feature point extraction and matching algorithms.
In Section 3, we describe our proposed method for recovering and recog-
nizing an original watermark from manipulated web content using feature
points. Section 4 presents the experimental setup and results, and Section 5
concludes the paper.

2 Related Work
2.1 Digital Watermarks and Watermark Embedding Techniques

A digital watermark is a type of marker covertly embedded into noise-tolerant
signals (e.g., audio or image data) to identify the owner of an image and
address ownership disputes [5]. Watermarking techniques can be broadly
classified into two categories based on the working domain in which the
watermark is inserted: spatial and frequency domain methods. In spatial
domain embedding, the pixel values of images or videos are modified directly
to embed a watermark. Representative examples include least significant bit
(LSB) and spread spectrum modulation (SSM) methods. In frequency domain
embedding, an image or video is transformed into the frequency domain, and
the watermark is embedded into specific frequency bands, such as discrete
cosine transform (DCT), discrete wavelet transform (DWT), and discrete
Fourier transform (DFT). Among the frequency domain methods, when the
watermark signal is transformed back into the spatial domain, DWT is often
regarded as superior to other discrete-transform-based approaches, such as
DCT and DFT, in terms of subjective visual quality. This is because the
watermark signal energy tends to concentrate around the boundary areas,
which typically contain more high-frequency components [6]. Hence, this
study employed DWT to embed the watermark.
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Figure 2 Sketch map of input image DWT decomposed.

2.1.1 DWT

DWT can simultaneously analyze signals in both the time and frequency
domains and is advantageous for handling discontinuous data [7]. This
involves decomposing a signal using a set of basis functions called wavelets.
Unlike the Fourier transform or DCT, DWT possesses spatial localization
properties, enabling the analysis of not only overall frequency characteristics
but also local features [8]. In particular, DWT facilitates multi-resolution and
multi-scale analysis, thereby allowing the detailed high-frequency aspects of
an image and its overall structure to be separately examined. It has been
widely applied in various fields including image processing, data compres-
sion, signal analysis, and digital watermarking. An example of applying
DWT to an input image is shown in Figure 2 where the image is decom-
posed into four frequency subbands: LL (low-frequency), LH, HL, and HH
(high-frequency).

2.2 Image Filter

A filtering process is used to enhance images and remove noise [9, 10]. The
filter is composed of a matrix called an n x m kernel that serves as a matrix of
weights for each corresponding pixel. The following types of filters are used.

2.2.1 Gaussian filter

A Gaussian filter is used as a linear filtering method to achieve more effective
image smoothing [11]. The Gaussian filter obtains a weighted average of
the pixels centered on each pixel of the image using a filter kernel. This is
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Figure 3 Example of sliding window median filtering.

based on a Gaussian distribution, and the two-dimensional Gaussian function
G(x,y) is given by:

G(%?J)mefﬁp <_202y> ) (D

where = and y represent the relative coordinates of each pixel within the
kernel, while o (the standard deviation of the Gaussian distribution) controls
the smoothing intensity.

Onyedinma et al. [12] found that the Gaussian filter is most effective for
Gaussian noise, Poisson noise, and Speckle noise, but less effective for salt-
and-pepper noise.

2.2.2 Median filter
As a nonlinear filtering method, the median filter processes the image pixel-
by-pixel, replacing each value with the median of its neighboring pixels. It
is a type of smoothing technique similar to linear Gaussian filtering [13]. To
compute the median filter, all values within the sliding window are sorted in
ascending order. If the number of values is odd, the central value is selected;
if it is even, the average of the two central values is used. Figure 3 illustrates
an example of median filtering using a sliding.

Selvi et al. [14] reported that the median filter performs best in the
presence of salt-and-pepper noise.

2.2.3 BM3D (block-matching and 3D filtering)
BM3D [15], which builds upon the concept of non-local means (NLM) [16],
removes noise by searching for similar patches within a given window [17].
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Figure 4 Block diagram of the BM3D algorithm.

[

The BM3D algorithm comprises two main stages. In the first stage, a hard-
thresholding technique is employed, and in the second stage, Wiener filtering
is applied for additional noise reduction. In the first stage, BM3D produces
a basic estimate by attempting to remove the noise. This basic estimate then
serves as an oracle (i.e., degradation model) for the Wiener filtering process
in the second stage. The hard-thresholding technique sets the coefficients
below a certain threshold to zero, thereby significantly reducing both the
computational complexity and noise components [18]. Wiener filtering is an
adaptive filter that assigns different weights to each coefficient using noise
statistics; it preserves boundary information more effectively than other linear
filters [19]. Figure 4 shows a block diagram of the BM3D process.

Danish [20] reported that when the performance of NL-means, K-SVD,
and BM3D was compared, BM3D produced the best results.

2.3 AKAZE

AKAZE [21] is an algorithm for extracting feature points from local regions
in a two-dimensional image, as proposed by Alcantarilla et al. in 2013. Itis a
high-speed version of KAZE [22] that shares the same four-step structure as
SIFT [23] and employs a nonlinear filter to construct the image scale space.
In addition, it utilizes a nonlinear diffusion filter to extract feature points
across multiple scales and adopts modified SURF (M-SURF) and modified
local difference binary (M-LDB) descriptors. These descriptors are generated
relatively quickly, providing both scale and rotation invariance with high
speed and accuracy.

Lee et al. [24] reported that AKAZE is effective in both image quality
assessment and watermark recovery at various angles (0°, 10°, 30°, 60°,
and 90°). Therefore, this study employs AKAZE for the angle restoration
of images.
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Figure 5 Overall configuration of the proposed feature point-based watermark restoration
and recognition method.

3 Feature Point-based Watermark Restoration And
Recognition for Manipulated Web Video Content

The watermark restoration and recognition method proposed in this paper,
which uses feature points for manipulated web video content under composite
transformations and distortions, consists of two processes. The first process
involves inserting a watermark into the original image (frame). The second
process involves generating a transformed image by applying composite
transformations and distortions (including rotation and noise) to the water-
marked image, followed by watermark restoration and recognition through
a comparison with the original watermark. The configuration is shown in
Figure 5.

3.1 Watermark Insertion Process

The process of inserting a watermark into the original image is illustrated in
Figure 6.

First, the original image was converted to grayscale. Although it is
possible to independently embed watermarks into each R/G/B (or Y/Cb/Cr)
channel of a color image, we converted it to grayscale in this study to reduce
the computational complexity. The grayscale conversion was performed
using the ITU-R BT.601 standard, as follows:

Y = 0.299R + 0.587G + 0.114B

where Y is the grayscale intensity, and R, G, B are the red, green, and blue
components of the original image. An example of converting an original
image into grayscale is shown in Figure 7.

After the grayscale conversion, the watermark insertion process is divided
into two main stages. The first stage involves selecting the region for
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Figure 7 Grayscale transformation of the original image: (a) original image, (b) gray scale-
transformed image.

watermark insertion by extracting feature points using the AKAZE algo-
rithm and designating those regions as the insertion area. Feature-point-based
watermarking enables distributed embedding, allowing the identification of
the same or neighboring feature points even if the image undergoes attacks
and is manipulated. Moreover, by embedding the watermark into the local
regions around those feature points rather than the entire image, visual quality
can be maintained.

The second stage involves the actual watermark embedding process. First,
the grayscale image is decomposed using a single-level two-dimensional
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discrete wavelet transform (2D DWT), which yields four frequency subbands:
LL, LH, HL, and HH.

To determine the optimal subband for embedding, we calculate the energy
of each subband using the following equation:

W H
E(S) =Y 1Si(x,y)P, )

z=1y=1

where S; € {LL,LH, HL, HH} represents a DWT subband, and z,y are
the pixel coordinates within the subband of size W x H. The subband with
the lowest energy is selected for embedding, as defined by:

Smin = argmin E(S;). (3)

This approach minimizes perceptual distortion while preserving the
visual quality of the image. The watermark is then embedded within a square
region centered at a feature point detected by the AKAZE feature extractor in
the selected subband.

After selecting the optimal subband for embedding, the watermark is
embedded into the corresponding frequency coefficients. Figure 8 shows the
original watermark image used in this paper. The embedding process follows
the equation:

Cw(.T,y) :CO($,y)+Oé X W(l‘,y), (4)

where C,(z,y) represents the modified coefficients after embedding the
watermark, C,(x, y) denotes the original coefficients of the selected subband,
W (x,y) is the watermark signal, and « is a scaling factor that adjusts the
embedding strength to balance imperceptibility and robustness. Here, z,y
denote the pixel coordinates within the selected subband. The watermark is
embedded into a square region centered at a feature point detected by the
AKAZE feature extractor in the selected subband.

Once the watermark is embedded, the inverse discrete wavelet transform
(IDWT) is applied to reconstruct the final watermarked image:

I, = IDWT(LL,LH',HL', HH')

where LL', LH', HL', H H' represent the four frequency subbands after the
watermark embedding process.

This approach ensures that the watermark is imperceptible while main-
taining robustness against common image processing attacks. The resulting
watermarked image preserves the visual quality of the original image while
embedding the necessary authentication information.
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3.2 Watermark Restoration and Recognition Process from
Rotation- and Noise-distorted Images

The processes of watermark restoration and original watermark recognition
from an image distorted by rotation and noise are illustrated in Figure 9.
This process can be divided into two stages. In the first step, noise
was added to the original watermarked image, followed by rotation to
generate a distorted image. Four representative types of noise — Gaussian,
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Table 1 Parameters used for each noise type

Noise Type Parameter(s) Value

Gaussian Mean (), variance (o2) uw=0,0>=0.05
Salt-and-pepper ~ Amount, salt vs pepper ratio ~ Amount = 0.02, ratio = 0.05
Uniform Lower bound, upper bound Low = —0.1, high = 0.1

g B
] <.

Figure 10 Examples of images distorted by noise addition: (a) watermarked original image,
(b) Gaussian noise, (c) salt-and-pepper noise, (d) uniform noise, (¢) Poisson noise.

salt-and-pepper, uniform, and Poisson — were used. Gaussian noise arises
from random variations within the signal and is modeled by adding random
values drawn from a normal (Gaussian) distribution, characterized by its
specific probability density function (PDF). Salt-and-pepper noise is a type of
impulse noise, also known as spike noise, appearing randomly as pixels set to
minimum (black) or maximum (white) intensity in digital images. Uniform
noise is a type of noise in which every value within a specified range is
equally probable. Poisson noise follows a Poisson distribution, representing
the number of events occurring in a fixed interval of time or space. The
parameters for each noise type are summarized in Table 1.

Each noisy image was then rotated by 0°, 90°, 180°, or 270° (—90°)
to produce an image distorted by both noise and geometric transformation.
Examples of the noise types added to the image are shown in Figure 10 with
zoomed views to better observe visual degradation. Although noise-removal
methods are relatively robust against noise addition, once a geometric trans-
formation such as rotation occurs, changes in pixel coordinates make it
difficult to estimate the location of the watermark. Therefore, in this paper, we
employed the AKAZE feature point extraction algorithm again in this stage.
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Table 2 Experimental environment

oS Windows 11

CPU AMD Ryzen 7 7800X3D
GPU RTX 4070 Ti SUPER 16GB
Anaconda Anaconda v.24.5.0
PyTorch PyTorch v.3.11.7

In the second stage, we restored the watermark from the distorted image
and recognized the watermark. Specifically, we estimate a homography trans-
formation matrix by matching the AKAZE feature points between the noise-
and rotation-distorted image and the original image. We then applied the
estimated matrix with the warpPerspective function to restore the image at 0°,
90°, 180°, and 270 (—90)° back to the original orientation. The results of the
AKAZE matching and angle restoration for rotation are shown in Figure 11.
Next, we removed noise from each angle-restored image using three filters
with the following parameters: a Gaussian filter (3 x 3 kernel, 0 = 0.7), a
median filter (3 x 3 kernel), and BM3D (0,54 = 25). The images restored
using these filters are shown in Figures 12, 13, 14, and 15.

Finally, we compared the final recovered image — obtained after noise
removal and angle restoration — with the watermarked original image
to evaluate image quality loss and structural similarity using the peak
signal-to-noise ratio (PSNR) and the structural similarity index measure
(SSIM), respectively. We then applied DWT to the final recovered image
to extract the watermark. By comparing this extracted watermark with the
original watermark, we computed normalized correlation (NC) and bit error
rate (BER) to measure the accuracy of watermark restoration.

4 Experimental Results

4.1 Experimental Environment

In this paper, we conducted experiments using 1000 original images to restore
and recognize watermarks from web video content distorted by rotation and
noise addition. The experimental environment is presented in Table 2.

4.2 Verification and Results

To verify the performance of the watermark restoration and recogni-
tion method using the feature points of the modified web image con-
tent proposed in this paper, four performance evaluation indicators were
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Figure 11 AKAZE matching results: (a) 0°, (b) 90°, (c) 180°, (d) 270 (—90)°, (e) angle-
restored images.

Figure 12 Results of applying noise removal filters to Gaussian noise-added images: (a)
Gaussian filter, (b) median filter, (c) BM3D.
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Figure 13 Results of applying noise removal filters to salt-and-pepper noise-added images:
(a) Gaussian filter, (b) median filter, (c) BM3D.

Figure 14 Results of applying noise removal filters to uniform noise-added images: (a)
Gaussian filter, (b) median filter, (¢c) BM3D.

3 d

()

Figure 15 Results of applying noise removal filters to Poisson noise-added images: (a)
Gaussian filter, (b) median filter, (c) BM3D.

used: peak signal-to-noise ratio (PSNR) [25], structural similarity index mea-
sure (SSIM) [26], normalized correlation (NC), and bit error rate (BER) [27].

PSNR is an objective metric based on the signal-to-noise ratio, quanti-
fying the absolute pixel-level difference between the watermarked original
image and the final recovered image (i.e., after angle restoration and noise
removal). It is computed using the mean squared error (MSE) and is defined
by (5) [25]:

&)

2
PSNR = 10log,, (MAX ! ) ,

MSE
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where MAX ; represents the maximum possible pixel value in the image
and MSE is the average of the squared intensity differences between the
watermarked original image (/,) and the final recovered image (/). Math-
ematically, MSE is given by (6):

1 e
MSE—jxijk(Io[J,k] L5, k])*, ©)

where I,[j, k] and I,[j, k] denote the pixel values at coordinates (7, k), and
j X k is the total number of pixels. A higher PSNR value indicates that the
final recovered image is similar to the watermarked original image.

SSIM is a subjective image-quality metric designed to assess the struc-
tural similarity between two images-the watermarked original image (I,) and
the final recovered image (/) in a manner that aligns more closely with
human visual perception. It evaluates the luminance (¢), contrast (c), and
structure (s) components of the images. The SSIM is defined in (7) [26]:

SSIM (I, I,) = [0(Iy, I)]* - [e(Io, I)])? - [s(Io, 1)), (7)

where o > 0, 8 > 0, and v > 0 adjusts the relative importance of the three
components. To simplify the SSIM formulation, these parameters are set to
1, yielding the commonly used standard SSIM form shown in (8) [26]:

(2pr,pr, + C1)(200,1, + C2)
(17, + i +C1)(of + 0] +Ca)

SSIM (I, I,)) = ®)

where p7, and py, denote the mean luminance of I, and I, respectively;
o1, and oy, represent their standard deviations (i.e., contrasts); oy, is the
covariance (i.e., structure); and C7 and Cs are small constants used to avoid
instability [26]. An SSIM value closer to 1 indicates higher similarity between
the final recovered image and the watermarked original image.

NC measures the correlation between the original watermark and the
extracted watermark (from the final recovered image), reflecting the simi-

larity in their pixel values. NC is defined by (9) [27]:
Y Wi, g) x W (i, g
NOW. W) = D i Dt 2( 7) (4, 9) :
Vi S W) S WG, )

where W is the embedded watermark, W' is the watermark extracted from
the final recovered image, n and m are the dimensions of the watermark,

(€))
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and (i,7) are the row and column indices [27]. An NC value closer to 1
indicates higher similarity between the extracted watermark and the original
watermark.

BER represents the bit error rate, comparing each bit of the original
watermark to its corresponding bit in the extracted watermark from the final
recovered image, thereby measuring the proportion of bit errors. BER is
defined by (10) [27]:

_ i WEH) e W)

BER(W, W) - , (10)

where @ denotes the XOR operation, W is the embedded watermark, W’
is the extracted watermark, n is the total number of bits in the watermark,
and i is the bit index. A BER value closer to 0 indicates that the extracted
watermark resembles the original watermark more closely.

To objectively compare the watermark extracted from the final recov-
ered image with the original watermark, no additional post-processing was
performed.

Under Gaussian, uniform, and Poisson noise addition, BM3D achieved
the highest average PSNR and SSIM among all the filters, indicating the
smallest degradation in image quality (Table 3). Furthermore, the NC and
BER values indicated that the extracted watermark most closely matched
the original watermark under these three noise additions when BM3D was
used. However, with salt-and-pepper noise addition, the median filter yielded
a higher PSNR and SSIM, suggesting that it may be more effective for this
specific type of noise.

As shown in Tables 4-7, there was a slight decrease in the PSNR and
SSIM for all filters as the rotation angle increased. Although BM3D generally
demonstrated the highest average performance, the median filter still exhib-
ited marginally better PSNR and SSIM under salt-and-pepper noise, which is
consistent with the findings presented in Table 3.

Figure 16 shows the average NC and BER values of the extracted
watermark for all noise attacks and rotation angles for each filter.

From the NC results, BM3D achieved the highest average value (0.8996)
across all the angles. Moreover, the BER results show that BM3D consis-
tently yields the lowest average BER (0.1137), indicating that the watermark
extracted using BM3D is most similar to the original watermark.

Figure 17 shows representative examples of the extracted watermark for
each filter under uniform noise and 90° rotation. Consistent with the quanti-
tative findings, the BM3D- extracted watermark retains clearer lettering.
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Figure 16 Comparison of extracted watermark NC and BER values for various filters under
all noise additions and rotation angles.

TEST
LOGO
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Figure 17 Representative examples of extracted watermarks under uniform noise and 90°
rotation: (a) AKAZE + Gaussian filter, (b) AKAZE + median filter, (c) AKAZE + BM3D.

5 Conclusion

Driven by changes in consumer behavior during the COVID-19 pandemic,
the video content platform industry has rapidly evolved into an era of over-
the-top (OTT) services and online video streaming platforms, where movies,
dramas, and TV programs are delivered over the Internet to various devices.
While the growth of streaming services has broadened content accessi-
bility, it has also introduced critical copyright protection issues, with the
unauthorized duplication and redistribution of content posing major chal-
lenges for online service providers. To address these challenges, this study
examined a robust watermark restoration approach designed to withstand
composite transformations, specifically noise addition and rotation, which
are commonly exploited in illicit content distribution scenarios. Our method
integrates the AKAZE algorithm to compensate for rotational distortions and
employs Gaussian, median, or BM3D filtering to remove noise. The final
recovered image is then compared with the watermarked original image using
the peak signal-to-noise ratio (PSNR) and structural similarity index measure
(SSIM) to evaluate the visual quality and structural similarity. Additionally,
the extracted watermark is assessed via normalized correlation (NC) and bit
error rate (BER), providing quantitative measures of the restoration accuracy.
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The experimental results revealed that BM3D consistently exhibited superior
performance under various rotation angles and noise conditions, achieving
higher NC values and lower BER than the other tested filters. This outcome
underscores the strong resilience of the method against real-world web-based
attacks that combine geometric and signal-processing transformations. In
future research, we plan to explore Al-based adaptive learning methods that
can accommodate new or evolving transformation techniques, thereby further
strengthening the security and robustness of watermarking in modern web
streaming environments.
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