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Abstract

Current research focuses on how to efficiently extract and crawl network
information because, with the growth of the Internet, network information
is becoming more and more diverse. To address the problem of incorrect
data extraction and topic judgment of web crawlers, this study proposes a
novel approach based on a file inverse frequency algorithm and Word2Vec
feature extraction. The new method improves the retrieval capability of web
crawlers by using the file inverse frequency algorithm and uses Word2Vec to
extract data features, which improves the data extraction capability of current
crawlers. The results showed that the F1 values of the research use model
were 25.8% and 26.2% higher than those of the digital filtering algorithm,
respectively. The total number of localization resources for the research use
strategy was 2800 and the network coverage was 81%, which was 12%
higher than the optimal strategy. The research use strategy had a shorter
retrieval time and the model could recognize the vocabulary of the keywords.
Finally, the model used by the research also had a good model processing
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capability when compared to other models. In summary, the new model built
by the research can improve the data retrieval ability and data extraction
ability of the web crawler, which provides new research ideas for future web
information extraction.

Keywords: Network information, retrieval, internet worm, TF-IDF,
Word2Vec, data extraction.

1 Introduction

The network data volume is increasing at an exponential rate due to the
fast development of Internet technologies. Internet worm (IW) technology
is becoming more and more important as a vital tool for gathering and orga-
nizing web data in this era of explosive information [1]. IW can automatically
collect information from the Internet to support various data-intensive appli-
cations such as search engines (SE), market analysis, social network analysis,
etc. However, traditional IWs are finding it more and more challenging to
handle vast amounts of heterogeneous network data as a result of the network
environment’s complexity [2]. The selection of feature extraction techniques
becomes crucial to enhancing crawler performance during the information
extraction process. In the field of text analysis, the term frequency-inverse
document frequency (TF-IDF) technique has been around for a while and
is particularly useful for extracting keywords and determining word impor-
tance [3]. It is also able to reflect the importance of words in documents by
calculating the inverse ratio of their frequencies in documents to their distri-
bution frequencies in the corpus. However, the contextual link and semantic
information between words are ignored by the TF-IDF algorithm, which
only takes word frequency and inverse document frequency into account.
Word2Vec is a neural network-based word embedding technique that turns
words into a set of numerical vectors while capturing the intricate semantic
links between words [4]. In this way, Word2Vec not only preserves the
semantic information of words but also provides more in-depth semantic
parsing when dealing with natural language tasks. Moreover, in the study
of web information Word2Vec and TF-IDF algorithms are widely used in
web data processing. In order to cope with the increasing security threats in
IoT, Aqeel et al. analyzed more than 170 research articles, proposed threat
classification and analysis for IoT systems, and explored the development
of recovery mechanisms. The study’s findings demonstrated that integrating
cutting-edge technologies like blockchain, AI, and machine learning provided
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a practical means of ensuring security and privacy in Internet of Things
systems [5]. Deng et al. conducted research and suggested a susceptibility
infection recovery death (SIRD) model to simulate the propagation process of
computer worms in order to obtain a deeper understanding of the propagation
mechanism and features of worms. For parameter estimation, the new model
included the least squares method, the Markov chain Monte Carlo method,
and the ensemble Kalman filtering method. It was based on the ordinary
differential equation model. According to the findings, the suggested SIRD
model outperformed the conventional model in parameter estimation [6]. In
order to forecast words in social media and perform time-based prediction,
Lubis et al. suggested a way to perform word prediction for Twitter and
interpret tweets as weighted documents based on the TF-IDF algorithm. By
using time series prediction on the test data of 1734 tweets, the study’s find-
ings showed that the results had a high degree of accuracy. Furthermore, two
categories of active and inactive users were created for the word prediction,
and the MAPE computation was able to achieve 50% [7]. In order to maxi-
mize the efficiency of keyword extraction in information retrieval techniques,
Cheng et al. examined the current TF-IDF methodology and suggested an
enhanced TF-IDF algorithm. Using information entropy and relative entropy
from information theory as calculation parameters, the program optimized
keyword extraction. According to the study’s findings, the algorithm could
greatly increase keyword extraction’s efficiency and accuracy [8]. Ao et al.
put forth a novel technique to increase keyword extraction accuracy by
combining the benefits of the TF-IDF and TextRank algorithms. The new
method used a similar historical news library weighted TF-IDF and TextRank
algorithm (TFSL-TR). First, the news was categorized using an LSTM-
based classification model, then the TF-IDF value and TextRank value are
calculated, and finally the two are summed up by weights and TopK words are
taken as keywords. According to the study’s findings, the TFSL-TR algorithm
could significantly raise keyword extraction accuracy [9]. Because of this,
the research suggests an algorithmic model based on the combination of TF-
IDF and Word2Vec feature extraction. Traditional IW research is therefore
insufficient to improve the crawler’s retrieval ability and data extraction (DE)
ability. By merging the features of topic networks, the model offers a more
comprehensive DE approach and enhances IW’s web data retrieval capability
through the use of the TF-IDF algorithm. The model also incorporates the
Word2Vec feature extraction method to feature the existing topic vocabulary
in order to enhance the topic judgment and feature extraction ability of the
IW. Meanwhile, the research innovatively combines TF-IDF and Word2Vec
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to enhance the DE efficiency of the IW and the accuracy of topic information
collection through the construction of topic IW.

2 Methods and Materials

2.1 Analysis of Internet Worm Search Engines and Topic
Crawling Techniques

SE is a special way to retrieve some specific data and information from IoT
data, process this data content, build an IW SE database through data analysis,
and provide more friendly data information to users through SE [10]. The
network SE working process is shown in Figure 1.

As illustrated in Figure 1, the SE first retrieves data information from
the Internet via the IW, and subsequently generates the original web page
interface using this data. The SE is capable of performing data processing,
classification, data mining, and other operations on the web page. Subse-
quently, the acquired data are stored in order to produce the relevant SE.
Ultimately, the data are deposited in the SE database. Users have the ability
to simultaneously store the data engine and search the data via the web page.
The IW technology must mine and classify the current data information
to ensure the functionality of web data and search. For this reason, IW
technology is the key to the operation of web SE [11]. Figure 2 is the process
of IW technology operation.

In Figure 2, the IW will first obtain the required localization resources
from the web structure, such as the current data to be obtained is apple,
then the IW will first search from the fruit database. Second, in the process
of searching by the crawler, it will extract the corresponding localization

Internet Internet worm Initial webpage
Data processing, 

classification, and 
mining

Generate search engineData retrievalUser

Figure 1 Working process of the network search engine.
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Figure 2 Operation process of web crawler technology.

resources, and arrange the resource data that need to be acquired in the order
of localization resources before and after. The crawler collects the currently
required network data from the located resources. The process is looped
without interruption until the crawler searches and grabs all current location
resources. Finally, it determines whether the search condition is satisfied or
not. If it is satisfied, the data is output and if not, the data is reacquired and
retrieved.

The IW structure mainly includes the modules of data scheduling, data
acquisition, data parsing and data analysis; data scheduling is the deployment
and scheduling of resource data in the web page so that the current data can
be better extracted and analyzed [12]. For the data storage function, there is
a need to ensure that the current database can contain a larger data space
and better data analysis capabilities. Meanwhile, retaining document data
needs to be irrelevant to ensure that the data program is not retrieved by other
SEs [13]. At the same time, the use of a get database has a strong data storage
function. Therefore, the current database selects a MySQL database as the
data storage database [14]. Since the commonly used IW has the problem
of poor purposefulness in the collection and engine search of web data, a
topic IW technique is proposed to address this problem. The IW theme is
required to initiate the search data, assess the relevance of the current data
and the search data, and ensure the positioning resources of the current data
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Figure 3 Main structure of the field theme network crawler.

by formulating the corresponding search process and strategy. This is done
to present the corresponding theme in the crawler retrieval process [15].
Therefore, the judgment of the IW theme in the current study is crucial.
Figure 3 shows the wield theme IW main structure.

In Figure 3, the subject IW will first respond to the request for data
positioning resources through the Internet, followed by the need to crawl
through the positioning resources in the network data download; positioning
resources are needed to analyze the structure, content detection and prediction
and then extraction and duplication removal and then crawler retrieval. The
retrieved web data is then subjected to the next step of content extraction and
the data parsing process. Finally, the relevance of the web pages is analyzed
by filtering the data to get the final topic crawler network database.

2.2 Theme Crawler Network Building for TF-IDF and Word2 Vec

For the construction of the topic crawler network, it is necessary to statisti-
cally analyze the network data, and the TF-IDF algorithm is a data-weighted
statistical algorithm that is able to reflect the degree of contribution of the
topic data obtained from the IW, so as to better retrieve the information of the
IW data. In addition, the algorithm can lower the theme weights of recurring
words throughout the process of creating thematic crawler network data,
allowing for a more efficient statistical analysis of the existing vocabulary.
One of the most effective algorithmic processes is through the initial docu-
ment data vocabulary and the current occurrence of data frequency statistics.
Equation (1) depicts the expression [16].

fy,x = yf(y, x) (1)
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In Equation (1), fy,x denotes the frequency of occurrence (FoO) of the
current search term and y denotes the occurrence of the term; x denotes
the document and yfy,x denotes the frequency of the current vocabulary
appearing in the document. Equation (2) shows how the main degree of
contribution is computed. The inverse document frequency, which measures
the role of the current vocabulary feature in the network-wide data, reflects
the degree of contribution of the current data vocabulary [17].

idf (t,D) = log
N

|x ∈ D, y ∈ x|
= log

N

ny
(2)

In Equation (2), t is a particular vocabulary and N is the total number
of documents in the current search database. D denotes the database and d
denotes a particular data file in the database. Among them, the size of the
documents is the same as the size of the vocabulary data in the database, nt

is the number of documents in which the vocabulary appears in the database.
Due to the diversity of the data network, different metaphorical vocabularies,
harmonic vocabularies, etc. can interfere with the topic judgment of IW [18].
Therefore, judging the keywords can cause difficulties in understanding the
data vocabulary and there is a strong subjective factor. Second, the theme
key words obtained in this way cannot judge the size of its relevance when
matching with the network text information. Therefore, it cannot help the
next crawling strategy; adding the TF-IDF algorithm to the theme crawler
judgment can better avoid this situation [19]. Figure 4 shows the theme
crawler data judgment process.

In Figure 4, all topic information in the domain is capable of performing
data preprocessing and data analysis when the keyword weight of the vocabu-
lary is high. However, in order to join the algorithmic model to judge the topic
vocabulary, the initial data information must be obtained first. At this point
these topic data can be transmitted into the machine for learning through the
documents of the relevant neighborhood. Additionally, because of the data
features and relevant data, the crawler SE is able to continuously assess the
topic relevance of the data web page information. This allows it to better mine
the relevance and relevant characteristics of the topic vocabulary. Following
data processing, the output topic data is fed into the TF-IDF algorithm to
determine the weight size of the current network data, or the TF-IDF value of
the current data network.

When the TF-IDF value is calculated, the current topic data features are
trained on the vocabulary by the Word2Vec model to obtain the correlation
and feature size of the data features [20]. However, due to the small number
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Figure 4 Theme crawler data judgment process.

of features obtained from the original data, the feature data obtained by corre-
lation is not accurate enough, and irrelevant topic features tend to appear. For
this reason, by collecting non-thematic data samples, the non-relevant web
page topic samples are feature extracted, and then more effective predictive
topic feature values are obtained by positive feature data filtering. Secondly,
according to the calculated TF-IDF value to establish the theme feature
gradient, each layer of the gradient is the initial keywords and corresponding
weights. Each lower layer of the gradient of the feature value size is the
previous layer of the feature prediction value, corresponding to the size of
the weights. Finally, the theme network of the feature value inventory is used
to get the final theme crawler similarity [21].

Due to the varying nature of the subject network, data labels, and subject
vocabulary in relation to the influence of the feature vector, it is possible to
construct the structure of the text of different types of expressions and to
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calculate the different network weights, thereby improving the proportion of
weights of the size of the current feature value [22]. In this study, the TF-
IDF technique is used to compute the weights of the crawler, as shown in
Equation (3). However, the use of separate data vocabulary is required to
compute the contribution value of the subject data, so it is easy to find the
weight deviation [23].

Twf (k) =

∑n
i=0m(i)∑N
j=1m(j)

(3)

In Equation (3), m(i) denotes the weight size at label i, k denotes the
number of feature data,

∑n
i=0m(i) denotes the total weight size of the label

at that number of features,
∑N

j=1m(j) denotes the total weight size of all
labels, Twf (k) is the average weight size of all labels. The quantity of feature
data that is displayed at this time, is indicated by Equation (4) [24].

tfik =
nik∑N

i=0 nmk

(4)

In Equation (4), nik denotes the FoO of the ith feature value in the kth
network data,

∑N
i=0 nmk denotes the total frequency size of feature values

in the current data network, fik denotes the total frequency of feature data
appearing in the kth network data of the i eigenvalues, and t denotes the
word frequency. The less feature data that occur, the smaller the data network
feature weights that are obtained, and the higher the total frequency at this
point in time, the lower the data network contribution value. It is essential
to discuss the feature theme of the frequency and provide various positive
and negative correlations in addition to the statistical analysis of the feature
frequency of the current data document. Equation (5) shows the improved
weights formula for positive and negative correlations [25].

twik =

∑N
i=0 tfik
N

∗
r
∑N

m=0 nmk∑N
m=0 nmk −

∑N
i=0 nik

(5)

In Equation (5), twik denotes the global importance of the positively
correlated features in the subject network data, and

∑N
i=0 tfik is the sum

of the times the feature documents appear. N is the documents,
∑N

i=0 nik

denotes the sum of the number of relevant features of the subject network
appearing in the documents, and

∑N
m=0 nmk is the sum of the features in the

current topic network. When the number of features occupies an increased
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proportion in the whole document, the sharing of the subject network data
at this time increases. r indicates the size of the positive convergence of the
subject data network. This parameter can reduce the impact of the subject
network due to the proportion of the correlation feature data being too
high, caused by the weight overflow. When the degree of contribution of
the frequency occurrence of relevant and irrelevant topics in the document
varies greatly, the degree of influence of feature data on the document will be
reduced, as shown in Equation (6) [26].

idfi =
a

b
log

N

1 + ni
(6)

In Equation (6), idfi is the FoO of the non-relevance feature of the
document at the feature value of i and N is the total size of the non-relevance
document. ni is the total number of documents in which non-relevant doc-
uments appear in the subject document at feature value i, a is the network
data in which the feature value occurs in the subject network data, and b
is the network data in which the feature occurs in the non-relevant network
data. The subject share of a feature value is reduced when the value of idfi
is higher, and increased when idfi is smaller. When the frequency of data
network features appearing in the correlation network is positively correlated
with the frequency of the topic network, and the non-correlation network
is negatively correlated, the correlation change of the network needs to be
obtained by adding the weights of the two network topics, as shown in
Equation (7).

TF-IDF = Twf (k) ∗ twik ∗ idfi (7)

The TF-IDF technique can evaluate and compute both positive and neg-
ative correlations based on Equation (7). The Word2Vec model is required
to achieve the topic network’s feature extraction. It is vital to evaluate the
network model and key feature extraction in order to actualize the subject
crawler’s main DE. Therefore, the study adopts the Word2Vec model for DE,
which is based on the procedure of first computing the probability of the word
vectors of the topic network as indicated in Equation (8), in order to increase
the extraction effectiveness of the current topic crawler [27].

h =
1

2c

∑
−c≤j≤c

VWotd (n+j), j ̸= 0 (8)

In Equation (8), Wotd (n+j) denotes the textual information in the topic
network and h denotes the probability. c denotes the window size of the topic
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network, VWotd denotes the word vector size, and j and n are real numbers.
Secondly by processing the text information we can calculate the set of words
as shown in Equation (9).

S = [word1,word2, . . .wordn] (9)

In Equation (9), S denotes the set of text vocabulary. The set of vectors
of the vocabulary is then computed as shown in Equation (10) [28].

VS = [Vword1,Vword2, . . .Vwordn] (10)

In Equation (10), V S denotes the set of current word vectors. The third
step is to get the full text word vectors by accumulating them, as shown in
Equation (11) [29].

VText =
1

n

n∑
i=1

VWord i (11)

In Equation (11), VText denotes the lexical computation vector of the
full text. Finally, the feature vectors of words are obtained by similarity
calculation as shown in Equation (12).

SemWord i = cos(VWord ,VText) (12)

In Equation (12), SemWord i represents the feature size of words. After
the feature vector process, we can obtain the word vector similarity of the
text. The obtained text similarity and feature data are subject filtered to finally
get the corresponding subject data, and finally the features are arranged by
building a feature vector tree to get the final gradient feature data.

2.3 Theme Crawler Feature Strategy Analysis and Algorithm
Implementation

As the crawler will get more localization resources from different networks
when performing web parsing, this creates the situation where the relevance
of lexical topics will be different in the process of implementing IW. There-
fore, how to reduce the relevance difference of all the web pages number
by different localization resources is the main problem to solve during the
operation of IW. Thus, the study proposes a deep traversal crawling strategy,
firstly the strategy learns by strengthening the crawler network to obtain more
information about the web data, as shown in Figure 5 for the web page
learning process.
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Figure 5 Web page learning process.

The key feature data of the present network will be obtained by the
IW initially crawling the dynamic topic page of the web page, as shown
in Figure 5. This data will then be simulated through the feature data, with
the related topic information page of the current web page being analyzed
through the simulation action. The feature action will then be rewarded
through the topic information page in order to improve the simulation action.
Finally, all the topic information data will be transferred into the feature
database. Analyzing the actions of IWs can improve the network information
processing ability of the crawler strategy [30]. The entire crawler network is
traversed to obtain the crawler network strategy as shown in Figure 6.

In Figure 6, the crawler network strategy is to firstly determine the initial
interface of the network for one-stage localization resources, followed by
analyzing the localization resources of the current web page of the network
DE to get M localization resource networks. Then it combines the one-stage
localization resource data and M localization resource networks. Then the
topic network is judged. Judge whether the current topic network exists
relevance or not, if there exists data relevance then extract the localization
resources of one stage again by the above action simulation. If no relevance
exists then the crawler search strategy is directly ended [31]. Therefore, the
model of the crawler algorithm is constructed as illustrated in Figure 7 in
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order to validate the impact of the model of the present topic network and the
impact of the crawler strategy.

In Figure 7, in the beginning phase of the algorithm it is necessary to
obtain the initial localization resources of the network, and then obtain the
network page through the resources. Second, the current network cluster data
is obtained by parsing the network page, and the network cluster data is
judged to determine whether the current network page is changed or not. If it
is changed, then the topic judgment model is used to generate the positioning
resources of the sub-stage. If it does not change, then get the behavioral
resources of the same level through the action recognition of the network,
merge the sub-stage and the localization resources of the same level and
add them to the crawler to be retrieved module, and then judge whether the
localization resources are empty or not. If it is empty, the crawler nodes are
parsed separately and then clustered. If it is not empty, the current crawler
retrieval results are output directly, thus realizing the whole crawler retrieval.

3 Results

3.1 Comparative Analysis of the Retrieval Effect of the Internet
Worm

To test the current operation effect of the IW, the Baidu network is used as the
training network of the crawler, and the first stage localization resources of
the IW are set to 40. The crawler will extract the localization resources of the
second stage when running, and get 500 localization resources that need to
be retrieved by the crawler, and set the current threshold to 5, and the crawler
will flip the web page 10 times each time. The node of the crawler is 3. The
operating system is Windows 10, the utterance analysis tool is Pyhanlp, the
participle tool is Jieba, and the hardware is Intel(R) Core(TM) i7-6700. The
data model selects the current news, education, and other neighboring data
information. Moreover, the total amount of data is 50,000, and 7000 data are
selected as the data of the training set. The comparison model selects the
TextRank algorithm, the digital filtering algorithm (DFA), and the traditional
TF-IDF algorithm for algorithm comparison, and the research strategy com-
pares the priority strategy, breadth strategy, depth strategy, and deep learning
search strategy for comparison. Figure 8 shows the comparison of the change
in accuracy under different algorithms using the current crawler.

The accuracy of the four algorithms in the dataset varies less in
Figure 8(a) as the number of text extractions increases, while the research
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Figure 8 Comparison of data extraction accuracy of different algorithms.
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Figure 9 Comparison of F1 values for different algorithm models.

use algorithm model’s average accuracy is roughly 86.5%. The lowest accu-
racy among the four algorithms is the traditional TF-IDF algorithm with an
average value of about 64.3%, which is about 22.2% lower compared to the
research use method of its algorithmic accuracy. In Figure 8(b), the accuracy
of the four algorithms varies in the same way as in Figure 8(a), but the average
value of the accuracy of the research use algorithm model averages 85.6%.
The average value of the traditional TF-IDF algorithm is 58.4%, which is
27.2% lower compared to the research use method traditional TF-IDF algo-
rithm. This demonstrates that, in comparison to other algorithmic models, the
research usage algorithm has a greater DE capability. The comparison of the
F1 values from several algorithmic models is displayed in Figure 9.

In Figure 9(a), the F1 values of the four algorithms increase with the
number of keywords and then show a decreasing trend, which may be due
to the algorithmic model reaching the optimum first and then experiencing
a performance degradation. However, the F1 value of the model used in the
study is at a higher value among the four algorithmic models, with the highest
F1 value of 93.5%, which is 25.8% higher compared to the lowest DFA model
of 67.7%. The trend of Figure 9(a) is mostly maintained by the shift in the
F1 values of the four models in Figure 9(b). The research use algorithm



728 Xinyue Feng

3 4 5 6 7 8 9 10
0

0.2
0.4
0.6
0.8
1.0
1.2

Pr
oc

es
sin

g 
tim

e 
(s

ec
)

Text extraction quantity

TF-IDF
TextRank

DFA
Research usage methods

(a) Dataset 1

3 4 5 6 7 8 9 10
0

0.2
0.4
0.6
0.8
1.0
1.2

Pr
oc

es
sin

g 
tim

e 
(s

ec
)

Text extraction quantity

TF-IDF
TextRank

DFA
Research usage methods

(b) Dataset 2

Figure 10 Comparison of text processing times.

Table 1 Comparison of the effect of running the crawler with different strategies
Number of Ratio of
Resources Site Target Theme Running

Thematic Strategy Positioned Coverage Number Pages Time
Breadth first strategy 11700 80% 1582 13% 6.1 h
Deep prioritization strategy 20280 81% 1687 9% 11.4 h
Best priority search 4944 69% 1541 25% 5.2 h
Deep learning-based strategy 3700 74% 1455 39% 1.4 h
Research use strategy 2800 81% 1465 49% 1.0 h

model has the highest F1 value at 91.6%, which is approximately 26.2%
higher than the DFA model’s 65.4%. This demonstrates that the research
use algorithm model performs better than the conventional use algorithm
model. Comparison of the processing time of the text is obtained as shown in
Figure 10.

In Figure 10(a), the text processing time of several algorithmic models
increases with the increase of text data, but the model used in the study uses
the shorter time used in the text processing time, in which the processing time
is 0.54 s when the text data is 10, and the DFA model has the longest time for
text processing of 0.87 s, and there is a difference between the two models of
0.33 s. In Figure 10(b), the change in the text processing time of the model is
the same as in Figure 10(a), while the research use model has the shortest text
processing time, in which the processing time when the number of texts is 10
has a difference of 0.50 s with the highest DFA model. This shows that the
research use model, with a shorter processing time for text data processing, is
more effective. The comparative analysis of the various ways for the crawler’s
operation is presented in Table 1.

In Table 1, the total number of localization resources of the research use
strategy among several strategies is 2800, which indicates that the current use
strategy does not require more localization resources to be able to complete
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Figure 11 Comparison of total running time of different strategy crawlers.

the crawler retrieval process. At the same time the network coverage of the
research use strategy is 81%, which is 12% higher compared to the optimal
strategy with the lowest network coverage. The number of retrieval targets
of the research using strategy method in the middle level is as large as 1455,
which is 222 targets lower compared to the highest number of the depth-first
strategy. However, the percentage of topic pages for the research use strategy
is 49%, which is 40% higher compared to the lowest depth-first strategy.
Finally, in the comparison of strategy retrieval time, the retrieval time of
the research use strategy is 1.0 h compared to the highest breadth optimized
strategy, which is 5.1 h lower. These results display that the research use
strategy has a better operational effect compared to the other strategies in the
overall operational effect of the strategies. The comparison of the crawler’s
overall running time with various techniques is displayed in Figure 11.

In Figure 11(a), the total time variation of crawler retrieval with different
strategies increases with the increase in the number of retrievals in test
scenario 1. The total running time of the crawler is shorter and also the time
variation is less when the number of retrievals is around 1000, and the total
time of retrieval increases more after the number of retrievals exceeds 1000.
At the same time the total time of the strategy used in the study reaches 14.5 h
at a number of 6000 and the total time of the optimal strategy varies more with
a total time of 28.2 h. In Figure 11(b) the variation of retrieval time of the
crawler with different strategies in test scenario 2 increases with the increase
in the number of files and then the variation is less. At the same time the
research use strategy time is smaller, the average retrieval time is 7.2 h, the
optimal strategy retrieval time is longer the average retrieval time at 17.6 h,
and the difference between the two strategies is 10.4 h. It can be noticed that
compared with the optimal strategy the research use strategy the total time
is lower, which suggests that the research use strategy can effectively reduce
the IW running time in different strategies.
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3.2 Actual Operation Effect of the Internet Worm

We compared the actual operation of different methods in the previous sec-
tion, and use different algorithm models for crawling the keywords “Vaccine
Passport”, “Cross Border” and “Pneumonia” as an example. The combi-
nations of research models are the TF-IDF algorithm, the model adding
lexical features, the model adding positional features, the model adding
semantic features, and the research use model, and the combinations are
denoted as combinations 1, 2, 3, 4, and research use model, respectively. The
retrieval effect is compared to get the keyword retrieval results of the different
algorithm models, as shown in Table 2.

When it comes to accuracy comparison, Table 2 shows that the study’s
model outperforms the other algorithmic models by a large margin. Notably,
the model achieves the highest accuracy of 93% when it comes to the
detection of the keyword “pneumonia.” At the same time in the detection
of this keyword the retrieval time is significantly shorter, only 1.9 s and the
number of keywords retrieved is significantly more at 343. Compared to other
retrieval algorithms, the effect and performance of the retrieval algorithm
used in the study is significantly higher than other algorithmic models. This
shows that the algorithmic model used in the study is more effective for
keyword extraction. The operational performance of different combinations
is compared, as shown in Figure 12.

In Figure 12(a), the performance of all three models of the current
research use model combination is relatively high, where the retrieval accu-
racy variation is 82% for the research use model, which is 19% higher
compared to the lowest combination 1 accuracy. In Figure 12(b), the highest
recall value of 72 for the research use model is 20% higher compared to
the lowest combination 1. In Figure 12(c), the research uses the model with

Table 2 Keyword retrieval results for different algorithmic models
Manual Search Keywords
Annotation Vaccine Passport Cross Border Pneumonia

Total Total Total
Number Number Number

Accuracy Time of Accuracy Time of Accuracy Time of
Performance (%) (s) Keywords (%) (s) Keywords (%) (s) Keywords

TF-TDF 86 3.5 130 88 3.4 140 90 3.2 142
TextRank 84 4.2 210 86 41 252 83 4.5 236
DFA 83 3.6 213 84 3.7 234 86 3.8 224
Research use
model

91 2.1 321 92 2.1 324 93 1.9 343
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Figure 12 Different combinations of crawler retrieval effect.

Table 3 Comparison of the effect of different algorithms for theme judgment
Algorithmic Model Completeness Rate Accuracy
Keyword matching 40% 58%
Multi pattern matching 55% 72%
K-nearest neighbor + TextRank 60% 80%
Naive Bayes 58% 60%
Topic recognition algorithm for deep learning 85% 75%
TF-IDF 76% 68%
Research use model 88% 82%

the highest F1 value of 78%, which is 22% higher compared to the lowest
combination 1. This shows that the model used in the current research is
more efficient and performs better than the other retrieval combinations of
the crawler in the process of crawler retrieval. Table 3 presents a comparative
analysis of the efficacy of several subject judgment algorithms.

In Table 3, among several common topic judgment models, the model
used in the study has the best algorithmic results in terms of the change in
the check rate and accuracy. Comparing several traditional algorithms, the
highest check rate of the algorithmic model used in the study is 88%, which
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(a) The process of crawling and retrieving articles

(b) Completion status of article keyword search
Figure 13 Display of the crawler retrieval effect.

is 48% higher than the 40% of the keyword extraction model, which may be
the reason why the algorithmic model improves the keyword extraction of
the data. Meanwhile, the research use model has the highest accuracy value
of 82%; compared to the lowest keyword extraction model, its accuracy is
improved by 24%, which may be caused by the addition of the Word2Vec
model. This shows that the research use model has better model keyword
retrieval. Figure 13 shows the actual situation of the current model crawler
retrieving Web documents.

Figure 13(a) shows the current crawler retrieval of articles, i.e. the selec-
tion of articles with the keyword “Vaccine Passport” in the article content
of the web page. During the crawler retrieval process, the articles are first
imported as a whole, and then preprocessed after the data import is com-
pleted. Finally, the keywords are retrieved from the crawler. In Figure 13(b),
the keyword extraction process entails the retrieval of keywords from the
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article by the crawler. This retrieval process enables the extraction of data
information containing keywords from the article and its subsequent storage
in the database, thereby finalizing the retrieval of the article.

4 Discussion

The study primarily addressed the challenges that the existing IW faced in
acquiring and gathering web page data and evaluating web page themes. It
also suggested a novel approach that made use of the TF-IDF algorithm and
Word2Vec feature extraction. The new method transformed and analyzed the
structure of thematic web pages using the TF-IDF algorithm and Word2Vec
feature extraction for the IW, which improved the theme judgment and
vocabulary retrieval ability of the crawler network. The outcomes revealed
that the accuracy of the research use model was higher than the traditional
TF-IDF algorithm by 22.2% and 27.2%, respectively. The F1 value of the
model used in the study was the highest among the four algorithmic models at
93.5%, compared to the DFA whose F1 values were 25.8% and 26.2% higher,
respectively. The research use algorithmic model had better processing results
in terms of text processing time. The total number of localization resources
for the research using strategy was 2800 and network coverage was 81%
which was 12% higher than the optimal strategy. The retrieval time of 1.0 h
for the research use strategy was 5.1 h lower than the highest breadth optimal
strategy. The research used the shortest running time of only 14.5 h in the
running time of the strategy. The research used the algorithmic model to be
able to recognize the vocabulary of the keywords. The model used in the study
had a maximum retrieval accuracy of 82%, which was 19% higher compared
to other models. The recall rate was also 20% higher than the other models.
The research used model had the highest search rate of 88%, which was 48%
higher compared to other models. It can be concluded that the research using
algorithmic models and strategies are able to improve the performance and
retrieval ability of the current crawler retrieval. Although the research has
achieved a lot of results, there are still some shortcomings. The model used
in the study needs further data analysis on crawler sharing, and also needs
to conduct model training with higher quality documents to improve the
model’s topic judgment ability. Future research directions will also combine
advanced deep learning models such as BERT and GPT to improve semantic
understanding, integrate multimodal data to improve Web content under-
standing, optimize real-time data processing to adapt to dynamic network
content, extend cross-domain and cross-language applications, and develop
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user-centered retrieval strategies. It can also be combined with other algo-
rithms and models such as TextRank, LDA, or transfer learning to further
improve performance.
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