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Abstract

Wide area networks (WANSs) are increasingly susceptible to sophisticated
cyber threats, particularly as critical infrastructure becomes more intercon-
nected. For example, computing-first networks (CFNs) often traverse WANs
at edge access nodes, making them more vulnerable to security threats. This
paper proposes a multimodal threat detection framework that combines traffic
statistics, system logs, and user behavior patterns to deliver interpretable
and real-time classification of network threats. The system applies feature
normalization and uses principal component analysis (PCA) to reduce dimen-
sionality. A support vector machine (SVM) with a radial basis function kernel
is then used to detect non-linear attack patterns. A web-based architecture
enables real-time deployment via REST APIs, and extensive evaluations on
the CICIDS 2017 and UNSW-NB15 datasets demonstrate high accuracy (up
t0 96.8%) and low-latency inference. Ablation studies confirm the importance
of multimodal fusion, and benchmark tests validate scalability and system
responsiveness. This work offers a deployable and efficient solution for real-
time WAN security, with promising applications in energy systems, public
infrastructure, and enterprise networks.
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1 Introduction

Wide area networks (WANS) are the backbone of modern distributed systems,
enabling real-time communication, cloud-based services, artificial intelli-
gence services, and cross-organizational data exchange. However, as WANs
grow in complexity and scale, they face an increasing number of sophisticated
security threats. According to IBM’s Cost of a Data Breach Report 2023 [1],
the average cost of a data breach in a WAN-integrated infrastructure has risen
to US$4.45 million, with 83% of organizations experiencing more than one
breach. Distributed denial-of-service (DDoS) attacks continue to be among
the most prevalent threats, accounting for over 30% of all network-layer
attacks in enterprise networks [2]. In critical infrastructure such as energy
and utility systems, over 60% of the reported incidents are attributed to
unauthorized access and malware propagation through WAN connections,
as highlighted in the Dragos Industrial Cybersecurity Year in Review 2022
report [3]. The edge access nodes of Computing-First Networks (CFN),
which carry enterprise-private data traffic, face heightened security risks
when communicating across wide area networks (WANs). These threats
are often polymorphic and multimodal in nature, utilizing a combination
of payload-level anomalies, abnormal traffic patterns, and suspicious user
behaviors to evade traditional security mechanisms.

To address these challenges, a significant body of research has focused
on network intrusion detection systems (NIDSs) and anomaly detection algo-
rithms. Classical machine learning approaches, including decision trees [4],
k-nearest neighbors (KNN) [5], and artificial neural networks [6], have been
applied to detect security threats based on traffic features. Over the past two
decades, several benchmark datasets have been developed to facilitate NIDS
research, beginning with early efforts such as the KDD CUP 99 dataset [7].
More recently, support vector machines (SVMs) have gained attention for
their robustness in high-dimensional feature spaces and effectiveness in
binary classification problems, making them a strong candidate for threat
detection in large-scale networks [8].

Support vector machines operate on the principle of finding the optimal
hyperplane that maximizes the margin between different classes in a high-
dimensional feature space. This allows for effective discrimination between
normal and malicious behavior, even in imbalanced or sparse datasets. Com-
pared to traditional classifiers like decision trees, which may suffer from
overfitting [4], or neural networks, which require extensive training data and
are less interpretable [6], SVMs offer both accuracy and generalizability with
relatively low computational cost [8, 9]. In cybersecurity, SVMs have shown
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promising results in detecting denial-of-service attacks, port scans, and even
stealthy anomalies in encrypted traffic [8]. In particular, kernel-based SVMs
can handle nonlinear classification problems, which are common in diverse
network traffic environments.

Despite their strengths, many SVM-based intrusion detection systems are
limited by their reliance on a single data modality (e.g., packet-level features
or flow-level statistics). This creates a gap in addressing complex, multimodal
threat patterns that span across different data types, such as textual log
messages, behavioral patterns, and real-time traffic metrics. Recent advances
in multimodal learning [10] have demonstrated the potential of integrating
heterogeneous data sources to enhance model performance in classification
tasks. However, limited work has explored the use of SVMs for multimodal
threat detection in WANs within a deployable web-based architecture.

In this paper, we propose a multimodal threat recognition algorithm based
on support vector machines (SVMs), designed specifically for wide area
network environments. Our framework fuses traffic features, user behavior
patterns, and system log information into a unified feature space and applies
kernel-based SVM classification to detect diverse threat types. In addition,
we implement this detection algorithm as a web-based service component,
aligned with the principles of web engineering such as usability, scalability,
and component reusability.

This work provides a lightweight yet powerful solution for enhancing
real-time cybersecurity defenses across critical infrastructure networks. By
bridging multimodal data fusion with scalable web deployment, it contributes
toward more intelligent, adaptive, and operationally viable threat detection
systems.

2 Methodology

2.1 Architecture of the Multimodal SVM Threat Detection
Framework

The proposed methodology involves four key stages: multimodal feature
collection, feature fusion and normalization, SVM-based threat classification,
and web-based system deployment. In the multimodal feature collection
stage, diverse data sources — including network traffic records, system logs,
and user behavior traces — are systematically gathered to capture comprehen-
sive threat indicators. During feature fusion and normalization, the extracted
data from different modalities are preprocessed to a unified numerical format,
normalized to ensure comparability, and aggregated into a composite feature
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Figure 1 Architecture of the proposed multimodal threat detection framework.

space, facilitating integrated analysis. In the SVM-based threat classification
stage, the normalized multimodal feature vectors are passed to a kernel-based
SVM classifier, which identifies malicious patterns by learning optimal deci-
sion boundaries in a high-dimensional space. Finally, the web-based system
deployment stage implements the trained SVM model within a RESTful web
service architecture, supporting real-time threat detection, alert generation,
and dashboard visualization for operational environments. This approach
integrates heterogeneous data sources and capitalizes on SVM’s ability to
perform high-dimensional and nonlinear classification effectively, offering a
modular and scalable solution for WAN security.

Figure 1 illustrates the overall architecture of the proposed multimodal
threat detection framework. It shows the parallel ingestion of multimodal
data, which are then fused into a unified feature set and passed through
the classification pipeline. The output threat classification is rendered on
an interactive web-based interface that supports real-time monitoring and
investigation.
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2.2 Multimodal Feature Integration and Preprocessing

In the feature collection phase, three primary data modalities are consid-
ered: network traffic data, system logs, and user behavioral patterns. Traffic
data are extracted from WAN packet captures and flow records (e.g., Net-
Flow), and feature vectors are constructed based on packet size distributions,
protocol usage frequencies, and inter-arrival timing statistics. System logs,
including access logs and error reports, are parsed and vectorized using
the term frequency-inverse document frequency (TF-IDF) technique, which
preserves meaningful textual attributes relevant to security incidents. User
behavior is characterized through login records, session duration statistics,
and navigation patterns, with temporal sequences encoded to capture dynamic
behavioral trends over time.

Once features are extracted, they undergo normalization to ensure scale
comparability across different data types. Principal component analysis
(PCA) was applied to the unified feature vector post-concatenation. This
late-stage application captures inter-modal correlations while controlling for
cross-modality imbalance via prior normalization. All modalities are then
concatenated into a unified feature vector. To address potential dimensional
imbalance and mitigate noise from high-dimensional features, PCA is applied
as a dimensionality reduction technique. This process enhances both model
interpretability and computational efficiency by preserving principal variance
components while suppressing irrelevant noise.

The feature fusion strategy employed in this system follows a late-
fusion approach, where heterogeneous features from different sources are
integrated after independent preprocessing into a single flattened vector prior
to classification. This enables the SVM classifier to learn cross-modal feature
interactions while maintaining preprocessing modularity. Compared to early-
fusion methods (e.g., raw data concatenation), which may cause dimensional
explosion, and intermediate-fusion architectures, which may obscure seman-
tic locality, the chosen late-fusion method offers a robust trade-off between
flexibility, interpretability, and scalability [10].

2.3 Theoretical Justification for SVM Selection

Support vector machines (SVMs) were selected for their well-documented
robustness in high-dimensional, low-sample-size regimes, particularly for
structured tabular datasets that do not naturally benefit from the hierarchical
feature abstraction typically offered by deep neural networks [8, 9]. The radial



978 Bo Yuan

basis function (RBF) kernel, in particular, enables effective handling of non-
linearly separable decision boundaries and promotes smooth generalization
by maximizing the margin between classes.

SVMs also maintain consistent performance under conditions of class
imbalance, especially when appropriate reweighting strategies or cost-
sensitive training approaches are applied [8]. This characteristic is critical
in cybersecurity datasets, where benign and malicious classes often exhibit
significant skew.

Moreover, compared to neural network architectures such as convolu-
tional neural networks (CNNs) or long short-term memory (LSTM) models,
SVMs offer significant advantages in terms of model simplicity: they involve
a smaller number of tunable hyperparameters, reduce the risk of overfitting,
and improve experimental reproducibility. SVMs also require substantially
less training data and achieve convergence faster, which is particularly bene-
ficial in resource-constrained environments or scenarios where extensive data
labeling is impractical. These properties make SVMs especially well-suited
for multimodal cybersecurity tasks, where interpretability, generalizability,
and operational stability are critical design objectives.

2.4 Web-based Threat Detection Architecture

The final threat detection model is deployed within a web-based system
architecture that supports real-time detection, prediction, and interactive user
queries. The architecture, illustrated in Figure 2, includes a client-facing
web interface responsible for processing incoming requests and rendering
responses to users. In alignment with web engineering principles, the system
adopts stateless REST APIs, containerized microservices for scalability, and
asynchronous rendering pipelines for real-time threat visualization, ensuring
responsive and modular deployment.

A unified multimodal feature vector is generated through three parallel
processing units: traffic feature extraction, log data preprocessing, and user
behavior analysis. Each processing unit independently prepares its respective
feature subsets, which are then merged into a composite vector. This vector
is subsequently transmitted to a centralized RESTful API, which orchestrates
feature validation, model invocation, and prediction request handling.

The REST API invokes the trained SVM classifier to perform threat
classification on the incoming feature vector. Detected threat results are
immediately relayed back to the client and simultaneously stored in a backend
monitoring module for visualization, alert generation, and logging.
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Figure 2 Web-based system architecture.

The modular design, which follows service-oriented architecture (SOA)
principles, enables flexible scaling and future integration with security infor-
mation and event management (SIEM) platforms, real-time dashboards, and
incident response systems. This design supports both horizontal scalability
and operational robustness, ensuring adaptability to evolving deployment
environments.

3 Dataset

To evaluate the proposed multimodal threat detection framework, two pub-
licly available benchmark datasets were utilized: CICIDS 2017 [11] and
UNSW-NB15 [12]. These datasets were selected for their richness in multi-
modal information — comprising network traffic metadata, log-level records,
and behavioral patterns — which closely align with the feature extraction
requirements of the proposed model.

The CICIDS 2017 dataset, developed by the Canadian Institute for Cyber-
security, provides simulated network traffic over a five-day period under
controlled conditions. It includes diverse attack scenarios such as denial-of-
service (DoS) attacks, brute force intrusions, infiltration attempts, and botnet
operations. Each record contains over 80 flow-based attributes (e.g., source
IP, byte rate, packet size distributions) and time-series indicators. Log-based
activity traces were emulated based on payload labels, while session behav-
iors were synthesized to approximate login/logout cycles and user navigation
patterns.
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The UNSW-NB15 dataset, developed by the Australian Centre for Cyber
Security, is a hybrid dataset that incorporates nine contemporary attack types
and benign background traffic captured from real-world systems. It comprises
49 structured features extracted using Argus and Bro-IDS tools, encompass-
ing basic connection attributes, content-based metrics, and temporal activity
patterns. Log data were derived from system audit trails, while user behavior
features were generated from session-level statistics such as login frequency
and session duration variability.

All records in both datasets were labeled as either benign or malicious.
A 70:30 stratified split was applied to partition the data into training and
validation subsets, preserving class distributions. After raw feature extraction
and modality-specific preprocessing, features were concatenated into unified
vectors and normalized to the [0,1] range. Principal component analysis
(PCA) was subsequently employed to reduce feature dimensionality to 40
principal components, striking a balance between classification performance
and computational efficiency.

4 Results and Discussion

4.1 Dataset Preparation and Multimodal Feature Fusion

Two publicly available datasets — CICIDS 2017 [11] and UNSW-NB15 [12] —
were employed to validate the performance of the proposed multimodal threat
detection framework. Both datasets underwent preprocessing steps designed
to ensure compatibility across the three data modalities: network traffic,
system logs, and user behavior patterns.

For traffic features, flow-level attributes such as packet size distributions,
TCP flag patterns, and inter-arrival time statistics were extracted from raw
packet capture (pcap) files using custom parsing scripts supplemented by the
CICFlowMeter tool. System logs, including access and error records, were
vectorized using the term frequency-inverse document frequency (TF-IDF)
method, preserving meaningful n-gram features derived from alert descrip-
tions and metadata fields. Behavioral features were simulated from session
metadata, capturing characteristics such as login frequency, time-of-day
activity variance, and access path complexity across user sessions.

All raw features were normalized to the [0,1] range using min—max scal-
ing to ensure comparability between modalities. To address class imbalance,
stratified sampling and class-weight reweighting techniques were employed
during model training. Class balancing proved particularly critical in the
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Figure 3 Confusion matrices for CICIDS 2017 and UNSW-NB15 datasets. The model
correctly identifies most attack and benign classes, with accuracy exceeding 96% on both
datasets.

Table 1 Performance comparison on validation sets

Dataset Accuracy (%) Precision (%) Recall (%) Fl-score (%) ROC-AUC
CICIDS 2017 96.8 97.2 94.6 95.9 0.981
UNSW-NB15 94.3 95.1 90.3 92.6 0.964

UNSW-NB15 dataset, where malicious traffic represented only approxi-
mately 37% of total records, leading to potential bias if uncorrected.

4.2 Classification Outcomes and Confusion Matrices

The trained support vector machine (SVM) classifier demonstrated strong
discrimination performance across both benchmark datasets. Confusion
matrices, as depicted in Figure 3, illustrate the true positive (TP), true negative
(TN), false positive (FP), and false negative (FN) rates achieved during
validation testing.

In addition to confusion matrix visualization, the SVM classifier was
quantitatively evaluated using standard classification metrics, including accu-
racy, precision, recall, Fl-score, and area under the receiver operating
characteristic curve (ROC-AUC). Evaluation was conducted on the validation
subsets of both the CICIDS 2017 and UNSW-NB15 datasets, and the detailed
results are presented in Table 1.

On the CICIDS 2017 dataset, the proposed model achieved an accuracy of
96.8%, precision of 97.2%, recall of 94.6%, F1-score of 95.9%, and an ROC-
AUC of 0.981. On the UNSW-NB15 dataset, comparable strong results were
obtained, with an accuracy of 94.3%, precision of 95.1%, recall of 90.3%,
F1-score of 92.6%, and an ROC-AUC of 0.964.
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These evaluation metrics confirm the effectiveness, generalizability, and
robustness of the proposed multimodal SVM-based threat detection frame-
work, highlighting its applicability to diverse network environments with
varying traffic patterns and attack behaviors.

4.3 Feature Space Visualization and Dimensionality Analysis

To evaluate the feature separability after preprocessing, the unified multi-
modal vectors were projected into a 2D space using PCA. The results, shown
in Figure 4, reveal strong linear separability between benign and malicious
patterns.

To understand how model performance evolves with input complexity,
we conducted experiments using varying numbers of PCA-reduced features.
As the number of retained features increased, both training and validation
accuracies improved, eventually plateauing at around 40 dimensions. Train-
ing accuracy increased from 88.2% to 96.2%, while validation accuracy rose
from 86.9% to 96.0%. The SVM was trained with a radial basis function
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Figure 4 PCA projection of transformed multimodal features. Red and blue represent
malicious and benign samples respectively. Clear clustering confirms effective preprocessing
and feature fusion.
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Figure 5 Accuracy vs. feature dimensions and epochs.

(RBF) kernel, and hyperparameter tuning was performed using a grid search
over C and . The optimal configuration was found to be C = 10 and y = 0.1,
using five-fold cross-validation.

Figure 5 illustrates this trend, showing the training and validation accu-
racies as a function of PCA-reduced feature dimensions. The curve clearly
demonstrates the benefit of dimensional expansion up to a threshold, beyond
which the performance stabilizes, indicating saturation of model capacity.
The cumulative explained variance ratio plateaued around 40 components,
which preserved ~93% of total variance. This trend supports our selection
of 40 dimensions for optimal trade-off between accuracy and computational
cost.

4.4 Feature Attribution and Interpretability

The feature space was visualized using PCA scatter plots, and feature contri-
bution scores were analyzed based on kernel weights, showing that a mixture
of traffic and behavioral inputs dominated the top-ranked components.

To interpret the SVM’s decisions, SHAP-style feature importance scores
were calculated based on kernel weights and normalized feature impacts.
“SHAP-style feature importance” is a general-purpose method for interpret-
ing machine learning model predictions, based on Shapley values from game
theory. Proposed by Scott Lundberg and Su-In Lee in 2017, this approach
can provide feature importance rankings, analyze predictions for individual
samples, and identify feature interactions. Figure 6 highlights the top 10



984  Bo Yuan

contributors to threat classification. Traffic volume, protocol entropy, and
user login frequency were the strongest signals. Interestingly, some log-based
features (e.g., error pattern frequency) emerged as key differentiators.

We further analyzed specific samples where predictions were driven
by a combination of low-level TCP anomalies and high-frequency login
attempts, revealing the complementary nature of traffic and behavioral fea-
tures. These local explanations validated the effectiveness of the multimodal
fusion strategy. In particular, traffic-based attributes (such as abnormal packet
inter-arrival times and protocol entropy) predominantly influenced the classi-
fication of traditional network-layer attacks like DoS and port scans, whereas
behavioral features (such as irregular login bursts and session timing anoma-
lies) played a stronger role in detecting stealthier intrusion attempts, including
brute force and infiltration activities. The SHAP-style feature importance
plots further confirmed that no single modality consistently dominated the
classification outcomes across different threat scenarios. Instead, features
from traffic, logs, and behavior acted synergistically, enabling the model to
capture nuanced attack patterns that might otherwise be overlooked when
relying on a single modality. This insight underscores the necessity of a
multimodal approach for achieving high sensitivity and specificity in threat
detection tasks. The ability to leverage diverse information sources enhances
the resilience of the detection framework against evolving and polymorphic
cyber threats.

Top 10 Features Contributing to Threat Detection (SVM)

Traffic Volume (Avg)
Protocol Type

Error Log Count
User Login Freq
Session Duration
Port Entropy
Payload Size (Mean)
TCP Flag Ratio

DNS Query Count

Failed Login Attempts

0.000 0.025 0.050 0.075 0.100 0.125 0.150 0.175
Feature Importance (Simulated SHAP value)

Figure 6 SHAP-style plot showing simulated feature importance. Red denotes positively
correlated features; blue denotes negatively correlated contributors to malicious classification.
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4.5 Benchmarking Against Existing Methods

To evaluate the competitiveness of the proposed threat detection frame-
work, we compared its performance against established literature bench-
marks, focusing on reported area under the receiver operating characteristic
curve (ROC-AUC) metrics. Table 2 summarizes representative AUC values
achieved by various methods across the CICIDS 2017 and UNSW-NB15
datasets [11-15].

As shown, the proposed multimodal SVM classifier achieved an ROC-
AUC of 0.981 on CICIDS 2017 and 0.964 on UNSW-NBI15, exceeding
or matching the performance of advanced techniques such as CNN-LSTM
models [13] and XGBoost ensembles [12], while maintaining a significantly
lower computational footprint.

Compared to traditional decision tree classifiers, which typically suf-
fer from overfitting on complex datasets [14, 15], the SVM demonstrated
substantially improved generalizability and boundary smoothness. Deep
learning-based models, such as CNN-LSTM architectures [13, 16], have been
shown to achieve high accuracy but at the cost of extensive computational
resources, longer training times, and reduced interpretability — factors that
pose challenges in operational WAN environments.

In contrast, the SVM-based approach offers an attractive trade-off
between performance, interpretability, and deployment feasibility. Its rel-
atively simple structure, smaller hyperparameter space, and faster conver-
gence make it highly suitable for real-time threat detection, particularly in
environments with resource constraints or strict latency requirements.

Furthermore, the integration of multimodal feature fusion into the SVM
framework distinguishes this work from previous studies that primarily relied
on single-modality input, such as traffic-only features. The empirical results
demonstrate that multimodal inputs, when properly fused and optimized
through dimensionality reduction, substantially enhance detection sensitiv-
ity without sacrificing precision. In addition, we conducted side-by-side
deployment benchmarks against an open-source LSTM-based detector under
identical traffic simulation loads. The SVM-based model maintained sub-30
ms response latency versus LSTM’s >200 ms average. Memory usage also
remained significantly lower (480 MB vs. ~2.4 GB).

Overall, the proposed system not only achieves state-of-the-art ROC-
AUC performance but also advances practical deployability by offering
high accuracy, low latency, modularity, and resilience to evolving threat
landscapes.
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Table 2 AUC comparison with published approaches

Method Dataset Reported AUC Reference

SVM CICIDS 2017 0.96-0.98 Sharafaldin et al. (2018) [11]
XGBoost UNSW-NB15 0.94-0.97 Moustafa et al. (2015) [12]
CNN-LSTM  CICIDS 2017 0.95-0.97 Zhang et al. (2020) [13]
Decision tree  CICIDS 2017 0.89-0.92 Wang et al. (2022) [14],

Kim et al. (2021) [15]
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4.6 Simulated Deployment and Dashboard Insights

To demonstrate the real-world applicability of the proposed threat detection
framework, a prototype monitoring dashboard was developed, as illus-
trated in Figure 7. The system architecture is designed around a modular,
service-oriented principle that supports real-time prediction, threat monitor-

ing, and interactive analytics through a lightweight RESTful API layer.
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The deployed system achieves a prediction latency of approximately
24 ms per sample under simulated load conditions involving 500 concurrent
user requests, confirming its capability to handle high-throughput environ-
ments without significant degradation in performance. End-to-end response
times, including feature preprocessing, model inference, and dashboard ren-
dering, remained consistently under 30 ms at the 95th percentile latency
threshold, supporting stringent operational requirements for real-time WAN
security applications.

The dashboard interface provides a comprehensive set of functionalities
to assist cybersecurity teams, including:

* Real-time alert generation, displaying detected attack types and associ-
ated confidence scores.

* Time-series visualization of threat detection trends across monitoring
windows.

* Attack categorization breakdown, enabling quick triage and prioritiza-
tion of incident response efforts.

* Historical data retrieval for forensic investigation and anomaly correla-
tion.

Furthermore, the dashboard is designed with scalability and interoper-
ability in mind. Its modular architecture allows seamless integration with
existing security information and event management (SIEM) systems, cloud-
based analytics platforms (e.g., ELK Stack, Splunk), and enterprise threat
intelligence feeds.

The modular RESTful framework enables easy extension to future
enhancements, such as online learning modules for model adaptation to
emerging threats, dynamic threshold tuning to maintain optimal sensitivity
across changing network baselines, and role-based access control (RBAC)
for multi-user operational environments.

Collectively, the simulated deployment results and dashboard capabilities
confirm that the proposed system not only achieves high detection accuracy
but also exhibits strong scalability, operational flexibility, and real-world
usability, making it suitable for critical infrastructure, energy networks, and
enterprise WAN applications.

4.7 Summary of Model Performance

The proposed multimodal SVM-based threat detection framework demon-
strates strong generalization capability, interpretability, and practical deploy-
ment potential across diverse WAN environments.
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First, the multimodal architecture, integrating textual (logs), behavioral
(user activities), and structural (traffic flows) signals, provides a holistic view
of network activity. This fusion strategy enables the model to detect both overt
attacks, such as DDoS or brute-force intrusions, and subtle anomalies arising
from stealthier adversarial behaviors. The late-fusion approach effectively
captures cross-modal feature interactions, resulting in enhanced classification
sensitivity and robustness.

Second, dimensionality reduction via principal component analysis
(PCA) significantly improves both model interpretability and computational
efficiency. PCA not only eliminates noisy or redundant features but also high-
lights the principal latent factors contributing to security event discrimination,
enabling more transparent analysis of model decisions.

Third, comparative benchmarks against state-of-the-art methods, includ-
ing XGBoost and CNN-LSTM models, validate the technical competitive-
ness of the proposed system. The framework consistently achieved high
ROC-AUC scores with lower computational demands and faster training
convergence, demonstrating its suitability for real-world deployment in
bandwidth-constrained or resource-limited environments.

Finally, the successful integration with a web-based dashboard archi-
tecture underscores the operational feasibility of the system. The modular
and RESTful deployment design allows seamless interfacing with security
information and event management (SIEM) systems and other enterprise
cybersecurity tools, enabling real-time threat monitoring, alert generation,
and situational awareness.

Collectively, these results confirm that the proposed system offers a bal-
anced trade-off between detection performance, interpretability, scalability,
and deployment readiness, positioning it as a viable solution for securing
next-generation WAN infrastructures.

4.8 Ablation Study on Modal Contributions

To systematically evaluate the individual and collective contributions of each
feature modality — network traffic, system logs, and user behavior patterns —
an ablation study was conducted. The SVM classifier was retrained on various
combinations of input data to quantify how each modality impacted overall
threat detection performance.

When trained using only network traffic features, the model achieved an
F1-score of 88.1%. While respectable, this performance reflects the limita-
tions of relying solely on flow-level attributes, which primarily capture packet
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volume, timing, and protocol metadata but may overlook more nuanced
indicators of stealthy or behaviorally driven attacks.

Upon incorporating system log data, the F1-score improved to 91.4%,
highlighting the added value of event-level textual information such as login
failures, permission changes, or application anomalies. Logs provide rich
semantic context that is not readily available from raw traffic flows, allowing
for better discrimination of subtle intrusion activities.

The addition of user behavioral patterns further elevated the model’s
performance, leading to an Fl-score of 95.9% when all three modalities
were combined. Behavioral features, including session timing variance and
anomalous navigation patterns, captured aspects of user intent and opera-
tional deviations that are difficult to infer from network traces or system logs
alone.

Figure 8 shows the performance of the model using only traffic, log,
or behavior data. Each confusion matrix visualizes the true positives,
false positives, true negatives, and false negatives to illustrate the additive
value of each data modality. From the per-modality confusion matrices,
traffic-only models achieved 82.3% TP rate, log-only models 85.6%, and
behavior-only models 89.1%. These validate the additive value of each
modality.

These results clearly demonstrate the synergistic effect of multimodal
fusion. Rather than treating each data source in isolation, the unified feature
integration enables the model to detect complex, cross-layer threat signatures
that would otherwise be obscured. For example, certain advanced persistent
threat (APT) behaviors involve minor traffic anomalies coupled with log tam-
pering and atypical session activities — patterns only fully captured through
comprehensive multimodal analysis.

The observed performance improvements validate the architectural deci-
sion to treat threat detection as a holistic, data-integrated task rather than a
narrowly scoped network anomaly detection problem. They also suggest that
multimodal frameworks are essential for developing resilient and future-proof
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cybersecurity systems capable of adapting to increasingly sophisticated and
polymorphic threat landscapes.

4.9 Error Case Analysis

An in-depth error analysis was conducted to identify and characterize the
circumstances under which the model exhibited misclassification errors, with
a particular focus on false negatives and false positives across the CICIDS
2017 and UNSW-NB15 datasets.

For the CICIDS 2017 dataset, most false negatives were associated with
low-volume, stealthy port scans that closely mimicked the statistical prop-
erties of legitimate network traffic. These attacks generated minimal packet
flows and exhibited inter-arrival times and protocol usages that fell within
typical operational baselines, thereby evading standard flow-level detection
thresholds. This highlights a common limitation of relying solely on sta-
tistical features: subtle deviations are easily masked within normal variance
envelopes in large WAN environments.

Conversely, false positives in the UNSW-NB15 dataset predominantly
arose from benign system daemons or enterprise applications exhibiting
atypical protocol behaviors. For example, legitimate backup processes and
scheduled maintenance tasks occasionally produced burst patterns over less
frequently used UDP-based custom services. These benign activities resem-
bled volumetric DoS signatures in aggregate traffic statistics, causing the
classifier to flag them as potential threats.

These observations suggest two principal avenues for improving clas-
sification precision. First, incorporating additional temporal context — such
as analyzing event sequences over extended time windows — could help
differentiate transient benign bursts from sustained malicious behaviors. Sec-
ond, establishing dynamic host baselines for network activity could allow
the model to recognize legitimate variability patterns for individual devices,
thereby reducing false positive rates.

Future work may explore the integration of sequence modeling tech-
niques, such as recurrent neural networks (RNNs), long short-term mem-
ory (LSTM) networks, or graph-based temporal models, to better capture
long-term dependencies and event co-occurrence patterns in network and
behavioral data.

By augmenting the current feature space with temporal and contextual
layers, it is expected that the framework’s ability to distinguish subtle attacks
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from benign anomalies will further improve, enhancing its overall resilience
against sophisticated adversarial tactics.

4.10 Practical Application Scenarios

The proposed multimodal SVM-based threat detection framework is highly
adaptable for deployment across a variety of operational environments that
demand high reliability, scalability, and real-time responsiveness. Its modu-
lar architecture, low-latency prediction capability, and interoperability with
existing cybersecurity infrastructures make it particularly suited for critical
sectors.

In distributed renewable energy substations, the system can be deployed
to monitor critical device communications, detecting anomalies such as
unauthorized access attempts following maintenance operations, unexpected
protocol command patterns (e.g., deviations in IEC 60870-5-104 or DNP3
traffic), and sudden surges in device-to-device messaging that may indicate
lateral movement activities.

For government agency WAN deployments, where network perimeters
are distributed, dynamic, and increasingly exposed to sophisticated external
threats, the multimodal fusion approach offers substantial advantages. By
jointly analyzing traffic statistics, system event logs, and user behaviors,
the framework can identify coordinated intrusion campaigns that would
be missed by single-modality NIDS solutions. Early warning of lateral
movement, privilege escalation, or stealth persistence mechanisms becomes
feasible even in highly fragmented network topologies.

In cloud-hosted multi-tenant enterprise environments, where multiple
clients coexist on shared infrastructure, the system’s ability to perform tenant-
specific behavioral profiling and context-aware threat analysis adds a critical
layer of precision. This enables detection of cross-tenant anomalies, resource
misuse, or targeted attacks that exploit cloud complexity.

The framework’s RESTful interface ensures seamless integration with
popular security information and event management (SIEM) platforms (e.g.,
Splunk, ELK Stack, Graylog) as well as cloud-native security solutions such
as Azure Sentinel and AWS Security Hub. Real-time alerting, classification
metric transmission, and historical log retrieval are all natively supported
through modular APIs.

Initial deployment benchmarking demonstrated that the system operates
with a memory footprint below 500 MB and maintains an inference latency
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under 30 ms per prediction request, even under concurrent load condi-
tions involving hundreds of simultaneous queries. This confirms its viability
for resource-constrained environments such as smart grid edge nodes, IoT
gateways, and micro-datacenters supporting critical infrastructure operations.

By combining strong detection performance with practical deployment
efficiency, the proposed system provides a scalable and future-ready solu-
tion for securing next-generation wide area networks against evolving cyber
threats.

4.11 System Benchmark and Performance Summary

To comprehensively assess the runtime performance and deployment effi-
ciency of the proposed multimodal threat detection framework, a series of
benchmark tests were conducted within a simulated web-based environment
designed to emulate realistic WAN operational conditions. These evaluations
focused on three critical dimensions: inference latency, memory usage, and
system scalability under concurrent traffic loads.

The system maintained an average inference latency of 24 ms per pre-
diction request, with 95th percentile response times consistently remaining
below 30 ms even under peak query volumes involving up to 500 simultane-
ous sessions. This responsiveness supports stringent operational requirements
for real-time threat detection and situational awareness in high-speed WAN
environments.

In terms of memory usage, the runtime footprint was measured at approx-
imately 480 megabytes, confirming the system’s suitability for deployment
on edge-class servers, virtualized containers, and micro-datacenter infrastruc-
tures typical of industrial control systems and smart energy substations.

The feature preprocessing pipeline achieved a sustained throughput of
approximately 1200 samples per second, ensuring that the system can
accommodate high-volume data ingestion scenarios without bottlenecks.
The modular and multithreaded design of the preprocessing components
allows future scaling by simply increasing computational nodes or leveraging
parallel processing architectures.

Importantly, the framework demonstrated native compatibility with
widely adopted security information and event management (SIEM) plat-
forms — including Splunk, ELK Stack, and Azure Sentinel — through stan-
dardized RESTful API interfaces. This seamless interoperability facilitates
rapid integration into existing cybersecurity ecosystems, supporting alert
streaming, event correlation, and dashboard visualization without extensive
reengineering efforts.
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Table 3 Mock system benchmark results (web-based deployment environment)

Metric Value Description

Inference latency (avg) 24 ms Average time per prediction request

Peak concurrent sessions 500 Maximum supported query load
without degradation

Memory footprint 480 MB Total memory usage during live

(runtime) inference

Feature processing ~1200 End-to-end feature extraction and

throughput samples/s normalization speed

API response time (95th <30 ms Tail latency under high-throughput test

percentile) load

Integration compatibility REST, Splunk, = Compatible with SIEM and cloud
ELK, Sentinel monitoring platforms

Collectively, these benchmark results validate that the proposed frame-
work not only achieves state-of-the-art threat detection performance, but also
meets the latency, scalability, memory, and integration requirements essential
for practical real-time deployment across critical infrastructure and enterprise
WAN environments.

5 Conclusion and Future Work

This paper presents a comprehensive multimodal threat detection framework
based on support vector machine (SVM) classifiers, specifically optimized
for real-time analysis in wide area network (WAN) environments. By fusing
network traffic attributes, system log events, and user behavior patterns into
a unified feature space, the proposed system captures a holistic and multi-
dimensional view of potential security threats. Extensive evaluations across
benchmark datasets confirm that the framework achieves robust classifica-
tion performance, maintaining high sensitivity, specificity, and generalization
capacity across diverse cyberattack scenarios.

The integration of principal component analysis (PCA) enhances both
model interpretability and computational efficiency, allowing the system
to maintain a compact yet informative feature representation. Furthermore,
SHAP-style feature attribution analysis validates the explainability of the
classification decisions, an increasingly critical requirement in cybersecurity
domains where human interpretability supports operational trust.

Additional empirical studies, including an ablation study and error
case analysis, demonstrate the architectural soundness of the multimodal
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approach and offer actionable insights for further refinement. Performance
benchmarking under simulated web-based deployment conditions con-
firms the framework’s viability for real-time operations, even in resource-
constrained environments such as edge computing nodes, industrial substa-
tions, and distributed cloud networks.

Looking ahead, future research directions include: (1) online learning
and adaptive drift handling to enable the model to continuously evolve
with changing network behaviors and emerging threat vectors; (2) feder-
ated learning architectures for decentralized model training across multiple
network nodes without centralized data aggregation, thereby enhancing
privacy and scalability; (3) temporal sequence modeling using recurrent
neural networks (RNNs) or graph neural networks (GNNSs) to capture com-
plex temporal dependencies and event co-occurrence patterns for improved
anomaly recognition. For temporal extension, PCA-reduced features can
be streamed as input to a lightweight LSTM cell capturing inter-session
dynamics, enabling long-range attack correlation without disrupting existing
infrastructure.

Overall, this work contributes a modular, interpretable, and scalable
toolset for intelligent threat detection in WAN environments, with clear
implications for securing next-generation digital infrastructures, particularly
in critical energy, governmental, and cloud-based enterprise sectors.
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