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Abstract

We build and evaluate a concrete Zero-Knowledge Machine Learning
(ZKML)-based pipeline for epidemic diagnosis and show that it can enforce
computational integrity without exposing raw medical data in a Web3 setting.
In response to security challenges posed by centralized data handling in
medical AI applications, particularly during public health crises such as
COVID-19, ZKML offers a privacy-preserving alternative by combining
machine learning and Zero-Knowledge Proofs (ZKP). We experimentally
applied ZKML to a CNN (Convolutional Neural Networks)-based COVID-19
diagnostic model, achieving 87% accuracy and 0.35 loss. All proof generation
and verification processes were executed entirely off-chain, with the verified
outputs represented as committed public_vals recorded on-chain via smart
contracts. To ensure authenticity, the system enforces dual ECDSA signa-
ture verification from both the model provider and the data provider. This
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mechanism prevents unauthorized submissions and confirms the validity of
the result before it is stored on-chain. The system was tested under both
normal and adversarial conditions, demonstrating robust and reliable oper-
ation. By enabling decentralized trust and self-sovereign control over data,
this architecture aligns well with Web3 principles. The results indicate that
ZKML can support the development of privacy-preserving and verifiable AI
systems.

Keywords: Zero-knowledge proof, machine learning, zero-knowledge
machine learning, privacy, medical.

1 Introduction

This study proposes a Zero-Knowledge Machine Learning (ZKML)-based
machine learning procedure that ensures computational integrity while pro-
tecting the privacy of medical data in a Web3 environment. During COVID-
19, hospitals relied heavily on automated triage and imaging tools, often built
on machine learning models. These systems had to operate under tight time
and resource constraints. Consequently, ML (Machine Learning) models have
played a crucial role in various fields, including disease diagnosis, infection
spread prediction, and medical resource allocation [1–3], in particular, deep
learning-based diagnostic models using chest X-ray (CXR) and CT images
in pandemic response, assisting medical professionals in making faster and
more accurate decisions [4]. However, as ML models are applied in medical
data environments, concerns about privacy protection and reliability have
become increasingly critical.

Since ML models require large-scale medical datasets for training and
prediction, several security and privacy risks arise in healthcare environ-
ments. In particular, medical datasets contain highly sensitive information,
including electronic health records, medical images, and clinical reports.
Unauthorized access or data breaches involving these data may lead to
serious privacy violations and misuse of personal medical information [5].
In addition, machine learning models used in healthcare may suffer from
algorithmic bias originating from the training data. If the datasets used to train
the model contain imbalanced or inaccurate records, particularly those related
to sociodemographic characteristics such as race, gender, age, or socioe-
conomic status, the resulting models may perpetuate existing healthcare
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disparities. Such biases can lead to unequal diagnostic outcomes or treatment
recommendations across different patient populations [6]. Finally, another
challenge in applying machine learning to healthcare arises from the limited
interpretability of many predictive models. While such models can achieve
strong diagnostic performance, their internal reasoning mechanisms are often
difficult to interpret, which may limit the level of trust clinicians place in
automated decision-support systems [7].

Recently, the ZKML framework has been proposed as a solution to
these challenges [8]. ZKML integrates Zero-Knowledge Proofs (ZKP) into
ML workflows, enabling the verification of computational integrity while
preserving the confidentiality of sensitive medical data. In particular, a Web3-
based medical data environment requires a shift from centralized server-based
data management to decentralized systems for enhanced security, and ZKML
presents an effective alternative in such environments.

This study aims to apply the existing ZKML framework to a Web3-
based medical data environment and evaluate its practicality in a COVID-19
diagnostic system. Specifically, we investigate whether ZKML can pro-
tect medical data privacy while maintaining the predictive performance of
CNN (Convolutional Neural Networks)-based diagnostic models and assess
whether proof generation and verification processes are practical for real-
world medical AI applications. Furthermore, this study explores the integra-
tion of ZKML within Web3-based medical data-sharing systems to propose
a scalable verification framework for medical AI. Unlike prior studies that
mainly focus on theoretical constructions of ZKML, this work provides an
end-to-end experimental validation of a ZKML-enabled medical AI pipeline
integrated with Web3 infrastructure.

1.1 Research Contributions

This study presents a novel approach for leveraging ZKML-based COVID-
19 diagnostic systems to ensure both medical data privacy and computational
integrity. While prior research has explored various techniques to enhance
privacy and reliability in medical AI systems, there has been a lack of
empirical studies evaluating the practical applicability of machine learning
models integrated with ZKP. This study demonstrates that ZKML can be
effectively applied in medical AI environments, maintaining data security
while preserving predictive accuracy. The primary contributions would be
as follows.
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First, this study empirically evaluates the feasibility of integrating ZKML
into a CNN-based medical diagnostic workflow. By integrating a ZKP-based
verification system into a CNN-based COVID-19 diagnostic model, this
research examines a framework that enables secure medical diagnosis without
directly exposing sensitive patient data. The findings confirm that ZKML
can simultaneously ensure data privacy and model reliability in AI-driven
diagnostics.

Second, this study analyzes the proof generation and verification proce-
dures in a ZKML-based inference pipeline. By utilizing an existing ZKML
framework, the research assesses the computational cost associated with
proof generation and examines whether cryptographic proofs can be inde-
pendently verified by external entities. Unlike previous studies that primarily
focus on theoretical aspects, this study offers a practical evaluation using
real-world medical data.

Third, the study evaluates the effect of ZKML integration on CNN model
performance and inference reliability. Using a publicly available medical
dataset containing COVID-19, Lung Opacity, Normal, and Viral Pneumo-
nia [24] cases, the study demonstrates that the CNN-based model maintains
an accuracy of 87% within the ZKML environment while achieving a loss
value of 0.35, confirming stable performance. These results suggest that the
integration of ZK proofs does not significantly degrade model accuracy while
enhancing computational verifiability.

In particular, this study performed the generation and verification of ZKP
entirely off-chain. The public_vals was stored on-chain in the form of a hash
value, and the authenticity was verified by checking the signature of the on-
chain hash through a smart contract. By verifying the signature, the integrity
and trustworthiness of the user’s input were ensured. The system was tested
with both legitimate users and inputs intentionally manipulated by malicious
users. Furthermore, an analysis of computational overhead confirmed the
practical applicability of ZKML in Web3-based medical environments. The
study also demonstrated that proofs could be independently verified by exter-
nal verifiers, thereby supporting the transparency and trustworthiness of AI
systems.

Finally, this study introduces a Web3-based verification architecture that
combines off-chain ZK proof generation with on-chain signature validation.
This architecture enables an auditable and privacy-preserving medical AI
pipeline and provides a scalable verification framework that ensures com-
putational integrity in Web3 medical environments, thereby supporting the
development of trustworthy medical AI systems.
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2 Background and Related Work

2.1 ZKP & ZKML

ZKPs enable a prover to convince a verifier that a computation has been
executed correctly while keeping the underlying input data confidential [9].
ZKP must satisfy three key properties: completeness, soundness, and zero-
knowledge. The most widely used implementations of ZKP include zk-
SNARK and zk-STARKs [10]. ZKP is defined formally as a protocol between
the prover p and the verifier v. p wants to prove the possession of witness
w for some input ϕ, where (ϕ,w) ∈ R is the pair of the public statement
(input and/or output) and secret witness, and R is the relation. p generates
a proof π and shares it with v, which checks its validity without learning
anything about w. w contains all the relevant values of the computation,
initial input values, intermediate values of the computation itself and output
values [11].

Traditional ML models typically train and make predictions on central-
ized servers, which may expose sensitive medical information. Additionally,
a major challenge is the lack of independent verification methods for ensuring
the integrity of prediction results generated on centralized servers. To address
these issues, ZKML has emerged.

ZKML is a technique to convert machine learning models into math-
ematical representations suitable for zero-knowledge proofs. Specifically,
ML computations are typically represented using constraint systems such
as Rank-1 Constraint Systems (R1CS) and polynomial representations, as
discussed in the ZKP section. These transformed computations are then
used to generate proofs using zk-SNARKs or zk-STARKs, ensuring that
the AI model has executed correctly. Once the proof is generated, external
validators can independently verify the accuracy of the computation, which
helps ensure the security and reliability of the AI Model. Recent studies have
proposed applying ZKML to provide proofs along with model predictions,
allowing external verifiers to independently confirm the reliability of the
results. Chen et al. has implemented TFLite models into fixed-point gadgets
so that CNNs and transformers can be proven in zero knowledge [8]. Li et al.
has applied to a lightweight zero-knowledge aggregation protocol for FL [12].
Chen et al. has compared trusted execution environments, secure multiparty
computation, differential privacy, and fully homomorphic encryption and
ZKP [13].

To overcome the privacy limitations of centralized machine learning sys-
tems, several privacy-preserving learning paradigms have been investigated
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Table 1 Comparison of privacy-preserving machine learning approaches including ZKML
Method Privacy Verifiability Computation Cost
FL (Federated Learning) Medium Low Medium
DP (Differential Privacy) High Low Low
MPC (Multi-Party Computation) High Medium High
ZKML High High High

in the literature. Representative approaches include Federated Learning (FL),
Differential Privacy (DP), and Secure Multi-Party Computation (MPC).

As shown in Table 1, privacy-preserving machine learning approaches
including FL, DP, and MPC exhibit different trade-offs between privacy
protection, verifiability, and computational cost. FL and DP mainly focus
on protecting sensitive data but do not provide cryptographic verification
of inference results. MPC enables secure collaborative computation but
typically introduces significant computational overhead. In contrast, ZKML
enables verifiable AI inference by generating ZKP for machine learning
computations.

2.2 zk-SNARKs

ZKP typically implemented zk-SNARKs and zk-STARKs in two ways. zk-
SNARKs are widely used due to their compact proof size and efficient
verification, although they typically rely on a trusted setup phase. It is used
in a privacy-oriented blockchain such as Zcash. zk-STARKs do not require
a trusted setup and are suitable for large-scale data processing. It is mainly
used in blockchain scalability solutions [14].

Formally, a proof for a relation R is a protocol where ρ convinces ν
that there exists a witness ω such that R(χ, ω) = 1, where χ is called the
instance and w is a witness for χ. In the case of non-interactive proofs, three
polynomial-time algorithms define the proof system:

Setup(1λ,R) → (ρ, νκ): Generates the public parameters (crs) and a νκ
(verification key) for relation R given a security parameter λ.

Prove(ρ, χ, ω) → π: Produces a proof π if R R(χ, ω) = 1.

Verify(νκ, χ, π) → {0, 1}: Verifies whether π is a valid proof for instance
χ [15].

zk-SNARKs generate and verify proofs using polynomial verification
and elliptic curve operations. The depiction in Figure 1 visualizes the entire
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Figure 1 zk-SNARKS flow.

computational process of zk-SNARKs, illustrating the key steps involved in
the proof generation and verification.

First, the computation to be proved is mathematically expressed in poly-
nomial form and then converted into an algebraic circuit composed of logical
gates. Next, the circuit is transformed into a matrix representation, defining
constraint conditions using three matrices to formulate the equation. These
defined circuit constraints are then converted into a Quadratic Arithmetic Pro-
gram (QAP), which allows for the mathematical verification of computational
integrity.

In the core computational process, polynomial evaluations are performed
at specific points, and in the final stage, elliptic curve pairing operations are
used to generate the zero-knowledge proof. In zk-SNARKs, an invariance
verification process ensures that the proof satisfies the given constraints
before generating a proof value that allows an independent verifier to confirm
its validity.

This study aims to leverage zk-SNARKs polynomial verification and
elliptic curve operations to build a reliable framework for medical AI
environments.

2.3 Machine Learning

Machine learning refers to a computational approach that enables systems
to build predictive models automatically from data. Recent advances in
machine learning have explored lightweight architectures, robustness, and
weakly supervised learning approaches [19–23]. It allows computers to
automatically learn and improve from experience without being explicitly
programmed [16]. The COVID-19 pandemic has made the importance of
AI technologies, particularly deep learning-based diagnostic systems, which
have been actively utilized in medical image analysis [1, 2]. Diagnostic
models leveraging CNN have proven effective in detecting COVID-19 infec-
tions based on CXR and CT images, offering faster and more accurate
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diagnoses compared to traditional diagnostic methods. However, when these
ML models are applied in medical environments, the storage and process-
ing of patients’ sensitive data on centralized servers raise critical concerns
regarding privacy protection and data integrity [3].

Apostolopoulos and Mpesiana investigated the effectiveness of deep
learning architectures for detecting COVID-19 using CXR images by evaluat-
ing the performance of state-of-the-art convolutional neural network models
trained on datasets containing pneumonia, COVID-19, and normal cases [1].
Tartaglione et al. examined the potential of limited COVID-19 X-ray datasets
and CXR imaging for early screening of COVID-19 patients and demonstrate
that deep learning models can be evaluated using sensitivity and specificity
metrics [2]. Chowdhury et al. conducted a study to investigate the usefulness
of artificial intelligence (AI) and proposed an automated detection approach
for identifying COVID-19 pneumonia from CXR images. The study showed
that applying pre-trained deep learning algorithms can improve detection
accuracy [3].

Recent studies have explored blockchain-based frameworks to enhance
the security and management of healthcare data in distributed systems.
Alkhalil et al. proposed a blockchain-enabled mobile healthcare (mHealth)
framework that integrates Ethereum smart contracts and IPFS storage to
securely manage medical data in decentralized environments [17]. Song et al.
introduced a peer-to-peer federated learning framework that supports collab-
orative model training across distributed edge environments while preserving
local data privacy and improving communication efficiency in heterogeneous
systems [18]. However, although these decentralized approaches improve
data security and privacy protection, they do not guarantee the verifiability
of machine learning computations, which highlights the need for secure
frameworks such as ZKML.

3 Design and Implementation of the ZKML Framework for
Epidemic Response

3.1 ZKML-Based Machine Learning Procedure

Figure 2 illustrates the overall workflow of the proposed ZKML-based
medical diagnostic framework, including data submission, model inference,
proof generation, verification, and on-chain registration. This framework
adopts a fully off-chain zk-SNARK architecture, where both proof generation
and verification are performed entirely off-chain. The only data submitted
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Figure 2 COVID-19 diagnostic framework based on ZKML.

on-chain is a public commitment derived from the inference computation,
enabling verifiability without revealing sensitive information. To protect
patient privacy, raw medical data such as CXR or CT scan images is never
uploaded or stored externally. Instead, it is processed locally within a trusted
environment and used as input to a CNN based AI model. The model,
trained to classify patients into four categories COVID-19, Viral Pneumonia,
Lung Opacity, and Normal is compiled into a ZK circuit using a ZKML
compiler. This compilation enables the inference to be performed as part
of a ZKP, ensuring that predictions can be mathematically verified without
exposing the model parameters or input data. During inference, the ZK circuit
processes the input, generates a prediction, and constructs a zk-SNARK
proof that attests to the correctness of the computation. This proof is then
verified off-chain by a trusted verifier module. Upon successful verification,
the system extracts the public_vals. These public_vals are then submitted
to the blockchain via a smart contract as a public record of the verified
computation.
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To ensure the authenticity and integrity of these on-chain records, the
smart contract requires two cryptographic signatures. The model provider
(e.g., hospital or AI solution vendor) signs the public_vals, confirming
that the result was generated using an approved and registered model. The
data provider (e.g., the patient or the data-owning hospital) also signs the
same values, granting explicit consent to commit the result on-chain. These
two ECDSA signatures are verified within the smart contract before any
public value is stored. If both the model provider and data provider have
signed the same public_vals, then the result is recorded on-chain. This dual-
signature mechanism ensures that the data has not been tampered with
and that both parties agree to the result being registered in the public
domain.

When public appointments come on-chain, third parties, such as hospi-
tals, regulators, or researchers, can recalculate and input inference using the
same model to verify the accuracy of the results by ensuring that they match
the on-chain public_vals. Because no raw data or proof is ever published, the
privacy of sensitive patient information remains fully preserved.

Furthermore, the framework includes an on-chain model registration
feature, allowing model publishers to record their deployment and update
history. This provides additional transparency and helps ensure that only
trusted AI models are used in clinical workflows.

In summary, the proposed framework combines off-chain zk-SNARK
computation, on-chain cryptographic verification, and dual-party consent to
deliver a secure, privacy-preserving, and trustworthy pipeline for AI-assisted
medical diagnostics.

3.2 ZK Proof Generation and Verification

To guarantee the correctness of the CNN model’s predictions, zk-SNARK
proof is generated during the inference phase. This proof, denoted as
P, formally expresses that the model executed its computations without
modification or external interference. The verification process follows the
equation.

P = ZKP(M(X) = Y)

where P represents the zk-SNARK proof, M(X) is the CNN model’s infer-
ence process, and Υ is the classification result. The generated proof is then
verified by an independent entity, such as a hospital, research institution, or
regulatory authority, without requiring direct access to either the model’s
internal structure or the patient’s medical data. The verification function is
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as follows.
V(P,X,Y) → {0, 1}

If the proof is valid, the verifier confirms that the model’s prediction is
trustworthy and has not been tampered with. The verification process can
occur off-chain for efficiency or be recorded on-chain via smart contracts to
provide an immutable audit trail.

4 Experimental Setup and Results

4.1 Experimental Setup

The experimental setup was designed to systematically evaluate both model
performance and proof verification speed under realistic conditions. The
CNN model was trained on a large dataset of CXR images, and its predictive
accuracy was assessed across four distinct diagnostic categories. The trained
model was then converted into a zero-knowledge circuit, allowing inference
computations to be transformed into zk-SNARK proofs. The proof verifica-
tion process was subsequently tested to measure its computational efficiency
and determine its feasibility for real-time medical applications.

The evaluation process involved two primary components

1. Model Performance Analysis: Assessing the classification accuracy,
precision, recall, and F1-score of the CNN-based COVID-19 diagnosis
model.

2. ZK Proof Computation Analysis: Measuring the time required for proof
generation and verification, evaluating its impact on inference efficiency.

By examining these two aspects, the study sought to determine whether
ZKML could be practically deployed in medical settings where both privacy
and verifiability are critical concerns. To ensure reproducibility, the complete
implementation details, including dataset preprocessing, CNN model train-
ing scripts, and ZK proof generation algorithms, have been made publicly
available at https://github.com/BaSELab-ZKML/codes. This repository
provides all necessary configurations for researchers interested in replicating
or extending the study.

The experiments were conducted on a workstation with an AMD Ryzen
Threadripper PRO 5975WX CPU (32 cores, 64 threads), 251 GiB of RAM,
and 31 GiB of swap memory. The system was running Ubuntu 22.04.5 LTS
with kernel version 5.15.0-136-generic. The software environment included

https://github.com/BaSELab-ZKML/codes
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Python 3.10.12, TensorFlow 2.21.0, Rust 1.94.0, and Cargo 1.94.0. The
ZKML framework used in this study was zkml (commit 4378958).

4.2 Dataset and Model Training

To train a CNN-based epidemic diagnostic model, we used the publicly
available CXR dataset [20]. The dataset includes four diagnostic categories:
COVID-19, viral pneumonia, lung opacity, and normal cases, and consists
of 42,330 X-ray images. To ensure consistency in the input size, all images
were resized to 256 × 256 pixels. The images were converted from RGB to
grayscale and pixel values were normalized to improve training stability. The
dataset was evaluated by dividing it into 80% training data (33,864 images)
and 20% test data (8,466 images). The CNN architecture consisted of three
convolution layers (16, 32, 64 filters) and an output layer with SoftMax
activation for four-class classification. To avoid overfitting, we introduced
a dropout layer (ratio: 0.3) and optimized the model with a categorical cross-
entropy loss function (learning rate: 0.001). After model training, the trained
CNN model was integrated into the ZKML framework and converted into a
zero-knowledge circuit to generate verifiable zk-SNARK proofs for predic-
tion. Within the inference pipeline, we incorporated ZK proof generation to
enable cryptographic validation of all diagnostic decisions without having to
disclose sensitive patient data. The model was trained for multiple epochs
using the Adam optimizer with a batch size of 32, and early stopping was
applied to prevent overfitting.

4.3 Performance Evaluation of ZK Proof Computation

To assess the feasibility of deploying ZKML-based medical AI models
in real-world clinical environments, an in-depth evaluation of the model
performance and proof verification speed was conducted.

4.3.1 CNN model performance evaluation
The classification accuracy of the CNN model was measured using standard
performance metrics such as accuracy, precision, recall, and F1-score. The
results demonstrated that, for comparison, the baseline CNN model without
ZKML integration achieved an accuracy of 88.2%, while the CNN model
integrated with ZKML maintained an accuracy of approximately 87–88%.
This result confirms that the ZK proof generation process does not sig-
nificantly affect model prediction accuracy. Confirming its reliability for
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Figure 3 Performance evaluation metrics of the CNN model.

Figure 4 On-chain hash verification result for valid and invalid ZKML inputs.

COVID-19 diagnosis. As shown in Figure 3, the F1-score for the Viral
Pneumonia class was 0.95, the highest among the four diagnostic categories,
whereas the COVID-19 class recorded an F1-score of 0.84. The Normal class
exhibited a precision of 0.89 and recall of 0.93, indicating that the model
effectively distinguished between healthy and infected cases. These results
indicate that integrating ZK proofs maintains the predictive performance
of the CNN model while enabling cryptographic verification of inference
results.

4.3.2 On-chain-based signature verification in ZKML
In this study, the system architecture has been implemented in which the
generation and verification of ZKP are performed entirely off-chain, while
the hash value of the public_vals is recorded on-chain. The authenticity of
this data is verified by checking the user’s digital signature on the on-chain
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Figure 5 Testing signature verification within a smart contract.

hash via a smart contract. This architecture was validated through practical
testing using both legitimate and maliciously manipulated inputs. The results
confirmed that the system accurately distinguished between valid and invalid
inputs. Figure 4 illustrates the validation process of on-chain hash values
generated from ZKML inference outputs. The experiment demonstrates that
the smart contract correctly distinguishes between valid and manipulated
inputs.

As shown in Figure 5, once the smart contract is deployed, an Approver
List is initialized. For a specific public_vals to be stored on-chain, valid digital
signatures from at least two registered approvers are required. The system
is designed to automatically reject submissions that include no approval,
duplicate signatures from the same approver, signatures from non-approved
entities, or any excessive approvals. Figure 5 presents the signature verifi-
cation mechanism implemented within the smart contract. Only transactions
containing valid signatures from authorized approvers are accepted for on-
chain registration. This enforcement mechanism ensures the integrity and
trustworthiness of the signature verification process.

Although the proof generation phase incurs some computational over-
head, the verification stage remains highly efficient, relying only on
lightweight cryptographic operations. As a result, diagnostic outputs can
be verified rapidly, with minimal latency. These findings strongly support
the feasibility of adopting ZKML as a privacy-preserving and verifiable AI
diagnostic framework suitable for real-world medical applications.

4.3.3 Ensuring consistency of AI predictions
One of the key requirements for integrating ZKML into AI inference is
ensuring that the predicted outputs remain unchanged after applying the
proof generation process. To validate this, we compared the classification
results of a standard CNN model with those of a CNN model integrated
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Table 2 Output consistency between standard CNN and ZKML-integrated CNN
Label Standard CNN Output CNN+ZKML Output Result
Covid-19 [0] [0](0.97) same
Lung Opacity [1] [1] same
Normal [2] [2] same
Viral Pneumonia [3] [3] same

Table 3 Prediction consistency between CNN and CNN+ZKML (10 test samples)
Category Ground Truth (GT) CNN Prediction CNN + ZKML
Samples [COVID, COVID,

COVID, Normal,
Normal, Normal,
Lung_Opacity,
Lung_Opacity,
Viral_Pneumonia,
Viral_Pneumonia]

[COVID, COVID,
COVID, Normal,
Normal,
Viral_Pneumonia,
Normal,
Lung_Opacity,
Lung_Opacity,
Viral_Pneumonia]

[COVID, COVID,
COVID, Normal, Normal,
Viral_Pneumonia, Normal,
Lung_Opacity,
Lung_Opacity,
Viral_Pneumonia]

Consistency – – All predictions identical
between CNN and
CNN+ZKML

with ZKML proof generation. Our goal was to determine whether the use of
zk-SNARKs affects model predictions. To verify consistency, we conducted
inference on the same dataset using a CNN model trained for COVID-19
diagnosis and ZKML. The classification labels were recorded and compared
across both models. The results confirm that the integration of ZK proof
generation does not impact the output consistency of the AI model. The
model classifies CXR images into four diagnostic categories. The predicted
labels are represented numerically as [0] COVID-19, [1] Lung Opacity, [2]
Normal, [3] Viral Pneumonia.

This demonstrates that the ZK proof generation process does not intro-
duce numerical variations or distortions in AI predictions. The results pre-
sented in Table 2 validate that ZKML maintains the integrity of AI model
outputs while providing cryptographic verifiability. This ensures that AI-
driven medical diagnostics can benefit from enhanced privacy and security
without compromising prediction accuracy.

As shown in Table 3, the predictions generated by the CNN model and the
CNN integrated with ZKML are identical for all 10 samples. This confirms
that the ZK proof generation process does not alter the inference results of
the CNN model.
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Table 4 ZKML computation time analysis
Component Average Time Measurement Criteria
CNN inference 54.39 ms/image CPU environment, average of 10

test samples
ZK proof generation 1587.86 s/sample (≈26.46 min) Average proving time from

time_circuit logs (10 runs)
ZK proof verification 10.62 ms/sample Average verifying time from

time_circuit logs (10 runs)

4.3.4 ZK proof computation time analysis
To evaluate the computational overhead introduced by the ZKML pipeline,
we measured the CNN inference time, ZK proof generation time, and proof
verification time under the same experimental environment. All measure-
ments were repeated 10 times and the average values were reported to
ensure measurement stability. The CNN inference time was measured in a
CPU-based environment using 10 test samples. The proof generation and
verification times were obtained from the time_circuit execution logs of the
ZKML framework. The measured results are summarized in Table 4.

As shown in Table 4, the CNN inference time is relatively small, while
the ZK proof generation process requires significantly more computation
time. In contrast, proof verification remains extremely efficient, requiring
only 10.62 ms on average. This result indicates that although proof genera-
tion introduces a considerable computational overhead, the verification stage
remains lightweight and suitable for practical deployment scenarios where
verification must be performed frequently.

5 Discussion

5.1 Limitations of This Study

This study aimed to ensure both privacy protection and verifiability of AI
diagnostic results in a Web3-based medical environment by applying the
ZKML framework. However, several limitations must be considered for its
practical application in real-world Web3 systems.

First, ZK proof generation requires high computational resources, which
can be a burden for real time diagnosis. During the proof generation
process, it depends heavily on GPU performance, such as NVIDIA RTX
3090. Although the verification latency is relatively small, proof generation
remains computationally intensive. In large-scale medical environments, par-
allel proof generation and circuit optimization techniques may be required to
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support high-throughput clinical workflows. Therefore, the practical deploy-
ment of the proposed ZKML framework may be challenging in environments
without sufficient computational resources.

Second, this system adopts a structure in which zero-knowledge proof
generation and verification are performed off-chain, and the resulting hash
value is recorded on-chain, with signature verification conducted via a smart
contract. While this approach reduces the computational burden on the
blockchain, network transmission delays during the signature verification
process may affect the overall diagnostic processing speed in a Web3 envi-
ronment. To mitigate this issue, future research should consider optimization
techniques such as parallel processing.

Third, while this study demonstrated the feasibility of applying ZKML
to CNN-based models for X-ray image classification, it did not sufficiently
explore the applicability of ZKML to other AI architectures such as Trans-
formers, ViT (Vision Transformers), and LSTMs. These models involve
complex computational structures, including multi-head attention, patch
embeddings, and recurrent layers, which make efficient conversion into ZK
circuits challenging. Such structural characteristics can significantly impact
proof generation time and memory usage. Therefore, future research should
focus on benchmarking various AI architectures and designing customized
ZK circuits suited for each model.

5.2 Future Research Directions

This study experimentally validated the applicability of the ZKML frame-
work in a Web3-based medical environment, demonstrating that it can
simultaneously ensure privacy protection and verifiability of AI diagnostic
results. Based on these experimental results, the following future research
directions are proposed.

First, optimization of ZK proof generation speed is essential. While the
verification speed was measured at an average of 28.5 ms, the proof genera-
tion process still requires high computational resources. Circuit optimization
techniques based on ZK-SNARKs, proof size reduction algorithms, lookup
tables, and parallel processing structures should be applied to accelerate
proof generation. Additionally, adopting ZK-STARKs, which do not require a
trusted setup, may enhance security and trust in decentralized environments.

Second, the development of lightweight ZKML models is necessary.
Although this study utilized a high-performance GPU (RTX 3090), such
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hardware is not readily available in typical medical institutions or edge envi-
ronments. Therefore, model pruning, quantization, and lightweight circuit
design must be explored to build ZKML models that can operate efficiently
in low-resource environments, including mobile platforms.

Third, research should be expanded to apply ZKML to various types of
medical data and AI models. While this study focused on a CNN model
using CXR images, future research should investigate the applicability of
ZKML to other medical imaging modalities such as CT and MRI, as well as
different AI architectures including Transformers and LSTMs. In particular,
integrating FL with ZKML would allow institutions to maintain data privacy
while verifying prediction accuracy through zero-knowledge proofs without
the need to share raw data.

Finally, further advancement is needed in integrating ZKML with
blockchain-based smart contract systems. There is a need to further enhance
the integration between ZKML and blockchain-based smart contract systems.
In this study, a structure was implemented in which the signature of a hash
value recorded on-chain was verified through a smart contract. Building upon
this, future work should focus on fully automating the proof verification
process through smart contracts and developing a trusted medical data ver-
ification framework that includes on-chain model registration, verification,
and logging.

These research directions will play a crucial role in establishing ZKML
as a core technology within the Web3 medical ecosystem, contributing to the
development of the next generation of AI-driven medical systems that ensure
both trust and privacy.

5.3 Conclusion

This study presents and experimentally evaluates a framework that enhances
the trustworthiness and privacy protection of ML-based medical diagnostics
by applying ZKML in a Web3-based medical data environment. A ZK proof
generation mechanism was applied to a CNN-based COVID-19 diagnostic
model, where the proof generation and verification were conducted off-chain,
while the resulting hash value was recorded on-chain and verified through a
smart contract. As a result, the proposed ZKML-applied model maintained
a high diagnostic accuracy of 88% and achieved an average proof verifi-
cation speed of 28.5 milliseconds, confirming its applicability in real-time
environments. Additionally, the system successfully passed verification tests
using both valid and invalid inputs, thereby demonstrating the reliability of
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AI predictions through ZK proofs. The entire ZKML implementation process
has been made publicly available on GitHub, providing a solid foundation for
future research. Despite these achievements, the computational cost of ZK
proof generation remains a significant limitation. In particular, the complexity
of converting deep learning models into ZK-compatible formats and the com-
putational overhead associated with proof generation may hinder practical
deployment in resource-constrained environments.

To overcome these limitations, future research will explore ZK-SNARK-
based circuit optimization techniques, the use of lightweight model architec-
ture, and integration with blockchain based medical data verification systems.
These efforts aim to improve system scalability and responsiveness while
maintaining strong privacy and security guarantees.

This study empirically demonstrates the applicability of ZKML in the
medical domain and lays the groundwork for its expansion to a wider
range of medical AI models. It contributes to the development of decen-
tralized, privacy-preserving next-generation medical AI systems and sug-
gests that ZKML can serve as a core technology in Web3-based medical
environments.
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