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Abstract

As various artificial intelligence (Al)-related services emerge, attempts to
apply Al models to industrial and service fields are ongoing. In preparation
for the increase in demand for such Al services, the importance of data
required to create Al models is increasing. As data for applying services
is a key element in training Al models and improving performance, the
privacy and security of data have also recently emerged as significant issues.
Although various Al learning platforms exist, users must share data that
they have personally created and refined. Consequently, users who do not
want to share personal data tend to be reluctant to access and use these
platforms. Therefore, in this paper, we built a platform that can create and
share specific Al models without sharing data. We designed and built a
platform that can perform blockchain-based federated learning to ensure
the authenticity and privacy of the user’s learning model and global model,
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allowing the learning of the final result model according to the sharing model
of each dataset during each learning session. Each user learns based on their
personal dataset, and the weights are integrated based on the learned models
to create a single global model. The contribution of each user is measured
based on the blockchain-based model creation, leading to the development of
a high-performance Al model. We conducted experiments using the MNIST
and COVID-19 datasets, focusing on data independence. The results showed
that significant results could be achieved with just 10-20% data sharing.
These experimental results confirmed that federated learning is possible in
an environment where data independence is maintained and individual users
do not share data.

By applying this learning method to the platform, it is expected that
the collaboration barriers between researchers in computational science and
engineering will be lowered and there will be an increase in the usability of
integrated research.

Keywords: HPC, federated learning, blockchain, simulation.

1 Introduction

Scientists consider computational simulation data as important and private
research data. There have been many attempts to use simulation data in
computational science on high-performance computing (HPC) clusters, but
scientists are reluctant to share their simulation data because the platform or
cloud service cannot guarantee the privacy and confidentiality of their data.
As a result, research in conjunction with the differences in applied fields has
not improved simulation services with HPC cluster platforms. The scalabil-
ity of a service platform that produces HPC simulation data with artificial
intelligence (AI) [3] is low, and scientists are hesitant to share their data. In
particular, because the service platform for Al requires data sharing during
model learning, scientists who regard the privacy and confidentiality of their
data as very important tend to avoid such platforms. The platform for Al
services provides a learning method with encrypted data [4] or an interchange
model without a dataset for the district environment [1, 2]. In contrast, if the
Al model learns with convergence and various datasets, it can achieve high
performance and utilize multiple specialties. It is essential for the Al model
to learn from a large number of private simulation datasets across various
categories [5]. The requirements of the scientists and the service platform
are contrary, so this paper suggests an HPC cluster platform that guarantees
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private simulation data. We provide a separate service with the learning model
and dataset when training the Al model with various applied field data. Each
user can submit a batch job on an HPC platform for computational science
simulation or for training an Al model with privately protected simulation
data. The Al model with simulation data is registered in a private blockchain
network, allowing the user to find and share the registered model on the
blockchain. This dataset is not shared on the blockchain network. The initial
global model, where all weights are initialized to 0, along with the evaluation
dataset and test dataset, are shared on the blockchain network through our
platform. When the registered model on the blockchain is used, the user can
confirm the resistance model because the verification result of the Al model
based on each user’s procedural simulation data is verified.

A shared dataset and shared model for a specific model must be provided
to learn from the data without sharing private data based on personally
generated data. The definition of such a shared model can be stored and
shared by the project unit for the same problem or by using the same model.
Information about the shared model and shared dataset can also be stored on
the blockchain. Due to the continuous model updates, each shared model can
undergo an evaluation process based on the federated learning results of the
models learned locally, update the shared model, and redistribute the updated
model to users who use the same model for further learning.

To create an Al model without sharing personally created experimental
data, the model is trained locally based on the user’s private data, evaluated,
and the results that show a certain level of performance or higher are stored
on the blockchain. In addition, a federated model was created that combines
learning models trained by multiple users into a single model and shares it.

In this study, we designed a blockchain-based federated learning process
to share and learn Al models based on an HPC platform and built global
learning, local learning, and blockchain-based federated learning models
for models shared on the platform. Existing federated learning approaches
have focused on real-time learning using various sensor data or integrating
multiple resources to perform learning. In this study, we designed and built a
platform capable of performing federated learning in an environment where
data is not shared between users while maintaining data independence. Unlike
existing learning platforms, we designed blockchain-based model learning
and sharing to verify the learning performance of the learning model through
the platform. We implemented a method to verify and learn the generated Al
model by registering the learning model on the blockchain and adjusting the
learning model of the global model according to the shared contribution of
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the learning model registered on the blockchain and the learning contribution
of the entire blockchain.
The structure of this paper is as follows.

* Section 2 reviews the related work, focusing on deep learning based
on blockchain. Section 3 presents the algorithms for federated learning
using individual users’ data and describes the approach of collaborative
learning with mutually independent datasets.

* Section 4 provides the detailed design and algorithms of federated
learning on the HPC-based web platform.

» Section 5 reports the experimental results obtained from simulating
federated learning on the HPC platform’s resources. Finally, the con-
clusion summarizes the overall study and discusses directions for future
research.

2 Related Work

2.1 Research on Utilizing Deep Learning Based on Blockchain

In this study, we provide a platform that curates the simulation result data
generated from the HPC simulation-based platform and stores and shares the
models generated based on the data. The currently constructed HPC platform-
based simulation system is designed so that each user can execute HPC
simulations and curate the executed result data, ensuring that the simulation
result data preserves the individuality of the simulation result data in each
field of computational science and engineering. The simulation results are
very sensitive to individual authentication and sharing methods [37]. In
addition, although we recognize the need for data sharing, we are interested
in guaranteeing the originality and authenticity of individually generated
simulation data and the security of individual data. In general, the simulation
system provided on the HPC-based simulation platform provides individual
simulation result data curation or an additional calculation process for the
result data but does not include the process for the ownership of the result data
and the data authenticity for data sharing. Therefore, to add a platform process
for the storage and distribution of models for the simulation result data
without various authentications and complex procedures for the result data
from which the simulation was executed, we added a blockchain-based model
storage and sharing process and designed and constructed a data storage and
sharing method for the simulation result data based on the existing web-based
data process.
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The direction of research on applying blockchain to existing Al gen-
eration models has been focused on supplementing research concerning
on the falsification of Al model weights, which has recently become an
issue, as well as the dispute over ownership of the user who created the
model. It is used as a method to prove the integrity of the data using
blockchain, which guarantees authenticity and proves that it has not been
falsified, and to prove the ownership of the model and the authenticity of
the developer. For example, research is being conducted on a framework
that joins a blockchain network, creates an ID for each object tracked in the
multi-object tracking framework, and tracks and manages the object using
a smart contract [6]. For the multi-object tracking framework, an object
tracking framework based on blockchain was proposed and built to register
and manage objects, maintaining the reliability and tracking of unfalsified
objects. In another study that combined Al and blockchain models, research
was conducted on the development of a new blockchain technology protocol
using deep reinforcement learning for blockchain mining and smart contracts.
In that study, the processing capacity of the existing blockchain framework
was increased by applying deep reinforcement learning to the transaction
and voting protocol, block mining, and the process used for each blockchain
protocol, and it was proven that the delay speed required to apply blockchain
transactions can also be processed dramatically [8]. Similarly, a study using
deep reinforcement learning was conducted to solve the power and resources
required for blockchain mining by sharing edge-computing resources [7].
In this edge-computing method using smart devices, communication and
resource utilization between different devices are proposed using blockchain
and deep reinforcement learning, and a protocol for managing edge devices
and utilizing resources based on devices registered in the blockchain is pro-
posed. Research that combines blockchain and deep learning is continuously
being conducted in various fields, and it can be seen that the convergence
of these various technologies has supplemented the problems of existing
deep learning research, secured the reliability of additional data itself, and
increased efficiency by conducting procedures such as additional mutual
authentication protocols through blockchain.

As the federated learning model, in which many users jointly create a
specific Al model, has recently begun to receive attention, organic learning
methods that integrate the resources of various users, edge devices, and
endpoint devices to create a single model have also begun to receive attention.
Studies have been conducted on frameworks that manage each device or
user by integrating them with a blockchain to assist in the learning method
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and ensure reliability [9]. In addition, federated learning methods utilizing
blockchain are widely used, such as learning using edge devices or cloud
computing resources, and linked federated learning methods can utilize the
resources of each user who uses various resources and computational capabil-
ities. Research is being conducted as a way to secure reliability and integrity
by managing arbitrary registration and withdrawal of edge devices or users
represented by each computational resource using blockchain [10, 12].

Therefore, in this study, we designed and developed a framework that
provides federated learning functions based on blockchain to ensure the
confidentiality and integrity of simulation data in the fields of computa-
tional science and engineering. We built and tested a platform that uses
blockchain techniques to register and share models generated from federated
learning results and implement smart contracts. The platform provides a
framework for web-based HPC-based simulations and various preproces-
sors/postprocessors and service functions for data analysis for the conve-
nience of users. Currently, as a condition for running a simulation, various
services are provided that allow users who have logged in as registered users
to run simulation applications registered on the current platform and check
the execution results. When a simulation is run, a model is generated based on
a specific Al model as a service on the platform to support federated learning.
Subsequently, the corresponding model can be verified and evaluated based
on the blockchain. Because users who run each simulation can use only the
weights of the model to predict data without sharing information about the
data they personally generate, privacy is guaranteed for the data that each user
does not want to share. Federated learning can be performed by registering
only specific AI models in the blockchain. This process is illustrated in
Figure 1.

Based on the individually generated data, simulations were run through
batch jobs on the HPC cluster, Al models were trained, and a model was cre-
ated. The generated learning model is registered in an IPFS-based database.
Because it is difficult to store large amounts of data in a blockchain trans-
action, the AI model is shared using IPFS, which stores large amounts of
data and allows access to the data with only the simple content ID of the
stored Al model. Once the Al model is registered, individual users of the
platform can register it as a blockchain-based Al model, and the registration
process is registered as a transaction within the blockchain network. In
addition, when various users accumulate learning models for the same Al
model until they reach a certain threshold, federated learning is executed
based on the accumulated Al model. Federated learning is performed based
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Figure 1 Federated learning architecture on an HPC platform.

on the transactions in the stored block, the federated learning result of the
Al model is evaluated, and the federation contract process is performed. This
process is also performed as a batch job based on HPC, and registration is
performed through the evaluation process of the client, which creates an Al
model based on the execution results.

Among the methods for AI model learning, the learning method using
federated learning is widely used in the form of learning based on various
local sensor devices or local learning resources, transmitting local data to a
central server, or organically integrating local and central cluster resources.
Blockchain is the foundational technology used to maintain this decentralized
learning method [9, 10]. The platform is built by registering local sensor
devices or edge devices, which are represented by various clients, to the
blockchain and learning from the data updated based on the devices registered
in the blockchain. In addition, blockchain is used as the basic framework
that continuously transmits data for Al model learning based on various
devices and guarantees reliability and integrity for data sharing. The detailed
algorithm and techniques used for federated learning are described in the
following sections.

3 Federated Learning
3.1 Algorithm for Federated Learning

Federated learning comprises various Al learning structures. Federated learn-
ing, which has been studied extensively recently, uses the resources of various
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devices, such as various sensors, edge, and endpoint devices in cloud comput-
ing, to conduct Al learning by combining the resources of multiple devices
[11, 12]. In addition, in the case of various sensor networks, there is a method
of integrating the collected data and learning an Al model by conducting
real-time analysis on sensor data transmitted locally. In this data integration
method, there is a method of transmitting and integrating the gradient learned
locally to the server for each learning branch [2], a method of combining
weights according to the distribution of data, a method of applying weights
for each local model of each client, and a method of creating a global model
that improves performance by adding a regularization term.

The learning methods for corresponding federated learning are summa-
rized in Table 1.

* FedAvg is an algorithm that creates a global model by averaging the
weights of the models calculated in each client. Although it is a simple
algorithm, it has a higher accuracy than expected based on the structure
of the same model and the characteristics of the shared data. Because
the algorithm is simple and does not require much computation, it is
widely used in federated learning. The FedAvg algorithm has been used
as a basic algorithm in other advanced algorithms. As shown in Table 1,

Table 1 Algorithm list for federated learning

Algorithm Definition Learning
FedAvg Each client trains a local model, and the server Localized learning
averages the updates to create a global model
[13-16]
FedProx An extension of FedAvg that introduces a proximal Localized learning

term in the local optimization function to mitigate the
impact of heterogeneous data across clients [17-19]

FedSGD Averages gradient updates from each client on the Centralized learning
server [2, 20-24]
FedMA Constructs the shared global model in a layer-wise Localized and

manner by matching and averaging hidden elements centralized learning
(i.e., channels for convolution layers; hidden states

for LSTM; neurons for fully connected layers) with

similar feature extraction signatures [27-30]

FedOpt A variant of FedAvg that applies advanced Localized and
optimization techniques (e.g., Adam, centralized learning
SGD+Momentum) on the server to improve
convergence speed [25, 26]

FedHEAL FedHEAL ultimately achieves performance fairness Localized learning
under domain skew [38]
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algorithms such as FedProx and FedOpt have been proposed as algo-
rithms that learn AI models by adding additional factors that expand or
flatten the distribution of the entire dataset based on the existing FedAvg
algorithm and show higher performance than the existing FedAvg.
FedProx is an improved version of FedAvg and is an algorithm pro-
posed to solve the problem of data imbalance between clients. It adds
a regularization term (proximal term) that adjusts the deviation of the
model and calculates it by including it in the loss function to prevent
significant deviation from the global model.

FedSGD updates the model based on stochastic gradient descent using
a single batch size of data from each client and sends this SGD to the
server to perform the update. It is an algorithm that learns data with
a single batch size locally, sends the gradient calculated in the process
to the server, integrates the gradients sent from clients on the server,
calculates the average, and updates the global model. This method
can be efficient in a client—server structure with limited resources for
continuously producing data and performing Al learning, such as small
endpoint devices or sensor devices that are continuously updated.
FedMA calculates the average value in the hidden layer of each neural
network for deep learning models, particularly in deep learning struc-
tures with neural network architectures such as LSTM or CNN, which
can be adjusted in neural networks with different structures. In other
words, in the deep learning architecture of the neural network structure,
the weights are adjusted by matching the neurons of each layer so that
the weights of the models can be combined more efficiently by adjusting
the matching values in neural networks with different structures, which
enables improved performance. However, this algorithm may require
additional resources because computational complexity increases, and
the amount of computation that needs to be learned increases.

FedOpt applies an additional optimization function when merging the
models learned locally on the server side. That is, the server applies
the FedAvg algorithm to the weights of the clients and then applies
the optimization function once more according to the data type while
merging the weights. Depending on the optimization method used, they
are classified as FedAdam [31, 32], FedYogi [32], or FedAdagrad [32].
FedHeal short for Federated HEALing, is a federated learning method
that mitigates parameter update conflicts and ensures fairness in model
aggregation in environments with domain bias. It reduces damage to
specific domains and maintains fair global performance [38, 39].
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Figure 2 Illustration of weight divergence for federated learning with IID and non-1ID
data [33].

3.2 Non-lID (Independent and Identically Distributed) Dataset

The Al learning algorithm for integrating the data used by various clients who
perform federated learning can be based on various algorithms, as described
above. The various clients that require federated learning and the structures
of the models and datasets used by the clients can vary for each client and
depend on the type of server that leads the federated learning.

To create a single prediction model by combining models from various
clients, there may be shared dataset structures and models among clients, and
there is a possibility that there is no shared data structure among clients. If
the data are divided into this structure based on the MNIST dataset for each
client, IID data means that data from 0-9 are distributed equally and held by
the client. Non-IID data assumes federated learning in a state where a specific
client has images labeled from 0-5 and another client has data from 6-9. It
would be ideal if clients with specific data were composed only of clients
with the same distribution based on the entire dataset. However, in reality,
the data generated often have very different distributions for each client. As
proven in various studies, when experiments are conducted with imbalanced
data, the accuracy of federated learning is extremely low. This difference is
illustrated in Figure 2.

The horizontal direction in Figure 2 shows the weight learning process
of the Al model as learning progresses and indicates the number of client
communications. The vertical direction shows the weight divergence of the
model weights and is a graphical representation of the extent to which the
model weights diverge as the communication rounds progress. As shown in
Figure 2, when the local model was learned from non-IID data and averaged
on the server, the difference in weights between the global and local models
was large. In other words, in the case of IID data, if federated learning is
performed based on multiple clients, there is a high possibility that it can
converge to a specific model, and there is a high possibility that there will
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be no major problems in learning the actual Al model. In the case of non-
IID data, it may be difficult to converge to a specific AI model when simply
learning the model and using only the weights of the learned model, such
as FedAvg, and averaging the model. However, real-world data often have
different data structures for each client, and there may be many cases in which
only data with non-overlapping data labels are collected. Therefore, there
have been continuous discussions on how to further tune these non-IID data
or adjust algorithms for federated learning [33-36].

4 Federated Learning Based on an HPC Platform

On an HPC-based platform, users access HPC resources through a web
platform, and various services are provided for HPC simulation execution
and result analysis. To execute FL on such an HPC platform, it is necessary to
define how to manage the execution resources for executing HPC simulations
and the large number of Al models derived through federated learning (FL).
Therefore, in this platform, we consider each user’s simulation unit on the
HPC platform as a unit for generating AI models and propose a method for
storing, distributing, and sharing the generated Al models using blockchain.
This is described in detail in Section 5.

4.1 Al Model Learning Based on an HPC Platform

Conducting Al learning on an HPC-based platform involves running a simu-
lation by setting the resources and batch jobs in the simulation system within
the HPC platform. As shown in Figure 3, users represented by each client
using a web-based HPC simulation platform can create a model through Al
learning based on the data they generate. This process can be run through
batch jobs in the same manner as the HPC simulation running method, and
each user can track or visualize the process. The Al model generated in this
manner goes through a process of registering a learned Al model only for
models that have reached certain conditions or thresholds through a validation
and test process. The process of registering an Al model is stored through a
smart contract within the blockchain. The Al model file is first registered in
the IPFS system because there is a limit to the value that can be stored in
a smart contract within the blockchain when registering a generated model.
Smart contract requests and processing are made based on the CID (content
ID) for the registered file. Figure 3 shows a diagram expressing the process of
a client; that is, a user runs a simulation on an HPC web-based platform and
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Figure 3 System architecture for federated learning on an HPC platform.

conducts a learning Al model with private data. After learning, the generated
Al model is uploaded to the IPFS. Each user can obtain individual simulation
results on a platform that can be visualized as an individual local environ-
ment, and the simulation results can be classified as private data that only
each user can access. These private data can be provided as a single integrated
service unit across the platform by undergoing an additional learning process
to learn a single Al model integrated with other users without sharing other
users’ data, thereby creating a single global model.

The learning process at the client level is shown in Algorithm 1.

Various federated learning algorithms can be used by each client to
perform Al learning locally. In this study, we added the FedProx method,
which provides a mechanism that is not too biased toward specific data.
The corresponding algorithm is shown in Algorithm 1. By sharing the entire
model with the existing platform and adding additional variables to calculate
the loss, the data distribution based on the global model was not overfitted to
a specific dataset and maintained an equal data distribution for each client.
Learning is performed based on a private dataset that can be used locally on
the client side, as shown in Algorithm 1, and is enhanced by improving the
loss through the addition of a proximal term. There are cases where each
client has an unequal data distribution; for example, if one client has data
only from digits O to 4 and another client has data only from digits 5 to
9 based on MINIST, the federated learning results of the two clients will
drop to an accuracy of less than 50% if FedAvg is simply applied. Therefore,
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learning should be performed using a local calculation formula that adds a
regularization term to enable the weight values of the entire global model to
be used for learning the local model, as shown in Algorithm 1. The dataset
held by the client is private and is not shared with other users or clients.
Thus, even if federated learning is performed, it is impossible to access the
data from other clients’ private datasets.

Algorithm 1: Deep learning with private data

Initialize server global model 0,

Dyprivate = {(z1,y1), (2, Y2), - - -, (Tn,Yn)}, current Client Co

Job confirugration with R(T'cpu, T'gpu, T'm)

batch job J = {Co, R, Dprivate }

for each epoch do

Jor z;,yi in Dyrivate

Local loss Liocar = LossFunction(output,y;)
Loss L = Lioeat + ¢ 020V | (wioeat) e — (wgtonar) 11>
witl o wt — W%L

Return 0,

As shown in Algorithm 1, the weights of the global model are required to
initially proceed with learning on the client side. These weights are denoted
as 0,4, and the value of the global model’s weights is added to the local loss to
facilitate learning, thereby flattening the overall data distribution. To proceed
with a batch job on an HPC platform, it is necessary to set the resources
that the user will use to simulate the batch job and specify the dataset to
be used. Here, Cj is a specific batch job, that is, the user who wants to
proceed with learning, R means the resource configuration to be used for
the batch job, and D, ivate is the dataset used by the client. In other words,
the dataset used by a specific client is accessible only to that client and is not
visible to other users; therefore, the data cannot be modified. In addition,

UPrrvetell ) (peat) s — (Watobat) ||> which is added to Lypeq used in
local learning, calculates the distance difference between 6,, which is the
entire global model. f¢,is the local model currently being trained that adds
the value multiplied by p that calculated the distance difference between 0,
and f¢,. i is a hyperparameter that can be adjusted to a specific value for
each client or simulation unit belonging to the federated learning group that
trains the model.

The learned local model must exceed a certain threshold value to be

registered as a transaction on the blockchain. The steps for registering it as




1244 Yejin Kwon et al.

a transaction are shown in Algorithm 2. Based on the F1 score, a test was
performed on the dataset of the model, as shown in Algorithm 2. If the F1
score of the learned model related to the dataset exceeds a certain threshold
value compared with the global model, the learned model can be registered
as a transaction. 3 is a constant value set so that a smart contract can be
concluded as a transaction when it exceeds a certain value compared to the
predicted result value of the global model.

Algorithm 2: Evaluation (F1 score based) local Al model

Initialize model with 04, 0¢c,
N, = Dy, Neo = Do
kg :aXNg,kco = a X NCO
Initianlize Global Dataset Dy = RandomSample(Dyg, k)
Initianlize Local Private Dataset D,
= RandomSample (D,, k)
My = LoadM (04)

M. = Load M (0.,)
_ Precision(Mg) X Recall(Mg)
F]'(Mg) =2x Precision(l\/fz)+Recall(]%§)
_ Precision(M¢) X Recall(M)
F1(M:) =2 x Precision (M )+ Recall(M,)
if F1(M.) = B - F1(M,)

return (0., True)

else
return (04, False)

If the learned model on the client side exceeds a certain threshold
value through the evaluation process of the new data model, the currently
learned model can be registered. This process was uploaded to an internally
constructed private IPFS, as shown in Figure 4.

If the uploaded file is extremely large, when a learning model is uploaded,
the file is separated into blocks, and the block files are distributed and stored
in the IPFS internal network. A Merkle tree is created to generate a content
ID (CID) based on these distributed files, allowing access to the file using
the generated CID. This IPFS network has the characteristic that, similar
to a blockchain-based framework, once registered files cannot be falsified
or deleted. It is often used together with a blockchain framework to store
large files that are difficult to store in a blockchain alone owing to this
characteristic. According to Algorithm 2, the file of a storable model is
registered in the IPFS, and the client unit that performs federated learning
on a working project basis can access the file. The data used for learning in
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each local unit is accessible only to the client that uploads or generates the
data.

When a model is registered by the client unit and a CID for the reg-
istered model is received, the client registers the CID as a transaction in
the blockchain based on the CID. The registration process is shown in
Algorithm 3.

Algorithm 3: Contribution reward calculation

Initialize model weight 84, 0c0
Set reward contant ~y for each push smart contract
Initialize T is the number of transaction was created
Initialize « as the rate that transaction
Initialize n is the number of node
Initialize X istherateo ftransactionspertime (t)
Initialize t is time
TransactionT; = SmartContract(04,0c,)
if T; is register on Consensus Algorithm
for bin blocks
if b include transaction from Cy
Co,push = Co,push + count(Tc,)
end if
end for
Rey =B - M((1 — e *")Copush) +
return Rc,

As the model is uploaded on a client-by-client basis, each time a model
is uploaded, the transaction for the model uploaded by the client is registered
in the blockchain. Various procedures are required to verify the registration
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process of a specific client and authenticity of the registered data for the
model registered on the blockchain. Because the blockchain is registered
privately, the reward for the client is calculated based on the number of Al
models registered by the client in the blockchain. Additionally, the reward
considers the amount of time the client model has participated in the federated
learning process. The reward for a specific client is calculated by considering
the block mining speed (), the nodes participating in the blockchain network
(n), the time when registration begins to learn the model (¢), the propagation
rate of the registered transaction («), the transactions generated after model
learning begins (7), etc. The weighted sum of the model is determined by
considering the contribution of the client to learning the specific model and
the contribution of the client that contributed to the entire block.

When a locally learned model is uploaded according to Algorithm 2, the
model file is uploaded to the IPFS network and the corresponding CID is
registered in the blockchain framework. The reward for the registered client
is calculated when the transaction is registered. This calculation is performed
because it is used as an additional weight value in the federated learning
process. In the process of learning a model, a specific client learns the model
based on a larger dataset and consumes considerable learning resources to
register the model. The weight values of a specific user model are integrated
with federated learning by applying the weight value. An additional weight
value is applied to combine them into a single model, thereby applying the
contribution of each client. The process proceeds with federated learning
according to the contribution made to the learning process for the transaction
in the block and the specific model, as shown in Algorithm 4.

Algorithm 4: Federation learning with blockchain

if b; is newly mined on the blockchain
Initialize block b;
Sor transaction t from T = {t1 = (07, 010”), to,...,tk}inb;
M0, = )% 67 - Re,
Dy < Download shared data with 69
07" = T, = SmartContract (Mj : 05, Dy)
hg < upload IPFS(M; : 0;)
Jor each Client k = 0,1,2,...m in parallel do
download M; with CID(hg)
end for
end for
end if
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Figure 5 System architecture for federated learning.

This describes the process of creating a new model by combining the Al
models included in transactions in the blockchain, as shown in Algorithm 4. It
includes the relationship between clients and models for a specific model and
the adjustment of the weights of federated learning according to the reward
calculation of a specific client.

The entire process is represented graphically in Figure 5.

Simulations per client can be submitted and run in the form of batch jobs
based on the HPC cluster, and the model can be trained using batch jobs based
on the Al model. The resulting model file can be generated and registered on
the IPFS. The process of registering the resulting model file as a transaction
unit on the blockchain-based framework after the model verification task
is completed is included. This process can be integrated into the simulated
execution unit of each client as a specific project unit. Federated learning can
be used as an algorithm that integrates the blockchain mining and federated
learning processes based on the registered model and can also be submitted
as a batch job to the HPC cluster.

4.2 Al Model Management based on Blockchain

Clients of the HPC platform can learn and register Al models based on the
datasets they create. Through this process, clients learning the AI models of
the same project unit can evaluate and register the locally learned models.
Learning models registered as transaction units can be registered by multiple
clients in the form of shared models. Assuming that learning is performed on
a project unit to create a model based on a specific global model, various



1248  Yejin Kwon et al.

clients participating in a project can register models corresponding to the
blockchain as transaction units. As Al models cannot be modified or deleted
once uploaded, they are registered after undergoing an evaluation and veri-
fication process. A verification process is also required for each client unit
to register these models and proceed with federated learning through the
registered learning models. In other words, because the learned model is
registered and only the dataset learned locally is not registered, a verification
process for the private dataset managed by each client unit is also required.
Therefore, a verification process for clients that update the learned model
is required when proceeding with federated learning. To perform federated
learning on a specific AI model as a single Al model on the server side, a
verification process for the private datasets held by each client is required.
This process is described in Algorithm 5.

Algorithm 5: Evaluation and validation FL. model
Download M;(07) with CID (hg) from IPFS

Initialize weight 0

Initianlize Global Dataset Dy = RandomSample(Dgy, k)
Initianlize V- = {v1,v2,...,om} € C

C = {c| c use same model with 07}

Initianlize r = {07, Dy}

1, if vmapprovesr

Initianlize vy, = . ;
0, if vmrejectsr

for v, inV
Initianlize Local Private Dataset Dyp. = RandomSample(D,, k)
Initianlize Local Private Dataset Dp. = RandomSample(Dp, k)
My = Load M (67)
M. = Load M (0.,,)

_ Precision(Mg) X Recall(Mgy)
Fl(MQ) =2x Precision(Mg)+Recall(Mg)

_ Precision (M) X Recall(M_)
Fl(MC) =2x Precision(M_.)+ Recall(M_.)

if F1(My) > - F1(M.)

Um = 1
else
Um =0
end if
end for

vote aggregation and calculate approval rate A, = %

Approved, if Ar >y

return Decision (A,) = {R ooted f A, <
ejected, if A, <7y
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Figure 6 Federated learning with blockchain.

According to Algorithm 5, in order to verify the newly generated global
model Mj(9jg ), verification of the clients who participated in creating the
model is added. The model Mj(ﬁjg- ) is delivered to the clients participating
in the project, and the clients who received the global model go through a
verification process based on their private datasets. The new global model
generated through federated learning using the dataset is verified on each
client side and voted on whether to register the global model as a transaction.
After verifying the verification process of all clients, the generated global
model is registered as a transaction based on the results of the verification
process. Therefore, the verification process, once again in the registration
process, is a new transaction of the blockchain, including the entire verifi-
cation process of the global model, which is finally generated through the
entire federated learning process. The reliability of the global model can be
ensured without sharing a local dataset.

Figure 6 shows a diagram describing the learning process of the client,
the stored model, and the linkage process of the blockchain. Clients train
models based on private datasets locally, verify the models, and register them
as transactions in the blockchain. Clients receive rewards for the models
during the process of registering transactions, and the weights of the models
registered by multiple clients are combined based on the rewards to calculate
the weights of the models. When a block is mined, a global model of federated
learning for the block is created, and the created global model requires
verification by clients again, and the verification process determines whether
to register the global model through a transaction voting process.

Finally, the registered global model must be redistributed to all clients
who contribute to the model learning. In other words, when learning is
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performed on a newly created private dataset, it is performed based on a
distributed global model.

5 Experiments on the Platform

The method proposed in this study is based on a web-based platform that
creates tasks and processes large amounts of data as batch tasks for each user,
based on large-scale calculations or Al tasks. Therefore, each user creates a
project that targets a specific problem, and the data that each user has does not
share. The data that users share on a project basis are based on the artificial
intelligence model; only the artificial intelligence model with weights is
uploaded to the IPFS system, and the Al model is written to the blockchain
and shared. A model targeting a specific user is shared, federated learning
is performed, and users participating in the target perform continuous model
learning only for the available data. To learn for multiple clients, learning is
performed based on the global model learned as a shared model.

5.1 Simulation on the Platform

The method for saving and distributing the model is illustrated in Figure 6.
The method for saving and distributing each model can be set by using
the input/output method within the platform. Each user can learn the model
without sharing data with the other users. Resources that can be used based
on the HPC platform can be set. A batch job can be executed during the
federated learning process, and the simulation results can be checked through
the platform. The results of FL learning within the platform are shown in
Figures 7 and 8.

Figure 7 Batch job result.
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Table 2 HPC platform environment
Cluster Nodes GPU CPU
Slurm 4 - 512
Kubernetes 8 H100%6 1600

Table 3 Software specification

Application CPU Memory GPU  Running Time
FL_MNIST 1 16GB 3 %h17m14s
FL_COVID_UNET 1 16GB 3 13D22h54m11s

Each user can check the results screen as described above and check and
share the result data to be executed as a batch job on the web-based platform
screen. Consequently, the federated learning result model created as a global
model can be shared, but the shared data for each user can be isolated and
provided as a platform for creating the final model.

Table 2 below provides a brief summary of the execution environment
and software used to run the experiments. Table 3 summarizes the names of
applications registered and executed on the HPC platform, the resources used,
and the execution time.

5.2 Evaluation of the FL Model

Federated learning can vary depending on how each user’s model learning
and the resulting data from the global model are conducted. The FL dataset
evaluated in this study is based on federated learning using MNIST, a dataset
that performs small calculations, and the COVID-19 medical dataset. The
dataset was divided into random datasets and distributed to each client for
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Figure 9 Federated learning with MNIST.

Table 4 Mnist client dataset
FL Client Dataset Rounds
Non-IID(1) {(0,6,9,8), (1,4,7), (2,3,5)} 100
Non-IID(2)  {(0,6,9,1,2), (4,7,8,3,0), (5,2,3,9,4)} 100
Non-IID(3)  {(0,6,8,9,3), (1,4,7,9,0), (2,3,4,9,4)} 100

learning, and the client models learned in each round were combined to create
a global model and shared for learning. The differences in model performance
were analyzed depending on how the data were distributed to each client for
learning.

The following graph shows the results of learning based on the MNIST
dataset.

With learning with datasets that have overlapping or non-overlapping
labels. The learning loss may differ depending on the degree of cross-labeling
of the data. The separation of the dataset was defined as follows, and learning
was conducted. In the case of non-IID(1), there are only clients that have fully
independent datasets that do not share any data with each other, and each data
point is divided into datasets that have characteristically similar labels and
are learned. The learning rate of the data learning was set to = 0.01 and
u = 0.1. The second non-IID(2) clients were divided into datasets that each
client shares one label and learned, and the learning rate and p of the data
being the same. Finally, the clients with non-IID(3) datasets were configured
as clients with datasets that had labels, where three clients shared one label at
the same time. Table 4 describes the client structure of each federated learning
system.

Looking at the results in Figure 9, we can observe that in the case of
non-IID(1), the loss results of the clients are not learned consistently, which
means that the results of the client’s learning are not maintained consistently,
depending on the composition of the dataset. However, in the case of non-
IID(2) or non-IID(3), the datasets are not completely independent, but 10—
20% of the data is shared by each client and we can see that the learning
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Figure 10 Global model for federated learning.

(a) Dataset with Fully Independent (b) Dataset with 10% data sharing on each client (c) Dataset with 20% data sharing on each client

Figure 11 Federated learning with COVID-19.

direction converges consistently while learning each datum. Figure 9 shows
the results of the calculation of the learning loss of the global dataset for the
dataset learned locally by each client. A graph of the global model is shown
in Figure 10.

As shown in Figure 10, the final prediction accuracy of the global model
for non-1ID(1) was 0.662443. This is a much lower result than the structure of
other non-IID(1), and it can be seen that when federated learning is performed
between clients with completely independent data, the performance is very
low. In addition, non-1ID(2) shows an accuracy of 0.928702, and non-IID(3)
shows an accuracy of 0.923741, which confirms that even if the datasets
shared by each client are not completely independent and only share approx-
imately 10% of the data, they show almost similar performance. Figure 11
shows the results of the learning data based on the UNet model using the
COVID-19 medical dataset.

For the COVID-19 dataset, it was classified into four types based on
the medical data. It comprises medical datasets for COVID, normal, lung
opacity, and viral pneumonia. The data included lung X-ray and mask images,
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Table S COVID-19 100 round loss
FL  COVID Normal  Lung Opacity  Viral Pneumonia  Global Model

(a) 0.389368 0.342236 0.383007 0.365981 0.414864
(b) 0.315631 0.277553 0.330349 0.301546 0.314726
(¢) 0335146 0.297009 0.368396 0.334472 0.318874

and UNet-based model learning was performed based on the medical data.
Learning was conducted over a total of 100 rounds, and it was performed with
three configurations of clients, as shown in Figure 11. In Figure 11(a), each
client learns with an independent dataset based on each medical data image
of COVID, normal, lung opacity, and viral pneumonia, and the global model
of the data is represented by a black line graph. In the case of the learning
model for each client, it was observed that the learning of each model did not
progress normally when creating a global model. In federated learning, all the
clients had different diseases or normal lung X-ray images, and learning was
conducted based on the fact that there were no shared labels. Consequently,
the learning of the global model showed worse results than those of the local
client models. In case (b) of Figure 11, federated learning was conducted
by adding a setting in which 10% of the data was shared by all clients in
the client dataset configuration of (a). From the learning results, it can be
confirmed that learning progresses in the direction of constant convergence
for both the local and global models. In addition, in Figure 11(c), it can be
confirmed that learning progresses more stably in the result graph.

Finally, when federated learning was performed for 100 rounds, the
resulting loss data in Figure 11 can be expressed as shown in Table 5.

As shown in Table 5, in the case of federated learning based on clients
with completely independent datasets the accuracy of the global model was
low. In addition, the learning graph shows unstable loss changes and severe
data bias between clients, making it difficult to integrate model learning. In
case (b), even with only 10% of the common data, it showed a more stable
learning curve than the previous learning model, confirming that the general-
ization performance of the model improved. In addition, when the shared data
increased to 20%, an overall stable learning curve was observed, confirming
that the performance of federated learning improved as the similarity of the
data distribution among the clients increased.

The results of predicting the lung images based on the final learned
model as a result of federated learning are shown in Figures 12, 13, and 14.
These are the results of images predicted using models learned based on the
same randomly selected COVID, normal, lung opacity, and viral pneumonia
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Figure 12

Figure 13 Visualized 11(b) model.

images. In each image, red and yellow indicate the parts that the model
judged to be important. In the case of Figure 12, most models focused well on
the lung area and generated predicted images. The COVID model and lung
opacity model are located on both the border and center of the lung, while
the viral pneumonia model showed strong responses to both the left and right
lungs, capturing patterns similar to bilateral pneumonia. In Figure 13, in the
case of the COVID model, attention is focused on the upper lobe of the left
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Figure 14 Visualized 11(c) model.

lung, which is an uneven area. In the case of the normal model, it responds
uniformly overall but shows excessively activated light. In addition, the
global model appeared to form the most stable prediction range by combining
the attention areas of various models. Figure 14 is similar to Figure 13 and
shows the overall stable and refined prediction model. The viral pneumonia
model generated very similar patterns in the left and right lungs, while the
COVID and lung opacity models showed stronger attention to the lower part
of the lungs, which may indicate higher sensitivity to infectious lesions. The
global model expressed a stable prediction range overall; however, in the case
of lung opacity, it seemed that predicting the concentrated area of the lungs
was the most difficult.

6 Conclusion

In this study, we proposed a federated learning framework that maximizes the
sharing and performance of models while ensuring the privacy of personal
data based on simulation data in the field of computational science and
engineering. In particular, this system, which operates on an HPC-based
platform, learns models without sharing data generated in a local environment
and secures the authenticity and integrity of the models through a trust-based
distributed model storage and sharing system that combines blockchain and
IPES.
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The FedProx algorithm, among the federated learning algorithms that can
effectively solve the problem of data imbalance, was introduced to minimize
the performance degradation that may occur owing to data deviation between
clients. In addition, the performance evaluation, registration, and reward
systems of the model were automated based on blockchain smart contracts
to quantitatively measure the contributions of participating clients and reflect
the results of federated learning, thereby enabling more precise global model
integration.

As a result of conducting experiments based on the MNIST and
COVID-19 datasets, it was confirmed that model performance was signifi-
cantly reduced in a non-IID environment where data between clients were
completely independent; however, the learning stability and performance of
the model were greatly improved with just 10-20% data sharing. This is
an important result because most real-world data environments have a non-
IID structure, suggesting that the data sharing structure must be considered
when designing a federated learning framework in the future. The framework
proposed in this paper can be expanded to various fields such as simulation-
centered science and engineering research, as well as medical, financial, and
IoT environments, where privacy is important. It shows the potential to be
used as a base platform for a decentralized Al learning system in the future
by securing blockchain-based security and traceability.

In future studies, we plan to perform additional improvements to various
federated learning algorithms and optimization techniques to further enhance
learning efficiency, conduct comparative experiments on various federated
learning algorithms, improve the user interface, and verify scalability for the
actual service commercialization of the platform.
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